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. Cisco 5100V
@ Web Security Virtual Appliance
i %' Version: 12.0.1-268 for Weh
Username:  |admin |
- Passphrase: |eswsssssse
- . .
|

"
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Cisco

BERE , SMERLRS>OBERHFNEE , B+ , ETUKRIKRAMPHTGHIET

AMP

BB E B RS (Anti-Malware Scanning Services)%8% , ¥ thiwiE < Fi% R (Edit Global

Settings) , 1B ~o

Anti-Malware Scanning Services

DVS Engine Object Scanning Limits: | Max. Object Size: 32 MB

Sophos: | Enabled

McAfee: | Feature Key for McAfee has expired or is unavailable.
For information on enabling this feature with 3 new iey, contact your Cisco sales representative.

Webroot: | Enabled
Threat Risk Threshaold: 90

= | Cdit Global Settings...

BR YA EHNBR>BRRE B HRITZHD , RAEER—RIITRS[ED , EEEEL

B RITH L E,



= Advanced Routing Table: | Management
= Advanced Settings for File Reputation

File Reputation Server:

AMERICAS (cloud-sa.amp.cisco.com)
| AMERICAS(Legacy) (cloud-sa.amp.sourcefire.com)
| | EUROPE (cloud-sa.eu.amp.cisco.com)

AMP for Endpeints Console Integration ff,-

SSL Communication for File Reputation: | | APIC {cloud-sa.apjc.amp.cisco.com)

| Private Cloud

Server: | Port: [80

Username: |

Passphrase: |

Retype Passphrase: |
Relax Certificate Validation for Tunnel Proxy (7

Heartbeat Interval: |15 minutes
Query Timeout: |15 seconds

File Reputation Client ID: | 67f3ceal-clec-497d-b5d9-72b17eabdasd

RERE , REBLREIMAMPEIRE R,
REFER—MRHERD , IEE@EAMPESS |, RHBERE , WEAT.

Creating AMP for Endpeints Connection

Do you want to be redirected to the AMP for Endpoints console site to
complete the registration?

oK

BEEMABRNWAMPREIL , AE KifiLog in(Ex) , BT
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Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

Ll AMP for Endpoints

Threat Grid
Threat Response

and more.__.

Use Single Sign-On

Can't access your account?

EZREIM , ETEFRID , RACRBTHEEZRESE LERWSA,



Authorize VLNW <

Applications external to AMP for Endpoints, such as Cisco's Firepower
re vews I <

SRS : : : Management Center, can be authorized to access your business® data.
endpoint) is requesting the following authorizations:

Here an application is asking for your authorization to gain access to some
specific services. Review the requested authorizations and approve or deny the
request as appropriate.

s Device Registration

Deny the request if you don't recognize the application or you did not initiate this
request for integration from the application.

Authorization can always be revoked at a later time from the AMP for Endpoints
web console, and the application completely deregistered from the system.

REIWSAZH A , EEHBELHRNAMPHAREZEH EERTI2ER—IMRE , MEFR.

= Advanced Routing Table: | Management

= Advanced Settings for File Reputation

File Reputation Server: | [ AMERICAS (cloud-sa.amp.cisco.com) ]

Cloud Domain: |c\uud-sa SMp.CisCco.com

AMP for Endpoints Console Integration (20 | VLNWS_ Dereﬁlster ' sUCCEss

AR FESREREHRIARRER (MRHART) , BN, FEEHBREHRIZRE,

Threat Grid#& 5

SMEREBFS>HRVERGNEE  REEHBERGHPRS L, 2hRBLRRERZE , 0
FiRo

DVS Engine Object Scanning Limits: | Max. Object Size: 32 MB

Sophos: | Enabled
McAfee: | Festure Key for McAfee has expired or is unavailable.
For information on enabling this feature with & new key, contact your Cisco sales representative.
Webroot: | Enabled
Threat Risk Threshaold: 90

% | Edit Global Settings...

BREBR>" XM BRRR B HRTZHD , EREEMEVLERIINER , MEFR.

= Advanced Routing Table:  Management
¥ Advanced Settings for File Reputation

= Advanced Settings for File Analysis

File Analysis Server: AMERICAS (https://panacea.threatgrid.com) _
[Tl AMERICAS (https://panacea.threatgrid.com)
EUROPE (https://panacea.threatgrid.eu)
Private Cloud Port: IBD

Username: |

Passphrase: |

Retype Passphrase: |

rile analysis client 10: | 02_vuvws

¢ Advanced Settings for Cache

BHRRARKER
ETGIFiw , MRRBEEKIIEAMP/TGER , FHE AR+ T EWSAKRE,



élllsclcl: Threat Grid _s-mph Dashboard  Samples  Reports  Indhcators  Administration &

Users - vrt/wsa/EC2ACF1150F19CCEF2DB-178D3EFDBAD1

Filter b= [q
v Status
" u Organizat R t
Active
B 481¢7268-5321-477¢-..  WSA Device vithwsa/ECZACF 1150F user Active WSA

~ User Type
Device
Person
Senvice
« Role
Admin
Device Admin
Org Admin
User

~ Intagration

ME A EER(Login) , M T FAREE HEL
Kiur
ERARES THARBES R,

R TRIFAMPEWSAZ BIHERZEE KT , B UBRFAMPIES & HIEREWSAKRE,
MEEE>TEN , £ IR B ERNMERESRR HNATLIES

¥ Filters
Hostname | Hostname or Connector GUID | Group
Operating System e Policy
Connector Version web Internal IP
Flag L1 Au External IP 1gie 1Pvd or CIDR
[ Web Security Appliance :
Fault [moneoerEcEn 1 Last Seen | Any Date
Fault Severity | M| Definitions Last Updated | None Selected
Isolation Status | None Selected ~
Orbital Status | None Selected w
Sort By | Hostname | Sort Order | Ascending

WMEEM T ZEBWSARE |, W AERA X0 & P IRIDRIA B X L]
WMREFRE , EUNBIECHENEA. NANKENRZFGUIDAHTERRENL,

a

adminumontern

-+ Mew User o Feedback

Type

device



o v = v [ - -

Hostname vonw . Gioup [ ..
Operating System Web Security Appliance Policy -oelicy

Device Version Internal IP

Install Date External IP

Device GUID 67T8ceal-c0ec-497d-b6d9-72b17eabdasd Last Seen 2020-05-20 03:51:32 CDT

9 Diagnostics (%) View Changes

‘ 4 Move to Group... H w Delete ‘

XM , TURENATRENEREAEXRUMBAES — 2iF,
dit Policy

Name | network_policy

Description

Custom Detections - Simple [ Mone e

Application Control - Allowed None v.'

B EWSAHRDevice TrajectoryZB 5B — 1M Ih , BFEHH S — B it ENLEIDevice Trajectory H &£
HADevice GUID,

WEFR , B AT URL,
B hitps://console.amp.disco.com/computers/c358f0B9254 Besa0T =957 0=Ta10cS08f56d/ trajectory?

B hittps;//console.amp.cisco.com/computers/GTfoceaDsc0ec=4 97 d=bbd9-72b 1 TeabdasSd, ftrajectory?

may 20 Ay 21

Events

5004061, 63201943
d1111b24_, 165aftdl

36dOM062. 174BecE
20910423, 41eeatel
Octoidd 164, _a26d7 96
c0G6acd._bZachioc

3t FThreat Grid , RERO , MEXHEZREZTRESIH , WXHEFL2HEBERE , BR , &1
L:UEWSAJ:EEEQEMIEWEO



= Advanced Routing Table:
Advanced Settings for File Reputation
= Advanced Settings for File Analysis
File Analysis Server:

Proxy Settings:

File Analyzsis Client ID:
b Advanced Settings for Cache
= Threshold Settings
File Analysis Threshold Score:

PR HERR
WSATEE [ EJAMP R E

- BRBA K38 R VFAMPRR R AV b 31k

Management

| AMERICAS (https://panacea.threatgrid.com) |

Cuse Fite Reputation Proxy
Server: [ Port: [80

Username: |

o= v« [

Use value from cloud service: 90
Ente

ter custom value: ||
i range 1 through 100)

® O
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https://www.cisco.com/c/zh_cn/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
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