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EREEXCTRMESA , FERMHREELREHPITUTRESR :

B SMEME(Network)>= iS5 E(Cloud Service Settings)

B AESARR , M EE S ¥ Network > Cloud Service Settings , AE & L eI EMIERRS (ZH
IBRA) , ZZDIFJ?/TO

SYs
————

IP Interfaces
Listeners
SMTP Routes
DMNS
I Fouting I
SMTP Call-&head

Bounce Profiles

=
SMTP Authentication
Inn:u:umlng Relays

CEL Sources

S B|2. R HEdit Settings
FIBRIAL , ESARE ORI 2R , EEALYEE , BRERERE (WNBMAR)



|I|l . I 1+ Cisco C100V Email Security Appliance is getting a n

CISCO Email Security Virtual Appliance

A Manitor Madl Palicles Sacurity Services Matwark Systern Administration

Cloud Service Settings

Cloud Services

Threat Response:  Disabled

Threat Responsa Server: | No Server is set,

Cloud Services Settings

Status: | Enable the Cloud Services on your appliance to use tha Cisco Threat Response portal.

S IR3.E P EnableMThreat Response Server&Zi&iE
EHPERERA  AREERRWONESS  FEETH

Cloud Service Settings

Edit Cloud Services

Threat Response: E nable

Threat Response Server: i-sge.clsco, / /
AMERICAS (api-sse.cisco.com) ¥
EUROPE (api.eu.sse.itd.cisco.com) -
o |

EE : BB R ARSS S5 URLAY BRiAE R 2 AMERICAS(api-sse.cisco.com). X FEMl | #
th FHI3K 8 H ik B EUROPE (api.eu.sse.itd.cisco.com)

SRARIHBEXENR

BRI ARRER , TRARFFANAEMER. WHE , MRRBIFHESAED |, FiFREMSELIE
MEK , MTEFAR.

AR BULEIRIER  ENERERR.

Uncommitted Changes

My Favefites - Options . Help and Suppen -
- Fiu Mg chcsatdied Shsaged. These chasged will ol S0 rie S9ed Lol pou Sasmend hee, /
e
—

o]




Cloud Service Settings /

Success — Your changes have been committed.

Cloud Services

Threat Response: | Enabled

Threat Response Server: | AMERICAS (api-sse.cisco.com)

Cloud Services Settings

Status: The Cisce Cloud Service is busy. Navigate back to this page after some time to check the
appliance status.

Cloud Service Settings

Cloud Services

Threat Response: | Enabled
Threat Responsa Server: | AMERICAS (api-sse.cisco.com)

| Edit Settings

Cloud Services Sattings

Registration Takan: () | : istar

Register
SI|5. B RCTRIIF HERESAHERN M
1. —HACTRIIFE , $MEModules > Devices > Manage Devices , i5EE T — MR,

« c © & 25 https://visibility.amp.cisco.com/settings/devices /

il Threat Response  Investigate  Snapshots  Incidents [ Intelligence

Settings > Devices

Settings Devices /

Your Account

Devices

API Clients

[ Reload Devices

Type

» Modules

2.- Manage Devices# R EEMEI T2 RFRKIR(SSE) , —BEX , KA #FRAJ Devices and
Generate Tokens , B~



':'.||1s'g|:!::'u' Security Services Exchange Audit Log AR e—

Devices for Sourcefire Support

Add Devices and

v |Q Generate Tokens

0 Rows Selected r:::u 3
1 ] Name -~ Type Versio... Status Description Actions \

3. — B ME AT, —BAKTHE , EREHREWR, MEAR.

BR BULERERNNRZHE (M1F100) , FEBSEIEE (1/08t, 2708,
4/het, 6/0Et, 8/hEF, 12/hEE, 01K, 02K, 03K, 04XFMO05K ) o

Add Devices and Generate Tokens @ >
Add Devices and Generate Tokens @ bt
Number of devices
. - The following tokens have been generated and will be valid for 1 hour(sh:
Tokens
Token expiration time —
Be7E2dB0bGced 63875353417 7125ab00 7]

1 hour A

/ Close | Copy to Clipboard | Save To File

S| MO (MCTRIMIFER ) HMEBIESA
ERCEMS I | SEEEESAN SRS RE B , MTEFT.

AR BULERRIYER - MERRBBAFERHRENERERE. HESMELRT
HAREREZRS,

Cloud Service Settings

Cloud Services

Threat Respanse: | Enabled

Threat Responsa Server; | AMERICAS (apl-sse.cisco.com)

Edit Settings

Cloud Services Settings

Registration Token: ]

Ba7B9d60bEcedE3875353d17725ab0a

Register



Cloud Service Settings /

Cloud Services

Threat Response: | Enabled

Threat Response Server: | AMERICAS (api-sse.cisco.cam)

Edit Settings

Cloud Services Settings

Status: | The apphance registration is in progress. Nawigate back to this page after some time to check the
apphance status.

S|7 BIFESAREF R B HESSEIIFH

BT LS ZESSEITF (CTR > Modules > Devices > Manage Devices) , f£SearchitllFH&E &
ESAIRRE , LIEPT=o

afuafn ; : i L.og po
cisco Security Services Exchange Audit Log ©@ % A" prendaMarguez v
Devices for Sourcefire Support
Y | esa03 b4
0 Rows Selected + OO

LA H Nama Type Versio... Status Description Actions
v 1 esal3.mex-amp.nl... ESA 13.0.0 @ Registere ESA ran B
ID: 87414117 -903f-4be9-b14e-45a7f... IP Address:127.0.0.1 Connector Version: 1,3.34

Created: 2020-05-11 20:41:05 UTC

S| FMECTRIIF H R INFAYESABIR

1. —#ACTRIIFE , M EModules > Add New Module , MBI R,
tice Threat Response mvestigate  Snapshats  Incidents [  Intefligence £+] Brends Marguez »

Maodises

Modules

Intelgancd within Craco Thieat Reipords i@ prownded by modules, which Can also enabls response capabdites. Chik hav

Your Configurations /

_|_

Al Marwr Modula

AMP tor Endpoints
AMF for Endpoinis

Amp

2. —ABRRRRE | EXHF , RREMALZERZFER , WTFEAT.



o
CISCO

Settings > Modules

Settings

Your Account

Devices
API Clients

~ Modules

Available Modules

Users

3. —HMAFE  EREM, FER (ERZIEMWIRE ). BERESEE (X ) FERF, W

/.

FiRo

Al Theoat Responso

Sattings

Vi Account

Threat Response

Irvestigaté  Snapshols

Investigate Snapshots

Available Modules

Avai

Amp

Incidents

Intelligence  Modules

able Modules

Select a module you would like to add, or click here to learn more about modules configuration.

AMP for Endpoints

AMP for Endpoints prevents threats at the point of entry, by identifying and halting
advanced threats before they reach your endpoints.

New Module

Learn More Free Trial

Email Security Appliance

incidents O eligence  Module
Ermail & iy Ao o Add Mewe Module
Add New Email Security Appliance Module

~
~

Madule Name*
#5403 - - - Emadl Secimity Apphance

Registensd Dervice”
oEnd mex- e rlaly

es5a03. mex-amp.inlab

Type ESA

1D BTA141I7- 903 - dbeF-bde- 450713802032
# Aodeess 1270000

Fequest Timelame {days)

The Cisco Email Security Appliance (ESA) provides advanced threat protection
capabilities to detect, block, and remediate threats faster, prevent data loss, and secu...

Add New Module

-—

Learn More

| A2
¥

({3 Brends Marguar »

Quick Start Help

‘When configuring Email Security Appliance (ESA) integration, you mus? first enabie the inbegration in ESA. You then
enable Threst Resporse in Security Senices Exchangs, acd the device and regter it . After this is completed, you
add B ESA module

Pravequisite: ESA running minimemn Async0S 130.0-314 (LD} release

Node: Custormsis with mulsgls ESAS reprting 5o an SAUA can uss ths SMA Modids configuestion fof Emal Secunty
Customers thad do not have am SMA, can use the ESA Module jor integration

1. I ESA, navigale |o Metworks > Cloud Service Settings > Edit Settings, crable inlegration and confem hat
Ehes ESA i neacy b0 BODEDt & registration toimn

2 Click the Settings icon (gear] and then chick Devices > Manage Devices 10 be taken 10 Security Senaces
Exchange

3 Erabie Cisoo Threat Response integration on the Cloud Senvices tab. and then chick the Devices tab and
ek ths + iCon 10 83 B MW SEAE

4. Specily the: foken expiration time (the default is 1 hour), and dick Gontinus

5. Cogry the genernled tokeh a0 confim the devits hik Bieh Sreabed

B Mawgate to your ESA [Network > Cload Service Settings) 1o inse the tokon, and then chek Reglster
Coniberm sucorssiul regesiration by neveewing the status in Security Sensces Exchange and confirm the ESA
s displayed on the Devices page

7. Complete the Add Hew Emall Security Appliance Module form

Mockils N - Leavn e doleull name oF enbid o nama el o meamnghal 19 you

= Roglstersd Davice - From the diop-down list, choose the device you regestered in Seowity Services
Exchange

- Requesl Timeframe [deys) - Enter the bmebme (n deys) lor guenseg the APl endpomnt (deta s
30 s

B Chek Sowe o complate the ESA modals confgiention



A TRIECTRFMESAER , B LEN R B FER4 |, B UMNESAEF ZB T4 , SMEK
2 (Monitor)>HB 4 R R (Message Tracking) , AEERN R B Fhb4E, FEAHIS |, RIZMBH4ETIIE
ATHE,

Email Security Appliance is getting a new look. Try it !

sl Cisco C100V

CISCO Email Security Virtual Appliance

A Manitor Mail Policies Security Services Metwark System Administration

Message Tracking

Awvailable Time Range: 14 May 2020 12:44 to 14 May 2020 13:41 (GMT +00:00) Data in ime range: 100.0% complete

Envelope Sender: (7) | Begins With ||

Envelope Recipient: (7) [Begins with ||

Subject: | [ Begins With - Lbestbest
o— | .

Message Received: | @) | .ot pay (O Last Week () Custom Range

Start Date: Time: End Date: Time:
[os/13r2020  [13:00 and  [o5/14/2020 [13:42 (GMT +00:00)

b Advanced | Search messages using advanced criteria

Clear | Search |

Generated: 14 May 2020 13:42 (GMT +00:00) Export All... | Export...

Results Items per page

Dizplaying 1 — 1 of 1 items.

1 14 May 2020 13:23:57 (GMT +00:00) MmiD: & Show Details &7
SENDER: mgmt0l@cisco.com
R NT: testingBren@cisco.com

© test test

TATE: Megsage 8 to testingBreniPcisco.com received remote SMTP response "ok: M

Dizplaying 1 — 1 of 1 items.

BW#E , ACTRIF , BALHTRE , SMERE , AER - LINRE TR, MEPR.
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"","""o" Threat Response Investigate  Snapshats  incidents [E Intelbgence  Modules
[ Assign 1o Incident Snapshots . ] Mustomatic Liyaut «
@ 1 Target~ ofe 1 Observable v ﬁ 0 Indicators @ 0 Domains a 0 File Hashes WS 0 I Addvesses mLlE /’ 1 Module v

Module enniched this investigation

Sightings
nting: 0} ====e Ernail Securily Appliance
I {'Sonang, 0 dudgements

Gmall sub,.em tast test” / Kby Environment  Giloiba —
= Susgmucun
1 Sighting i My Envisonmesnt - = Linikrosm
5

— Clean

Investigation 1 of

® First Saen: May 14, 2020 137367 UTG » Targets
Last Saan: May 14, 2020 132357 UTC
. What can | search for? 04
! 3 | Clear \hat can | search fo ik v
Relations Graph - Filters: Show Al Expanded wing 6 nod P Obsenables List View =

test test

Email Subject
My Emironment  Global 1 = A

= Surspiciou
1 Segghiang = by Ermeanrmens . ::"m';“"
First Sean May 14, 2020 132357 UTC Tangets

» Lot Soen Moy 14, 2020 132987 UTE 0
- - §
Targgt Email . T l
F G Sightings (1)
— o\
(=] @ Miodibe Observed o Description Confidence Severity Details
v L4 esa03 ----- Emad Security Appliance 9 hours ago Incoming m  High Low
- - essage (Del
Email Subject pered)
@ test test ~

Cisco Message ID

® -

Domain
>

cisSco.com s
Email Address F
mgmt01@cisco.c... v T{

TR BN EMANES FERHERERNEE , MERR.

ip:*4.2.2.2" email_subject:"Invoice Due”

domain:”cisco.com” cisco_mid:"12345"

email:"noreply@cisco.com” sha256:"sha256filehash”™
email_messageid:"123-

e e file_name:"invoice.pdf”

MBHRECESEF , RENMELBEISMABEESAEE |, NI RAEBETSMAEEDEB MR, FHHEF
ME'JSMA“"Asyncos125:\2Enwi2I: MRR {EFHSMA‘““IEESA MEZERESA , EHFEH
HAsyncOSHRA13.05 E S R A<,

CTRIIFHRERESARZ
MBAECTRIT IR MESABIRIIESARE K &R E FAUEAHRE + | BWIRSESSEHREA



CTR , ECTRH &M EModules > Devices > Manage Devices , R/GESSEITF H S i ZECloud
Services# /B RACTR , M FTEFIR :

i ] 3 .
c|] : c]o Security Services Exchange Devices | Cloud Services | Events  Auditlog @ % &  Brenda Marquez v
Cloud Services for Sourcefire Support
Cisco Threat Response /
Cisco Threat Response enablement allows you to utilize supported devices in the course of a cybersecurity ‘
investigation. It also allows this platform to send high fidelity security events and observations to Threat

Response.

CTRZEXRE RXKEESANEIE
BHAR

- FEMEBELER , SRR LU E D TR
- BERBELNEBBNARS RIS (EMEM ) o

ESARERIEM = &
ERRESARWANERRER , BN , EITTAMAFESAK BRI IR 5 .
BTFERREAN T , EfRK

BERRPMRMERNSERD :

MRFERMN (BB ) ZATESA , MU THNEERTHE : https://admin.eu.sse.itd.cisco.com/

MEFERIMNAM)ZATFESA , MU THEEK TS : https://admin.sse.itd.cisco.com/

SiFicE , EMTHETHRE (ER&RGERNERNTHRERX ) o

HXRfER

- A LAE BRI R M FESAERMMARIEXTENFE L.
- BARZEHRH - Cisco Systems



https://admin.eu.sse.itd.cisco.com/
https://admin.sse.itd.cisco.com/
https://video.cisco.com/video/6159336218001
https://www.cisco.com/c/zh_cn/support/index.html
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