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HFIPATAER , REtFEEAFUT F—1TURL:

EE#X

- api-sse.cisco.com

. est.sco.cisco.com ( EEiuigiEA )

. mx*.sse.itd.cisco.com ( B BI{Xmx01.sse.itd.cisco.com )
. dex.sse.itd.cisco.com ( A TEF R )

. eventing-ingest.sse.itd.cisco.com ( A FCTRACDO )
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. eventing-ingest.apj.sse.itd.cisco.com ( A FCTRFICDO )

FMCHMFTDHZEEEZEIIH iE&"FEJ:H’\JSSE URL , ARz , BEEERIGRNRELN
Firepower CLI LS AL T -

curl -v https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients --cacert

/ngfw/etc/ssl/connectorCA.pem
curl -v https://est.sco.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://eventing-ingest.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://mx0l.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

BITEANGRE , BUREEZELERINTEEILLTIT . Connection #0 to host "URL" ( #E#EEI =M
“URL” ) RIFER.

MREZEBERSERERHPRBLT , FRIEEEEAORBAFHRIXLEURL , ARZBHEIER
BUiEE SiX EURLZ HEEN EBiEE.

AEAUTHSEIIERRE

root @tdOl: ~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.con

* Trying 52.4.85.66...

* Connected to api-sse.cisco.com(52.4.85.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT: ! EXPORT40: ! EXPORT56: ! aNULL: ! LOWN ! RC4: @GSTRENGTH
* successfully set certificate verify locations:

* CAfile: none

CApath letc/ssl/certs

TLSv1.2 (QUT), TLS header, Certificate Status (22):
* TLSv1l.2 (QUT), TLS handshake, dient hello (1):
* TLSv1l.2 (IN), TLS handshake, Server hello (2):
* TLSv1l.2 (IN), TLS handshake, Certificate (11):
* TLSv1.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1.2 (IN), TLS handshake, Request CERT (13):
* TLSv1.2 (IN), TLS handshake, Server finished (14):
* TLSv1l.2 (QUT), TLS handshake, Certificate (11):
* TLSv1l.2 (QUT), TLS handshake, Cient key exchange (16):
* TLSv1l.2 (QUT), TLS change cipher, dient hello (1):
* TLSv1.2 (QUT), TLS handshake, Finished (20):
* TLSv1.2 (IN), TLS change cipher, Cient hello (1):

* TLSv1.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSvl.2 / ECDHE- RSA- AES128- GCM SHA256

* ALPN, server accepted to use http/1l.1

* Server certificate:

* subject: C=US; ST=California; L=San Jose; O=Cisco Systens, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMTI

* expire date: 2021-12-03 21:07:00 GVI

* jssuer: C=US; O=Hydrantl|D (Aval anche C oud Corporation); CN=HydrantID S SL ICA &

* SSL certificate verify result: self signed certificate in certificate ¢ hain (19), continuing
anyway.

>CET / HITP/ 1.1

>Host: api-sse. cisco.com

>User-Agent: curl/7.44.0

>Accept: */*

>

<HTTP/ 1.1 403 For bi dden

<Date: Wed, 08 Apr 2020 01:27:55 GVI

<Content-Type: text/plain; charset=utf-8


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

<Content -Length: 9

<Connection: keep-alive

<Keep- Alive: timeout=5

<ETag: "5el7b3f8-9"

<Cache-Control: no-store

<Pragma: no-cache

<Content - Security-Policy: default-src 'self’

<X- Cont ent - Type- Opti ons: nosniff

<X- XSS-Protection: 1; npde=bl ock

<Strict-Transport-Security: max-age=31536000; i ncludeSubdomnai ns;

X B2 WEI403 ForbiddensB B , RAMNMR X IENSHATRSSERER |, 81X B LAKIE
R,

IFSSEConnectoriR A

ST AR AT AR IEE R RR R

# nmore /ngfw etc/sf/connector. properties
regi stration_interval =180

connect or _port =8989

connect or _f gdn=api - sse. ci sco. com

A T K ESSConnectorfMEventHandlerZ BIRYERE |, B LIER LGS , U TR EZE RO TG

root @i repower:/etc/sf# netstat -anlp | grep Event Handl er _SSEConnect or. sock
unix 2 [ ACC ] STREAM LI STENI NG 3022791165 11204/ Event Handl er
/ ngf wl var/ sf/run/ Event Handl er _SSEConnect or . sock

EEEMEBENROF , BAUEIRRSSER

root@irepower:/etc/sf# netstat -anlp | grep Event Handl er _SSEConnect or. sock
unix 2 [ ACC ] STREAM LI STENI NG 382276 7741/ Event Handl er

/I ngf w/ var/ sf/run/ Event Handl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 378537 7741/ Event Handl er

/ ngf w/ var/ sf/run/ Event Handl er _SSEConnect or. soc

Wil Z3XBISSETF MCTREY BUIE

EMFTDIRB K IEEHLLEBTCPIERE , EE Bhttps://eventing-ingest.sse.itd.cisco.com#E 3
TCPiERE, AT RSSE[TFFMFTDZ B ARE I IEZN RH

root @i repower:/ngfw var/l og/connector# |sof -i | grep conn

connector 60815 www 10u | Pv4 3022789647 0t0 TCP | ocal host: 8989 (LI STEN)

connector 60815 www 12u | Pv4 110237499 0t0 TCP firepower. ci sco.com 53426->ec2-100- 25-93-
234. conput e- 1. amazonaws. com htt ps ( SYN_SENT)

fEconnector.logAEH :

ti me="2020- 04- 13T14: 34: 02. 88472046- 05: 00" | evel =error nmsg="[firepower.cisco.coni[events. go: 90
event s: connect WebSocket] dial tcp 18.205.49. 246: 443: getsockopt: connection tinmed out"

ti me="2020- 04- 13T14: 38: 18. 244707779- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp 100.25. 93. 234: 443: getsockopt: connection tinmed out"

ti me="2020- 04- 13T14: 42: 42. 564695622- 05: 00" | evel =error nsg="[firepower. ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp 18.205.49. 246: 443: getsockopt: connection tinmed out"

ti me="2020- 04- 13T14: 47: 48. 484762429- 05: 00" | evel =error nsg="[firepower. ci sco.com [events. go: 90


https://eventing-ingest.sse.itd.cisco.com

event s: connect WebSocket] dial tcp 100.25.93. 234: 443: getsockopt: connection tinmed out"
ti me="2020- 04-13T14: 52: 38. 404700083- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp 100.25.93. 234: 443: getsockopt: connection tinmed out"

SR : JEE 5 T18.205.49.246118.205.49.246 1Pk it JE F https://eventing-
ingest.sse.itd.cisco.com , X2 EIRBEURLM A ZIPHEi A FREZRISSETFHER,

MRRETERE | WEHF2REFISSEN T , XEFTDMSSE ] ZH B EIMEE RA :

root@irepower:# |Isof -i | grep conn

connector 13277 www 10u | Pv4 26077573 0t0 TCP | ocal host: 8989 (LI STEN)

connector 13277 www  19u | Pv4 26077679 0t0 TCP 192.168. 1. 200: 56495- >ec2- 35-172- 147-
246. conput e- 1. amazonaws. com htt ps ( ESTABLI SHED)

I A

FHEZF6.4f5 , SSEEEBR T SSSEITFEE. Connector.logiR it SEHRLIAIEEIR © (*Service)o
Start] Could not connect to ZeroMQ PUSH endpoint: o7& 5 |
\"ipc://Ingfw/var/sf/run/EventHandler_SSEConnector.sock\"#k 5 unix
Ingfw/var/sf/run/EventHandler_SSEConnector.sock: & B LK X458 B F\n

E# BzHISSEConnectorfR % :

1)sudo pmtool disablebyid SSEConnector

2)sudo pmtool enablebyid SSEConnector

JNEHMBHRE. EFEIE , REETEE.

EEAEXHuE

Bt A& — ERAREEHAVER

/ ngf w/ var /| og/ connect or/ connector. | og

BERE

/I ngf w/ et c/ sf/connector. properties

BERE

curl 1 ocal host:8989/vl/contexts/default

HXRER

- https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf

- BARFZFERH - Cisco Systems



https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	排除FMC与CTR集成故障
	目录
	简介
	先决条件
	要求
	使用的组件

	背景信息
	SSEConnector
	CTR
	城堡门户
	安全服务交换门户

	故障排除
	验证是否已启用云服务
	验证FMC/FTD和SSE门户之间的连接
	验证SSEConnector状态

	验证发送到SSE门户和CTR的数据
	常见问题
	重要日志文件位置

	相关信息


