BR4EP N EN TR imEH ANHBRIIREN
B &

2019%8H28H
Microsoft WindowsZRIAE :
N-Able Solar Winds — B&F* :
Docker - Mac:
HEFIE

9H18H — 2019
Apple MacOSERIA(E :
McAfee - Mac
Cisco Jabber - Mac
EioB it K] — Mac
JAMF Casper - Mac
VMWare Fusion - Mac
Xcode - Mac
—/NIRZ 2§ — Windows
Citrix ICA% ¥ — Windows
ik

12511H — 2019
—/NIRZ 2§ — Windows
Splunk - Windows
Splunk - Linux
DK -

28128 — 2020
Microsoft WindowsZRIA{H — Windows
Websense - Windows
Microsoft SQL Server - Windows

20206 10
Malwarebytes - Windows
Microsoft Office - Windows
1IS - Windows
Altiris by Symantec - Windows
McAfee - Windows
HEFIE

7H15H — 20205
2 H 8§ — Windows

Microsoft Teams - Windows

26 |
8H26H — 20204

Microsoft SQL Server - Windows



9H30H — 2020
Malwarebytes - Windows
Digital Guardian - Mac
[=e]

20215383
FEHE — Windows
SCCM - Windows

Symantec - Windows
=5t |

20215F6H30H
Microsoft Windows 2R IA{E
Citrix ICAE i

9H29H — 2021

Cisco Webex - Windows

EROBR it X — Windows

$3Rit 2] — Mac

VMware - Windows
20229 3H23H

Microsoft WindowsERIA{E

Hyper-V - Windows

Microsoft Windows Defender - Windows
20226 H29H

Microsoft WindowsERIA{E

Cisco AnyConnect VPN

Cisco Webex

Microsoft OneDrive ( JABI 2 —IKZ

Tanium - Windows

98 14H — 20224
Microsoft WindowsZRIA{E
Microsoft SQL AR5 2%
TrendMicro / Apex One
=t

202210

12H14H — 2022
Microsoft WindowsZRIA{E

o

i — Windows
EelE#HE
4H12H — 2023
Microsoft WindowsZRIA{E

Microsoft Intune
McAfee Trellix SolidCore
Cisco Webex

i& Al T MacOSHI Microsoft Defender

Microsoft Defender for Linux
5H31H — 2023%F

VEEAM
VMWare



9H27H — 2023%F
Cisco Webex

Microsoft OneNote

Microsoft SQL R85

Microsoft Teams

Microsoft Windows 2R IA{E
Splunk

Symantec Endpoint Protection
28l

118228 — 2023%F
Microsoft WindowsERIA{E
Citrix ICAZE P i
=5t

18248 — 20244
2t |

&g

R ERME D REF N PN E R

BREF BN H BRI EZN4EY | UEEOK RN SHESR4T (AMP)EZSRZEHRE.
ZeWEMRGZRARHEEFHFREME | X LSRN 002 5 B9 ARAH

FERFRAM
=R

Cisco BB THLUTEE :

o TH [ £ 5mH9 AMP 5 B BE BRI
- AMP##I&

fiE R 4A ¢
X ERET AT REMBEARE :
o TH @ 4 im B AMP2 %l & kit 485.4.20190820

ANHEHPHEEHRETHREXRREREFHREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTENRS , FHRETBAERSHBERRE,

EERTRTRYHEE



el AMP for Endpoints

Dashboard  Analysis~  OQutbreak Control ¥ Management™~  Accounts v~ Seart

Cisco-Maintained Exclusions are created and

Exclusions maintained by Cisco to provide better
compatibility between the AMP for

' Endpoints Connector and antivirus, security,

Show = Custom Exclusions | Cisco-Maintained Exclusions ,
| or other software. These exclusions may be

| updated with improvements and new
| exclusions may be added for new versions of
an application.

All Products Windows Mac Linux

HEANEPNIREEFTLN , FERRBITREENMUARRZER. I/ LHRFEAZFIREARLOGHE , EM24E
HMEMH KR, XERBEATLRREFEALTT , RAMRAREH , XENFRIIRNER , AITRRBES , #E
BR4PNERIRELNMEHENERFRASPFAFE, NTAAERE  XEERGRAERBEN , RALERFY
EEMER LR,

EFEAPERTENMNGR. WRAABHEESHE , WFE1-2M0BRARTER. MREESKRHET , SitEHRA
, BTSSR T , it EHXEFIIREN24-48 A, FERIF B D HMKBEEN,

2
201948 428H

Microsoft WindowsZRiA{E :

TR -

* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\edb*.log
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\Res1.log
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\Res2.log

RH: E5%. EXEHNE —MIRIEEE.
®m:
* C:)\$WINDOWS.~BT\Sources\SetupHost.exe

FEE : BT #ERE |, Windows 10E£{BR &M,
N-Able Solar Winds — & :

= -

* C:\Program3Z#(x86)\N-able Technologies\Windows Agent\bin\agent.exe
* C:\Program3Z {4 (x86)\BeAnywhere Support Express\GetSupportService_N-Centra\BASupSrvc.exe
* C:\Program3Z#$(x86)\N-able Technologies\PatchManagement\ThirdPartyPatch\ThirdPartyPatch.exe



Docker - Mac:

B -

* /Users/*/Library/Containers/com.docker.docker/Data/vms/*/Docker.*
* /usr/local/bin/docker

FREER: @AM ERNNZLRBEREN , HtF & THER KB EFHOBERR T %,
=i

* /Applications/Docker.app/Contents/MacOS/Docker
* /Applications/Docker.app/Contents/Resources/bin/docker

WMEIE

Linux:

* Docker —

$#£381.10.2
#2881 .11+

3
* Docker — &

o HEtTHR
MAC :

c EflE
s BFERIE

9H18H — 2019
Apple MacOSERIAE :

®hn

* /Applications/Time Machine.app/Contents/MacOS/Time Machine
* /System/Library/CoreServices/Spotlight.app/Contents/MacOS/Spotlight

McAfee - Mac
#hn -

* /Library/McAfee/Agent/bin/CmdAgent
Cisco Jabber - Mac

R B -

* |usr/bing/grep
* |binlps



R : z2MES , ETRENHRIEES,
®m:
* |Applications/Cisco Jabber.app/Contents/MacOS/Cisco Jabber
ARR TR — Mac
#hn -
* /Applications/CrashPlan.app/Contents/Library/LaunchServices/CrashPlanService.app/Contents/MacOS/CrashPlanService
JAMF Casper - Mac
B
* [usr/bin/sw_vers
R : Z2MES , ETRENHRIEES,
#hn
* /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfDaemon.app/Contents/MacOS/JamfDaemon
* /usr/local/jamf/bin/jamfAgent
* /usr/local/jamf/bin/jamf
* /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfAgent.app/Contents/MacOS/JamfAgent
VMWare Fusion - Mac
#hn -
* /Applications/VMware Fusion.app/Contents/MacOS/VMware Fusion
Xcode - Mac

®hn

* /Applications/Xcode.app/Contents/SharedFrameworks/XCBuild.framework/Versions/A/Plugins/XCBBuildService.bundle/Co
* /Applications/Xcode.app/Contents/Developer/usr/bin/xcodebuild

—ANIX 38§ — Windows

MEAEDX -

* C:\*\Users\OneDrive\ (RN P& AR R £ M)

Citrix ICA% i — Windows

#hn -



* CSIDL_PROGRAM_FILES\Citrix\User Profile Manager\UserProfileManager.exe
* CSIDL_PROGRAM_FILES\Citrix\Virtual Desktop Agent\BrokerAgent.exe

* CSIDL_PROGRAM_FILES\CitrixX\ICAService\picaSvc2.exe

* CSIDL_PROGRAM_FILES\Citrix\ICAService\CpSvc.exe

RE : BIEEH T CitrixE WA B AT,
MEIRK

Windows & [ kR4

« Citrix Bl fR%25
« Citrix=iE#88

128118 — 20195
— 1IR3 EF — Windows
#1n
+ CSIDL_LOCAL_APPDATA\Microsoft\OneDrive\OneDrive.exe
Splunk - Windows

®hn

* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunk-winevtlog.exe
* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunkd.exe

Splunk - Linux

=

* /opt/splunkforwarder/bin/splunk
* /opt/splunk/bin/splunk

MEHE

Azure - Linux

Vagrant - Mac
2A12H — 20204
Microsoft WindowsEZRIAfE — Windows

i



* C:\Program Files\Cisco\Orbital\osqueryd.exe
* C:\Program Files\Cisco\Orbital\orbital-ampwin.exe

Websense - Windows

i

* [ZANIKE3BHES]:\Program Files*\Websense\

* C:\Program3Z #4(x86)\Websense\Websense Endpoint\dserui.exe

* C:\Program Files\Websense\Websense Endpoint\dserui.exe

* C:\Program3#(x86)\Websense\Websense Endpoint\EndPointClassifier.exe
* C:\Program3#(x86)\Websense\Websense Endpoint\FilterSDK\kvoop.exe
* C:\Program3Zf4(x86)\Websense\Websense Endpoint\wepsvc.exe

Microsoft SQL Server - Windows

=

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL\FTDATA\
* .sql

202056 A10H

Malwarebytes - Windows

MHEX :

« C:\ProgramData\Malwarebytes£& iin B\
» C:\ProgramData\Malwarebytes\MBAMService\

Microsoft Office - Windows

=

» C:\Program Files\Common Files\microsoft shared\ClickToRun\OfficeClickToRun.exe
[IS - Windows

-

* C:\Windows\SysWOW®64\inetsrv\w3wp.exe
* C:\Windows\System32\inetsrv\w3wp.exe

Altiris by Symantec - Windows

|-

» C:\Program Files\Altiris\Altiris Agent\AeXNSAgent.exe



McAfee - Windows

=

+ C:\Program Files\McAfee\EndpointZ £\ B i& Bi B i B #\mfeatp.exe
Y&

NetScout - Windows

IBM - Windows
7H15H — 20205
#4188 — Windows

®hn

* CSIDL_WINDOWS\System32\dfsr.exe
* CSIDL_WINDOWS\System32\dfsrs.exe
* CSIDL_WINDOWS\System32\dns.exe
e CSIDL_WINDOWS\System32\ntfrs.exe

Microsoft Teams - Windows

=i

* CSIDL_LOCAL_APPDATA\WMicrosoft\Teams\current\teams.exe
* CSIDL_LOCAL_APPDATAWMicrosoft\Teams\update.exe

EIZM &R

EEFTIT

8H26H — 2020

*HTFRTFEANR , FRHBEHMN19BEKE26H
Microsoft SQL Server - Windows

B .

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.1\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.2\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.3\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

=



* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

9H30H — 20204

Malwarebytes - Windows

=i

* CSIDL_PROGRAM_FILES\Malwarebytes' Anti-Malware\mbam.exe
* CSIDL_PROGRAM_FILESX86\Malwarebytes' Anti-Malware\mbam.exe

Digital Guardian - Mac

®hn

* /usr/local/dgagent
* /dgagent

Bl 5I&R

Digital Guardian - Windows
2021%3H3H
+EHE — Windows

= -

* CSIDL_PROGRAM_FILESX86\Kaspersky Lab\Kaspersky Endpoint Security for Windows\avp.exe
* CSIDL_PROGRAM_FILESX86\Kaspersky Lab\NetworkAgent\klnagent.exe

SCCM - Windows

B -

* WINDOWS\CCM\ServiceData — EE KE



» 2 X #\Microsoft Configuration Manager\EasySetupPayload -E & i %
Symantec - Windows

i

* CSIDL_PROGRAM_FILES\Symantec\Endpoint Agent\edpa.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.4013.4013.105\Bin64\Smc.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.6608.6300.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7061.6600.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7385.6902.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\

* CSIDL_PROGRAM_FILES\Symantec\Endpoint Agent\brkrprcs64.exe

EolEHFIx

Cisco AnyConnect - Windows

Microsoft Defender ATP - Windows

202156 H30H

Microsoft WindowsZR A&

= -

* CSIDL_WINDOWS\System32\GroupPolicy\User\registry.pol
* CSIDL_WINDOWS\System32\GroupPolicy\Machine\registry.pol

Citrix ICAZ P i

=

CSIDL_PROGRAM_FILES\Citrix\Broker\Service\BrokerService.exe
CSIDL_PROGRAM_FILES\Citrix\Broker\Service\HighAvailabilityService.exe
* CSIDL_PROGRAM_FILES\Citrix\ConfigSync\ConfigSyncService.exe
CSIDL_PROGRAM_FILESX86\Citrix\ICAZ I~ ¥\

Citrix 3 B IR 35 2%

R B -

¢ C:\System32\drivers\CfsDep2.sys
* C:\System32\drivers\CvhdBusP6.sys
* C:\System32\drivers\CVhdMp.sys

=



e CSIDL_WINDOWS\System32\drivers\CfsDep2.sys

* CSIDL_WINDOWS\System32\drivers\CvhdBusP6.sys

* CSIDL_WINDOWS\System32\drivers\CVhdMp.sys

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNTFTP.EXE

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\PVSTSB.EXE

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\StreamService.exe
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\StreamProcess.exe
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\soapserver.exe

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Inventory.exe

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Notifier.exe

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\MgmntDaemon.exe
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNPXE.exe

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNDevice.exe

ERIZMIIE

Commvault - Windows

Citrix21&18 5% — Windows

9H29H — 202145

Cisco Webex - Windows

®hn

* CSIDL_LOCAL_APPDATA\CiscoSparkLauncher\CiscoCollabHost.exe
* CSIDL_LOCAL_APPDATA\CiscoSparkLauncher\

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_01\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_02\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_03\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_04\atmgr.exe

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_*\

AR IT X — Windows

whn

* CSIDL_PROGRAM_FILES\Code42\Code42Service.exe
BRIt R — Mac

=

+ /Applications/Code42.app/Contents/Library/LaunchServices/Code42Service.app/Contents/MacOS/C

VMware - Windows



®hn

+ CSIDL_PROGRAM_FILESX86\VMware\VMware DataS Agent\service\DaaSAgent.exe
2022%3H23H
Microsoft Windows 2R A&
#m
+ C:\Windows\System32\Searchindexer.exe
Hyper-V - Windows

®|hn

* CSIDL_COMMON_APPDATA\Microsoft\Windows\Hyper-V\
* CSIDL_COMMON_DOCUMENTS\Hyper-V\EE #l 8 &\

Microsoft Windows Defender - Windows
®m:
* *\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\DataCollection\

2022%6H29H

Microsoft WindowsEZR A&

#hn -

e *.applocker
Cisco AnyConnect VPN

=hm

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco AnyConnectZ £ ¥ 3 & F° iis\acwebhelper.exe
Cisco Webex

i

* C:\Users\*\AppData\Local\WebEx\WebEx\Meetings\atmgr.exe
Microsoft OneDrive ( JABI 2 —NIEzHES )

=hn -



¢ C:\Users\"\AppData\Local\Microsoft\OneDrive\OneDrive.exe
Tanium - Windows

i

* C:\Program3 #(x86)\Tanium\Tanium& £ A F~ & &l T E\bin\end-user-notifications.exe
Citrix i Bt IR 55 25

®m:
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\MgmtDaemon.com
B -

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\MgmntDaemon.com
EeIE#H IR

X1# & — Windows

Microsoft Intune - Windows

9A14H — 2022%F
Microsoft WindowsZR A E

=i

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\UNacumbrellaagent.exe
* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\U\acumbrellaagent.exenscrypt-proxy.exe
* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\NVM\acnvmagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\vpnagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acnamlogonagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\achamagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\Ul\csc_ui.exe

* CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMID\*\csc_cmid.exe
* CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Clien\CM\*\CMPM\*\csc_pm.exe

* CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\Service\*\csc_cms.exe
* CSIDL_SYSTEM\appidpolicyconverter.exe

Microsoft SQL fR%25

rRESREV. 2019

®hn



* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\“\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\SQLDumper.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MS*.*\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\COM\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\DTS\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\

TrendMicro / Apex One

iy

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CCSF\TMCCSF.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmPfw.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmListen.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\Ntrtscan.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iIATAS\ATASAgent.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iAC\ac_bin\TMiACAgentSvc.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\IES\ESE\ESEServiceShell.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\[ES\ESE\ESClient.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\BM\TMBMSRYV .exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agen\TMBMSRYV .exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iVP\iVPAgent.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmSSClient.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\LogServer.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\Temp\LogServer\LogServer.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CCSF\module\BES\Tmsalnstance64.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CNTAoSMgr.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\PccNTMon.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iIES\ESE\ESEFrameworkHost.exe
* CSIDL_SYSTEM\ShowMsg.exe

* CSIDL_SYSTEM\dsagent.exe

e .bkf

2ol 5IR
Azure DevOps - Windows
2022510 H

E10AM , - mEBEHEAHE I AT R LRIPFHRNEROGRIM B ELHEBRIIRAMER. BXRAITRINES
8, BiEttst.

123148 — 20225


https://www.cisco.com/c/zh_cn/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html

Microsoft WindowsZR A&

=

* C:\Windows\System32\omadmclient.exe

* .automaticDestinations-ms
JRIRE & — Windows

* csc_ui.exe A INEV5HRP AR I 69 ROE L 1 £ B HERR
THIBR - SEMEfEBERY ST
SRek= 2R TE

12888 — Windows, Mac. Linux

McAfee Trellix SolidCore - Windows
4H12H — 2023%F
Microsoft WindowsER A {E

i

e pf
* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acumbrellaagent.exe

B -

* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\*.log

CSIDL_SYSTEM\CatRoot2\

CSIDL_WINDOWS\Prefetch\

Microsoft Intune

=

* CSIDL_PROGRAM_FILESX86\Microsoft Intune Management
Extension\Microsoft. Management.Services.IntuneWindowsAgent.exe

McAfee Trellix SolidCore

MEAEDX -

* CSIDL_PROGRAM_FILESX86\McAfee\Policy Auditor Agent\engineMain.exe


https://www.cisco.com/c/zh_cn/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html

Cisco Webex

=

C:\Users\"\AppData\WebEx\WebexHost.exe

& A FMacOSHIMicrosoft Defender

=

* /Library/Application Support/Microsoft/Defender/

Microsoft Defender for Linux

#hn -

* /opt/microsoft/mdatp/sbin/wdavdaemon

* /opt/microsoft/mdatp/

5HA31H — 20234

VEEAM

] -

CSIDL_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Explorers
Recovery Service\Veeam.StandBy.Service.exe
CSIDL_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Mount
Service\Veeam.Backup.MountService.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.BrokerService.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.CloudService.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Externallnfrastructure.DbProvider.exe
CSIDL_PROGRAM_FILESX86\Veeam\Backup
Transport\Guestinteraction\VSS\VeeamGuestHelperCtrl.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Service.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and Replication\Backup
Catalog\Veeam.Backup.CatalogDataService.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.ManagerGCServer.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Cdp.Service.exe
CSIDL_PROGRAM_FILES\Veeam\Backup and Replication\Console\veeam.backup.shell.exe
CSIDL_PROGRAM_FILESX86\Veeam\Backup Transport\x64\VeeamAgent.exe



CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Manager.exe
CSIDL_WINDOWS\Veeam\Backup\VeeamDeploymentSvc.exe
* .vbm.temp

» flat

VMWare

/-

+ CSIDL_PROGRAM_FILES\Common Files\VMware\ScannerRedirection\ftscanmgrhv.exe
 CSIDL_PROGRAM_FILESX86\VMware\VMware Horizon View
Client\ClientService\horizon_client_service.exe

9H27H — 20234
Cisco Webex

| -

+ CSIDL_LOCAL_APPDATA\Programs\Cisco Spark\CiscoCollabHost.exe
Microsoft OneNote

1/ -

+ CSIDL_LOCAL_APPDATA\Microsoft\OneNote\*\cache\*.bin
Microsoft SQL RS 2%

|-

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\MSSQL\Binn\sqglagent.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\"\MSSQL\Binn\MsDtsSrvr.exe
+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\sqglbrowser.exe

» CSIDL_WINDOWA\Cluster\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\"\MSSQL\FTDATA\

» CSIDL_WINDOW-\Cluster\clussvc.exe

» CSIDL_WINDOW-\Cluster\rhs.exe

rc

B

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe



» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL
Server\MSSQL*.MSSQLSERVER\MSSQL\Binn\SQLServr.exe

» CSIDL_PROGRAM_FILES\Microsoft SQL
Server\MSAS*. MSSQLSERVER\OLAP\Bin\MSMDSrv.exe

+ CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSRS*.MSSQLSERVER\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

+ .abf

e .ctl

+ .dbf

* .rdo

Microsoft Teams

| -

+ CSIDL_LOCAL_APPDATA\Microsoft\Teams\current\squirrel.exe
+ CSIDL_LOCAL_APPDATAMicrosoft\TeamsMeetingAddin

Microsoft WindowsZt A&

] -

« CSIDL_WINDOWS\WinSxS\*\TiWorker.exe
Splunk

1/ -

+ CSIDL_PROGRAM_FILES\splunk\bin\splunk.exe
+ CSIDL_PROGRAM_FILES\splunk\bin\splunk*.exe

Symantec Endpoint Protection

| -

+ CSIDL_PROGRAM_FILES\Symantec\Symantec Endpoint Protection\*\Bin64\ccSvcHst.exe
+ CSIDL_COMMON_APPDATA\Symantec\Symantec Endpoint Protection\
+ CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\*\Bin64\Smc.exe
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+ CSIDL_WINDOWS\Temp\TMP*.tmp

« CSIDL_WINDOWS\Temp\musdmys_*

+ CSIDL_WINDOWS\Temp\content.zip.tmp\SymDeltaDecompressOptions.xml
+ CSIDL_WINDOWS\Temp\content.zip.tmp\*.diff

« CSIDL_WINDOWS\Temp\content.zip.tmp\cur.scr

+ CSIDL_COMMON_APPDATA\Symantec\
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Microsoft WindowsZR iA{B
#n
+ CSIDL_PROGRAM_FILES\Cisco\Orbital\python\python.exe
Citrix ICAZ-F i%

/-

+ CSIDL_PROGRAM_FILESX86\Citrix\ICA Client\SelfServicePlugin\SelfService.exe

+ CSIDL_PROGRAM_FILESX86\Citrix\ICA Client\SelfServicePlugin\SelfServicePlugin.exe

» CSIDL_PROGRAM_FILESX86\Citrix\ICA
Client\Receiver\FeatureFlag\CWAFeatureFlagUpdater.exe

» CSIDL_PROGRAM_FILESX86\Citrix\ICA Client\wfcrun32.exe

+ CSIDL_PROGRAM_FILESX86\Citrix\ICA Client\Receiver\Receiver.exe

EIE#IIx

* |lvanti LANDesk
o AterafRE

18248 — 20245

Microsoft SQL ServerflAzure DevOpsEE S Windows4& 45 :2.8.2.1+H9 HE KR AL 3 58 Stk >< 19 40 340
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