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s FBEAFETREFLER.

s BEAERNENNES (RIRF/HF ) 2B ITE,
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<item>3|0]| |CSIDL_Secure Endpoint_VERSION\sfc.exe|48|</item>
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- NEESFETEREFLER.
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- REtEERENRE,
- EREREREBRMSHRZE XTNMAREN T B ZXPNAMEHRE,
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EE AL ThEE,
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BERR THAE R
C:\Windows\*\Tiworker.exe EHFFI%’T:I_:W ndows ¥ B ZH# Z E’gﬁﬁ'ﬁﬁ' worker .exeit FE
C:\Windows\P*t.exe x@,ﬁPot .exe, Pat.exe, P1t.exe%
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C:\* BERRC: MBABHPHAAEHE , ETHRFERF
Co\** BEBRC : IBBIES LB NI
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C:\Program Fi | es\ MyAnt i vi rusAppDi rectory
CSI DL_PROGRAM _FI LES\ MyAnt i vi rusAppDi rectory
FOLDERI D_Pr ogr anfi | es\ MyAnti vi rusAppDi rectory
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PR ITEC

fBlgn | fnREEWindows £ B2 LA T BERFIHNIA -

C:\Program Files
C:\test
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C:\Program Files
C:\Program Files (x86)
C:\test

C:\testl23

FFHEBRTIM "C:\test" B A "C:\test\"FFBH IEHERBR"C: \test123",

M RABERRDT
XU REBFRATHREGRET RANMEXH.
KER
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/Users/johndoe/Documents/Virtual Machines/

BE A6 WHERIKEAT I AP, ALERAESEREERFNARE , H OB BE AFPEBRRIERRFT
ERFHLE X :
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AR BEMERTRARTERESREA , XUESSBEINFERR, I, c:\~\test BEER
C:\sample\tests~C:\1\test** = C:\sample\test123.
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FFHERRB A EIFTE BRIV IESI 25,
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XA R B EHERR T C:\testpathFD:\testpath,
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AR REEBRRELuRIRE A E A AT HITHRERIEBRKHEBRRI A . SDLLARKX MR HEERER
FREITT R0 se 02 HEER,

ERIFEATR Y EBHRIE - M EMEMHRRERERENTE , FERTAENHURE
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https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/218067-troubleshoot-exploit-prevention-in-secur.html
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BEIOCHRR , AILUHRERERI, WRAEUIABUARLEE HSBELIOCHMEA L , Nt
WREFERAM. RELipEH S RHENMOCHRIHERENIERRIIR. BUNEY FHIIRE
BREDRRAVIE RS

| I0C W | Select an indicator to exclude from detection. bl ‘ ] |

Search |

ConnectionToSuspiciousBankingDomain.ioc
ConnectionToSuspiciousDomain.ioc
ConnectionToSuspiciousPegasusDomain.ioc
ConnectionToSuspiciousRATDomain.ioc
Crossrider.ioc

Dummy.ioc

ExecutedMalware.ioc

GateDotPhp.ioc

GoogleMalleableC2.ioc
JS.Trojan.Generic_48153.ioc

Linux.AutostartPersistence.ioc
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EREBEWindowsEZR M FZHEBRIAT | 22 FE M CSIDLAIKNOWNFOLDERID{E,
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EFEFACSIDL/IKNOWNFOLDERIDE , EEEZE —LLRE, MREBHWHRBEESNRIIB[EAFLLE
2/ , MCSIDL/IKNOWNFOLDERIDEIEFRIEN RINR B L EBHIKT 25,

flgn , MBBERSELREEC\ L, BMicrosoft SQLM R R FHE L N0:\ , N SLF B HERR
5| 3R # (9 E F CSIDL/KNOWNFOLDERIDE HERR & A FiZ Bk B, XEBERBEHT
CSIDL/KNOWNFOLDERIDEYfE A TE AR B 1TRRGY | R8T\ I3 28 R B BR R et
RHEBRE A — N HERR.

BXREAEE , FSHELTWindowsXHY :



+ CSIDL
+ KNOWNFOLDERID

EE  AWindowsiE#838.1. 7R ESMRA T FKNOWNFOLDERID, FHIKRAHY
WindowsiE #2838 # FICSIDL{E,


https://learn.microsoft.com/en-us/windows/win32/shell/csidl
https://learn.microsoft.com/en-us/windows/win32/shell/knownfolderid

AE : KNOWNFOLDERIDEXZ K/INE, filtn , &5
valueFOLDERID_ProgramFiles , M BESEA LM MIvalueFolderID_programfileso
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1. RERBEMAUEREENX TET.
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BXBERABREXNBETERERS LN SIBIENRE , BSRUT X
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https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217721-cisco-secure-endpoint-connector-for-mac.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217721-cisco-secure-endpoint-connector-for-mac.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217721-cisco-secure-endpoint-connector-for-mac.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/200877-Collection-of-Diagnostic-Data-from-a-Fir.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215261-analyze-amp-diagnostic-bundle-for-high-c.html
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FIRRER TERN D BIERM TR A T RIEBEBREY X : fileops.txtFlexecs.txto
fileops.txt3 4 A T AIB R/ X4 BB/BERFEBRIN , execs.txt3 4 A T ol 2 # B HERI

IR Z IS

execs.ixt3 5l i it & Secure Endpointif 1T XA R AT TR R, BREEHE —MEXITTE

, ERERAENRE , HENRERERFERFR, SUUEALIRBEEGAERNTEHNHE , A
EEAHBERZRNEIERT, B2 , TRWUHREMASARER ( Hli/usr/bin/grep ) ERER ( B
W/usr/bin/ruby ) » MRBAZARFIBABEFERAEXHRE , BAUUHTEZSREUZHM
BB EEH N RN BERI

1. FRRER - BEBMNRAEF EERNITHE (HlI , EFRNITgrepW IR ) H HEFRIL R
B, HENARABRTURERENHEZLERE , F NMTIRE, MRIABBRERTFHR
, MR AR TR BMEAT F AT 18 A R EEBR

2.HRAERAFNHE  BERTHENAF, NIREMNMEAFEERERTHE , WATUR
NZSERFEERIZER (flm MRENMHEBEEKREHAF root"HA , W AT LABERRIZ#
2, BRENEERAF root 1T , XF AT RELIRIEIEIE Toot WM AP HITRERE
) o

execs.txtBy i H =5 -

33 /usr/bin/bash
23 /usr/bin/gawk
21 /usr/bin/wc
21 /usr/bin/sleep
21 /usr/bin/T1s
19 /usr/bin/pidof
17 /usr/bin/sed
14 /usr/bin/date
13 /usr/libexec/gdb
13 /usr/bin/iconv

11 /usr/bin/cat

10 /usr/bin/systemct]
9 /usr/bin/pgrep

9 /usr/bin/kmod

7 /usr/bin/rm

6 /usr/1ib/systemd/systemd-cgroups-agent
6 /usr/bin/rpm

4 /Jusr/bin/tr

4 /usr/bin/sort

4 /Jusr/bin/find

IR, XY R R NEE RF 5 S5



fileops.txtXX 5 HH X MBI, ERMEGB TR B2 LR PIT X HENER, SRERE
B—MEXITE , EERABENRE , HEIKREREFHERF, FiRERAPath Exclusionsf 5552 —
EMfileopsiXtBHRBREREN AN IHRER  RAEZENXLEREZUEAN, BERASITHHAT
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FIBMHE T IDBIHEBRIZIE B RIVE R,

fileops.txt#y i tH R Al -

31 /Users/eugene/Library/Cookies/Cookies.binarycookies

24 /Users/eugene/.zhistory

9 /Users/eugene/.vim/.temp/viminfo

9 /Library/Application Support/Apple/ParentalControls/Users/eugene/2018/05/10-usage.data
5 /Users/eugene/Library/Cookies/HSTS.plist

5 /Users/eugene/.vim/.temp/viminfo.tmp

4 /Users/eugene/Library/Metadata/CoreSpotlight/index.spotlightV3/tmp.spotlight.state

3 /Users/eugene/Library/WebKit/com.apple.Safari/WebsiteData/ResourcelLoadStatistics/full_browsing_sessio
3 /Library/Logs/Cisco/supporttool.log

2 /private/var/db/locationd/clients.plist

2 /Users/eugene/Desktop/.DS_Store

2 /Users/eugene/.dropbox/instancel/config.dbx

2 /Users/eugene/.DS_Store

2 /Library/Catacomb/DD94912/bioTlockout.cat

2 /.fseventsd/000000000029d66b

1 /private/var/db/locationd/.dat.nosync0063.arg4tq

—MNFNEKZENR , AMER BESHAEXMHT BENSYWEH NN E SR HEERIRE,
TTHAFRF B %
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Windows & M iRZA<

Windows B ERSGEME R K ATRHABRES FHENTRE , BESHRETAH. IRTFEER
ANEE , EEE R X4 ARERXEXHERF.

BEXRFEAZE2KX BRI FEIEWindowstEEER FHAER |, ESREBERNZEMBASF RPGitHubTT
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https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint-private-cloud/220575-cisco-secure-endpoint-linux-connector-fa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint-private-cloud/220575-cisco-secure-endpoint-linux-connector-fa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint-private-cloud/220575-cisco-secure-endpoint-linux-connector-fa.html
https://github.com/CiscoSecurity/amp-05-windows-tune
https://github.com/CiscoSecurity/amp-05-windows-tune

AR EEASINBUZET , BRA TEXAHNERE  UBRLR ENEERITE,

ERATER , FAREKHEH A CIERVIERAN -

1. EZ K IREFHES |, B %EEvanagement -> Exclusions S E“Policies” . (A)K BB EE K
HEBREH E thedit , REB)RTH+s2% 80

Exclusions

_ O[]

Al=de




2. TENew Exclusion Set#HEEAF | R BN HOIEBERENRIERS, Click Create.

New Exclusion Set

New exclusion set for REL=I=Tal 2 ge]s Vs N

3. %\éﬁ%ﬂfﬁiiﬁﬂ%mﬁ%%ﬁﬁo B, Add Exclusion , ARG Mselect Type??‘iﬁuinpiﬁ?&
BERREHL,
Windows & O AR A:

ame emo Exclusion Set Windows Add Exclusion £ Add Muiltiple Exclusions...
N Demo Exclusion Set Wind + [+]

Threat w

Path

File Extension m

Wildcard

Executable
oc

Process:

File Scan
Malicious Activity
System Process

Behavioral Protection

Mac/Linux :



Name @ Demo Exclusion Set Mac/Linux -+ Add Exclusion Add Multiple Exclusions...

Threat ]
Path

File Extension

Wildcard

Process

4. EEFTAHEBRR B MEF R,
5. EEST2MILUAMES AN , & & Hsave MREFHISNTE,

R{ERE

ANBGIATREND , BACTLBEERZELRRENRF R, RO XHERLFITHEI,
PHBEEFHCSPITR B FAZRE , ARBERSIE, REJEVNSROTFRDER.

BEBRBIURBEA T BARsRfl , BI4EN RAEF IR ERBRTTERET R b5 XA R R,
IR BRI A BB AR — ERERKR TR

o X7 EUESERY [E]E 1 2 5 Sh I
C FEINAHEREFTLEN , RIFCLIERXE—NEEED H s X R EE,
- ENABRRZE , XAAERBEMERFEREE, RBEINARFRE LR,
- BEHBEHINIMAFREER/ 4T BB BE T
- BHEEEARE, X4V RENBEAERESSUMELS RAL , #REHFRREM T — b
BEENFEREREMER4ED,
- BURFAREEAENNHBZHERBREGEFARITXHNRR., X4 BENEERF
HEBRTA
o WSITZHERR
- FEHRKEN KBRS |, FIEANCERIER,
- FRAMANT2RERE  MARRXHE.
- ERIRERT, 2£AR2MBIRMWindowstt b T ERE T E 4 E BRI,
o 53 R A B L AT HE BRI
- EABERAEFATNE N, REEEMEHAEEENFIATL,
- EHRIMAPERAERANS/DRE ; AEEEATHXHRS NEABRA.
- BadRBEAREFRNOEREA
- BUAEHR—MRSARFROER,
- MRBEFEFRENFGNEASAREFIHEREF , WRE—EBRAF (R
macOS/Linux )
- f5lgn | ﬁﬁ,éﬁg’@?ﬁpython\ java, ruby. bash, shZEERHFISNI,
- HRESHR
- ERIEHRRZE  BREZFEREREEFEETEELHBRRERLEF HNHERF,
- BMIBRESHRTRSHEH RO HRNIZEEE,
- BRBE/XA4T BREARFERT I EHEHRRPIEENRER,
- BEHREAEEERGFREPERANGHE



https://github.com/CiscoSecurity/amp-05-windows-tune
https://github.com/CiscoSecurity/amp-05-windows-tune

- BXEFHAEER , BSATEWE BRI
o FBRT B RO BEBR IR
- ERENTREEERIIR , AICFRNMELHRINER,
o TIBR & E B 49 BERRII
- HEEBEIIAREN , DIARBRGIAT S EEFREREN LTS MR,
- BYBRETATERREXNEERNAELZLNREE, NREESFIR , NEBRES
ERBNE , BXBEEAFNMER , LERNASZSRINRT.
C BROAEFHREEZIRENFTENBH A B RENESHFHAGE , BESH
RAELZELIERAL BN IRIEN KM
- X 2 BERRI B WARY
- HPRIMEN L ER |, FERB W ARNBLEFERE , Hl0EAERY SE R HERM
wIN—ERFE,.
S 55 R = 1TPY N
- BREEAE-AMAESRNNARFNRS R X FEERMCHAN , FHEMAply to
Child ProcessiE TR /MEALNEK
« NTHRBEZERE
- B #E(FEmacOS E A 1aunchd , FELinux E R initHsystemd) ARBHRE LHFERT
iR BUTHRERXEHN R,
- BB HEREME FHENEREALTL KRG,
- RAggEE#HZEAF ( XBRmacOS/Linux )
- MRAFPFREZ , NHBRNEATETEEREFNEAHE,
- BRERTERAAFHNAIABMEEREY , B/ ZHEE T2 TE P HER AL 12
HYSES o
- NTFRMATETREIZ@HBIM |, java) AHIABERRR(BIA |, vash, python)FHERFHIM
n, EEAFLHEE,
- BEAFURESERE , HETREAREKZEEMSEHIn 24 ESSH,

THEERPERRD

REFTHRAERETETREANSINREEN , B - EROREENFTELRR, NTRIERY
MR RSN |, FEWEALTHERM

AcroRd32.exe
addinprocess.exe

addinprocess32.exe

addinutil.exe

bash.exe

bginfo.exe

bitsadmin.exe

cdb.exe

csi.exe
dbghost.exe
dbgsvc.exe

dnx.exe

dotnet.exe



https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html

excel.exe

fsi.exe

fsiAnyCpu.exe

iexplore.exe

java.exe

kd.exe

Ixssmanager.dll

msbuild.exe

mshta.exe

ntkd.exe

ntsd.exe

outlook.exe

psexec.exe

powerpnt.exe

powershell.exe

rcsi.exe

svchost.exe

schtasks.exe

system.management.automation.dll

windbg.exe

winword.exe

wmic.exe

wuault.exe

Tz

.bat

.bin
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