FEFHASDMEHEASA L BIFirePOWERE 1R
Hx

&
E2EE
EXR
ERNAE
ES.2)
FL P B ASDMIE B ASART i /5 A B 1E
E15- AP B3 ASDMiEHE

282:5- ASDM AR FIASARLE FFirePOWERKE 3R 1P i 3i
34- ASDMJE 3 5 FirePOWERIE R B {E

245 ASDM# ZEFirePOWERN % IR

HEHER

HXEE

A

AN BASDMERGNAIEEENLZ2IRR (ASA R H ELZEWFirePOWERH A HEIRE S,
E=EER

ASA L ZEFirePOWERER ATBE U T AR 2 —#HITEE :

+ FirepowerBE A/ O\(FMC) -X 2L FTEBERA R,
- BENZSREEERASDM) - X2 LEBHBRAR,

TR
=R

B HAASDMEERASAELE :

<#root>

ASAS5525(config)#

interface G gabitEthernet0/0
ASA5525(config-if)#

namei f | NSI DE

ASA5525(config-if)#



security-level 100
ASA5525(config-if)#

i p address 192. 168. 75. 23 255. 255. 255. 0
ASA5525(config-if)#

no shut down

ASA5525(config)#
ASA5525(config)#

http server enable

ASA5525(config)#

http 192.168.75.0 255. 255. 255. 0 I NSI DE

ASA5525(config)#

asdm i nage di sk0:/asdm 762150. bi n

ASA5525(config)#
ASA5525(config)#

aaa aut hentication http consol e LOCAL

ASA5525(config)#

usernane cisco password cisco

KEASA/SFRER 2 RAIVRAEY , BT EE F/FirePOWERIZT -+,
4N, FEASAL |, 455 AA3DES/AESTF AL :

<#root>
ASA5525#
show version | in 3DES

Encrypti on- 3DES- AES

Enabl ed

perpetual

BRASDME F ik RE5E T2 XM Java JRERRAS,
fE AR EH

Microsoft Windows 7 E#1
ZEITASAIRAS9.6(2.3)BIASA5525-X
ASDM hRZ 7.6.2.150
FirePOWERH #1&3%6.1.0-330


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#pgfId-137099

AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

S

ASAR =A"AEBED :

- asa_dataplane -F T ESMASATIERE R EE O FFirePOWER &R,
. asa_mgmt_plane - F R ¥ FirePOWEREBE O SMEERE.
. cplane -#2#|FmEND , A TEASAFIFirePOWERE IR 2 |8 % Hikeepalive HIE 2.

AR EAREOFHRE

<tfroot>

ASA5525#

capture CAP interface ?

asa_dataplane Capture packets on dataplane interface
asa_mgmt_plane Capture packets on managementplane interface
cplane Capture packets on controlplane interface

ALENEETATAR

Management0/0

asa mgmt_plana

FirePOWER
module mgmt IP

FirePOWER

software module

asa_dataplane sl :IH_ cplane
[ |
L

G0/0 G0/2
— I ——

P B ASDMIE#EZIASARTHY 5 & B 1E



BEERELLTH

ASDM Launcher

192.168.75.x G0/2

OUTSIDE

Management0/0

W % R BASAIASDMIERER |, 2% £ TE4
F15-FAF 31 ASDMIEE

APEERTHTTPEEMNASA P , W ARZILE , RIERESASARES :

() Cisco ASDM-IDM Launcherv1.7(0) =] @

S, Cisco ASDM-IDM Launcher 222l

Device IP Address [Mame: 192, 168,75.23 ;|
Lisarmname: CISCd
Password: 111

[ Remember the username of the spedfied device on this computer

|| Run in Demo Mode

T

0| |8

EiEHB , EASDMAASAZ [H I SSLFEIE :

Source Destinaticn Protocol Length Data Info
192.168.75.22 192.168.75.23 TLSV1. 2 252 Client Hello




ALENBETATAR

ASDM Launcher 199 168.76 ASA
. : X -
G0/0 G0/2
_ﬂlg_;msms 1=l oUTSIDE
22 1 23 LP.123]

Management0/0

F25- ASDM A IMASAEL & MFirePOWERE R P ith 11F

FEASA L% Adebug http 2558 % , AR RASDMIEZZIASAREFARITHIERE ;

<tfroot>
ASA5525#

debug http 255

HTTP: processing ASDM request [/admin/exec/

show+nodul e

] with cookie-based authentication

HTTP: processing GET URL '/admin/exec/show+module' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/show+cluster+interface-mode] with cookie-based authenticatio
HTTP: processing GET URL '/admin/exec/show+cluster+interface-mode' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/show+cluster+info] with cookie-based authentication

HTTP: processing GET URL '/admin/exec/show+cluster+info' from host 192.168.75.22

HTTP: processing ASDM request [/admin/exec/s

how+nodul e+sfr+detail s

] with cookie-based authentication
HTTP: processing GET URL '/admin/exec/show+module+sfr+details' from host 192.168.75.22

« show module - ASDM A& IMASAE R,
+ show module sfr details - ASDM&ZIERFMEE , BIEFirePOWERE Pk,

XEEFAETRAMPCEIASA PRy — R 5ISSLES !



#3445 - ASDM/3 31 EFirePOWERIE R K @S

HTASDMEIEFirePOWEREEIPHbit , Hitt ERMERKELSSLLE !

Source Destination Peotocol Length Cats  Infa
192.168.75.22 192.168.75.23 TLSY1. 2 252 Client Hello
192,168, 75. 22 192,168, 75.23 TLSvl. 2 264 Client Hello
192.168. 7522 192.168.75.23 TL51.2 284 Client Hello
192.168.75.22 192.168.75.23 TLSY]1. 2 284 Client Helle
192,168, 75. 22 192,168, 75.23 TLSvl. 2 264 Client Hello
192.168. 7522 192.168.75.23 TL5w1.2 284 Client Hello
192.168.75.22 192.168.75.23 TLSY]1. 2 284 Client Helle
192,168, 75. 22 192.168,75.23 TLSvl. 2 264 Client Hello
192.168. 7522 192.168.75.23 TL51.2 284 Client Hello
192.168.75.22 192.168.75.23 TLSY1. 2 284 Client Hello
192.168. 75. 22 192.168.75.23 TLSv1. 2 284 Client Hello
192.168. 7522 192.168.75.23 TL5w1.2 284 Client Hello
192.168.75.22 192.168.75.123 TLS1. 2 252 Client Helle
192.168. 75. 22 192.168.75.23 TLSV1. 2 284 Client Hello
192.168. 7522 192.168,.75.123 TL5w1.2 220 Client Hello
192.168.75.22 192.168.75.23 TLSY]. 2 284 Client Welle |

[E) Cisco ASDM Launcher
&L, Cisco ASDM-IDM Launcher

Device TP Address [ Name: |192.1658.75.23

== =)

17%

T
CISCO

=]

Usermame: Cson
Password: Il
[] Remember the usemame of the spechied device on this computer

OK Close

| | e | Y

XEGFAETRHANMASDMEHNZIFirePOWERE E P b 31t B SSLIE#E

Destination
192.168.75.123
192.168.75.123

Source
192.168.75.22
192.168.75.22

Protocol Length Data Info
TLSV1. 2 252 Client Hello
TLSV1. 2 220 Client Hello




AUEREERUATAR :

ASDM Launcher
192.168.75.x

ASDMXfFirePOWER# 1T & 43 iE , B TFirePOWERIEBEZBHERIEH , AEERELLEYE

‘] Cisco ASDM Launcher ol = || == |

=L Cisco ASDM-IDM Launcher il

Authenticating FirePOWER. login |  HEELR

Device IP Address [ Mame: [192. 165.75.23 J
Username: asco

Password: TI11

Security Warning @

Do you want to Continue?
The connection to this website is untrusted.

Click to see the FirePOWER
Certificate information

Mote: The certificate is no cannot be used to verify the identity of this website,

More Information

Continue Cancel

$445- ASDM#E ZEFirePOWERSE 3. IR

BSHWBIFRING , ASDMMFirePOWERIZE & # R H I -



% Cisco ASDM-IDM Launcher i,

Retrieving FrePOWER Menu Items %%

Device [P Address [ Mame: 192, 168.75.23 =]
Fassword: T

[™] Run in Demo Mode

KRBIET-FMTHIFR
@ Home ﬁi Configuration - Maonitoring | Q Deploy - oﬂeﬁ'esh |° Back o Forward

Help ‘

@
I
=
a
[a]
E General | License Interface IP Address/Mask
fj INSIDE 192.168.75.23/24
N riost Name: s IMNSIDE3 192.168.79.23/24
ASA Version: 9.6(2)3 Device Uptime: 15d Oh 52m 28s B
. . IMSIDES 192.168,76.23/24
ASDM Version: 7.6(2)150 Device Type:  ASA 5525
MGEMT no ip address
Firewall Mode: Routed Context Mode: Single
QOUTSIDE 10.48.66,247/23
Environment Status: % 0K Total Flash: 8192 MB
Select an interface to view input and output Kbps

© ik FASA FirePOWERPHL B X 8217 :



(8 e o conpaaten (] oy | (oo = Q¥ metesn | sk () v | P v

DeviceSetup & P Configuration > Device Setup > Startup Wizard
IR o iz

] +3% Routing
Dhviom Plarmee (Praddrenind
[;] L] Sysbem Time:

£
g [ [l Interface Settngs
[:] ek Bhe Launch Startup Wizard " button to start the wizard.

Startup Wizard

Thae: Chiatd ASTR Siarhas Witard asdsis you i Geting your
Cison Adaptive Seourity Applancs configured and running. Use
ihes wizard to oreate a basic configuration that enforces
pecurity pobces in your netwerk,

The: Startup Wizard can be nun ot any Bme amd will b= nitakzed
with walues from the asrent running configurabon,

BB HEER

WMRASDMFE = EAFirePOWERE X Pt it 3 37 SSLERIE , MR MNEL thFirePOWERSZ £33 :

& Home {E' Configuration Monitoring ‘ Q Save G Refresh ‘ 0 Back @

Jwice Lisk

/ | Device Dashbearc ASA FirePOVER Status
I

&R ASA FirePOWERED BIA :




File View Tooks Wi:urd:.: Window Help

—

.ﬂhmmh%ﬁﬂpﬂﬂﬁﬂMﬂmqE;hﬂiaﬁﬁd1<:h¢ﬁ>MWm ?H&

Lk

[ " e

i+l Interface Settngs

Device Mame Fassword
i Sysbem Time

lﬂ |ﬂ Device

Startup Wizard

seaurity polces in your nebweork,

[543+ Riouting Chck the Launch Startup Wizard” buthon to start the wizard.

The Ciscs ASDE Startup Wirard assists you in getiing your
Cisco AdapSve Security Applance configured and running, Lse
this wizard to oreate a basc configurabon that enforces

The Starfup Wizard can be nun at any Gme and vl be inftislized
with values from the curment nunning configuration.

I iF1
HWRASAEEENERES , HAEZEIZEONIENIE OV T EBAVLANAF

<#root>

ASAS5525#

show interface ip brief | include Interface| Managenent0/0

Interface IP-Address OK? Method Status Protocol
Management0/0 unassigned YES unset

up up

R HERRE L

° 'I«QIEIE@E@VLANO
« FITIRAMRERS , REXRHIKOEE (EE/MI/XA ) ).

A2



HRFirePOWERER T2 #MH{t. EBFBEEEEIT :

<{froot>

ASA5525#

show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type:

Model:

Hardware version:
Serial Number:
Firmware version:
Software version:

MAC Address Range:

App. name:
App. Status:
App. Status Desc:

App. version:

Data Pl ane St at us:

Console session:

St at us:

DC addr:
Mgmt IP addr:

Mgmt Network mask:

Mgmt Gateway:
Mgmt web ports:
Mgmt TLS enabled:

<tfroot>

A5525#

FirePOWER Services Software Module
ASA5525

N/A

FCH1719]54R

N/A

6.1.0-330

6c41.6aal.2bf2 to 6c4l.6aal.2bf2
ASA FirePOWER

Up

Nor mal Operation

6.1.0-330
Up

Ready

Up

No DC Configured
192.168.75.123
255.255.255.0
192.168.75.23
443

true

session sfr consol e

Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-AX'.
>

show versi on

———————————————————— [ FP5525-3 J-----———cmmmmmmo -
Model : ASA5525 (72) Version 6.1.0 (Build 330)
UuID : 71fdlbed4-7641-11e6-87e4-d6caB846264e3

Rules update version

VDB version

: 2016-03-28-001-vrt
: 270



PR BERR I
« #&show module sfr log consolefn & H il H P R EFEHIRIBE,
i3

{# Aping Mtracert/traceroute Z @ S EASDMEHMFirePOWERE R EIE|P 2 8] fy B A EHE -

C:Userssciscodping 192.168.75.123

Pinging 192.168.75.123 with 32 bhytes of data:

Reply from 192.168.75.123: hytes=32 time=3ms TTL=64
Heply from 122.168.75.123: bhytes=32 time<im=z TTL=64
Reply from 192.168.75.123: hytes=32 time<ims TTL=64
Reply from 122.168.75.123: hytes=32 time<imz TTL=64

Ping statistics for 122.168.75.123:
Packets: Sent = 4. Received = 4, Lost = B (B» loss).

Approximate round trip times in milli—seconds:
Minimum = Bms,. Maximum = 3ms,. Average = Bms

C:slsepssciscortracert 192_.168.75.123
Tracing route to 192.168.75.123 over a maximum of 38 hops
1 <1 ms <1 ms £1 ms 192.168.75.123

Trace complete.

MR HERRE L

- REREFERDIRVIRA,
- BUFRAFRBHEIERENIRE

¥4

WMERASDMENMFirePOWEREEIPH#bit{V TR —HE3EMEH |, HREASDMEN LAYt uk FEAT
L(ARP) 3K :

C:sxUsepssciscorarp —a
Interface: 1922_.168.75.22 —— Bxb

Internet Address Physical Address Type
1?72 .168.75.23 bec—41-6a—al-2bh—f9 dynamic

192.168.75.123 bc—41-ba—al-2b—f2 dynamic
192.168.75.255 3 e o e i e i e static
224.8.8_22 A1-88-5e—-HAB-AA-16 static
224.8.8.252 A1-88-5e—-BA8-B8—1fc static
239 .255.255.258 A1-88-5e-"-ff-fa static

B HE BRI



« MBRBARPEE |, iBEFEAWiresharki EARPEE . BERKIESHMACH I IFHE,
- MMREARPLE , FHEATCIIER,

W5

YIRBEITASDMIE R , FASDMiEE LG AR , LEFE XN EFirePOWERER Z B REFELE
BHNTCPEE. AR , BELLEE ;

ASDMEHIMASAZ BN TCP=IXEF,
TEASDMEHFMASAZ A SSLEEE,
ASDMEHLMFirePOWERRIR EE P it 2 [AINTCP=IXIEF.
FEASDMEHLMFirePOWERR IR E I Pt it 2 A E Y SSLERIE.

B HE BRI

« WRTCP=ZXREF XM , FHABEBFXAMEETCPHEINIENHREBRIRZ
« WRSSLAM , FREBEPRDXBRZIPITHEAMITM) ( FRSFI|/IEPIR E N LR
THRER).

K6

ER B HFirePOWERERI R E | i5ffasa_mgmt_planeiZ0 EE AR, EHRD , BOUUEF

3 -

- ASDMEHLRYARPIER ( #iEaE42) o
« FirePOWERZIRIARPRI B ( ##E 843 ) -
« ASDMEHLMFirePOWERER 2 BN TCP=IREF ( H¥z244-46 ) -

ASAL525# capture FP_MGMT interface asa_mgmt_plane
ASABL525# show capture FP_MGMT |i 192.168.75.123

42: 20:27:28.532076 arp who-has 192.168.75.123 tell 192.168.75.22

43: 20:27:28.532153 arp reply 192.168.75.123 is-at 6¢:41:6aal:2b:f2

44: 20:27:28.532473 192.168.75.22.48391 > 192.168.75.123.443: S 2861923942:2861923942(0) win 8192 <mss 1260,nop,wscale
2,nop,nop,sackOK >

45: 20:27:28.532549 192.168.75.123.443 > 192.168.75.22.48391: S 1324352332:1324352332(0) ack 2861923943 win 14600 <mss
1460,nop,nop,sackOK ,nop,wscale 7>

46: 20:27:28.532839 192.168.75.22.48391 > 192.168.75.123.443: . ack 1324352333 win 16695

EHBRHERRIE L

- ERIESHHMERE,.

BIF7

WUFASDM A PR R R B 15, HIAX — B —Fh 7555 R BT A SDMIE #2346 A debug http 25585 :



<#root>
ASA5525#
debug http 255

debug http enabled at Tevel 255.

HTTP: processing ASDM request [/admin/asdm_banner] with cookie-based authentication (aware_webvpn_conf.
HTTP: check admin session. Cookie index [2][c8a06c50]

HTTP: Admin session cookie [A27614B@20480@78CF@58989AACB80CE5159544A1B3EE62661F99D475D(C]

HTTP: Admin session idle-timeout reset

HTTP: admin session verified = [1]

HTTP: username = [userl],

privilege = [14]

HHBEHERR IR L

« WRREBREHNTFRI5 , FRHAERARIINIGHAF,

oan s

W RASDM E HLFNFirePOWERIE IR 2 [B1 17 7E FirePOWERE 12 | Pith s1E B P 45 #th 11t 53 (NAT) , NI B EIEENATed IPHEdE -

"L} Canmot connect to the ASA FirePOWER madule, (=5

6 Cannot connect 1o the ASA FireP OWER module, Check that it s commectly configured and on the network,
It's slco possable that the management address i being translated by NAT.
Please venfy the I address/Hostname and port.

[P Address
192 158,75, 123

Port:
443

HFEHERRER L

o 4% ( ASA/ISFRIMARIREN ) HIRES THINX —Ro

¥ 1F9

H{RFirePOWERIESR KRHFMCERE , RAEXMERT , ASDMAER A FirePOWERIETT F :

<#froot>

ASAS5525#



session sfr consol e

Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-AX'.
>

show nanagers

Managed | ocal |l y.

B —/NJ 5% Rshow module sfr detailsii$ :

<#root>
ASAB525¢
show nodul e sfr details

Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model: ASA5525

Hardware version: N/A

Serial Number: FCH1719]54R

Firmware version: N/A

Software version: 6.1.0-330
MAC Address Range: 6c4l.6aal.2bf2 to 6c41.6aal.2bf2

App. name: ASA FirePOWER
App. Status: Up

App. Status Desc: Normal Operation
App. version: 6.1.0-330

Data Plane Status: Up

Console session: Ready

Status: Up

DC addr: No DC Confi gured

Mgmt IP addr: 192.168.75.123
Mgmt Network mask: 255.255.255.0
Mgmt Gateway: 192.168.75.23
Mgmt web ports: 443

Mgmt TLS enabled: true

HHBEHERR IR L

- MRERFZEELRE , EREXIEIME , RETEMASODMN E#ITEE., F5 HFErepowerEE P OEBIER,

iE10

B EWiresharkiIR AR RASDME P i A EFRAITLSHRA ( flanTLSv1.2 ) EEE.


https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/device_management_basics.html#ID-2242-00000786

HRBEHERR R L

o AR EISSLIRE.
o ERFEAHEAMRN K,

«  MEMARENZR,

IOUE11
EERASAHBHEEHPRITASA/ASDMIIE R B RS,

HREEHERR R L

o fERAFANASDMERE,

IOUE12
EERASAEBHIERPYIFFirePOWERIREZE EE SASDMRA#ES,

HEEHERRE L

o  fERAFAHASDMERE,

HXER

o Cisco ASA FirePOWERIESRHIE A 1155

»  ERTASAS506-X. ASA5506H-X. ASA5506W-X. ASA5508-XFNASAS516-XiRZAR5.4.1HIASA FirePOWERIER A

il

. R 37 # F0 3C#Y - Cisco Systems


https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/610/asa-fp-services/asa-with-firepower-services-local-management-configuration-guide-v610.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa-firepower-module-user-guide-v541.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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