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HXEE
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ARIXHEN AR E TV E/ELE T Cisco ASDMAICisco ASART & E #Y (31 B3 A 75 Ky B BB HERR 75 7% o
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=R

AP HNZ R, ERVNSRATERENRZERE(ASA) LIREDNREERHTHEHER.
BRKEE , iF5HCisco ASARSIBRBEERENRSRBEER(ASDM)EEERE7. 1M 71K
ZBLEASDMIf B ZB4 o

AR REEFASA CLIB THEHERR , EEEid Secure Shell(SSH)/Telnet/2 & & 15 M ASA,
ERARAH

AXEHHEEETASATMASDM,

AXHEPNEEHRETREXRENEFNREFEN, AXEFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERNE,

b =
B %15 /%\

ASDMESEFEERAEN T2 RBRHELZ2EEMNERRS,
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HUEHER T A

FHYEHBRXHERNA=NETERER . WREBLITFH —RBEESRRE | A H &R
T EASDMBE A /175 R) By JE 7 8] L

« ASAELE
. MKER
Rz R R ¢

ASA B &

ASAEFEHE=NRINHRIASDMATEN EAEE :

- NFEHHASDMBR &
- IETEFEFARASDMAR
« HTTPARS B3PR %I

IN1Z H BYASDMAR {5

BRFMENASDMIMAE LEEINE, EUUELHFHETHASDMMRA—E L& i EREE
EMX M Ew A E EETASA , BIINTFTP,

TEASA CLIE%i Ashow flash , A#EBHIEHI HASANEZE LEZEMN X . REASDMXHGEREREFE

<#root>
ciscoasa#

show fl ash

--#-- --length-- ----- date/time------ path
249 76267 Feb 28 2013 19:58:18 startup-config.cfg
250 4096 May 12 2013 20:26:12 sdesktop

251 15243264 May 08 2013 21:59:10 asa823-k8.bin
252 25196544 Mar 11 2013 22:43:40 asa845-k8.bin
253 17738924 Mar 28 2013 00:12:12 asdm-702.bin ---- ASDM Image

N —SRUENF LHREREBERERRE |, LA LERAverifyin & LRAH I P FEBIMDSE S
MRER L HHIMDSHEF

<ttroot>

ciscoasa#

verify flash:/asdm 702. bin

Verifying file integrity of disk0O:/asdm-702.bin
RN RN RN RN RN R RN NN RN R



Done!

Embedded Hash MD5: e441a5723505b8753624243c03a40980
Computed Hash MD5: e441a5723505b8753624243c03a40980
CCO Hash MD5: c305760eclb7f19d910c4ea5fa7dlcfl
Signature Verified

Verified disk0:/asdm-702.bin

LSRR IERBREFE , URMREEASA LAITEM,
IE 7 £ FI BV ASDMAR £

SR EASAEWASDMEE T E L, EAKNHBREN REIEEE LM TR :
asdm image disk0:/asdm-702.bin

RNTH—DSRIE , BIETLAEAshow asdm imagefi © :

<#root>
ciscoasa# s

how asdm i mage

Device Manager image file, disk0:/asdm-702.bin

HTTPARS- 23 BR &l

LS BREASDMEEFTEXRER , ANTEX T HEMK TG RIASA, RHIEEM TR :

http server enable
http 192.168.1.0 255.255.255.0 inside

http 10.0.0.1 255.0.0.0 outside

RIIEEREEIHNEEFELHNBERNE, ROXLEE N SSHASDMIE 312 F1E E 1B A
HFEEU TR



"[} Cisco ASDM-IDM Launcher vi.5(64) (== xO)
=L, Cisco ASDM-IDM Launcher ;.
Contl, SO0
Devi Unable to launch device manager from 10.106.36.132 [Jf—
| TR
£

OK Close
| Nne)

ASDMJE zh TWE (https://<ASA IP#iit>/admin) S B iER B , EF2E REMARE.
Bt — S WITHTTPARSS 88 fF A IEAR IR O ITASDMIESE | 51108443, BEBEHARHERUTHE

ciscoasa(config)# show run http
http server enable 8443

MReEAFEFARD , WEEEEZIIASDME I RFPHIASARF KR OEER :

Device IP Address [ Mame: 10, 106,36, 132:8443

Lsername: CISCO

Password: o

L& EASDME BN TTEEY , X W& : https://10.106.36.132:8443/admin



https://10.106.36.132:8443/admin

H At ] BE AV B i (7 &R

TREIRSERE , WREEFE—YEE , WASDMAUITF, B2, MBPARBIRTE , FNE—
BITEITIFASDM, MR , NREAsEHENART , HEASARELERE., B2 , MEDPAR
TERDY , BERUTESRUM —SRITASARKE & :

1. BIEASAEHN R £ EEFE(SSL)EE, ASDMEESASAEESRMEASSL, RIEASDMEE 3
FR, BFNBRERERGENESSLRERNT AT ERRBMNEB, FAshow run all sslfp
TRIFEASALATHERSE |, UREEFREEE TEMISESSLIRA :

<tfroot>

ciscoasa#

show run all ssl

ss1 server-version any <--- Check SSL Version restriction configured on the ASA
ss1 client-version any

ss1 encryption rc4-shal aesl128-shal aes256-shal 3des-shal <--- Check SSL ciphers
permitted on the ASA

WMRASDMEF R FHEEMSSLEBINEEIR , EMFEREASABEH !

%ASA-7-725014: SSL Tib error. Function: SSL3_GET_CLIENT_HELLO Reason:

no shared cipher

%ASA-6-302014: Teardown TCP connection 3 for mgmt:10.103.236.189/52501 to
identity:10.106.36.132/443 duration 0:00:00 bytes 7 TCP Reset by appliance

MREINEBEERE , BHEMENRIAME, EITE , EEHXEASALEAHVPN-3DES-AESHF A
iE , AMEASATEE E P FEHIDESHMAESE L, XA LUECLI LK show versions 31T IE
o WMEBERWT :

<tfroot>

ciscoasa#

show versi on

Hardware: ASA5510, 256 MB RAM, CPU Pentium 4 Celeron 1600 MHz
Internal ATA Compact Flash, 64MB

Slot 1: ATA Compact Flash, 32MB

BIOS Flash M50FW080 @ Oxffe00000, 1024KB

<snip>

FaiTlover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
<snip>

VPN-3DES-AESF A A UM B RHF AT Wit R F/IREL. _REEZ 27 m , RFi1EECisco ASA


https://tools.cisco.com/SWIFT/LicensingUI/ipsCryptoPage

3DES/AESF A4,

N 5 ERENS.6/9 xR EBAIFTASA 5500-XF A | BIAMBERT , SSLEHIR B R BN des-
shal . XASHASDMAETL T/, BXEMEL S MASA 5500-x:ASDMEIE 4t
SSLIEEFFEEVANE,

2. BIFASAERAEEAWebVPN, MMREEH , MEFEAL
URL(https://10.106.36.132/admin)= BE7E 5 [ ASDM Web /3 31 TWE B 177 8 B o

3. EASA LK &Eim 0443 M E it HBR(NAT)E B, XS HASATLAEASDMIER , M2
HEZXBE A EBGENATHMSE/EO,

4. MRFIEAB M2 RIEFH BEASDMBARER , iIHBETASA CLI LB show asp table socketip ©
WIFASARBIRE N IT HASDMIE LK% O, far S T LA E JRASATEASDMR O {00

Protocol Socket Local Address Foreign Address State
SSL 0001b91f 10.106.36.132:443 0.0.0.0:% LISTEN

MRLHHRET , BEWERAEFNAASALWHTTPRSF/EE , MEEEASARSF LNE
¥,

5. MREBF/BRITASDMATBEI R , FRIEHTTPH S ARIEEMERREER, MRKRE
BRRIEeT , BUUEHAASAR AZBERXIIASDM. MRBFHAETHF B/ZBN &R
Wil , FERALEEAMASAN AP &/ZBHIEEXNASANASDM/HTTP&E# 1T B A RIE

<ttroot>

aaa aut hentication http console LOCAL

Fick , EEAL-—1 oo, NEIBAF &/

username <username> password <password> priv <Priv level>

MR ERSTRIGTHRD |, MIEASA L AT AER U T E G D#HTH -5 RE

debug http 255
debug asdm history 255

P 4% 1 4%

MBBETR LE—EDENHTEHBEASDM |, T —F2EIEMETHRIASDMET T E L EIASAK N
FiERE, ERITASARBWERBEEZFHRITENNESR , EERT—EERXNHEHRIR

1. € A BB M2 HDE 2 (ICMP)#E 4T 15
Xt EM A5 RIASDMEVASAEE O TpingiR{F. MR R FICMPENERMEL |, 7+ BASAEO


https://supportforums.cisco.com/docs/DOC-24550
https://supportforums.cisco.com/docs/DOC-24550
https://supportforums.cisco.com/docs/DOC-24550
https://supportforums.cisco.com/docs/DOC-24550
https://10.106.36.132/admin

RAZRBRE , WpingRIETURIN . WRping kW , ATRERE N EASANE Fimit &4l B
FHEREGERZE. R K XETEBERETFELRBERBNRELS R,

2. WINBUIRE BRI,
HEEFIASDMAYE O ERERIFESHR, HIRTERERMNEOIPHIANTCPHIEEZRA
HWimA5443 ( BRiA ) o

EREHR , BEANTSHT

<tfroot>

capture asdmtest interface

mat ch tcp host

eq 443 host

For example, cap asdm_test interface mgmt match tcp host 10.106.36.132
eq 443 host 10.106.36.13

X AHIRMIERETIASDMIIASARE O i D443 FFETCPHR &, AT BT ASDMIERERITFF
ASDM Web/SZ ., #AJ51EFshow capture asdm_testin S EEHENBEENER

<ttroot>



ciscoasa#

show capture asdm test

Three packets captured

1: 21:38:11.658855 10.106.36.13.54604 > 10.106.36.132.443:
S 807913260:807913260(0) win 8192 <mss 1260,nop,wscale 2,nop,nop,sackOK>

2: 21:38:14.659252 10.106.36.13.54604 > 10.106.36.132.443:
S 807913260:807913260(0) win 8192 <mss 1260,nop,wscale 2,nop,nop,sackOK>

3: 21:38:20.662166 10.106.36.13.54604 > 10.106.36.132.443:
S 807913260:807913260(0) win 8192 <mss 1260,nop,nop,sackOkK>

IR E RNE PRIt EHEIASAN RS (SYN)ER |, BASAT RIXEMEA, MREEDXMT
Bl — IRV IR |, MEREBIE S ENEASA | BASATIIRIX LER , NTiFRE RIREIASAR &,
FS R A AR E — 585 LA — SRR R

BR A MRLEXEFIESERCNGHE , FRXEHREMHES , XEWREASANMASDME -
it EYZRFEEZEEE. WIAXBETMELETCPRO443RENFERE , HEZ B AREMEL
MEEEASARNKER/RE (MRERE ) -

>

BE  BESHRRBEETASANRERTBMW , URRELER TS M PERRM & &R
BV EF 75 %o

R 2R 4

AT N RUAHRER iRt EY LR ENASDME SN B FRETER /IR R E. ASDME
HEFEHREER M RITEN LHEEIASALUK RASDMBEH A4, K3RE , ASDMBIEESR
FHEERFP , ANEFPIRE, ERASARKRZIEMER ( HIZASDMBRERERT ) -

SERA T EARHEDERR D R ABEBRE P um 1T B AL L BRI R

1. NEBIT ENITFFASDMEZ MH., MRED , UEKERBHEEZFRITEN L, MRETX
R | BEABEERRIERM AT HRIRIN 7R E AR A

2. BiIWeb/E I TFFASDM , FNBEEZ B M. MR , MR AT EFEASDME I EF
ZRAB, NEFPIHITTEY LHRASDMENER , RAEMASAWeb B EXFEFHRZEE.,

3. EAF X B P ARASDMN EF B F. MBRENEF B RKMNBREF. WRASDMRKINES)
, &t AT LAMASDM File ( ASDMX# ) KB FBERER,

4. WIFEZE A JavahR A, Cisco ASDMXE {TiREASIH T EMlifJavalR & ER,

5. /&R Java &77.7Java Control Panel® , i%&#General > Temporary Internet File, fRf5 , #
fViewBA B i Java Cache Viewer, HilBR5| AR ESASDMMEXWFTERE

6. MRXLLERAN , EMNEFHBERREELMER —FSRAE, FAURLIASDME AiFR
. https://<ASAHRY P11t >?debug=5 , f5l0https://10.0.0.1?debug=5,
A Javahi 46 ( tt# 1.6k ) , AT MJava Control Panel > Advanced/3 FlJavaifidE &,
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https://10.0.0.1?debug=5

AREEF R THEIRE, BOEJavalRHl A TIERTENEHEIE, EASDMBI 28I , 4
B AJavaifiz.

f
v ot ey

General | Update | Java | Security | Advanced

Debugging &

m

Java console
----- @ Show console <. I
(") Hide consale B
------ (™) Do not start console I

Default Java for browsers
- Microsoft Internet Explorer

------ Moszilla family g
Java Plug-in

- Enable the next-generation Java Plug-n (requires browser restart) I
Shartcut Creation

----- () Always allow

JMLP File MIME Association

< |

JavaiB#| Am B IERER P X B M .asdm/logB FH, ASDMAZ A AER—B FHh#K 2

FEAHTTPSIZ{THS

R THEHTTPEENEMFE7TERIE, SASDMEARSAAHE , A EREEATAT
EERBWNCLITHE , WIERIFEEA

AT i5BASDM Web/5 2 R EIRYURLt A | FHEASA LiZTEMAEER B . LURLATA TR



ASABHITEALFINEEEN , SRR RZENMNR. ERmAGS , BEAUTEL
https://<ASARY IPib it >/admin/exec/<command>
MRGTSPEZEE , HEXNKRLEDWURLPWZHEFRF , M AT BUER+R%20KIE R,

540 | https://10.106.36.137/admin/exec/show ver& 4 B 2l %5 88 B9 show versionfii H :

@ hitps://1010636137/admin/exec/show ver

Cizsco Adaptive Security Appliance Software Version B.4(3)

Compiled on Fri 0&-Jan-12 10:24 by builders
System image file iz "disk0:/asag43-k8.bin"™
Config file at boot was "startup-config™

ciscoasa up 4 mins 41 secs

Hardware: ASAS505, 512 MB RAM, CPU Geode 500 MH=z
Internal ATA Compact Flash, 128MB
BIOS Flash MSOFWO016 @ Oxff£f00000, 2048EE

Encryvption hardware device : Cisco ASA-5505 on-board accelerator (revision Ox0)
Boot microcods : CN1000-MC-BOOT-2.00
S5L/IKE microcode : CHLice-MC-S55Lm-PLUS-2.03
IFSec microcode : CHlice-MC-IFSECm-MAIN-2.06
Number of accelerators: 1
0: Int: Internal-Datcald/0
1: Ext: Ethernet0/0
2: Ext: Ethernet0/1
3: Ext: Ethernet0/2
4: Ext: Ethernet0d/3
5: Ext: EthernetD/4
&: Ext: Ethernet0/5
7: Ext: Ethernet0/6
B: Ext: Ethernetd/7
9: Int: Internal-Datald/1
10: Int: Hot used
11: Intc: Heot used

address is d4d0d0.fd0f.902d, irg 11
address is 4040.fd0f.9025, irg 255
address is d0d0.fd0f.9026, irg 255
address is d0d4d0.£fd0f.9027, irg 255
address is d4d040.fd0f.9028, irg 255
address is d0d0.fd0f.9029, irg 255
address is d0d4d0.fd0f.%02a, irg 255
address is d4d0d0.fd0f.902b, irg 255
address is 4040.fd0f.902c, irg 255
address is 0000.0003.0002, irg 255
irg 255

irqg 255

BB EE EE EE BB e B EE B e EE B

Licensed features for this platform:

Maximum Physical Interfaces : B perpetual
VLANS H M2 Unrestricted
Dual ISPs= : Enabled perpetual
VLAN Trunk Ports : B perpetual

W SHITEEEREASALBAHTTPRS S , HABELENHTTPRS, B2 , XTEEXR
ASA E1ZEASDMAR {5,

BXER
. BEBB%NASDMIAH

« ASA 5500-x:ASDMF E 1 SSLIngEFF 58 EN A
« Cisco ASDMRx 1% B
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