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ANHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMNELTEIRES , FHRRETHEAARTRBELE,

HRER

ASAERAACLKRBER ATERIELTRE, MIABERT , SELMNRERZERANZOLEIRE LR

2RHIBEONRE , MATMNRERLEFEOERIRBERE RN EONRE, WITHERUE
A ACL &,

ENATRUEFENRERT , EASAHNEHIMRAE (82REERA ) 1, ASARKREACL , RERIEFET
BCRINATAINIBUH R BIE R, ERASIRESRAT , ASAREREACLZ BIBUERIRMIED,

XEWKE , N TASASIMERESRA , IRIFEBFZYIAISEFRIPHE 1L M 2 55 8 1P ik Sk L iF S iE 4
FRE. ACLH— 1 ZNFMEHIS B (ACE)A K.

[
H R 1.ERAce A A ¥ iH R FDMZ/Z E K WebbR 5588

TN O GENERMNEFimA R A EEHEDMZED FHANWebRS R | 2O NRTCPIR
[180#1443,

RE

26  10.105.30.0/24
Client
OUTSIDE

172.30.0.0/24

A0

Server

Web RS 23 HYSKBRIPH#HE 2172.30.0.10, B —X —NATHMNEE 7 A2 iFInternet A P B #
HIIP#31£10.105.130.27 A AIWebfRE88. BRAIABR T , UEASNATANE EE E“NEPEOIPH it
10.105.130.264% F B — 7 M B4 IP st B | ASATE“ShER"#E O £ %10.105.130.27 . #F proxy-
arp:

obj ect network web-server



nat (dnez, outside) static 10.105.130.27
L & L ACE LAY St ¥ Internet E B 4EATIRIP i 31t 3% 32 2 TCPum 0 80F1443 L FIWebfR 5588, FFACLS
BRI ARG @AY EREE D -

access-list QUT-IN extended pernmit tcp any host 172.30.0.10 eq ww
access-list QUT-IN extended pernmit tcp any host 172.30.0.10 eq https
access-group QUT-IN in interface outside

Kir

i X L F iz fTpacket-tracerin &,  IREHIFBEMHAOEDO : A
Y : TCP

RIPHb i © B ERR R {E{AIPith 2k

RIPIR O A IS A % O

B KIPH#3t : WebfRZS 22RI B4R IP#31H(10.105.130.27)

BAriw O : 803443

ci scoasa# packet-tracer input outside tcp 10.0.50.50 1234 10.105. 130. 27 443

I--- NAT untranslate from 10. 105. 130. 27/ 443 to 172. 30. 0. 10/ 443

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

obj ect network web-server

nat (dne, outside) static 10.105.130. 27

Addi tional |nfornation:

NAT divert to egress interface dne

Untransl ate 10. 105.130. 27/ 443 to 172.30.0.10/ 443

1--- The configured ACL is permtting this packet to 172.30.0.10 on TCP port 443

Phase: 2

Type: ACCESS- LI ST

Subt ype: | og

Resul t: ALLOW

Config:

access-group QUT-IN in interface outside

access-list OUT-IN extended permt tcp any host 172.30.0.10 eq https
Addi tional |nfornation:

l--- Final result shows allow fromthe outside interface to the dnz interface

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up



out put-1line-status: up
Action: allow

78 2 : BiEAce A f i FIFQDNS [RIWeb R 55 87

AVFIPH#EHEY10.10.10.2 B2 F B/ M (LAN) B % /= i 1 [ facebook.com,

R & HE
.ll £ 10.10.10.2/24 05.30.0/2 . -
Chen Sarvar

HREASALEWEE T DNSRS 88 -

ci scoasa# show run dns

dns domai n-1 ookup out si de
dns server-group Defaul t DNS
name- server 10.0.2.2

name- server 10.0.8.8

M ETT SR, FQDNIRFACER B H R iFIPH#biE 10.10.10.289 & F % i [al facebook.com.

obj ect network obj-10.10.10.2
host 10. 10.10.2

obj ect network obj-facebook. com
fgdn facebook.com

access-list INQUT extended permt ip object obj-10.10.10.2 object obj-facebook.com
access-group INQUT in interface inside

WriE

show dnsiy #i & ;RFQDN facebook.comf 2 fE#TIPH 4 -

ci scoasa# show dns

Host Fl ags Age Type Address(es)
facebook.com (tenp, OK) 0 I P 10.0.228.35

B RESIRERFETAFQDNN R |, EE REMTAYIPH L

ci scoasa# show access-list I N OUT

access-list INOUT; 2 elenents; nane hash: 0Ox1b5ff 18e

access-list INQUT line 1 extended permt ip object obj-10.10.10.2 object obj-facebook.com
(hitcnt=1) 0x22075b2a

access-list INQUT line 1 extended permt ip host 10.10.10.2 fqdn facebook.com (resolved)
Oxf ea095d7

access-list INQUT line 1 extended permt ip host 10.10.10.2 host 10.0.228.35 (facebook.com)
(hitcnt=1) 0x22075b2a

7% 3 : B RAce{E — X P ER | P9 fo ¥F V5 7 P 3



M12:00%12:00 ( {XIST ) , LANFR W i °] LA K5 (R IPH#e 41E 59 10.0.20. 209 P ¥k,

P& R
r—
-| a 10.10.10.2/24 1 26 10.105,30,0/24 =
i IMNSIDE OUTSIDE
Chent Sarver
HEREASALEBAEE THRX :

ci scoasa# show run cl ock
clock tinmezone IST 5 30

AFrEREREEENEEENR

time-range BREAK_TI ME
periodic daily 12:00 to 14:00

BB LA T MEITRAACE |, LA LANA B EARIP#E 11X 1 B 3 BREAK_TIME Y B+ 8] 38 BBl X R
BB E BN R RN

obj ect network obj-website
host 10.0.20. 20

access-list INOUT extended pernit ip any object obj-website tine-range BREAK TI ME
access-group INQUT in interface inside

BriE

HASA LR e R R AT ESEE XN RARETEI B, B ESEE X R TIESIRES:

ci scoasa# show cl ock
12: 03:41.987 I ST Mon Cct 4 2021

ci scoasa# show ti ne-range BREAK TI ME

time-range entry: BREAK Tl ME (active)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-1ist |INQUT

access-list INQUT; 1 elenents; nane hash: O0x1b5ff18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitent=12) 0x5a66¢8f9

access-list INQUT line 1 extended permt ip any host 10.0.20.20 tine-range BREAK TI ME
(hitcnt=12) 0x5a66¢8f9

HASA LR B8P 8 RETESEEX RZ ARV BSE B |, B ESEE XN RMACEEBL T IEENIRE:



ci scoasa# show cl ock
14:15:44. 409 | ST Mon Cct 4 2021

ci scoasa# show tine-range BREAK Tl ME

time-range entry: BREAK_TI ME (inactive)
periodic daily 12:00 to 14:00
used in: IP ACL entry

ci scoasa# show access-1ist I N QUT

access-list INNQUT; 1 elenments; nane hash: Ox1b5ff 18e

access-list INQUT line 1 extended permt ip any object obj-website tine-range BREAK Tl ME
(hitcnt=0) (inactive) 0x5a66c8f9

access-list INQUT line 1 extended permt ip any host 10.0.20.20 tine-range BREAK Tl ME
(hitcnt=0) (inactive) 0x5a66c¢c8f9

%% 4. B EAce SABE LE BRI WU EE & T (Bpdu) B T FEHI M = FF AYASA

F B LE 2 R (STP) MBI AR | BRIATER FBPDULLERE X EIASA, EHIEBPDU , BEE
Bl EEtherTypef NI LUEL © 1],

R&m

BPDL

X

Y

INSIDE OUTSIDE

Switch Switch

fii EEtherType ACLEARE IEBPDUFE A YL 5 o] Li@ISASARY‘NEB O , AR -

access-1ist block-bpdu ethertype deny dsap bpdu
access-1ist block-bpdu ethertype permt any
access-group bl ock-bpdu in interface inside

BiE

REIFESIRPHGPITHRARIEBPDUR B #ASAM LE :

ci scoasa# show access-1ist bl ock-bpdu

access-1ist block-bpdu; 2 elenments

access-1ist block-bpdu ethertype deny dsap bpdu(hitcount=14)
access-1ist block-bpdu ethertype permt any (hitcount=48)

ARSAVABERFHARREAFINEOzBBEY

R



-®_ P 10.105.30.0/24
OUTSIDE

10 172.16.20.0/24 R
_ TEST

20.0.0.0/24

__ _w SPOKE

10.0.0.0/24

RIABERT , HLEARZE2AFINEOZEBEINRE. EATEFHERZERIINEOZRNE
g, :ijltFl;uusLA%l] BER—#EDO ( A%/ ) , BE2BEEER T £ HAsame-security-
traff'c:uawo

tHTERNAATEAHREZ2RFINFEEDZENERS

sanme-security-traffic permt inter-interface

It 7R 4515 BA 40 A] 72 VR E HH E) — 8 D RYIBME

sane-security-traffic pernmt intra-interface

NFHAREEORBIMNEA—EOBHAEEN VPN RE | LEEEEER, i, mREE—N
qﬂ/u!ﬁmﬁﬂ‘ﬁ'JVPNﬂé% B lkASAR S ffﬁm&VPNl‘J%%E?ﬂ‘,@,ﬂaT{E—ME%T,@E%—
BHERBEE , REY BFEEFIASA , REBRIE LIE — MBS A,

Wir

& 7 655 F same-security-traffic permit inter-interface® % , packet-tracerf9 % HXA , BT U TFT
RRBRAAN |, B—RLRBNFEEEOQ 2 EEE R RRFSHELE



!--- The interfaces named 'test' and 'outside' have the same security level of 0

ci scoasa# show nanei f
Interface Nanme Security

G gabit Et hernet 0/ 0 inside 100
G gabit Et hernet0/1 dnz 50
GigabitEthernet0/2 test 0
GigabitEthernet0/5 outside 0
Managerment 0/ 0 ngnt O

1--- Traffic between different interfaces of same security level is blocked by an implicit rule

ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 2

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a2ff90, priority=110, domai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
input _ifc=test, output_ifc=any

Resul t:

input-interface: test

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit inter-interface’

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt inter-interface

!--- Traffic between different interfaces of same security level is allowed
ci scoasa# packet-tracer input test tcp 172.16.20.10 1234 10.0.8.8 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a352d0, priority=2, dommi n=pernit, deny=fal se
hits=2, user_data=0x0, cs_i d=0x0, flags=0x3000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none



input _ifc=test, output_ifc=any

Resul t:

input-interface: test

i nput -status: up
input-line-status: up
output-interface: outside
out put -status: up

out put-1line-status: up
Action: allow

N 8 7~ { F§ same-security-traffic permit intra-interfacedi & , packet-tracerfiH &R , HFUT
FIREIRRNAN , FAFEHBE—#EONRESHELE :

!--- Traffic in and out of the same interface is blocked by an implicit rule
ci scoasa# packet-tracer input outside tcp 10.0.0.10 1234 10.1.0.10 443 detail ed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: DROP

Config:

Implicit Rule

Addi tional |nfornation:

Forward Fl ow based | ookup yields rule:

in id=0x7f9960a32f 30, priority=111, domai n=permit, deny=true
hi ts=0, user_data=0x0, cs_i d=0x0, fl ags=0x4000, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame
0x00005638dfd7da57 flow (NA)/NA

!--- After running the command 'same-security-traffic permit intra-interface’

ci scoasa# show runni ng-config same-security-traffic
same-security-traffic permt intra-interface

!--- Traffic in and out of the same interface is allowed

Phase: 3

Type: ACCESS- LI ST

Subt ype:

Result: ALLOW

Confi g:

Implicit Rule

Addi tional |Information:

Forward Fl ow based | ookup yields rule:

in id=0x7f99609291c0, priority=3, dommin=pernit, deny=fal se
hits=1, user_data=0x0, cs_i d=0x0, flags=0x4000, protocol =0



src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0, nsg_i d=none
i nput _i f c=out si de, out put _i f c=out si de

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

5 X 6. A EAce A IR FIR @R Z MR
control-planex B FIEE_REFEAACLEHFIRMRZFNRE. RORZFNEERE(Hhttp, sshzk
telnetZ &y & X ) B9 17 1) #2231 M Bt 4 A control-planeit T 5 F Y E B 5 R AN BB E & 4 £ Ko
E it , B EACLEATRIELL , hATMA TR ATFHEREREH A,

EEATRANTE , 200 -AEEANRRRERAEL, AR , FASERHRANTEE
RV AR R E A R E MM AT G, RE , BT UERICMPA N2 H FRZAICMPRE.

P 45 P

10.65.63.155

r

x.iﬁ 10.105.130.0/24

% OUTSIDE
—

Client

{§ F control-plane>< 2 FEBL EACL , LAPRIEIR BIP#1E10.65.63.155 B B A it I ASARY“ A\ BB #2 O
IPih 3t B SR AR B YR E

access-1ist control -plane-test extended deny ip host 10.65.63.155 any
access-group control -plane-test in interface outside control-plane

BiE

REHRFIRPHVGHITHURIIACLREEHELETHE

ci scoasa# show access-1ist control-plane-test

access-list control-plane-test; 1 elenents; name hash: Ox6ff5e700

access-list control-plane-test line 1 extended deny ip host 10.65.63.155 any (hitcnt=4)
Oxedad4c6f

REBTHERE RIAEE dentityEO LB EF -

Dec 27 2021 13:19: 44: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity: 10. 105. 130. 26/ 8000 by access-group "control-plane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:45: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst



identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:46: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]
Dec 27 2021 13:19:47: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 54108 dst
identity:10.105. 130. 26/ 8000 by access-group "control -pl ane-test" [Oxedad4c6f, 0xO0]

HE&idH

log>< #& F FEACE LB A T M 4& 177 (5] B9 24 3E 2 (£ Faccess-groupdn = B A VACL) B i B B FRid Fik
O, MRWMATTEASENIogxEF , MR LAIEERIAL B (6) FIBRIAEIFE ( 3007 )FFH%\%LEI,.,\
/ﬁa_,\1061000 yu%Tﬁklog*%% )r“J/\abéﬁ?ﬁéﬁEﬁﬁﬁﬂiﬁk%ﬁlA/\ab /u\/ﬁ 1060230 H
FIETDIE -

. level — T FORM7Z B EMR . BRIMERNG (EEM ), WRFEIUESNACEN RS , #
RAFFR A THRIERE ; AEEZEHE E—RFiEFR,
- interval secs — RE BEHE Z BRI EIBIRRE ( AR NE ) , M1EI600, BRIAE 300, Lt
BEHRAEMNATREERESITHE ENWEFZPHBIERIEZ RV ERE,
. disable — ZAPFTEACERE&id %,
. default — 5 i B K12 FE5H 2106023, HiRBESTEBElogit TAHE,
RS HZEEE 106023:

Message:

Y%ASA- 4- 106023: Deny protocol src [interface _nane :source_address /source_port ] [([idfw_ user

| FRDN_string ], sg_info )] dst interface_nane :dest_address /dest_port [([idfw user |FQDN_string
], sg_info )] [type {string }, code {code }] by access_group acl_|ID [ 0x8ed66b60, Oxf8852875]

iR

SKERIPEIR BMWACLIEL . EMERENACLEABFILT , t 28 RIEHE, IPihit R SRFRIP 1
, MARBEINATE ”RNE, NREIITENIPHEL  NERHEAF S HEEFNFQDNER. T2

B K IRASATRR B HES (H\AF/ ) HFQDN (MRAFEATH ) . MR FHEEHFQDNATH
, ML 2 AIBASALE BT RN B R R ER.

T~ -

Dec 27 2021 14:58:25: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:26: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]
Dec 27 2021 14:58:27: %ASA-4-106023: Deny tcp src outside: 10. 65. 63. 155/ 56166 dst
i nsi de: 10. 5. 0. 30/ 8000 by access-group "OUT-1N' [0x902a8ee8, 0x0]

zzr':wu /u\/ﬁ 106100:

Message:

Y%ASA- 6- 106100: access-list acl _ID {permtted | denied | est-allowed} protocol interface_name
/source_address (source_port ) (idfw user , sg info ) interface name /dest_address (dest_port )
(idfw_user , sg_info ) hit-cnt number ({first hit | number -second interval}) hash codes

iR

FEHAREHEAERRRNNEFLE, IEERMNESLEE106023% |, HEMNICFKIELH
BEQL, TeFGP B TEER .



HiFRKRITERlogZHE , B TERLTHBIEER LM XIBASAH BT R FIRITME , BT
ALAAEAR ERID, Bl | RAER S AEEASA ERBIACKEIES (EERPTFHETCPIER

) , B RIEASATTLLERKEE106100 , ERATZEES ; BER , A TTALEERE , BIESHE
EHEBER,

ZFIRER T HEE

- ol |BIE4E | est-allowed — X LEEIEFEACLR A FERIELHIERZ, MREANAGE , I
FBEWACLIEL , B ATRATERINAE (Hlw , AFHIBAFAEInternet , F BEZE
EHACLIELMMNEIESE ) -

. protocol - TCP, UDP, ICMPEIPIHLF,

- interface_name — BB X REMN R EFWEOBR. ZFVLANEO,

. source_address — S i FRHRIPHLE, P 2SEFRIPHEYE , T ARBEINATE RHES

. dest_address — B2 FZFEN BiRIPHbit, Pt Z23ERRIPHE , MARBEINATE RIVE,

. source_port — BIEFKFREMNRI®O ( TCPHRUDP ) » XFICMP |, Rigs AGHES2HERR

. idfw_user — AR SMMAFE , UREZLMHAIBASAT SR EIPH# Ut A - BEHAMEIMAE R
S EENFESE,

. sg_info — 2P RIEASATTAEHKIPHut I Z 2 AR ICEFMBIRE B EN LT ARIE, T2
HEMTELZSARIE—EER (WRTH ).

. dest_port — BiEZFHEMN BEFRIKO ( TCPHRUDP ) o X FICMP , Birig OGRS H
ICMPEERB , N TFRELHEXAAH, NFRES, HBHLH0., BXICMPHEHELRRNIXK
, 152 URL:http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xmlo

- hit-cnt number — BLACLE B B EH AT E BIRA A FRIEL L REN XK. HEZEFHANIE
ASARBLRERKE—INEEN , ER1

- first hit — RELRERIE —NEES

. number — =it E AR — Ritdas It et RIE R, /A% Hintervalit T fYaccess-listin
TIRE LA,

- BT — A AN REAACEM AR ENACEITHIFEMNEFINRE, BEHRTFESEWBNACEL
., BEERXEHINREB , Ei Ashow-access listii© o

-

Dec 27 2021 15:09:58: %ASA-6-106100: access-list OQUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56261) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [O0xa26bllfb,
0x00000000]

Dec 27 2021 15:10: 15: %ASA-6-106100: access-list QUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56266) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [O0xa26bllfb,
0x00000000]

Dec 27 2021 15:10:55: %ASA-6-106100: access-list OUT-IN permitted tcp

out si de/ 10. 65. 63. 155(56270) -> inside/10.5.0.30(8000) hit-cnt 1 first hit [0xa26bllfb,
0x00000000]

TR HERR

B BDR B X L E BV SR HEERE B


http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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