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L
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FD99::1/64

FDO3::2/64 | FDO3:1 54@ FDO02::2/64 FDO2::1/64
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Cizco 881
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ASAv(config)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé enable

ASAv(confi g)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé enable

o , BUNERNMED EEEIPveitit.

ERE : ARG | {6 FME— 2 i ik (ULA) ZE (8] fc00::/7 B9 etk | B b A st sk ZRLAFD (45
W, FAXKXXXKXXXX.......0 ) BEIN | EEAIPVeHitAS |, ATMERANE B ()RR R—1TE
. FD01::1/64 5FD01:0000:0000:0000:000048 [E0:0000:0000:0001 .,

ASAv(confi g)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé address £d03::1/64
ASAv(config-if)# nameif inside
ASAv(config-if)# security-level 100

ASAv(config)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé address £d02::2/64



ASAv(config-if)# nameif outside
ASAv(config-if)# security-level 0

HIE |, BRIZEE SHAEVLAN £ EEREEE ( it Nfd02:1 ) IR AR (L2)/E3R (L3)ERE:

ASAv(config-if)# ping £402::1
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to fd02::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ns

EEIPveiEH

BiPv4a—# |, BMESEEFRP N ENFEIPVEESR: |, £MATHHE B S ERR 4549 38 B = 88 A&
AEEEel]. F-—NMROIERMAEEFHRSIKINRE , UEBRT T — Bk it Hfdo2: 18945 ZE O
KFEIPVER 4,

BC iR IPveRY B 25 BR H

ERUTERENIPVeEEFHSHM

ASAv(config)# ipv6é route outside 0::0/0 £402::1
ASAv(config)# show i pv6 route

IPv6 Routing Table - 7 entries

Codes: C - Connected, L - Local, S - Static

O- OSPF intra, O - OSPF inter, CEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

L fd02::2/128 [0/0]

via ::, outside
C fd02::/64 [0/0]
via ::, outside
L fd03::1/128 [0/ 0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside
via ::, outside
L ff00::/8 [0/0]
via ::, inside
via ::, outside

s ::/0 [1/0]
via £d02::1, outsideASAv(config)#

WEFRR , AR UEERISNER R EREH

ASAv(config)# ping £499::1

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to fd99::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
ASAv(config)#

AR MRFEHDHEBEDUVCREEIPVORIEEH , NGB TR B ZHI. XFET-—TNE

o



£ AIOSPFV3E BIPv6EI 3175 B H

B, BRRE LEERESIRIIERZ I FHEHIF(ISR) LAV BE& BB R L E3R(OSPFV3)EL
= :

C88l#show run | sec ipvé
i pv6 uni cast-routing

!-—- This enables IPv6 routing in the Cisco 105°.

ipve ospf 1 area O
address-fanmily ipv6 unicast
passive-interface default

no passive-interface VI an302

!-—- This is the interface to send OSPF Hellos to the ASA.
defaul t-information originate al ways
l--- Always distribute the default route.

redistribute static
ipve route ::/0 FD99::2

|--- Creates a static default route for IPv6 to the internet.

PR ENRE

C881l#show run int Vl1an302
interface VI an302

i pv6 address FDO2::1/64
i pv6 ospf 1 area O
C881#

A LAE FAASABE B IR KK IEOSPF HelloEZREMN T E O LWISRAI

ASAv(confi g)# show run access-list test_ipvé

access-list test_ipv6 extended permt ip any6 any6

ASAv(confi g)# show cap

capture capout type raw data access-list test_ipv6 interface outside
[Capturing - 37976 bytes]

ASAv(confi g)# show cap capout

367 packets captured

1. 11:12:04.949474 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]
2: 11:12:06.949444 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]

3: 11:12:07.854768 fe80::c671:feff:fe93:b516 > ££f02::5: ip-proto-89 40
[hlim 1]
4: 11:12:07.946545 fe80::250:56ff:fe9d:34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]
5: 11:12:08.949459 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]
6: 11:12:09.542772 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40



[hlim 1]

13: 11:12:16.983011 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]
14: 11:12:18.947170 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
15: 11:12:19.394831 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40

[hlim 1]
16: 11:12:19.949444 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:

21: 11:12:26.107477 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]

ASAv(config)#
EE—IBIRERHRSD | £ LUE FOSPF(ip-proto-89) B iE S M IPV6 2R # 4% B& it 3K | Ztiit 5
ISRERIEHEEEONXI R

C881l#show ipvé interface brief

VI an302 [ up/ up]
FE80::C671:FEFF:FE93:B516

FDO2: : 1

C881#

BE , B LAEASA L QIEOSPFV3#RE |, MESISREMY FEXR ¢

ASAv(config)# ipv6 router ospf 1
ASAv(config-rtr)# passive-interface default
ASAv(config-rtr)# no passive-interface outside
ASAv(config-rtr)# | og-adj acency-changes
ASAv(config-rtr)# redistribute connected
ASAv(config-rtr)# exit

FFOSPFEL & M A BIASASNERE O

ASAv(config)# interface G gabitEthernet0/1

ASAv(config-if)# ipv6e ospf 1 area O

ASAv(config-if)# end

XN ASHASATEIPV6 TR £ &IET #EOSPF Hello¥#E . % Ashow ipv6 ospf neighboris < LAk
IES B BRATR IR R ¢

ASAv# show ipv6é ospf neighbor

Nei ghbor ID Pri State Dead Tinme Interface ID Interface
14.38.104.1 1 FULL/BDR 0:00:33 14 outside

LA LABIANISR ERISREID , RN ERINEABEN RS IPv4iEutENID:

C881l#show ipv6é ospf 1

Routing Process "ospfv3 1" with ID 14.38.104.1

Supports NSSA (conpatible with RFC 3101)

Event -1 og enabl ed, Maxi mum nunber of events: 1000, Mde: cyclic
It is an autononmpus system boundary router

Redi stributing External Routes from

static

Originate Default Route with always

!-—- Notice the other OSPF settings that were configured.

Router is not originating router-LSAs with naxi num nmetric



c881#
ASAINTE B 1Z E MISRIREVERIAIPVGEE o BERIALLER , % Ashow ipv6 routefi & :

ASAV# show ipvé route

I Pv6 Routing Table - 8 entries

Codes: C - Connected, L - Local, S - Static

O- CSPF intra, O - OSPF inter, CEl1l - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, O\N2 - OSPF NSSA ext 2, B - BGP

O 2001: aaaa: aaaa: aaaa: :/ 64 [110/10]

via ::, outside

L fd02::2/128 [0/0]
via ::, outside

C fd02::/64 [0/0]
via ::, outside

L fd03::1/128 [0/0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside

via ::, outside

L ff00::/8 [0/0]
via ::, inside

via ::, outside
OE2 ::/0 [110/1], tag 1

!-—- Here is the learned default route.

via fe80::c671:feff:fe93:b516, outside
ASAV#

ASA EIPVERYIZE IR EMEE M N EAE BEIE T Ko

g

SR A HUATHREENRIITE,

B HERR

IPVEIEEH B BR S BB REMN 5 A2 K S EIPVAE R E RS AR , B —XFE. MBEER
WAEXE , IPVAFIPVvoZ AIREZEMN X 52 — 2 it it ST DI (ARP)EIPV6 R R BFEE, IPV6R
# FAARPR AT A3t LAN P B EBYIP3t 3t | 1 2 6EAFR 4B B R T(ND) R s,

T FNDF| A BBk W 12 4 5E B i SE6 AR (ICMPVE) 1T R 1A B2 & (MAC) i it T L REE, A%
IPv6 NDEYVFAER |, HSHECLIFM1MIPVvesR BRI EB 0 BIASA IPVOELE IS B HHY : Cisco
ASARF— IR FECLIBL E 15 9.45RFC 48619,

Bl , KZHEESIPv6rEXHI M EHERRERS RND, BN FREEEE, X ATsE2E N IPv4FIIPV6Z
BHNEEXF XL, NDHIESARXEARPRE , AN ERILEtLERATE , BHIPV6HRT
HEFERANAT , AERUTBEEIPVARBEEFA (ERFC 191825 ) » EBIXLERN/HE
RL2/IL3AESE |, AR (LA RA LEHWHES RIS ESIPvAER NS ESBR S EERER , @A


//www.cisco.com/c/zh_cn/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-ipv6-neighbor.html#pgfId-1342081
https://tools.ietf.org/html/rfc4861

TCP/UDPHMESE MU IREREASMEE ( FEEMABIPARAELT ) o

BEBRL2IE B ME(ND)

AT HEBRL251IPV6IE B FE MY | B AN i & 2show ipv6 neighbor [nameif] &8¢ , Zan ST
IPv4fYshow arp.

THERTRAHE

ASAv(confi g)# show ipv6é neighbor outside

| Pv6 Address Age Link-layer Addr State Interface

£402::1 0 c471.fe93.b516 REACH outside
fe80::c671:feff:£fe93:b516 32 c471.fe93.b516 DELAY outside
fe80: : e25f: boff: fe3df: 1bbf 101 eO05f. b93f. 1bbf STALE outside

fe80: : b2aa: 77ff:fe7c: 8412 101 bOaa. 777c. 8412 STALE outsi de

fe80::213: caff:fe80:5f53 101 0013. c480. 5f53 STALE out si de

fe80: : ab4c: 11ff: fe2a: 60f4 101 ad4c. 112a.60f4 STALE outsi de
fe80::217:fff:fel7:af 80 99 0017. 0f 17. af 80 STALE out si de

ASAv(config)#

FERE T, EFEE BIPveit 1 fd02::1 MY B SO EAT |, 1Zitb 31k /& TMACHE 31k J9c471.fe93.b516 K91
#o

IR CURATEET , A—BRBEONMACHIE F— % B | BHREEE
NZEOHE T AP MOA BRI, SRS REREHI  RERATEENS L
B, BRETEISBERIRAES TRNATEERR LMWER. ¥5IPv6R
Y ( MOSPFV3 ) {8 F A i 45 25 i it SR 3£ 1 2P B9 BR S .

EEBRNDETE , &% Aclear ipv6 neighborsii . MR4SEENEIND R EMFE , BRI LA
debug ipv6 ndii % , HRATHESHRINRIEIREEL , LMAEREELEINER. BidE
, IPv6 NDfE FIICMPV6HE 2 R f###TIPv6ith it IMACHb 31t

IPv4 ARPEIPv6 ND

BEE RIPVANARPHIPVERINDRY L LE B 3k

IPv4 ARP IPV6Ts &
ARP#ER ( ##§410.10.10.1? ) SEER

ARPRIZ(10.10.10.1 is at dead.dead.dead) B BB

ET—NMaEF , NDFT AR T A8 D _LAA02:: 1EHBIMACHE 1,
NDif iz
LT 2debug ipv6 ndin S

ICMPv6-ND: Sending NS for £d402::1 on outside

!-—— "Who has fd02::1"



| CMPv6- ND: Sending NS for fd02::1
| CMPv6- ND: Sending NS for fd02::1
fdo2::1

| CMPv6- ND: | NCVP del et ed:

| CMPv6- ND: | NCWP - > DELETE:
| CMPv6- ND: DELETE -> | NCWP
| CMPv6- ND: Sending NS for fd02::1
| CMPv6- ND: Sending NS for fd02::1
ICMPv6-ND: Sending NA for £d402::2

fdo2::
fdo2::

on
on

e

on
on
on

l-—- "fd02::2 is at dead.dead.dead"

| CMPv6- ND: Sending NS for fd02::1 on
fdo2::1

| CMPv6- ND: | NCVP del et ed:

| CMPv6- ND: | NCVP - > DELETE:
ICMPv6-ND: DELETE -> INCMP:

fdo2::1
£402::1

!--- Here is where the ND times out.

| CMPv6- ND: Sending NS for fd02::1 on
| CMPv6- ND: Sending NS for fd02::1 on outside

EHRABET , A FPNRKEIRE02:2MBEES . BUTUREHRESHR , LBIAXRER

EXER.

NDEIE IR

out si de
out si de

out si de
out si de
outside

out si de

out si de

AXE : BASARRZE94(1)iEE , IPveBIEBHRNMEZERHIIXK.

BH®EID CSCtn09836 R ER LI,

BL & i B2 %1 51 R (ACL) M B4 283K

ASAv(config)# access-list test_ipv6 extended permt

ASAv(config)# cap capout

ASAv(confi g)# show cap capout

23: 10:55:10. 275284 fd02::

fd02::1 [cl ass 0xeO]

24: 10:55:10. 277588 fd02::

[cl ass 0xeO0]

26: 10:55:11.287735 fd02:

fd02::1 [cl ass 0xeO]

27: 10:55:11.289642 fd02:

[cl ass 0xeO0]

28: 10:55:12.293365 fd02:

fd02::1 [cl ass 0xeO]

29: 10:55:12.298538 fd02:

[cl ass 0xeO0]

32: 10:55:14. 283341 fd02::

fd02::1 [cl ass 0xeO]

33: 10:55:14. 285690 fd02::

[cl ass 0xeO0]

35: 10:55:15.287872 fd02:

fd02::1 [cl ass 0xeO]

36: 10:55:15.289825 fd02:

2

>

ffo2::

fdo2::

ffo2::

fdo2::

ffo2::

fdo2::

ffo2::

fdo2::

ffo2::

fdo2::

:f£00: 1:
i cnp6:
:f£00: 1:
i cnp6:
:f£00: 1:
i cnp6:
:f£00: 1:
i cnp6:
:f£00: 1:

i cnp6:

ip any6 any6
interface outside access-list test_ipv6

MASA K i 51fd02::1 8 ping:

i cnp6: nei ghbor sol

nei ghbor adv:

t gt

is

i cnp6: nei ghbor sol

nei ghbor adv:

t gt

is

i cnp6: nei ghbor sol

nei ghbor adv:

t gt

is

i cnp6: nei ghbor sol

nei ghbor adv:

t gt

is

i cnp6: nei ghbor sol

nei ghbor adv:

t gt

is

ERXEAEES

who has

fdo2::1

who has

fdo2::1

who has

fdo2::1

who has

fdo2::1

who has

fdo2::1

, BAERER R


https://tools.cisco.com/bugsearch/bug/CSCtn09836

[cl ass 0xeO0]
MBE SRR , WEIKBHO2:1NBEES. BER , ATEMNRRE , BERESILE , miFE
REFIR. ATH—FTKRE , BUUERERGAE,

NDR 4 B &

UTR—ENDREGEHERA

May 13 2015 10: 55:10: %ASA-7-609001: Built |ocal-host identity:fd02::2

May 13 2015 10: 55:10: %ASA- 6- 302020: Built out bound | CMP connection for faddr
ff02::1:ff00:1/0 gaddr fd02::2/0 |addr fd02::2/0(any)

May 13 2015 10:55:10: %ASA-3-325003: EUI-64 source address check failed. Dropped
packet from outside:£d02::1/0 to £d02::2/0 with source MAC address c471.fe93.b516.
May 13 2015 10:55:10: %ASA-3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55:11: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:11: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 fromfd02::1
on interface outside

May 13 2015 10:55:12: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:12: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 fromfd02::1
on interface outside

May 13 2015 10:55: 14: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet fromoutside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55: 14: 9%ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55: 15: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet fromoutside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10: 55:15: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 fromfd02::1
on interface outside

EXERGHEF , BALET , REISRONDBFEEHRESEMO2NLHEF , RRREHRHN
¥ REE—IFMRARF(EVI64 (ERAVEUI-64 ) AR ERM,

B BRUBEHELFHES , HSRARENERWEVI-64 it RFTER D . MRS
REBUAINATHRAAERENEZSRRA , FIIMSACLAAWTREED LHNICMPYE |, S 5%
R m B R ¥R (URPF)REXRMET , XFHE)LER AT 88 S BUPVE R L2IE EE R &,

HEBRE A IPvo I B

5 A IPVORT B B& R MU BUFEBERR S IR S E A IPVART I BUFEBERR P IRE A AHRE . £ A debugFishowdn
TURBFESHR , N T2 RBERBHPUKREARZITHREIFEER,

IPVERY B H UL i

AFREIPVeME ARG S,

2 IPv6E a1 ffid

& 0] LA{$ Al debug ipv6 routing debug Fi7 B IPv6 R B = 5 ch i 1T i FE HERR



ASAV# clear ipvé ospf 1 proc

Reset OSPF process? [nho]: yes

ASAv# | Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for

2001: aaaa: aaaa: aaaa: : / 64

IPV6RTO: ospfv3 1, Delete 200l:aaaa:aaaa:aaaa::/64 from table

IPv6RTO: ospfv3 1, Delete backup for £d402::/64

| Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for ::/0

IPV6RTO0: ospfv3 1, Delete ::/0 from table

| Pv6RTO: ospfv3 1, ipv6_route_add_core for 2001: aaaa: aaaa: aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Add 2001: aaaa: aaaa: aaaa::/64 to table

| Pv6RTO: ospfv3 1, Added next-hop :: over outside for 2001: aaaa: aaaa: aaaa: : / 64,
[110/10]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

I Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ipv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add _core for fd02::/64 [110/10], next-hop ::
nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop
fe80::c671:feff:fe93: b516

nh_source fe80::c671:feff:fe93:b516 via interface outside route-type 16

| Pv6RTO: ospfv3 1, Add ::/0 to table

IPv6RTO: ospfv3 1, Added next-hop fe80::c671:feff:fe93:b516 over outside for ::/0,
[110/1]

I Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

IPV6RTO: ospfv3 1, ipv6_route_add core for 200l:aaaa:aaaa:aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Route add 2001: aaaa: aaaa: aaaa::/ 64 [owner]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

I Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa::/ 64

| Pv6RTO: ipv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add _core for fd02::/64 [110/10], next-hop ::
nh_source :: via interface outside route-type 2

I Pv6RTO: ospfv3 1, Reuse backup for fd02::/64, distance 110

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop

fe80::c671: feff:fe93: b516 nh_source fe80::c671:feff:fe93:b516 via interface outside
route-type 16

| Pv6RTO: ospfv3 1, Route add ::/0 [owner]

I Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

OSPFv3iiid

& 7] LA A debug ipv6 ospf a5 Xt OSPFv3[RI @t 1T FEHERR -

ASAV# debug ipv6é ospf ?

adj OSPF adj acency events

dat abase-ti mer OSPF dat abase timer

events OSPF events

fl ood OSPF fl oodi ng

graceful -restart OSPF Graceful Restart processing
hel l o OSPF hell o events

i psec OSPF ipsec events

| sa-generati on OSPF | sa generation



| sdb OSPF dat abase nodifications

packet OSPF packets

retransm ssi on OSPF retransni ssion events
spf OSPF spf

LA ROSPFV3# R E#/E 31 55 ARV A Bl Ky fa iR Bl -

ASAV# clear ipvé ospf 1

OSPFv3: rcv. v:3 t:1 1:44 rid:192.168.128.115

aid:0.0.0.0 chk:a9ac inst:0 from outside

OSPFv3: Rcv hello from 192.168.128.115 area 0 fromoutside fe80::217:fff:fel7: af 80
interface I D 142

OSPFv3: End of hell o processingpr

OSPFv3: rcv. v:3 t:11:44 rid:14.38.104.1

aid:0.0.0.0 chk: bbf3 inst:0 from outside

OSPFv3: Rcv hello from 14.38.104.1 area O fromoutside fe80::c671:feff:fe93: b516
interface ID 14

OSPFv3: End of hell o processingo

ASAv# cl ear ipv6 ospf 1 process

Reset OSPF process? [no]: yes

ASAV#

OSPFv3: Flushing External Links

Insert LSA O adv_rtr 172.16.118.1, type 0x4005 i n naxage

OSPFv3: Add Type 0x4005 LSA ID 0.0.0.0 Adv rtr 172.16.118.1 Seq 80000029 to outside
14.38.104.1 retransmission |ist

!--- The neighbor goes down:

OSPFv3: Nei ghbor change Event on interface outside

OSPFv3: DR/ BDR el ection on outside

OSPFv3: El ect BDR 14.38.104.1

OSPFv3: Elect DR 192.168.128.115

OSPFv3: Schedul e Router LSA area: 0, flag: Change

OSPFv3: Schedul e Router LSA area: 0, flag: Change

OSPFv3: Schedul e Prefix DR LSA intf outside

OSPFv3: Schedul e Prefix Stub LSA area 0

OSPFv3: 14.38.104.1 address fe80::c671:feff:fe93: b516 on outside is dead, state DOMN

! -—— The neighbor resumes the exchange:

OSPFv3: Rcv DBD from 14. 38.104.1 on outside seq 0xd09 opt 0x0013 flag Ox7 len 28
mu 1500 state EXSTART
OSPFv3: First DBD and we are not SLAVE
OSPFv3: rcv. v:3 t:2 1:168 rid:14.38.104.1
aid:0.0.0.0 chk:5aa3 inst:0 from outside
OSPFv3: Rcv DBD from 14. 38.104.1 on outside seq 0x914 opt 0x0013 flag Ox2 |len 168
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the MASTER
OSPFv3: outside Nbr 14.38.104.1: Sunmary list built, size O
OSPFv3: Send DBD to 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox1 len 28
OSPFv3: rcv. v:3 t:2 1:28 rid:192.168.128.115
aid:0.0.0.0 chk:295c inst:0 from outside
OSPFv3: Rcv DBD from 192.168.128. 115 on outsi de seq Oxfeb opt 0x0013 flag Ox7 len 28
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the SLAVE
OSPFv3: outside Nbr 192.168.128.115: Summary list built, size 0
OSPFv3: Send DBD to 192.168.128.115 on outside seq Oxfeb opt 0x0013 flag O0x0 |len 28
OSPFv3: rcv. v:3t:21:28 rid:14.38.104.1
aid:0.0.0.0 chk:8d74 inst:0 from outside
OSPFv3: Rcv DBD from 14. 38.104.1 on outside seq 0x915 opt 0x0013 flag Ox0 len 28



mu 1500 state EXCHANGE

!-—- The routing is re-added to the OSPFv3 neighbor list:

OSPFv3: Add Router 14.38.104.1 via fe80::c671:feff:fe93:b516, netric: 10
Router LSA 14.38.104.1/0, 1 links
Link 0, int 14, nbr 192.168.128. 115, nbr int 142, type 2, cost 1
I gnore newdi st 11 ol ddi st 10

W8T A EE X B 1 (EIGRP)

ASA LMIEIGRPA X #FEAIPV6, 1S HECLIFMIMEIGRPIEEE S5 : Cisco ASAR S EHIRIE
CLIEEEE9.4, T fRFHER,

LSRRI (BGP)
Z{EAIPv6ET , debug & ] F T HEBRBGPH#E :

ASAV# debug ip bgp ipvé unicast ?

XX X: X X | Pv6 BGP nei ghbor address
keepal i ves BGP keepal i ves

updat es BGP updat es

<cr>

IPv6#9% A Showin &
7] LAfE A BA T showin 15 SR HEBR IPv6 [E] &2
- show ipv6 route
- show ipv6 interface brief
- show ipv6 ospf <process ID>
- show ipv6 traffic
- show ipv6 neighbor
- show ipv6 icmp
{£ F IPvE Ry B L iR B BR

BA LLEASA L L SIPV4AE R A RGN B RIPacket Tracerth e 5IPvell & H. AT REI6EH
Packet TracerZh 8RB M Fd03:: 209 AEBEAN , ZEN =R E#HE R F5555::189Web R 25
Internet , EERIAKHBEITOSPFM881#EZORA -

ASAV# packet-tracer input inside tcp £403::2 10000 5555::1 80 detailed

Phase: 1
Type: ACCESS- LI ST
Subt ype:


//www.cisco.com/c/zh_cn/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676

Resul t: ALLOW
Confi g:
Implicit Rule
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd59ca0f0, priority=1, domain=pernit, deny=false
hi t s=2734, user_data=0x0, cs_i d=0x0, |3_type=0xdd86
src mac=0000. 0000. 0000, mask=0000. 0000. 0000
dst mac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nformation:

found next-hop fe80::c671:feff:fe93:b516 using egress ifc outside

Phase: 3
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd589cc30, priority=1, domai n=nat-per-session, deny=true
hits=1166, user_data=0x0, cs_i d=0x0, reverse, use_real _addr, flags=0x0,
pr ot ocol =6
src ip/id=::/0, port=0, tag=any
dst ip/id=::/0, port=0, tag=any
i nput _i fc=any, output_ifc=any

<<truncat ed out put >>

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASAv#
FEE , HOMACH I 881 DAY A b ¥ BR b it . DRIATIAR , X TF Z A ANN , BEASRE
FA 7S 3 55 BR IPV6 3t 31 SR 38 37 $B R R

EIPv6 X WASATR R TR R

LA 27 T HEBRIPVE R B R A -

ASAv# debug ipvé ?

dhcp | Pv6 generic dhcp protocol debugging
dhcprelay |1 Pv6 dhcp relay debuggi ng

icnp | CMPv6 debuggi ng

interface I Pv6 interface debuggi ng

md | Pv6 Milticast Listener Discovery debugging



nd | Pv6 Nei ghbor Di scovery debuggi ng
ospf OSPF information

packet | Pv6 packet debuggi ng

routing I Pv6 routing table debuggi ng

H ILIPVv64H % | &

AN B BEBR & & WAV IPVERE < B &,

FHERTER

HFZIPve TACRHINER R TXNIPVOUHIETHRZEE T , IR TEE A=A FEHAIPVASERH
FELHEIPV6,

BN , TACKIL |, InternetARSFRMH RS (ISP) @ EE A £ E\66 NPVttt R, RJE , BIE R it
TEN\G6TMOEALASA/NEED , A RE-EAITEHRNERRSFEM. B2 , EHIPV6RT

, MEAEBEN LA ATEBAYIPvetE , FH BEIPVEib It RN BIEZERA D NEPIN M, it
BRF , BRI EIRTFZ\64 T MEN B2 BER\S6IRN —B 2.

B BxHMEER | ESFERFC 4291,

0

£ BMEUI 644558

ALEEASA |, LEREHEVI-64BHIIPVEHELE, BIERFC 4291, EUIRTFEZH NECHEME—
#9640 IPv6IE OFRRRF(EUI-64), LLIhBERIPVARIIEES R AN EEBRT EADHCPY EIPVGib it #Y
ER,

MR EEASALLE T ipv6 enforce-eui64 nameifin & ERF T IER , M T ALK ERFRKRE R TH
FHAMENN TS BELRINERMNES,

’BR:BXFHAEE , BSH T #RIPv6 EUI-64{u th it BRI T 5 X 30,

P im AR IA 62 A I B IPv6 it it

RINVERT |, S EFIHIRERSL(OS) ( MMicrosoft Windows 718X, Macintosh OS-XFEF
Linuxf K& ) A B o E NIRRT IPv6rt il | B IPVe TR A it B 3 & B (SLAAC)RI Y BRI FA

o

BRTACERELERA TR , FSEHREPERENEZE , BAEVSMIGE #Euk /A 2850 B
Ryt E RO E. Eit , ACLHET ENMNATRSHREREFUATER , NSEEN
ISR

BEWA TR TFRIOXIER, TUEEF SRS 8B T , thTEASARICisco
I0S@E B EEALTN, EASARKBHEE | SUFIE kAL TN IR HEEESRA)EERS

o

BEERNEFRRSLEARTRH , BSAT T,


https://tools.ietf.org/html/rfc4291
https://supportforums.cisco.com/document/100566/understanding-ipv6-eui-64-bit-address

Microsoft Windows
E £ Microsoft Windows & & FE2AITH , FERUTEHE :

1. FEMicrosoft WindowsH | TR AN G TRRAT ( AEBREMHIZIT) -

2. WAL S UAZEAREN P 2 R ThEE |, RS IREnter:

netsh interface ipvé6é set global randomizeidentifiers=disabled

3. # A LL T 5% LLER % Microsoft Windows S FIEUI-64%5 4 -

netsh interface ipv6 set privacy state=disabled

4. EFBRHITENURAEXR,
Macintosh OS-X

ERED  MALTHSUERAEIH LEMIPYG SLAAC , BERITAEHES :

sudo sysctl -w net.inet6.ip6.use_tempaddr=0

EFEREKAL , BRANTHS :

sudo sh -c 'echo net.inet6.ip6.use_tempaddr=0 >> /etc/sysctl.conf'

Linux

FELIHATH , WAL THE

sysctl -w net.ipv6.conf.all.use_tempaddr=0

MASAZ BEHSLAAC

ATHRRETANE A ERBRMNASARIZEEFHHRAER , X2 ZASLAACHER., E
BURAER , FEEZEORBEEXTHWAMUTHS

ASAv(confi g)# interface gigabitEthernet 1/1
ASAv(config if)# ipv6 nd prefix 2001::db8/32 300 300 no-autoconfig

LI TIEMASARIENRAEE | MERRBANIRE , A BEFRAERIGEIPv6ibit.

#BR: AxEMEE | iESHERFC 4941,

IPv6 X I 5]

AN BEXIPVeERAN —EE R,

RERRENER—#O L4&2 IPv4RIPveR R ?
Yes B REFEEOLFAIPYG , A AEOSBEIPv4MIPveibit , B EXFHMHRBNRE,


https://tools.ietf.org/html/rfc4941

REERIPv6HIPv4 ACLER R AZIE—#0O ?

RATBATE9.O(1) AR BT MY ASARR A AT IEIR1E,  EIASA 9.0(1)AR#2 , ASA LT BACLERR 5 —
i | XEWREACLEIEE —ACLHIPVARIIPV6R B KBS

FEASAQOMNKRESHRAR , ACLREEHE & , ML/ —ACLIE T access-groupas T A F
F#O,

ASAR B X #FIPv6HIQoS?

Yes. ASAX #ZFIPvely B HI ML L RRAY , HA X EIPv4rERE,

EASA 9.0(1)iRitE , ASALEHFTEACLE RS — 1Y , XEKRBACLEZEFER —ACLHIPv4RIIPV6% B
KRS, Hit , E*Hﬂg‘jtﬂ-ﬁﬁmﬁﬁﬂﬁACLEmE’ﬂQOSﬁ LI IPVAFIIPVOTR B REURE,

REMFENATEIPV6EESER 2

BARASALTLLAIPVEELENAT , B FT/LFEREN TR, T2FHEANIPvebi | IPv6h R
WHERANAT , i R REFEFANAT,

WMRIPV6IZ R P FEENAT , AT LAECLIFM289“1Pv6 NATIEF &8 0 R BB < A Bt ENATHIIF A5
E : Cisco ASARIBr K& CLIELEIERE , 9.4

EXE . EERAIPVESEENATE |, N R — L5 N MR &,

R+ 4% show failoverds & 48 i & B At 65 S5 IPveitb it ?

EIPv6eH | NDfE A A ith 65 3% sth it SRIN AT L23tu 31k BB AT, Rtk , show failoverdn &4 P 2 R E O K
PwﬂmLmﬁﬂi%ﬂm WTEEDLEEMQEPwﬂmo*Eﬁﬂz¢mm%o

B A & /M58 % R

LTREXIPVOEAN-—LEENES

. Cisco Bug ID CSCtn09836 & ASA 8.x capture "match" ¥ & T #3XIPv67i £
. Cisco Bug ID CSCuq85949 - ENH:X1WCCPBIASA IPv63%#F

- Cisco Bug ID CSCut78380 & ASA IPv6 ECMPEE B X157 B 1T 72 2 1517

HXRfER

- RFC 2460 - InternetihiX , ARZA<6(IPv6)MR3E



//www.cisco.com/c/zh_cn/td/docs/security/asa/asa94/configuration/firewall/asa-firewall-cli/nat-basics.html#pgfId-1371921
https://tools.cisco.com/bugsearch/bug/CSCtn09836
https://tools.cisco.com/bugsearch/bug/CSCuq85949
https://tools.cisco.com/bugsearch/bug/CSCut78380

- RFC 4291 - IPSE6IRSF 1t

- RFC 4861 A IPIRZ6(IPv6)HI4R /B & 3

. CLIF#}1:Cisco ASA% FllGeneral Operations CLIECEEE , 9.4 - IPv6

. BN |IPv4+IPv6BYAnyConnect SSLEJASAREL B
- BRFZEHESIP— Cisco Systems



https://tools.ietf.org/html/rfc4291
https://tools.ietf.org/html/rfc4861
//www.cisco.com/c/zh_cn/td/docs/security/asa/asa94/configuration/general/asa-general-cli/interface-routed-tfw.html#pgfId-1762189
//www.cisco.com/c/zh_cn/support/docs/security/anyconnect-secure-mobility-client/115735-acssl-ip-config-00.html
//www.cisco.com/c/zh_cn/support/index.html
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