ASA WiZ< 9.2.1 EF ISE iy VPN Z2 I E
O

S FEHEER

ISE | #9115

ASA )i
REH
NACH IR S IE
HxEE

fasr

AN BNMEE BN EENRERE(ASARA9.2.1 , UEHN BH &4 RS 5IZ(SE)N
VPNAF#ITRETE , MEFRBIRET K(IPN),

FTERFMH

ER
Cisco BB THUTER :
. ASA CLIE B R4 E#5/2(SSL)VPNE B # E A 40117

- ASA b= F2 15 B VPNEL B /Y &2 H1iR
- ISEFVRZS AR 55 & Aith iR



ERRNAH
AXRFNESETFUTHRAERE :

. Cisco ASAZ 9.2 1 iR R E E kx4~
. T Cisco AnyConnectZ £ ¥ 31 & F imhx 4<3.1#Y Microsoft Windowshx 247
- WAMNT 5 E B MRAAY B RHSEMRZ1.2

HRER

Cisco ASAKRZ9.2.1 % #5RADIUS AL E B (CoA)(RFC 5176), X ft i3 Cisco ISERTVPNA IR
oW, TEIPN, EVPNAFERRE , ASASTNEREETE@EISE , AP ELRE MK AHEANRE
FI(NAC)KERWebRE, REXNAFVSEHRTREERE , MBEHREFE —4HERENRRIN
N, RERSK(OS), #MT . BimE. RS, RAZSEMERMAN,

RE , FRASRIELERRERISE, MRINAUTENARYF , MISE R LAE A RN KL G
ASARIERADIUS CoA, RN EERTRIEMCoAST , RFAFHRINER IR,

BE

R & B M AR

— VPN Access (lkev2 or 55L)

—_—— Radius

= Hitp traffic to internal server
ise 2. test-cisco.com

___rz"'- —
)
Internet )
|
-~ J
S J,
S e — VPN Poal IP: 10.10.10.10
GO0: 172.16.0.1
{outside)
1
GO/1: 192.168.111.10 PR

{inside)

Cisco
Anyconnect
ASAL Mobile
—_— ——] Security

Internal
resources

if

~

QUM%FJ?/T_\ , L;{-F /u,%’% Al

fim



. =2 F 7 A Cisco Anyconnectit 1TVPNi5 [ ASA,
. ASAM]ISE &% 1% A FHIRADIUSTH [RIE K,

ZIEREIARISE £ & JIASA92-posturey K kg, ALt , iR EIASA92-posture iz X AL & 3 14

ISE& %X B E M CiscolE HEXTBYRADIUS Access-Accept:

url-redirect-acl=redirect — iX R FEASA L A& tth TF LW IHE 1R FI FIR(ACL) B , REREE [

R i —1
Elg;)jlll:.vio

url-redirect=https://ise2.test-cisco.com:8443/guestportal/gateway?sessionld=xx&action=cpp
— XRERAFNEEMEINURL, 7R : FELVPNEFimHYIEE R5(DNS) RS /5 L4 i 6E
BT EE[URLPIREIN T2 REE R (FQDN), REEVPNITE 25 LR HIR2 & H K 518
HE, EFRAE S IHHESEREN RO LIHRISERS SR (ARHIFRTCP 8443),

. ASAKXARADIUS Accounting-Request startB g @ HZWME, EMISEXEEXXENME

HMEER , EEMITIERME, XEiFMES THEsession_id, VPNE ik S EZBIP 11t 51
ASAKIPHEsE, ISEfEAsession_idfFiRZaiE. ASARSEHRIAGNIKFES , HAREE
HE MR EBASAD LA E F isH IPHIFramed-IP-Address(4~ 7~ 45l 1 910.10.10.10)

CEHRBVPNAFHRESAME XHACL (EEM ) EEA , 2 HEE [ Fhttps://ise2.test-

cisco.com:8443, RIEEIE , ISELAAENACKRERWebKIE,

EEPRUTENLZREAER , AE2BFHRTEERE, EATAH , EL2ERcltest.xt X

%, BEMOISEXXRSIRE , EhaEE & A i O TCP/UDP 89058 2 N3 #
LA RISE,

HISEMREREPROLBEER , EQBRLERIAN, XX , REERIEHA , Z—IAN

2w, B2XKIERADIUS CoAHIES :

MRAFKRE , WERZEATFELHMEA T FEHACLDACL)E R ( AuthZH I ASA92-
compliant ) o

MBAFPTRSE , NEaKEARGFAERIBEMDACLE R ( RINHNASAI2-non-compliant ) o
X  FRATIARADIUS CoA ; Bl , ASAMISE & IE M R LU 1T # 1A

.ASABRIBREE [, MREXEEZFHDACL , NABTRIEHFIERAEMISETHEAN]. FE

HIDACLE#EIVPNLiE,

VPNAFR T XRZERFRINITAET , AT LAGRIASA L ZEBDACLA T TS RIRo

MRAFFTER , MR F BRI G RIR,

XE MR EEXSASHERARADIUS COANZETE. X THEL/TL&802.1xF BRI

, RADIUS CoATBEEMEM., TRELKMIMMEREM ( HIZDACL ) WE=-/NFHRIL,
3 FASA VPNIRES |, SREFEZRBHRIE, FTEREMHERADIUS CoAFIRE, VPNL&iIFL
TEHRDS , TEERARSZHVPNAFRE,

{5 it %8 0 BL EASATMIISE.



ASA

LLR 2Cisco AnyConnectis 7] () EARNASAE B

ip local pool POOL 10.10.10.10-10.10.10.100 nmask 255.255.255.0

nterface G gabitEthernet0/0
nanei f outside

security-level 0

ip address xxxx 255.255.255.0

nterface G gabitEthernet0/1

nanei f inside

security-level 100

ip address 192.168.111.10 255.255.255.0

aaa-server | SE protocol radius
aaa-server ISE (inside) host 10.48.66.74
key cisco

webvpn

enable outside

anyconnect - essential s

anyconnect image di skO:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy GP-SSL interna
group-policy GP-SSL attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
aut henti cati on-server-group | SE
defaul t - group-policy GP-SSL
tunnel -group RA webvpn-attri butes
group-alias RA enable

NFTASAEISEAmBZ £ WMEER , FRESE
- AHBBENEES ORI, BNMICIKAAA) RS 27 L EZ CoA,
- FHCHKECE NBEER , SAME[ISERIEVPNREFAFES
- BRI , ©RFRESELASNIPELH EHERISELHN LTRSS

- BREEEMACL , BER B ATDNSHISERE. FIEHMHTTPREEEQISEHTLEEIT
o
LT REERS :

access-list redirect extended deny udp any any eq donmin
access-|ist redirect extended deny ip any host 10.48.66.74
access-|ist redirect extended deny icnp any any
access-|ist redirect extended pernmit tcp any any eq ww

aaa-server | SE protocol radius



authorize-only
interim-accounting-update periodic 1
dynamic-authorization

aaa-server |SE (inside) host 10.48.66.74
key cisco

tunnel -group RA general -attributes
addr ess- pool POCL
aut henti cation-server-group | SE

accounting-server-group ISE
def aul t - gr oup- pol i cy GP- SSL

ISE
TR T S BRABEISE:

1. S E|Administration > Network Resources > Network Devices H IFASARII R M 4K % -

I. - -
@ el B « Home Operations|=  Policy| v  Administration| =

sfa Bystam 54 ldentity Managamant B Networik Resourcas [1&) Wab Poral Managemant [zy Feed Sanice

Metwork Devices  Metwork Davice Groups  External RADIUS Senvers  RADIUS Server Bequences  SGAAM Servers  MAC Managers

= Hebwork Dewizes List > New Networl Device
Metwork Devices )
Network Devices

| = P o Namel ASA |
a - Des-:rimi-:lnl ]
] Wetwork Devices 3

*IPAddress: | 192.168.111.10 || 32 |

i Default Device

Madel Mame "
Sofwars Verslon -
* Metwork Device Group

L-:u:aul:nn[j,.“ Locations @ | [ Set To Default

Davice Tl'ﬂlﬂl_a,n Device Types (0 | Set To Default
¥ '+ Authentication Settings

Enable Authentication Sattings
FProtocol  RADIUS
“shared Secret [ gmeeel | | Show

2. §fnEPolicy > Results > Authorization > Downloadable ACL} EtEDACL , FEHATFZEL1H
H, BRIAACLELE A FISELMPAIBIPTRE



£y Home Operations|v Policy| v  Administration | v
|2) Authentication |&, Authorization |+ Profiling | Posture |z3) Client Provisioning |z} Security Group Access

Dictionaries Conditions Results

Do nloadable ACL List > PERMIT_ALL_TRAFFIC

Results
I o l Downloadable ACL
- " Name | PERMIT_ALL_TRAFFIC
ar E- S
v [ Authentication Description | allow all Traffic

» [ Authorization

» [ Authorization Profies

» . Downloadable ACLs DACL Content permlt ip any amy

» [ Inine Posture Mods Profiles
& Profiling

o Posture

[ Client Provizioning

[ Security Group Access

¥ Check DACL Syntax

3. BB —MRMLUMACL , EHEHBRNIFRNR (ERATAEMANAR ) .

4. 2 E|Policy > Results > Authorization > Authorization Profiles , J ¢ & & J1 ASA92-
posture Y IRNELE X4 , ZEENXHEE@AF U#ITEL1TE, 1%+ Web RedirectionE 1%
1, \THLFIFRFEEClient Provisioning , } #{RredirectE REACLFEH ( ZACLTE
ASALZR#ES ) -

7> Home Operations|¥  Policy| v  Administration | »
|4} Authentication |®) Authorization |4} Profiling |® Posture |l Client Provisioning |5/ Security Group Access

Dictionaries Conditions Results

Authorization Profiles > ASADY.pesture

Results
| = | Authorization Profile
- *MName | IEEFE |

a &= ol
» [ Authentication Description [
T duir *hAccassType [ACCESS_ACCEPT =]

» [ Authorization Profiles

— Senice Template []

» [ Downloadable ACLs

k EMMMMMs
» ; Profiling
v (5 Posture
v [5] Cient Provisioning i _th-'fl?_c-nTasHs
v [ Security Group Access

O wice Domain Permission

Web Radirection (CWA, DRW, MDM, NSP. CPF)

Clignt Provisioning (Posture) = ACL | redirect |

[ static IPHost name



5. BLiE & JIASA92-complianthy IR AR BL & X , ZBE X HN{UREE N
PERMIT_ALL_TRAFFICHYDACL , nEHAFIRETEHHENR :

Lo icntity/Services Engine 7> Home Operations|»  Policy| +  Administration | »

|4 Authentication |®, Authorization |4 Profiling [# Postura |&, Clignt Frovisioning |=, Security Group Access

Dictionarias Conditions Rasults

Authorization Profiles > ASADZ -compliant

Results
| > | Authorization Profile
- "Name |psag2-compliant |
Ay Er e ]
L '_;.d.'a.‘f.‘!ﬂ.‘n’.‘:.‘lt.ﬂr:l DEEtIIFﬂIUI‘I
- _ Authoriz ation *ArCass Tl"pg IA'::':ESS ACCEPT - |

¥ || Authorization Profies
v [ Downloadable ACLS
¥ [ Inline Posture Mode Profiles

Service Template []

'_ Frofiling

¥
v [ Posiure
v [ Chent Provisioning
*

L Securily Group Access

DACL Mama [PERMIT ALL TRAFFIC -

6. Bt & & HASA92-non-complianthy K LUIRNEL B X , ZELE X4 ARE BB B RIGENRR
DACL ( ERFAREMAF )

7. S E|Policy > Authorization ¥ Bt B &= X AN
BIRERRERFENATZLHROAN, £RBBRIUEBEHFEASAL,
PERERRERTRERATERIFEINAN, HERERRIUKBASARFRE

ﬁﬁfﬁl’ﬁ’l\ﬂﬂﬂiﬂiﬁqﬂ , T ZRIAHL IR EIASA92-posture , X &5 H|TEASA LEE @,

ASALY complain SassionPosturafiatus EQUALS Compliant ASAD2-compliant
ASALD non complaint SagsionPosturaatus EQUALS NonCompliant ASAA2-noncompliang
ﬁ AZADD rediredt Radiwg MAS-IP-Addrass EQUALS 19216811110 ASAL2-poshure

8. MNGHRUMNRLENBSOEFNAFE. MRLIBHITER(HIW |, FEActive
Directory(AD)H i) , &5 M1 ZE|Policy > Authentication 3 {T# X :



——

/> Home Operations|v Policy| v  Administration | v

[ [a Auihenticaion | [s) Authorization |5, Profiling Posture |5 ClientProvisioning [, Security Group Access @, Pol

Authentication Policy
Dafine the Authentication Policy by selacting the protocols that 1ISE should use 10 communicals with the natwork devices, and tha identity Souwrces that it sh

Policy Type ) Simple (8 Rule-Based

E B we DT Wired_MAB OR Allow Protacals | Defaull Network Aceass
= Wireless_MAB
Default use Internal Endpoints
ii Dot c I Wired_802.1x OR Allow Protocals . Defaull Network Access
- Wireless_802.1X
Default use Internal Users
B Default Rule (ifno mateh)  : Allow Protocols @ Defaull Network Access and use © Internal Users

9. &M ZElPolicy > Client Provisioning H Bt E FE AN, XLEMNRE R FENRERE, EAXRR
Bl | XNTFE—/NEEMA | H BISENFTEMicrosoft Windows R IEIFENACHKE

o

¢ Home Gperations v Policy|v  Administation | v
|4} Profling |7 Posture F ';' ChentProvisioning || [z Security Group Access g8, Policy Elements

|&) Authentcation  |s) Auihosizaticn

Client Provisioning Policy

Dafing the Cliard Provisioning Policy 1o detarmine what usars will raceive upon login and esar sassion infialon

For fgent Configuration: wersion of agent, agen! profile, agent campkance medule, andior ager cuslomizabon package
For Matwe Supplicant Configuration: wizard prafile andarwizard. Deag and drop rules 16 change e seder

Ruls Hama Idarlity Growps Crparating Systems Ginar Congtions Rasults

BEAS L posture ¢ Any and  Windows Al and  Gendition(s) theen MAGAgant 49,0101 3

HREAREISELR , AIRTHEA] :



NACAgent 4.9, ]

Done

Agent Configuration

Agent:
Profile:

Compliance Module:

Agent Customization
Package:

MNACAgent 4.9.0.1013

| ) 1s Upgrade Mandatory

[choose a Profile

[Choose a Compliance Module

Agents

[Choose a Customization Package

Native Supplicant Configuration

Config Wizard:| Choose a Config Wizard ) |

Wizard Profile:| Choose a Wizard Profile ]

| L
@v| B~ B

Cled 40 Download Resource
Nad % Upload Resource

HACAgent 4.9.0.52
HACAgent 4.9.0,1009
HACAgent 4901013

E §E E 8 8B &

WebfAgent 49.0.24
WebAgent 490 28
WebAgent 49.0.31
WebAgent 4.9.0, 1005
@ WebAgent 49.0.1007

[~

=

c

10. IBEXE | &AL S A ZEIAdministration > System > Settings > Proxy 7 HISEELE R ( A

P ElInternet ) o

M. BERSHAN , ATRIEFEFREE, TAREREATAEHNMRN :

X — =&, BE BE

Atk — 8. 5. &

B —#ERW , E®|EBIT, KET

service — RFEWH , EFEE1T , RETT

Biies — EMENA , RAZEF100Z RERE

RE®ERG — EEHENLER , REAZF100ZRENE

BEE&MH — BEWE

BREMIARE N — KIS ISERENER
12. BEARRGIF , APITEIEN X4 EEMRE, IREFHRITEN LFEctest.txt>X 4 , X
XHHEERA AT TEIHR. SHEPolicy > Conditions > File Conditions 7 Bt & U4 &4



—I'" i 4 Home Operations | v Policy|»  Administration | »

| &) Authentication |m) Authorization | Frofiling [m, Fosture |4 Cllent Frovisioning |5} Secuity Group Accass E Policy Elemenis
Dictionaries Conditians Rasults
Poalnre Fila Corditinss List > fle_condition
| 5] File Condition

— * Name | file_condition |
fhariET -

e ti

i= File Conditien sctiphion| |
= Begistry Condition *File Path| ABSOLUTE PATH  »|  [[ivtest.txt ] i
1= Application Condition * File Type | Fil=Existence - |
12 Servace Condition + File C'Pﬂﬂwr | Exists - |

Compound Condition

AV Compound Condition
AS Compound Condition

* Operating System

B | Reset

Windaws Al

Dicticnary Simple Condition
Dieticnary Compound Conditien

13. §#nEPolicy > Results > Posture > Requirements H 8|2 ER, ZHH B a1 —FKH8t , RHRE
HWER, RFR , WHITHRIRIE, TREEFZRBPNIIRETH , BEXRRHG | £

RAREENMIRE : ERBEHRE

Adminiziration | =

¢+ Home Operafions|w m

|=y Adtharizakan

E. Aulherticalion d Profling |‘._?" Poskre |H| Chanl Pravissning |_;:I Sacurfy Braup Arcess I ﬁulw:em:ﬂ:s
Dictizramas Condrions | Resils
Resnlis Pegisiremenls
[ 2] Mame Oparaling Syskems Gondi tions Femedalion Acions
@ -
[ Awbanisaion file_raquisamenl o Weindows All Jielil file_condlion © Mezsage Tead Onky
L :Rmu:nﬂm
- A& _Iestalkatinn_Win Windows Al T AN _av_win_irst MagEpps Teal Gnk
b [ Pratiag it - AT
* [ Postme Arvg_&¢_Dentan_win windows All 1 ANY_av_win_dad Ao TaFamedationid
v 5 Aevediitiao Acias n
Fill s okl Arvy_AS_Installation_in wndows All 1 AN _as_win_inst Messags Teat DNl
B[] Chend Provisinsiog
v B Secuity Groug ACoess Amp_AS_Defniten_Win 1 Windows All ANY_as_win_del AryAsOet=emedationfi
]
By S _lealalalinn_Mac 1 Wac 05K | ANY_av_mac_nsl Message Tead Dinlky
Arg_A¢_Defnitan_Wac Wag 05X 1 AN _av_man_dsf A DeRemadalionMa
Ay &S _Inetallztion_Mac WaE 05X AN _as_mas_inst Masgags Teat Onk
Hrrg_A3_Defnition_Nac Mac 02X T ANY_as_mac_ded Message Ted Only

XEEEEBRT , AJLAFEAFile Remediationi®E ( ISERME R TEHRMH ) -

14. S EIPolicy > Posture , HFE AT L — SR A EIEHNER(H A File_requirement) E L £
TAEHN, M — /%25 N E R AT A Microsoft Windows & £ #8#% 2 file_requirement, 1l
FRHERBHER , WRRIEWHER ; IRFTHE , WRTRIEHEFEN,

|&) Auhenticaton

|} Pannorizatan

Posture Policy

[ Profiing

f3+ Home  Operations| v

Palicy | »

Administration | =

y Poshae

|5, Client Presisianing

Dafing tha Posture Policy by configueing rales based on oparaling system andiar ofher candiaons

Status  Rulg Hame

posiure

EHERITE

Idenlity Sroups

I Amy

peraling Syslems

Windiows All

|z Secuiity Group Access

Othar Condilions

&£ Policy Elaments

Requiremeants

file_requirgmant



RABRT , REN—RMESEHh. BR , ANFEEHREAF S ABEE R AR FEIRNTE
B, ISR BISWISSIHY ( NACKRE ) HIEHAENA ( WebRE ) F4wiT,

ERERFEAE  BERATIR

1. § M1 E|Administration > Settings > Posture > Reassessments} £ /5 /5 A E# T4 ( RIEFH
HEE ) -

d Iﬁ hkbps:/fise2 fad min/# pageld =com_cisco_smp_weh_page_administration_globaloptions * @ || Directory

Cases=  Porlarmances CDoce CJHR- ETech Toalss S IWE O Liconses= LWLC 0802, 1x= OTruslses s FOACS- LIISC- OWVPN= ASR-

e Tkete Gpeslsns o Paley v femilsmo -

e
i Hptlem .ﬂ- lents Matagsment i b SO s UGS Wz Poral Marapamel E Fazd 3prdce

Dapapeant  Ueamltg  Sarfcalas agzicg  vallerancs  Bachuz Faswie advinsgiess | Satinga

Ll = Kew 0L art Cond

Sollings
12 Sl Srondsbe rg Reassegmmanl Configuralion
_- = =it ol swar S
|= F =6 Hade
o Sl g Cwligmaizn Cuszplan | |

=Cnffsuiaioe ke | [CEEETESIGIN |

=[5 Prenme e e e, om0

iz Gernd Bl e Erfzrcame I Tipe
| Feomescerwnin. — .
12 ek el [220 | miaes
|7 fmzeplnzie e Pz Eacs Tme | % w4
iz FroflEmg
b [ Proimsmi 1. Zecm corlguatizn U Saes 3 unIgLE GIUs o 3 unges seebraies of jrouss,
S— 2. tes condguradons may hees any graus in commos.
P zznbipal sy sosle sl guiog =08 e omn sl cns e e s e sl anises -
1. thiz edst-g comfgwhh 3 grous of Ams 15 wadased 12 reoos o @roup oo prauzs sthcrdan By or
i thie addstiog aznbg et smiiz of A i dslaad
& [aczonlgwtha zrous of &ns must e crzalad de ez ol oche camips s

= STy G Aesin . Srcup Bakiclan R as
12 SHTF Server :
o S e

|2 Faliey Same

* saleniUsar derlly Grocps | &0 <5 |

2. IZ SR EMITMATEARRFM

{3 Home Operations |+  Policy] »  Adminisiration | » I

|:-1II Authartication |!J Autharization |'_"1.| Frafiling |E1‘ Posture ]Ei Client Provisioning [; Securily Group Accass E Palicy Elerments
Dictionarias Conditions Rasults

Diclianary Condilscad List = New Dictionary Condition

Fosture
| ] Dictionary Simple Condition
e *Mame| reassesment

Er | E - Description
1= Fila Conditien
i= Registry Condition
12 Application Condition * bl = Qparator *Valug

Saryles Conditinn |Session:Agent-RequestType L) | Equa!s '] | Feriodic Reassessment] -]

_; Cempound Conditian m Cancel

1= AV Compound Condition

12 AS Compound Condition
Dictionary Simple Conditian
Dictionary Compaund Conditicn

3. BIB RSN PG LB Y SRR AF -



S 4 Home Operalions| =  Policy) »  Administration | - !

|o) Aumorization | Profiling |@ Posture o Client Provisioning =) Secuiity Group Access | g Folicy Elements

[z, Authentication
Dictionaries Conditions Results

Dicbonany Conditiops Lok = New Dictienary Condition

Posture
Dictionary Simple Condition

| £ | * Wame| Initial

arE- = Diescription

i= File Conditien

1= Registry Condition

iz Application Condition = Allribute * Dparaton =l
Sapvics Condition [sessionAgent-Request Tipe 0 || Equals «| [ muteal -
Compeund Condition Submit | Cancel

A Compound Condition

AL Compeund Condition

iz Dicticnary Simple Condition

1= Dictiemary Compoand Condition

XA ERES AT RN 55— ANREEDEITME , F-FANTEAREEITME

. h Home Operations|v  Falicy| v Adminisiration| v _

[5) Aulherication  [m) Aulhorization [ Prefiling |7 Poslie | |oy ClientProsioning [ SecurityGroup Atcess g% Pelicy Elements

Posture Policy
Dafing tha Poshirs P\:'If..'r o Cl:ll'ﬂljl,.l'll'lg nilas basad an cparannq SIS andiar ofnar conditinns

L
Hatus  RuleMame Identty Groups Oparating Systams Othar Condflans Requiremants
B8 posturs_infial ANy nd Windows &ll iniial e fike_requiremant
n posturs_resesassmant T Anmy and Windows Al TEagRasEmant thezn filz_requiramant

¥iE
ATHNEHNEERETERE IR , BRFRZMBRTRA TSR
1. VPNA FiEEZEIASA,
2. ASAKIARADIUSIE R ## U B Burl-redirectMurl-redirect-acl/& 4 #Y 18 5L :

codld rRXe ceswTFAEN AR @SS B

Filter: | ﬂ!‘m Chsir Apply  Save
No. | Source | Destination | Protocet | Length| infa
1192, 168,111, 10 19, 48.66.74 FADIUS 317 Access-Requesi(l] {ideds, L=ZT8]
1 197 B, 111 HADTLS 111 At s AEcept|? [ 1dbmdls 1m269 )

F 48,66 , 74

Frame 2: 311 bytes on wire (2488 bits], 311 bytes captured (2438 bils)
¢ Ethermet T1, Src: Veware_c888:83 (08:58:56:00:80:03). Dsh: Veware_ef:ef:25% (68:8c:20:e8:0l:35)
¢ Intermel Protecel Yersien 4, Src: 10.48.56.74 (18.48.66.74), Dat: 197.168.111.10 (192.183.111.18)
¢+ User Datagram Protecel, Src Porl: sightlime (16451, Dst Port: 54450 (54459)
- Radius Protocel
Code: Aifess-Recepl (25
Packel identifier: 0ude (46)
Lemgthi 269
Buthent icalor: belXFIbAT0a10: 1eddeabia TTRED Bl

|Tine from request: 8.0%9399088 seconds)
= Atiribute Yalue Pairs
FAVP: Im7 Iwlher-Rame(1): ¢isco
FOAVPD Imdd  twStated24): SHS6175TH6A5IG5TIT 06100 100 130613817 3008613038, .
FAVPD Ie30  teClass{23): A343I3334633061333730306 1 303030 3064 30300353262 . ,
= A¥P: lak3  teVendor-Specilic (28] weciscoaSystens()
b WSA: 1=3T t=Cisco-AVWPalr(l): url-redirect-acleredirect

= AYP: Iml1%  Ee¥endor-Spec ific (26) we iscoSystess(9)
FVSA: L=11Y t=Cisco-AVPalr(ll: wrl-redivec t=hitps://ise?, test-¢ lsco, coni B4 gues por tal Agateway Poess Lonld=c Dall 70000 520 1b 1b¢ bac  Lon=cpp



3. ISERAGERRNEERAEENH (F—TMHEHEFKE )

. B a 2L SACL 1P ASHEZ wmplant
. B 5 192168108 ASAS-Z AsABZ-complant Complant
il a a 1932.1 T Compliart
. 8 a 192,168,106 ASADZ ASASZ-pEature User Identky Gre... Fendng

4. ASABIVPNRERINEE :

aaa_url_redirect: Added url redirect:https://ise2.test-cisco.com 8443/
guest port al / gat eway?sessi onl d=c0a8700a0000900052b840e6&act i on=cpp
acl:redirect for 10.10.10.10

5. ASALVPNRERNRSEREELZLTEHEEGHTTPRE :

ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane . cisco I ndex 9

Assigned IP : 10.10.10.10 Public I P ©10.147.24.61

Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DITLS-Tunnel:
Hashi ng . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
Byt es Tx . 16077 Byt es Rx . 19497

Pkts Tx . 43 Pkts Rx . 225

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GP-SSL Tunnel Group : RA

Login Tinme . 14:55:50 CET Mon Dec 23 2013

Dur ati on : Oh: 01m 34s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN . none

Audt Sess I D : ¢c0a8700a0000900052b840e6
Security Gp : 0

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Parent :

Tunnel ID 9.1

Public IP ©10.147.24.61

Encryption . none Hashi ng . none

TCP Src Port : 50025 TCP Dst Port : 443

Aut h Mode : user Password

Idle Tine Qut: 30 M nutes Idle TO Left : 28 M nutes
Cient CS Dowin

Cient Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx . 5204 Bytes Rx . 779

Pkts Tx 4 Pkts Rx D1

Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :

Tunnel ID :9.2

Assigned IP : 10.10.10.10 Public IP ©10.147.24.61
Encryption . RC4 Hashi ng : SHAL
Encapsul ation: TLSv1.0 TCP Src Port : 50044

TCP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 28 M nutes
Cient CS : W ndows

Client Type : SSL VPN dient



Cient Ver Ci sco AnyConnect VPN Agent for Wndows 3.1.02040
Byt es Tx 5204 Byt es Rx 172

Pkts Tx 4 Pkts Rx 2

Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :

Tunnel D 9.3

Assigned | P 10.10.10.10 Public IP 10.147.24.61
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 63296

UDP Dst Port 443 Aut h Mode user Password
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows

Client Type DTLS VPN d i ent

Cient Ver Ci sco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx 5669 Byt es Rx 18546

Pkts Tx : 35 Pkts Rx 1 222

Pkts Tx Drop : O Pkts Rx Drop : O

ISE Posture:
Redirect URL : https://ise2.test-cisco.com:8443/guestportal/gateway?
sessionId=c0a8700a0000900052b840eb6&action=cpp
Redirect ACL : redirect

6. B EEEMACLEEHTTPR &/ & F in 2 E [0 2 ISE:

aaa_url _redirect: Created proxy for 10.10.10.10

aaa_url _redirect: Sending url redirect: https://ise2.test-cisco.com 8443/
guest port al / gat eway?sessi onl d=c0a8700a0000900052b840e6&act i on=cpp
for 10.10.10.10

7. B IR EE @B ISEN# TR 21

+ B Foocie? mrtcizegcarm 03 auth A ppEenao eation Tression=c0ed TO [a00 [ IG0 0I5 2b0 35 2t =Windawa T (4 & £ ‘ 'ﬁ' n ]

" AV Fecure Fearch

ciIsco Client Frovisioning Portal

CiSCD Identit‘f Services -"11 Liabermining prior Dieog Agen insts l&tlon o Cevice.
1 C mmy gpidn g
Engine Network;

: Secunky Yiarming
Notice

26 zeoend(s).

Do yon want to Contlnue?
The connection 1o thie websits i unirustsd.

! ': Welmites: ko e, bestecimn o D443

Mobe:  The cebfizate s nok wald 2nd carno: be vsed oo ver Py Be entky of the webste.

This apolcator wil = biocked in 2 fubre Jres secwky updste becaus= th= 162 fils marfes: doss rot
carka bhe Permiss o stinbute, Prass contack the Pubisher For more nfemston, Hoe Ffanaten

8. NACREEZE, ZENACRKREG , EBISWISSHIU THREZ2TEANHARTREREE
B, RfE , T2 IHMEREREDISE,



10.

£ Cisco NAC Agent =Sy

vl ]es '
cisco Cisco NAC Agent

Full Network Access

Your device conforms with all the security policies for this protected network

E OK j

CISEEBRORIBE , EFITEBENMAN , HE (MRFE ) ERRBURSHRIECoA, XA S

fEise-psc.logh HilF :

ci sco. cpm posture. runtime. PostureHandl erl npl -:cisco: c0a8700a0000900052b840e6
. .- Decrypting report
ci sco. cpm posture. runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
.- User cisco belongs to groups NAC Group:NAC:IdentityGroups:User Identity
Groups :Employee, NAC Group: NAC: | dent i t yGr oups: An
ci sco. cpm posture.runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
. ..- Posture report token for endpoint mac 08-00-27-CD-E8-A2 is Healthy
ci sco. cpm posture.runtime. PostureManager -:cisco:c0a8700a0000900052b840e6
...- Posture state is compliant for endpoint with mac 08-00-27-CD-E8-A2
ci sco.cpm posture. runtime. PostureCoA -:cisco: c0a8700a0000900052b840e6
:1:- Posture CoA is triggered for endpoint [null] with session
[ c0a8700a0000900052b840e6]

ISE&JARADIUS CoA , EfEsession_idf A iF £ 5 RIADACLEHE :

No. | Source Destination Protocol | Length| Info
7108.48.66. 74 192,168, 111.10 RADILS 231 CoA-Request (43) (id=11, 1=189)

G 192.168.111.10 16.48.66.74 RADIUS 62 CoA-ACK(44) (id=11, 1=20)
0

* Frame 7: 231 bytes on wire (1848 bits), 231 bytes captured (1848 bits)
¥ Ethernet II, Src: VmwWare c@:00:03 (BO:50:56:cB:00:03), Dst: VYmware eB:ef!25 (00:0c:29:e8:0f:25)
¢ Internet Protocol Version 4, Src: 10.48.66.74 (10.48.66.74), Dst: 192.168.111.18 (192.168.111.10)
# User Datagram Protocol, Src Port: 44354 (44354), Dst Port: mps-raft (1780)
= Radius Protocol
Code: CoA-Request (43)
Packet identifier: @xb (11)
Length: 18%
Authenticator: d20817cbcad28cedbdee5df15177Thed
M I y g 3]
= Attribute Value Pairs
bOAVP: 1=6  t=NAS-IP-Address(4): 10.147.24.61
FOAVP: 1=15 t=Calling-Station-Td(31): 192.168.18,67
b AYP: 1=6 t=Event-Timestamp(55): Dec 18, 2013 15:32:10,000000000 CET
P AVP: 1=18 t=Message-Authenticator(B8): lee?dfld83e5f3aadd3ddobdaabliebeb
= AVP: 1=75 t=¥endor-Specific(26) v=ciscoSystems(9)
P ¥SA! 1=69 t=Cisco-AVPair{l): ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PERMIT_ALL TRAFFIC-5lef7dbl
* AVP: 1=49 t=Yendor-Specific(26) v=ciscoSystems(9)
P ¥SA: L=43 t=Cisco-AVPair(l): audit-session-idsc@aBTo0a0000do0052blblbe

XRREISEREH :



11

12.

BE-NESKERTRERSEEXH (FEEM ) WHKS BRI,
EREFEHSWISSHRER , REQKERF-INHEEEKE,

RIECoAR , RALIERE=AEXEFKB UREIA ( #&R 7 Dynamic Authorization
Succeeded ) o

HASATHDACLE , 2tlBZ&LBERE,
LB s £ACSACLS P4

ARLDZE imphaEnt
. A & 162.168.10.6 ASAR.F ASASZ-complant Comphant
@ 5 0 checo 192.168.10.67 Compliant

. B a 1 ASADE ASAGZ-posture User Identiy Gro... Fendng

.ASALEHIRIRE REEWRCOAHMBREER, MREE | ASATEHDACL:

ASA# Received RAD_COA_REQUEST
RADI US packet decode (CoA-Request)

Radi us: Value (String) =

41 43 53 3a 43 69 73 63 6f 53 65 63 75 72 65 2d | ACS: G scoSecure-
44 65 66 69 6e 65 64 2d 41 43 4c 3d 23 41 43 53 | Defined- ACL=#ACS
41 43 4c 23 2d 49 50 2d 50 45 52 4d 49 54 5f 41 | ACL#-IP-PERM T_A
4c 4c 5f 54 52 41 46 46 49 43 2d 35 31 65 66 37 | LL_TRAFFI C 51ef7
64 62 31 | dbl

Got AV-Pair with value audit-session-i d=c0a8700a0000900052b840e6
Got AV-Pair with value ACS: C scoSecure- Defi ned- ACL=

#ACSACL#-IP-PERMIT_ ALL_TRAFFIC-51lef7dbl

aaa_url _redirect: Deleted url redirect for 10.10.10.10

HEVPN&EE , BRAAFNATDACL (2R ) -

ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane . cisco I ndex 9

Assigned IP : 10.10.10.10 Public IP © 10.147.24.61

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx © 94042 Bytes Rx : 37079

Pkts Tx : 169 Pkts Rx : 382

Pkts Tx Drop : O Pkts Rx Drop : O

Goup Policy : GP-SSL Tunnel Group : RA

Login Tine : 14:55:50 CET Mon Dec 23 2013

Dur ati on : Oh: 05m 30s

I nactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID : c0a8700a0000900052b840e6
Security Gp : O

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :
Tunnel ID 0 9.1

1522
isad
iged

Ised



Public IP
Encryption
TCP Src Port
Aut h Mode

ldle Tinme Qut:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL- Tunnel :
Tunnel 1D
Assigned | P
Encryption

Encapsul ati on:

TCP Dst Port

ldle Tinme Qut:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

Filter Nane
DTLS- Tunnel :
Tunnel ID
Assigned | P
Encryption

Encapsul ati on:

UDP Dst Port

ldle Tinme Qut:

Client OS
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

Filter Nane

TP B BR

10.147.24.61

none
443

24 M nut es

779
1
0

10.147.24.61
SHA1

50044

user Password
24 M nutes

none Hashi ng

50025 TCP Dst Port
user Passwor d

30 M nutes Idle TO Left
Wi n

AnyConnect

Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
5204 Byt es Rx

4 Pkts Rx :
0 Pkts Rx Drop :
9.2

10.10.10.10 Public IP

RC4 Hashi ng
TLSv1.0 TCP Src Port
443 Aut h Mode

30 M nutes Idle TO Left
W ndows

SSL VPN Cient

Ci sco AnyConnect VPN Agent for W ndows 3.1.02040

5204 Byt es Rx
4 Pkts Rx
0 Pkts Rx Drop :

172
2
0

#ACSACL#-IP-PERMIT_ ALL_TRAFFIC-5lef7dbl

9.3

10.10.10.10 Public IP
AES128 Hashi ng
DTLSv1. 0 UDP Src Port
443 Aut h Mode
30 M nutes Idle TO Left
W ndows

DTLS VPN C i ent

10.147.24.61
SHA1

63296

user Password
29 M nutes

C sco AnyConnect VPN Agent for W ndows 3.1.02040

83634 Byt es Rx
161 Pkts Rx
0 Pkts Rx Drop :

36128
379
0

#ACSACL#-IP-PERMIT_ ALL_TRAFFIC-5lef7dbl

3 BMECOARIEIZEMDACL , ASAIRARIBREE @I,

Ao RE T T THEERITHREHRROE S

ISE_ LAY iFist

£ i FAdministration > Logging > Debug Log ConfigurationA /8 A iz, CiscoZ2IUER U T &M

B R ImetiEi

3

. B Wi & (NSF)

- NSF&1E



HECLIFA AN TS T AER R :

i se2/ adm n# show logging application ise-psc.log tail count 100
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Pasture More Detail Assessment

Trme Fange Fromn LAZ32013 12200000 AM to Lar23r2013 03721 Pr

Garserated AL 2013-12-23 155731 248

Chient Detalls

Username: clsco

Mac Address; 08:00:27:CD:E8: A2

IP addrass: 10.147.24.92

Saession ID: c0ag8700al000b00052bad6e0

Client Qperating System Windows 7 Enterprise 64-bit

Client NAC Agent Cisco MAC Agent for Windows 4.9.0.1013
PR& Enforcemeant: 1

Co: Received a posture report from an endpaoint

PRA Grace Time:

PHA Intensal: 240

PRA Action: continue

User Agreemeant Status: NetEnabled

Systam Namg: MGARCARZEWS01

System Domain: CISC0 COm

System User: mgarcarz

User Domain: CISCO

Ay Installed: Medfes VirusScan Enterprises 880,97 5: 72271071 37201 3; Mohfead, Cisco Security Agent; &, 0, 2.130;;; Ciscolly
a5 Installed: Windows Defender;5.1.7600.16385;1.95.191.0:11/15/201 0; Microsoft A5

Pastura Report
Fostura Status Compliant

Logged At: 2013-12-23 15:21:34.902

Fosture Folicy Details
F‘nllc:,l Mame Enforcement Statu  Fassed Failed Skipped Conditions

posture_initial file_require... Mandatory file_condition

ASA LR

FBAIUEASALE AN TRR :

debug aaa url-redirect

- debug aaa authorization

debug radius dynamic-authorization
debug radius decode

debug radius user cisco

REHREE

T FNACREE |, aJLAE A MGUIE 318 Cisco Log Packager=i CLI(CCAAgentLogPackager.app) ¥
S/



ailvane,
cisco. Cisco Log Packager

Cisco Log Packager collects information for product support requests. The
information & stored in a ZIP archive that can be protected by a password.

Click the <Collect Data> button to start the information collection.

BR B UEARRZFHO(TAC) TEXE Rt 7D,

ERREWebREWBE , ESMBIUTLE :
- C: > Document and Settings > <user> > Local Settings > Temp > webagent.log ( fEFATACT

BfE5 )
- C: > Document and Settings > <user> > Local Settings > Temp > webagentsetup.log

AE MR AERFTEXEMNE , MRIEFTEMP EnvironmentE £,

NACHRERZH R

MRLRLZEWERY , AF2FEUTERR :



cisco Client Provisioning Portal

. £ Cisco NAC Agent =
Information

@ Temporary Network Access 00:03:30 left

Scan Result Requirement Name
(%] Mandatory  file_requirement

Hide Details

System Check Complate

RE , MREETATRE , WAVFAP REFMURE

e
c1scoO Client Frovisioning Portal

£ Cisco NAC Agent

Information |
Isco NAC Agent

@ Temporary Network Access 00:03:58 left

There ks atleast one mandatory requirement failing. You are reguired to update your system
before you can access the network.

| Repair | | Show Details |

System Check Complele
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//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
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//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



