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- Microsoft Windows Server

- Linux/OpenSSL

ERMAH
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- BN BENREREFRH8.AMRKRE SRA
. 7 Cisco AnyConnectZ £ #3) & - i ¥ Microsoft Windows 7 , MxZ4<3.1
- Microsoft Server 2012 R2

. 5 OpenSSL 1.0.0j= E & kA K Linux

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANMERZZNERAR
(BN ) BE, MRAESEANREXINEG , FRRARLKEL THRAEG THEERN,
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AR ERRAXABIFAEAGTHNESES , THAGTERIR (XREEHES
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EFimEREZERHRVPN, Bk R A B2 Cisco VPN Client(IPSec). Cisco AnyConnect Secure
Mobility(SSL/Internet Key Exchange Version 2 [IKEV2])8iWebVPN ( I7F ) o AT E % , BEF R
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VPN Client Openss| CA

Windows
2012 R2
(CA+OCSP)

HOCSPHIASAZRE 15 7]

HNSSLiFREE TASA, FFik#E AAnyConnect® 5, ASASE &85 M (SCEP)E RiE
3 -

crypto ca trustpoint WN2012
revocation-check ocsp
enrol I ment url http://10.147.25.80:80/certsrv/nscep/ nscep. dl

crypto ca certificate map MAP 10
subj ect - nanme co admi ni strator

SIRIE PSSR EFBZFHEE B iFadministrator ( FXDKNE ) WFFERF. XERAFE
HMEFZARANRREA :

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3. 1. 02040- k9. pkg 1
anyconnect enabl e

tunnel - group-1ist enable

certificate-group-map MAP 10 RA

VPNELEZERIHNZRN ( ARV ) . EXEERAEMTE LK A F F (authentication
aaa) EE ERMEIL :

usernane ci sco password XXXXXXX
ip local pool POOL 192.168.11.100-192.168.11.105 nmask 255.255.255.0

aaa aut hentication LOCAL
aaa aut horization LOCAL



group-policy M internal
group-policy MY attributes
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
addr ess- pool POCL
defaul t - group-policy My
authorization-required

tunnel - group RA webvpn-attri butes
authentication aaa certificate
group-alias RA enable

Microsoft Windows 2012 CA

AR BRBEECLIEBASANFHAER , FSHMEMACLI. 8.478.6F BN ERARSS BRI TR
LRZAS RN B EASA 5500 R 5 ELE 1S

BRSs R H#

LT TR A 4B 204 Microsoft RS8R E A B RS -

1. & fnZlServer Manager > Manage > Add Roles and Features. MicrosoftiRS5E88EELT A
=)

E P 9 & WL &= i 58 93 P o & Wl Web E A Online Responder , OCSPEEM ik %
EMARS , BEASAFERKSCEPR A MRFE , A URINT RN WebRS
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Role Services

Cradentisls
[ Fole servces ____|

Setup Type
CA Type
Frivate Key

Cryptography

CA MName

validity Period
Certificate Database
Aythentication Type for C...
Ceonfirmation

Select Role Services to configure

Certification Authority

[V Centification Authority Web Enrollment
[v] Online Responder

[[] Metwark Device Enrcliment Service

[[] Certificate Enrollment Web Service

[#] Certificate Enrallment Palicy Web Service

Maore about AD CS Server Roles

DESTINATION SERVER
WIN-35QVHO3PQE3 lab.com

R INThEERT | 5 A4 E3E0nline Responder Tools , RN EBEHBEFEANOCSPEERS T



Select features

o
AL LS

Confirmation

Add Roles and Features Wizard

Select one or more features to install on the selectad server.

Features
4 [H] Role Administration Toals (12 of 28 installed) :
b [m] AD DS and AD LDS Tools (4 of 5 installed)
b [] Hyper-V Management Toolks
b [W] Remote Desktop Services Tools (1 of 3 inst:
b [ Windows Server Update Senvices Tools
4 [w] Active Directory Certificate Services Tools
[l Certification Autharity Management Tod _
[F24Orline Responder Tooks! i
7 Act " be
W
W
[[] Fax Server Tools
[] File Services Tools
v Met

€ n 3

< Previous

Mext =

|= Lo

DESTIMATION SERVER
WIN-350VHOS0E3 nbucam

Description

Online Responder Tools includes the
Online Responder Management
Snap-in,

OCSP# R CARL &

OCSPRFERAIEFHNOCSPII R # TERE ., HMIEMicrosofthRS5aF LKL , HEXMT

1E -

- T BZAFEHA= OCSPER
. OCSPTLH#ERE
FE R UF B LB IEOCSPRIUEfER, ASATEHAOCSPIRF=HKEOCSPIRSFIRMAIESR,

1. ECALRIEBHFMENR. SAZEICA > Certificate Template > Manage , i£32OCSP Response
Signing , A EHER, EEMCIBENERNEM , REL HSecurityik i+, NXRHER AT
RN SRARE SR E A ZEAREVIES , A EEEENNR. EATRHF , SHERER—FN
(TEST-CISCO\DC) LiZ1THIOCSPARSS , # BOCSPIRFZSEZEB3IEMINER :



= Certificate Templates Consale — | =] e
File Acion Veew Help

+ | [m D= B3m

& Cestificate Templates (DC test-c|| Template Display Marfie

5 administrator

3 Authenticatad Session

3 Biasie EFS

3 CA Bxchange

= CEP Encrypion

Z Code Signing

H cornputer

5 Copy of OLSP Response Signing
& Cross Certification Autharity

m Directory Email Replication

m Darmain Condroller

3 Darnain Contreller Authentication
3 EFS Recovery Agant

3 Envoliment Agent

2 Enraliment Agent (Cormputer)
= Exchange Enrgllenent Agent (0
Z Exchange Signature Only

= Exchamge Uiser

HIPsec

Z IPSec (Offline request)

5 Kerberos Authertication

2 Key Recovery Agent

3 OC3P Response Sgning

3 Ras and 15 Server

3 Reot Cestification Authority

Z Foutar (Offline reguest)

Z Senateard Logon

1 Srnatcard User

& subardinate Certification Autharity
& Trust List Signing

< m | » a " | >

B Domain Adming (TEST-CISCONDomain Admins)
82, Evverprise Admine (TEST-CIS00NEnbarprss Admins)

BARB A AR B & A SURE N AR INE,

2. BUEEMR. SMEICA > Certificate Template > New > Certificate Template to Issue , A /g%
BESIER



) certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Certificate Templates) | = |9 X |
File Action View Help
e x| G

L7 Certification Authority (L
4 j test-cisco-DC-CA
) Revoked Centifical|  Select one Certficate Template to enable on this Carfication Authorty.
7 lssued Certificated|  Note: ¥ a cestfficate template that was recently created does not appear on this list, you may need to wad unti

Piia || information about this template has been replcated to all domain controllers,
7 Pending Request Al of the cedificate templates in the organization may nol be avaiable to your CA.

] Failed Requests For more information, see Certificate Template Congepts.
| Certificate Templd

Hame intended Purpose
B Authenticated Session Chert Authentication
T CA Exchange Private Key Archival
5] Code Signing Code Signing

2 Copy 2 of OCSP Response S _-;"n;
OCSFP Sgring
<All»
Certificale Request Agent
Cartificate Raquest Agent
Secure Emai
Secure Emal
IP mar witv IKF indpemecinds

OCSPRRFE+

WA BuaERELDREEEREEOCSP:
1. SMERSREER > IR,
2. SHEEER > H IS eE R SR 0T E



s

File

Action View Help

U Y

ocsp - [Online Responder: DC.test-cisco.com\Revocation Configuration]

'EE'] Online Responder: DC test-cisco.co
i Revocation Configuration
F @ Array Configuration

7 DCtest-cisco.com

Mame Signing Certificate Selec...  Enrollment Teny

There are no items to show in this view.

Getting started with addi...
MName the Revocation Co...

Select CA Certificate Loca...

Choose CA Certificate
Select Signing Certificate

Revocation Provider

Choose CA Certificate

Add Revocation Configuration L2l x |

In order to check the status of a certificate, a revocation cenfiguration for the Online
Responder must identify the CA that issued the certificate.

You can identify this CA by selecting a CA certificate published in Active Directory or
by locating a CA computer.

®) Browse CA certificates published in Active Directory

Salect a certification authority (CA) you want to use.

CA Computer
P test-gisco-DC-CA DC. test-cison. com

OCSPH LAfEAHREIR I CA, EROCSPHRFMIES,

3. EAREM®ICA , HEEZHOIZNER, BEEMES



€ ocsp - [Online Responder. DC test-cisco.com]
File Action Wiew Help

= =
€5 Online Responder: DCtest-ciscocd | i i
rﬁ Revocation Configuration e Online RESPDI‘IdEI’ EDI’IﬁgI.II'EtIDI‘I
E -? Array Configuration . -_ﬂ Use this smap-in to configure and manage one or more certificate revocation responders.

Add Revocation Configuration |L-

~#  Select Signing Certificate

Getting started with addi... Revocation information is signed before it is sent to a client. The Cnline Responder can

MName the Revocation Co select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

® Automatically select a signing certificate
[ Auto-Enrcll for an OCSP signing certificate

Select CA Certificate Loca...

Choose CA Certificate

P ——
Sthect Signing Cestificate Certification awthority: lDC.DEt-ciscn.cnm‘-.,tst-ciscu-[:'[-fﬂ

Certificate Template: | Copy 2 of OCSP Response Signing v

Revocation Prowvider

() Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration

[:E | < Previous | | [ Finish Cancel

4. TINESH E0EM , HIRBS I Working/OK:

Revocation Configuration Status “

The 5Status pane identifies Online Respender configurations that are working properly or that may
need administrator attention. To get more information, select the Array members,

Mote: You may need to click Refresh if recent configuration changes or other administrative actions
are not represented here,

For mare information, see Verifying that a revocation configuration is functioning properly,

@ RevocationConfiguration Working




Revocation Configuration Status

& Signing Cerfficate: Ok

Wiew Signing Cerificate
Revocation Provider Status:

Type: Microsoft CRL-based revocation status provider ~
The revocation provider is successfully using the cument configuration

5. 2finZICA > Issued Certificates AR IFIE B iFMAE R -

sl certsrv - [Certification Authority (Local\test-cisco-DC-CAYIssued Certificates]
File Action View Help
o Hldz H [ Certificate E3

late Serial Mumber Certificate Effective Daty
ber (.. 240000000206c... 1010/2013 T:25 AM

[ ;ﬁ] Certfication .ﬂuulhqn‘r}- {Lecal)

= General | Detals |
d g best-cisop-DC-CA ' = | S il

1 Revoked Certificates show: (s v] ment. 2400000003486, 10/10/201% 7:33 AM
| Issued Certificates CEP.. 2400000004071, 10/10/201% 7:33 AM
Pending Requests [ Fretd Yalue w| | Phues.. 24000000057d3.. 10/10/2013 11:54 AM
] Failed Requests [ vk Thirsday, Oetober 24, 2013 6. ques...  240000000635b... 10/10/2013 11:47 PM
7 Certificate Templates ] subject DL testrcisco.com ques..  2400000007086..,  10/11/2013 12:05 AM
L Pubic key RSA (2043 Bils) fues.. Z4000000082dZ.. 10/11/2013 1212 AM

24000000008d... 1071072003 12T PM
240000000095 .., 10102003 1:27 PM
2400000006048, 1051002013 1:28 PM

lii | Certificate Template Inform,..  Template=1,3.6,1.4.1,311,21...

3.6,1.5.5.7.5...
cri P [1]Apbcation Certificate Pobic...
15| 0CsP Mo Revecation Chedking 05 00

[ | Bstharity Mey Tdentifier KeylD=9f 63 Fb2 BB 615900... | v 240000000cklc... 1071072013 1:30 PM
i ) 24000000042 e, 10102013 1:31 P
OCSF Signing (1,36, 1.5.5.7.3.9) bues.. 240000000e80d.. 1041072013 2:06 P

A6 2400000002210 10/10/2013 651 PM

OCSPHRZF FFit

OCSPHIMicrosoftSs #EF & RFC 5019 The Lightweight Online Certificate Status
Protocol(OCSP)Profile for High-Volume Environments(3& B F A R EIMEN BEELIEPIRSHIL
(OCSP)EL B X #) , iIX2RFC 2560 X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol - OCSPHY B {L AR A,

ASAFTOCSPEARFC 2560, XM MRFCHIX B2 —RRFC 50197 #ZASAREN LR B K,

AJ AR #lMicrosoft OCSPIRFEZ XL D XEMNBERHAFALEN ECZENMNHTEE, SHE
Revocation Configuration > RevocationConfiguration1 > Edit Properties , A /5%#¥Enable NONCE


http://www.rfc-editor.org/rfc/rfc5019.txt
http://www.rfc-editor.org/rfc/rfc5019.txt
http://www.rfc-editor.org/rfc/rfc2560.txt
http://www.rfc-editor.org/rfc/rfc2560.txt

extension supportfyiL I,

File Action View Help
e f [

'FE,-J Online Respandan D(.test-ciscn.n:t- [ Marme

-‘_‘,IJ Revocation Configuration &4 Revocatio ncgnnguminm

Signing Certificate Selec...
Automatically enrolled

2 BP Array Configuration
& DC rest-cisco.com

Properties for Revocation Configuration: Revocatiunt...
[ Local CRL | Revocation Prowder | Sening |

The salacted hash algothm 2 uzad by the Onbine Raapondans to sign
responses sar to chents

Haszi algonthm |3H.-5;'|

tomatically use renewed signing
[v] Enable NONCE exf ansion support
|| Use arry valid OCSP signing certificate

Orling Respander dertifiers
All responses wil include the folowing Online Resgonder idertfier

[+ D not peoenpd for credentials for cryplographic operations

gt

() Key hash of the signing cerficate
() Subgsct of tha signing cartficals

S

OK

Enrollment Template
Copy 2 of OCSP Response 5

OCSPRRSILFE Al LAE A o

R ARCiscoN B UUX MM , B R T LATEASA EZ Anonce:

BSNS- ASA5510- 3(confi g-ca-trust point)# ocsp disable-nonce

OCSP# RHICAR &

NELMEFREECA , UEFOCSPRSHRT BREEEMBEMANIERH. ASAERZT EREF

RYURLAFE R IEIE B B E 8B OCSPAR ST 2570

1. ECA LT RS RRmY B A X & 4

2. B HExtensionsit Wi+, FEEEBOCSPRFMNENERFRAIAYT B ; EXHlF , ER
http://10.61.208.243/0csp. FAIAT BB AL TN LI

BEEEHRIEBHAAT RASEEELILEHREPL(OCSP)T B+




= C test-cisco-DC-CA Properties _

File Action View Help

Enrollment Agents I Auditing I Recovery Agents I Securty
s A E 4= Genesl | PolicyModue | Exit Module
= Extensi .
7.1 Certification Authority (Local) esins | Stomge | Ceficate Managers
-—_' Revoked Certificates |A|_rthurit:.r Information Access (ALA) W
| Issued Certificates
“| Pending Requests Specify locations from which users can obtain the cefficate for this CA.

| Failed Requests

—

| Certificate Templates C:Windows system 32 Cert Sne\Cert Ennollh < ServerDNSMName=_<CaMName
|dap ./ CN==CATruncated Mame= CH=AlA.CN=Public Key Services,CN=5
http://<ServerDMNSMName/Cert Enroll/<ServerDMSMName:_<CaMame»<Ce
file://<ServerDN SMName =/ Cent Enroll A <ServerDMSName > «<CaMame»«<Cen

Add.. | | Remove

Include in the AlA extension of issued cerfficates
Include in the online cefficate status protocol (OCSP) extension

XA HERAA EMARIES EFEEOCSPRSH ER L Hl.

OpenSSL

AR . BRENCLIEBASANFMEE , S REMCLI, 8.478.6E EAIARST BRA#ITER
£RZ AR BRASA 5500 % S EL B IS E

RRBIRIREEEOpenSSLARS 2R, A TXIMTAOCSPEEMCAEEFTFEH E X
e 257 4R anfa &£ B OCSPIE :

1. OCSPIMNEFEELU TS -

[ OCSPresponder ]

basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnci phernent
ext endedKeyUsage = OCSPSi gni ng

2. AFIEREEUATSH

[ UserCerts ]
aut horityl nfoAccess = OCSP; URI : http://10. 61. 208. 243

. EREERCAERHALSR,
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4. BEHOCSPRS 2R -

openssl ocsp -index our CAnebPage/i ndex.txt -port 80 -rsigner
ocspresponder.crt -rkey ocspresponder.key -CA cacert.crt -text -out
| og. t xt

5. M RBIES

openssl ocsp -CAfile cacert.crt -issuer cacert.crt -cert exanple-cert.crt
-url http://10.61.208.243 -resp_text

FZ RHITEOpenSSLM UG LK Z,

HASA—#£ , OpenSSLX%#=F0OCSP3Ece ; AJLAfEA — noncef — no_nonceFF x#ZHlnonce.

BEHEZ/OCSPRHIASA

ASATI LA EZOCSP URL, BIfEZEFIRIEPESOCSP URL , EHABASALHNEEEE -

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nmscep/ nscep. dl
ocsp url http://10.10.10.10/ocsp

AT LAE XN E X OCSPRRSS s Htitt, W T REICH FBEMAEERAWFIEIES , £FHOPENSSLE
EARIEOCSPEE |, HEMAnttp://11.11.11.11/ocspIURL &% E R -

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect - nanme co admi ni strator

ATEHKOCSP URLKIAF :

1. £ AAmatch certificate@r %1% EAIOCSPAR S 85
2. £ Hocsp urlis T X BEMOCSPAR S 88
3. EFIRIEBMAIAZERPHOCSPIRS 85

MR EICAZ & ASA with OCSP

OCSP N A LA EMCAZ R, EXfERT , EEF HAmatch certificatedn & F REEASALFERA T
B S1E 23 TOCSPIEBRIL,

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ nmscep/ nscep. dl
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp


http://www.openssl.org/docs/apps/ocsp.html

crypto ca certificate map MAP 10
subj ect - name co admi ni strator

crypto ca trustpoint OPENSSL
enrol | nent term nal
revocati on-check none

EXFlR  ASAEREESEBEANFERERMNAIEIEBHNOCSP URLEE, ASABIEBRES —1
{E1£ R OPENSSLKUFOCSPIM N EFE ., FAFIERMEWIN2012EE R P RIE,

T OCSPHa 7 83iF F EH“OCSP no revocation checking’# B #& , E It EMEEOCSP5E %R 1F
OPENSSLEES#TRIER , H RALWIFEH,

RINERT , SASAZRBIEAFIEBA |, FERMEFEER. OCSPINR B HERIEFRE,
ASAREBZRERINEELBFIER ( ARFIHHWIN2012) o

Rt , 70 EFAmatch certificatedn SR FIASAME A TR EE RSB TOCSPIEBRIE ( ARHIF R
OPENSSL ) ,

BIEE -—NMCENEES (RGP RIWIN2012 ) RIEAFIES , AFHEER TOCSPIENRRIEAY
AMINMEER.

R match certificatefir TP ARRER/EFER , WLBRBESAFEBHEBENEERKIEOCSPIES
( &RBIFAWIN2012 ) :

crypto ca trustpoint WIN2012

revocati on-check ocsp

enrol | ment url http://10.61.209.83:80/certsrv/ mscep/ nscep. dl

match certificate MAP override ocsp 10 url http://11.11.11.11/ocsp

Kir
ERAES THINRE S ERIET.

X :Output Interpreter Tool(UEME )X R Lshowin . FAMEBREIEXES
show @55 % B9 2047 o

ASA — B SCEPZRBUIEH
Bt FE ST 48 a0 {a] 8 FH SCEPFRBUE$ :

1. XRATIRIRCALEFNEERFHRIETIRE !

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

BSNS- ASA5510- 3(config-ca-crl)# crypto ca authenticate WN2012
Crypto CA thread wakes up

CRYPTO _PKl: Sending CA Certificate Request:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

GET /certsrv/ nscep/ mscep. dl |/ pkiclient.exe?operati on=CGet CACert &ressage=
W N2012 HTTP/ 1.0
Host: 10.61.209. 83

CRYPTO PKI: http connection opened

INFO Certificate has the following attributes:
Fi ngerprint: 27ddale5 eled3f4c e3a2c3da 6d1689c2
Do you accept this certificate? [yes/no]:

% Pl ease answer 'yes' or 'no'.
Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
2. EERIUEP , ASAFEZEEZ N EE G 5§ & (http://IP/certsrv/mscep_admin)ZR BRAY — R
SCEP#1S :

- x 192.168.10. 100/ Cermsngmscef

Metwark Davice Enmilmant Sanics

Heswork Device Enrgliment Senace allows wou to obtain cerificatas for routers or ather netwerk devices using the Simple Certificate Errslment Protocal (SCER)
To complate carbficata enrallmeant Tor your network devica youwll nesd the fallewang infarrmation

The thumioprint (hash value) for the CA cerificats is: 2TDDAJES E1ED3F4C E3AZCIDA BD16B9C2

The snrolimant challenge password is

This passwoerd can be usad anly once and will axpirg wilhin G0 menulss.

Each enrallment requires a new challznge password. You can refresh this web page to obtain 8 new challenge password

Faor rmore infarmation see Lising Matwork Device Enrollment Sendce

3. ERZBBEASALITRIES :

BSNS- ASA5510- 3(confi g)# crypto ca enroll WIN2012

%

% Start certificate enroll nment

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the

configuration.
Pl ease nake a note of it.

PaSSV\Drd EE R R I S I

Re_ent er passv\ord kkkkhkkkkhkkhkhkhkkkkk%x

% The fully-qualified domain nane in the certificate will be:

BSNS- ASA5510- 3. t est - ci sco. com

% | ncl ude the device serial nunber in the subject name? [yes/no]: yes
% The serial nunber in the certificate will be: JMX1014K16Y

Request certificate from CA? [yes/no]: yes
% Certificate request sent to Certificate Authority
BSNS- ASA5510- 3(confi g) #

CRYPTO PKl: Sending CA Certificate Request:

GET /certsrv/ nscep/ nscep. dl |/ pkiclient.exe?operati on=Get CACer t &ressage=
W N2012 HTTP/ 1.0

Host: 10.61.209.83



CRYPTO PKI: http connection opened

CRYPTO_PKI: Found a subject match - inserting the followi ng cert record
into certlList

NEREN , BT oM,

4. BIECAFIASAILES :

BSNS- ASA5510- 3(confi g) # show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 240000001cbf 2f c89f 44f e819700000000001c
Certificate Usage: Ceneral Purpose
Public Key Type: RSA (1024 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Subj ect Nane:
hostname=BSNS-ASA5510-3.test-cisco.com
seri al Nunber =JMX1014K16Y
CRL Distribution Points:
[1] Idap:///CN=test-cisco-DC CA CN=DC, CN=CDP,
CN=Publ i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Confi gurati on,
DC=t est - ci sco, DC=conf’certi fi cat eRevocati onLi st ?base?obj ect Cl ass=
cRLDi stri buti onPoi nt
Validity Date:
start date: 11:02:36 CEST Cct 13 2013
end date: 11:02:36 CEST Cct 13 2015
Associ ated Trustpoints: WN2012

CA Certificate
Status: Available
Certificate Serial Nunmber: 3d4c0881b04c799f 483f 4bbe91dc98ae
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
Signature Algorithm SHAL with RSA Encryption
| ssuer Nane:
cn=test-cisco-DC-CA
dc=test-cisco
dc=com
Subj ect Nane:
ch=t est - ci sco- DC- CA
dc=test-cisco
dc=com
Validity Date:
start date: 07:23:03 CEST Cct 10 2013
end date: 07:33:03 CEST Cct 10 2018
Associ ated Trustpoints: WN2012

ASATERASZEIERYT R, BIFASAIEEIZE“AIAFRIOCSP URL™Y B , ASA CLItB 21
Z¥ B, Cisco Bug ID CSCui44335“ASA ENH Certificate x509 extensions displayed” ( &7~
ASAERE BN BX5095 & ) iER UL IEEINEE,

AnyConnect — &3 R T FRBUE B

UTERT R A Z P im £ Webi3l 5 88 3REUE S


https://tools.cisco.com/bugsearch/bug/CSCui44335

1. AIBLBE M T ERAnyConnect A ik, EREFImPCL , EAWebRI IEERHEICA |, HisitH
http://IP/certsrv:

- C' [ 192.168.10.100/certsrv/

Microsoft Active Dwrectory Certificate Seraces — test-cisco-DC-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you cal
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation i

For more information about Active Directory Cerificate Senvices, see Active Directory Cerdificate Senices Documentation.
Select a task:
Request a cedificate
View the status of a pending cerificate request
1] ifi | in,_or

2. AFER A REEWebR BB EF# P , A5 S H EIMicrosoftiFzfE® , AnyConnect& B Ri%
FE X, #Mcertmgr.msciiFREIRIIES :

E certmgr - [Certificates - Current Usel\Personal\Certificates)

pe

File Action View Help dficate E
- Certific.
o 2@ & CIXD 2| Hem
- - : General | Detads | Certification Path
Gl Certificates - Current User lesusd To
« &4 P‘.!rscau-nailfl ] Administrater Shaw: [W} *_]
& Tn :: Rm:{“é e Cpltest-cisco-DC-CaA .
MuUsLeE: (o] (< ICALHE N
- Field Valus =
| Enterprise Trust
3 IntErr':md'rate Certification Au E"_'lm" Distribution Points [1]CRL Distribution Paint: Distr...
" Autharity Information Access [ 1] Authority Info Access: Acc...
| Active Directory User Object %C«bﬁcﬁe Temelate F L:H
B Trusted Publishers lii | Enhanced Key Usage Encrypting File Systsm (1.3.6....
1 Untrusted Certificates li ] subject Alternative Name Other Name:Principal Name=A... |E
'__ Thlll:'-PﬂlT:." Root Certificatior kl-jg'“hf Capabiities [ﬂm Capabiity: Object I...
*| Trusted Pecple i |mey usage Digital Signature, Key Encpher...
| Other People 1 T et slaeitiven chat =
_| Certificate Enrollment Reque: —
o URL =idap: mtest=ecn-DC-CA, CN=ATA, CN=Publc9% -
| Smart Card Trusted Roots 20Key e 205ervices, CllmServices, ON wConfiguration, DC mtest
isco, DC =comcACer tificate ?base objectClass scertificationAuthority
[2] Authority Info Access
Access Method=0n4ne Certificate Status Protecol -
{L3.6.1.5.5.7.48.1) =
Alternative Name

REFEBAAnyConnectBl E X # , AnyConnectth A] BUERIE$,

HOCSPRIEMASA VPNIZRE U5 [H

RS R MR EOCSPRIE :

1. ERRNERE , ASARE EERBIUEBAIOCSP, b4l , OCSPERIEFLERTEREY BR
, BARBIOCSPRE :



debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

Y%ASA- 6- 725001: Starting SSL handshake with client outside:

10. 61. 209. 83/ 51262 for TLSvl sessi on.

YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).
YASA- 7- 717029: Identified client certificate within certificate chain.
serial nunber: 240000001B2AD208B12811687400000000001B, subject nane:
cn=Adm ni strator, cn=Users, dc=t est - ci sco, dc=com

Found a suitable trustpoint WIN2012 to validate certificate.

YASA- 7- 717035: OCSP status is being checked for certificate. seri al
nunber: 240000001B2AD208B12811687400000000001B, subj ect nane:

cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com

Y%ASA- 6- 302013: Built outbound TCP connection 1283 for outside:
10.61.209.83/80 (10.61.209.83/80) to identity: 10.48.67.229/35751

(10. 48. 67. 229/ 35751)

%ASA- 6- 717033: CSP response received.

%ASA- 7- 717034: No-check extension found in certificate. OCSP check
bypassed.

Y%ASA- 6- 717028: Certificate chain was successfully validated with
revocation status check.

NEREN , BT oW

2. RARPREAFEIL

[

'Y Cisco AnyConnect | 10.48.67.229

Lsername: cisco

FPassword:

[ oK ] | Cancel

@' Cisco AnyConnect Secure Mobility Client

Contacting 10.43.67. 229,
10.48.67. 229 Connect

3. VPNLEBEHTEA :



%ASA- 7- 717036: Looking for a tunnel group match based on certificate naps
for peer certificate with serial nunber:
240000001B2AD208B12811687400000000001B, subject name: cn=Admi ni strator,
cn=Users, dc=t est-ci sco, dc=com i ssuer_nane: cn=test-cisco-DC CA

dc=t est - ci sco, dc=com

Y%ASA- 7- 717038: Tunnel group match found. Tunnel Group: RA, Peer
certificate: serial nunber: 240000001B2AD208B12811687400000000001B,

subj ect nane: cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com

i ssuer _nane: cn=test-cisco-DC CA, dc=test-cisco, dc=com

%ASA- 6- 113012: AAA user authentication Successful : local database :

user = cisco

%ASA- 6- 113009: AAA retrieved default group policy (My) for user = cisco
%ASA- 6- 113039: Group <My> User <cisco> |IP <10.61.209. 83> AnyConnect parent
session started.

 RTERIEKI

BSNS- ASA5510- 3(confi g)# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

Username : cisco I ndex ;4
Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83
Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Premi um

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4
DTLS- Tunnel : (1) AES128

Hashi ng . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHAL
DTLS- Tunnel : (1) SHAL

Byt es Tx . 10540 Byt es Rx . 32236
Pkts Tx . 8 Pkts Rx . 209

Pkts Tx Drop : O Pkts Rx Drop : O

Goup Policy : MW Tunnel Group : RA

Login Tinme : 11:30:31 CEST Sun Cct 13 2013

Dur ati on : 0Oh: 01m 05s

Inactivity : 0h: 00m 00s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN . none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID 4.1

Public IP : 10. 61. 209. 83

Encryption . none Hashi ng . none

TCP Src Port : 51401 TCP Dst Port : 443

Aut h Mode : Certificate and userPassword

Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Cient CS : W ndows

Client Type : AnyConnect

Client Ver . Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx . 5270 Bytes Rx . 788

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :

Tunnel ID 1 4.2

Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83



2400000019F341BA75BD25E91A000000000019,
cn=Users, dc=t est - ci sco, dc=com

Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 51406
TCP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type SSL VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 5270 Bytes Rx 1995
Pkts Tx 4 Pkts Rx ;10
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel D 4.3
Assigned IP 192.168. 11. 100 Public IP 10. 61. 209. 83
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 58053
UDP Dst Port 443 Auth Mode : Certificate and
userPassword
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Client Type DTLS VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.02040
Bytes Tx 0 Bytes Rx 29664
Pkts Tx 0 Pkts Rx 201
Pkts Tx Drop : O Pkts Rx Drop : O
SEE]LABE A R IR ITOCSPRIE ¢
CRYPTO_PKl : starting OCSP revocation
CRYPTO PKI: Attenpting to find OCSP override for peer cert: serial nunber:

subj ect nanme: cn=Adm ni strator,

i ssuer _nane: cn=test-ci sco- DC- CA,

dc=t est - ci sco, dc=com

CRYPTO _PKl: No OCSP overrides found. <-- no OCSP url in the ASA config
CRYPTO PKI: http connection opened

CRYPTO_PKl : oCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. t est-ci sco. com

dc=com
CRYPTO _PKI :
CRYPTO _PKI :
sequence.

Found response for

CRYPTO _PKI :
CRYPTO _PKI :
dc=com

CERT- C
CERT- C

CRYPTO_PKI :

Validating OCSP response using trusted CA cert:
3D4C0881B04C799F483F4BBE91DCO8AE,
dc=t est - ci sco, dc=com

W ocsputil.c(538)
W ocsputil.c(538)

Val i dati ng OCSP responder certificate:
240000001221CFA239477CE1C0000000000012,
cn=DC. t est-ci sco. com

i ssuer_nane: cn=test-ci sco-DC- CA dc=test-cisco,

OCSP responder | D byKeyHash
OCSP response contains 1 cert singl eResponses responseDat a

request certificate!

Verifying OCSP response with 1 certs in the responder chain

serial nunber:
subj ect name: cn=test-cisco-DC CA,

i ssuer_nane: cn=test-ci sco-DC- CA dc=test-cisco,

Error #708h

Error #708h

serial nunber:
subj ect nane:

i ssuer_nane: cn=test-ci sco-DC- CA dc=test-cisco,

dc=com signature alg: SHAl/ RSA

CRYPTO_PKI :
CRYPTO_PKI :

veri f yResponseSi g: 3191
OCSP responder cert has a NoCheck extension



CRYPTO PKI: Responder cert status is not revoked <-- do not verify
responder cert

CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed
CRYPTO PKI: Process next cert, wvalid cert. <-- client certificate
val i dated correctly

6. EHIEAWRET , XEOCSPERMEWWMOCSPINR, [ 4EEMicrosoft OCSPLEEHA
HWEBZELE — nonced & :

No. |Source | Destination | F'rntocu[l Length| Info
24 10.48.67.229 10.61.208.243 0CSP 545 Request
3110.61.208.243 10.48.67.229 0CSP 700 Response

d|

» Hypertext Transfer Protocol
= Online Certificate Status Protocol
= responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
= BasicOCSPResponse
~ tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-12 14:48:27 (UTC)
b responses: 1 item
= responseExtensions: 1 item
= Extension
Id: 1.3.6.1.5.5.7.48.1.2 (id-pkix.48.1.2)
» BER: Dissector for 0ID:1.3.6.1.5.5.7.48.1.2 not implemented.
b signatureAlgorithm (shaWithRSAEncryption)
Padding: ©
signature: 353fc461732dc47bld167ebace677a087765b48edb3b284c. . .
P certs: 1 item

B HZ/MOCSPRIASA VPNiZ R 154

R IBIEASA with Multiple OCSP Sources Y15 BAft B ITHEIEH , MEEEA -

CRYPTO_PKl : Processing map MAP sequence 10...
CRYPTO_PKI: Match of subject-nane field to map PASSED. Peer cert field: =
cn=Adm ni strator, cn=Users, dc=test-ci sco, dc=com nap rul e: subject-nanme

co adm nistrator.
CRYPTO_PKl : Peer cert has been authorized by map: MAP sequence: 10.
CRYPTO_PKl : Found OCSP override match. Override URL: http://11.11.11.11/ocsp,
Override trustpoint: OPENSSL

MEHAOCSP URLEEAT |, BidR :

CRYPTO PKI: No OCSP override via cert maps found. Override was found in
trustpoint: W N2012, URL found: http://10.10.10.10/ocsp.
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1. BEEE P URIES

il certsrv - [Certification Authority (Local)\test-cisco-DC-CA\lssued
File Action View Help
@@= 7 4=
__ﬂj Certification Authority (Local) Request ID Requester Name Binary Certificate Certif
4 g test-cisco-DC-CA 6 TEST-CISCOVAd...  ----- BEGIN CERTI... IPSeq
_| Revoked Certificates =7 TEST-CISCOMVAd...  —---- BEGIN CERTI... IPSec
| Issued Certificates 8 TEST-CISCOVAd.., - BEGIN CERTL.. IPSec
-| Pending Requests =19 TEST-CISCO\Ad...  ----- BEGIN CERTI... User
| Failed Requests =110 TEST-CISCO\Ad...  ----- BEGIN CERTL.. User
| Certificate Templates || =), TEST-CISCO\Ad... - BEGIN CERTI... User
12 TEST-CISCOVAd...  -—--- BEGIN CERTI... User
13 TEST-CISCOVAd...  -—--- BEGIN CERTI... User
14 TEST-CISCOVA..,  ----- BEGIN CERTI... |PSeq
518 TEST-CISCO\DCS  ----- BEGIN CERTl... Copy
119 TEST-CISCOMVAd...  ----- BEGIN CERTI... IPSeq
120 TEST-CISCOVAd...  ----- BEGIN CERTI... IPSeq
21 TEST-CISCOVAd...  -—--- BEGIN CERTI... User
= Ad.. - BEGIN CERTl... User
| Open I REGIN CERTL.. llser
A All Tasks [ View Attributes/Extensions...
% B Refrech Export Binary Data...
I}_Zji Help Fevoke Certificate
28 TEST-CISCOVA..,  ----- BEGIN CERTI... |PSeq
< m
Contains actions that can be performed on the item.

2. R*n4E



o certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Revoked Certificates) L= 1 2 [Nl
| File Action View Help
e ez

il Certification Authority (Local) Request|ID  Revocation Date  Effective Revocation Date  Revocation Reason  Requester
4 g test-cisco-DC-CA | Bl 27 1041372013 12:21...  10/13/2013 1221 PM Unspecified TEST-CISC
" Revoked Certificates 1
7 lssued Cer| Al Tasks » Publish
7] Pending R/ T
| Failed Req
[l Certificate Refresh
Export List...

Properties
Help

View ¢

3. [Alik] 5B 1712t 7] LUE T Power ShellF Bcertutil CLISS R FER R :

c:\certutil -crl
CertUtil: -CRL conmand conpl eted succesfully.

4. SEFIRZHERN , HIEPRIEHEIR -

Cisco AnyConnect

:- l*:-. Certificate Validation Failure

OK

@Ciscuﬁmy[‘ﬂnned Secure Mobility Client =R R

Mo valid certificates available for authentication.

10.498.67. 229 Connect

5. AnyConnect H F A 38 RE B RIUFERIR

[2013-10-13 12:49:53] Contacting 10.48.67.229.
[2013-10-13 12:49:54] No valid certificates available for authentication.
[2013-10-13 12:49:55] Certificate Validation Failure



6. ASAIRFIEHIRA S -

CRYPTO_PKl : starting OCSP revocation

CRYPTO_PKI: OCSP response received successfully.

CRYPTO PKI: OCSP found in-band certificate: serial nunber:
240000001221CFA239477CE1C0000000000012, subject nane:

cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO_PKI : OCSP responder| D byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData
sequence.

Found response for request certificate!
CRYPTO PKI: Verifying OCSP response with 1 certs in the responder chain

CRYPTO_PKI: Validating OCSP response using trusted CA cert: serial nunber:

3D4C0881B04C799F483F4BBE91DCO8AE, subj ect name: cn=test-ci sco- DC CA,
dc=t est - ci sco,dc=com issuer_nane: cn=test-cisco-DC CA dc=test-cisco,
dc=com

CRYPTO _PKI : verifyResponseSi g: 3191

CRYPTO_PKI: OCSP responder cert has a NoCheck extension
CRYPTO_PKI : Responder cert status is not revoked
CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed

CRYPTO_PKI: Recei ved OCSP response: Cct 13 2013 12:48: 03: %ASA- 3-717027:
Certificate chain failed validation. Generic error occurred, serial
number: 240000001B2AD208B12811687400000000001B, subj ect nane:

cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com

CRYPTO_PKI : Bl ocki ng chain call back called for OCSP response (trustpoint:
W N2012, status: 1)

CRYPTO_PKI : Destroyi ng OCSP data handl e Oxae255ac0

CRYPTO_PKI: OCSP polling for trustpoint WN2012 succeeded. Certificate
status is REVOKED.

CRYPTO_PKI : Process next cert in chain entered with status: 13.
CRYPTO_PKI : Process next cert, Cert revoked: 13

7. BIEABIRE R — N ERIIMOCSPIgR; |, IEFIRA Nrevoked:



No. |Source Destination Protocol| Length| Info
24 10.48.67.229 10.61.209.83 0CSP 544 Request

31 10.61.209.83 10.48.67.229 0CSP 721 Response
<
» Hypertext Transfer Protocol
< Online Certificate Status Protocol
responseStatus: successful (0)
v responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
< BasicOCSPResponse
v tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-13 10:47:02 (UTC)
= responses: 1 item
= SingleResponse
b certID
thisUpdate: 2013-10-13 10:17:51 (UTC)
nextUpdate: 2013-10-14 22:37:51 (UTC)
b singleExtensions: 1 item
b responseExtensions: 1 item
b signatureAlgorithm (shaWithRSAEncryption)

T PEHERR

AER R AAVE B A T E B 1T HETEER,

OCSPAR S5 88 %< H

ASAREHOCSPRSS 2R K< ARV BT [A]

CRYPTO_PKl : unable to find a valid OCSP server.
CRYPTO PKl: OCSP revocation check has failed. sStatus: 1800.

BRI AT FE By AT R HRBR

R[N CE

MROCSPARSE 28 LAY L FIRt A R FASALMETE ( TAEZR/PNER ) , IIOCSPRERAX
BERZBRWIER , ASALIREZIER :

CRYPTO PKI: OCSP response status - unauthorized

MASALKZISR B R KATEIAIOCSPIMBIET |, thé K EMHE,



FX#FEH WNonce

MR RS EF EMInonce N2 X ( Microsoft Windows 2012 R2 EHIERINZE ) , M KIRERAZ R

FY Ifa R
No. |Source Destination Protocol | Length | Info
56 10.48.67.229 18.61.208.243 0CsP 545 Request

59 10.61.208.243

10.48.67.229 0CSP

337 Response

1

“ Online Certificate Status Protocol
responseStatus: unauthorized (6)

b Frame 59: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
b Ethernet II, Src: Cisco 2a:c4:a3 (08:06:f6:2a:c4:a3), Dst: Cisco b8:6b:25 (080:17:5
b Internet Protocol Version 4, Src: 10.61.208.243 (10.61.208.243), Dst: 10.48.67.229
v Transmission Control Protocol, Src Port: http (80), Dst Port: 14489 (14489), Seq:

+ Hypertext Transfer Protocol

[1S7 AR S5 88 & 18 1 iE

SCEP/OCSPi& R #y 8] & & 2 B T Internet Information Services 7(11S7) £ 19 & 13 18 1F 7~ IE ¥ 3& B

K. BREETERHR

@0 [3)0c) sies

b Default Web Site » ocsp »

File View Help

Q- |28
Wy Start Page
495 DC (TEST-CISCO\Administrat

9 Authentication

Group by: No Grouping =

L} Application Pocls Name - Status Response Type
4-[8) Sites Anonymous Authentication Enabled
p @ Default Web Site ASP.NET Impersonation Disabled
b __"'Ir ADPalicyProvider_| Basic Authentication Disabled HTTP 401 Challenge
b aspnet_client Digest Authentication Dizabled HTTP 401 Challenge
b . CentEnroll Forms Authentication Disabled HTTP 302 Login/Redirect
b CertSrv Windows Authentication Disabled HTTP 401 Challenge
[ :“ DomainHRA
b P HCAP
b - F NonDomainHRA
¥ ocsp

HXRfER



. Microsoft TechNet: Online Responder%$, & B MMM R
- Microsoft TechNet : Ei il CASA & OCSP i i 2§

. Cisco ASARII &%

- HEARZIFEN A - Cisco Systems



http://technet.microsoft.com/en-us/library/cc732526.aspx
//www.cisco.com/en/US/docs/security/asa/command-reference/cmdref.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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