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aaa new-model

aaa authentication Tlog in default group tacacs+ local
aaa authorization exec default group tacacs+ local

|

tacacs server prod

address ipv4 10.106.60.182

key ciscol23

!

ip tacacs source-interface Gig 0/0

BERRTACACS[a) &
SEA1:

ERO49 HEAEYMREOMNBKBHEE S teneti® i STACACSIRS BSIERE, NMRKHBELE
EEFIwO49 LW TACACSHRSS 28 , W e FTE PR IE S RE R B A B SR IF R FIl R,

Router#telnet 10.106.60.182 49

Trying 10.106.60.182, 49 ... Open
-t

BiIFAAAE PR B ETACACSIRS S EHEE 7T EHANIPHt MA =R, MRKBAIZESZSN
fEHED  BWERALGSEREBETACACSRED, BoLUNED ( HIP# iUt ETACACSRS 28 LE
BENEFImIPHi ) BENEHEE EMTACACSIRED

Router(config)#ip tacacs source-interface Gig 0/0



KIFTACACSRENREBN TEMBANEZA(VRF) L. WREEOMNTVRFL , BRI ZAAARRS
A TEHEVRFEER. BXVRFEHAITACACSHELE , FZHTACACSHE ISR,

FEMN5L

AT HaaaH WIE KA R E MRS 25 U2 E 5 Y 1E 5

Router#test aaa group tacacs+ cisco cisco legacy
Sending password
User successfully authenticated

FHE :

RN HaaakM , FENERAXEF , Lo AR MTACACSIRS 3= 2 BN ESBERA
R&H,

debug aaa authentication
debug aaa authorization
debug tacacs

debug ip tcp transaction

LT R ITEZRPREE R

*Apr 6 13:32:50.462: AAA/BIND(00000054): Bind i/f

*Apr 6 13:32:50.462: AAA/AUTHEN/LOGIN (00000054): Pick method 1ist 'default'
*Apr 6 13:32:50.462: TPLUS: Queuing AAA Authentication request 84 for processing
*Apr 6 13:32:50.462: TPLUS(00000054) log in timer started 1020 sec timeout

*Apr 6 13:32:50.462: TPLUS: processing authentication start request id 84

*Apr 6 13:32:50.462: TPLUS: Authentication start packet created for 84()

*Apr 6 13:32:50.462: TPLUS: Using server 10.106.60.182

*Apr 6 13:32:50.462: TPLUS(00000054)/0/NB_WAIT/2432818: Started 5 sec timeout
*Apr 6 13:32:50.466: TPLUS(00000054)/0/NB_WAIT: socket event 2

*Apr 6 13:32:50.466: TPLUS(00000054)/0/NB_WAIT: wrote entire 38 bytes request
*Apr 6 13:32:50.466: TPLUS(00000054)/0/READ: socket event 1

*Apr 6 13:32:50.466: TPLUS(00000054)/0/READ: Would block while reading

*Apr 6 13:32:50.466: TPLUS(00000054)/0/READ: socket event 1

*Apr 6 13:32:50.466: TPLUS(00000054)/0/READ: read entire 12 header bytes (expect 43 bytes data)
*Apr 6 13:32:50.466: TPLUS(00000054)/0/READ: socket event 1

*Apr 6 13:32:50.466: TPLUS(00000054)/0/READ: read entire 55 bytes response

*Apr 6 13:32:50.466: TPLUS(00000054)/0/2432818: Processing the reply packet

*Apr 6 13:32:50.466: TPLUS: Received authen response status GET_USER (7)

*Apr 6 13:32:53.242: TPLUS: Queuing AAA Authentication request 84 for processing
*Apr 6 13:32:53.242: TPLUS(00000054) 1log in timer started 1020 sec timeout

*Apr 6 13:32:53.242: TPLUS: processing authentication continue request id 84


/content/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-3s/sec-usr-tacacs-xe-3s-book/sec-vrf-tacas-svrs.html
/content/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-3s/sec-usr-tacacs-xe-3s-book/sec-vrf-tacas-svrs.html

*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr
*Apr

(o)) B o) o) B e) Me) I o) o) B o) B e) B <) B o) B o) B o) B o) M) B o) B o) B o) B o) B o) B o) o) B o) B o) il «) Bl ) B o) B o) B o) B ) B« ) B o) i o) B o) B o) B ) Bl @) B o) i o) B o) B ©) B ) B o) Wi @) ]

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:
32:

53.
53.
53.
53.
53.
53.
53.
53.
53.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.

54

54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.
54.

54

54.
54.
54.

242:
242:
242:
246:
246:
246:
246:
246:
246:
454:
454:
454:
454:
454:
454:
458:
458:
458:
458:
458:
458:
462:
462:
.462:
462:
462:
462:
462:
462:
462:
462:
462:
462:
462:
462:
470:
470:
470:
470:
470:
470:
.470:
470:
470:
470:

TPLUS: Authentication continue packet generated for 84
TPLUS(00000054) /0/WRITE/10882BBC: Started 5 sec timeout
TPLUS(00000054) /0/WRITE: wrote entire 22 bytes request
TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: read entire 12 header bytes (expect 16 bytes data)
TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: read entire 28 bytes response
TPLUS(00000054)/0/10882BBC: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queuing AAA Authentication request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authentication continue request id 84
TPLUS: Authentication continue packet generated for 84
TPLUS(00000054) /0/WRITE/2432818: Started 5 sec timeout
TPLUS(00000054) /0/WRITE: wrote entire 22 bytes request
TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: read entire 12 header bytes (expect 6 bytes data)
TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: read entire 18 bytes response
TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Received authen response status PASS (2)

AAA/AUTHOR (0x54): Pick method 1list 'default'

TPLUS: Queuing AAA Authorization request 84 for processing
TPLUS(00000054) 1og in timer started 1020 sec timeout
TPLUS: processing authorization request id 84

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 84(cisco)

TPLUS: using previously set server 10.106.60.182 from group tacacs+
TPLUS(00000054) /0/NB_WAIT/2432818: Started 5 sec timeout
TPLUS(00000054) /0/NB_WAIT: socket event 2

TPLUS(00000054) /0/NB_WAIT: wrote entire 62 bytes request
TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: Would block while reading

TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: read entire 12 header bytes (expect 18 bytes data)
TPLUS (00000054) /0/READ: socket event 1

TPLUS(00000054) /0/READ: read entire 30 bytes response
TPLUS(00000054)/0/2432818: Processing the reply packet
TPLUS: Processed AV priv-1vl=15

TPLUS: received authorization response for 84: PASS
AAA/AUTHOR/EXEC(00000054) : processing AV cmd=
AAA/AUTHOR/EXEC(00000054) : processing AV priv-1vl=15
AAA/AUTHOR/EXEC(00000054) : Authorization successful

\-
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AAA/BIND(00000055): Bind i/f

AAA/AUTHEN/LOGIN (00000055): Pick method 1ist 'default'
TPLUS: Queuing AAA Authentication request 85 for processing
TPLUS(00000055) log 1in timer started 1020 sec timeout
TPLUS: processing authentication start request id 85

TPLUS: Authentication start packet created for 85(0)

TPLUS: Using server 10.106.60.182

TPLUS(00000055) /0/NB_WAIT/225FE2DC: Started 5 sec timeout
TPLUS(00000055) /0/NB_WAIT: socket event 2

TPLUS(00000055) /0/NB_WAIT: wrote entire 38 bytes request
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TPLUS (00000055) /0/READ: socket event 1

TPLUS(00000055) /0/READ: Would block while reading

TPLUS (00000055) /0/READ: socket event 1

TPLUS(00000055)/0/READ: read entire 12 header bytes (expect 6 bytes data)
TPLUS (00000055) /0/READ: socket event 1

TPLUS(00000055)/0/READ: read entire 18 bytes response

TPLUS(00000055) /0/225FE2DC: Processing the reply packet

TPLUS: received bad AUTHEN packet: length = 6, expected 43974

TPLUS: Invalid AUTHEN packet (check keys).
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