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enable&ig A & /R N aaa authentication login default group tacacs+ enable,
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!
aaa new nodel
aaa authentication |login default tacacs+ enabl e
aaa aut hentication ppp default if-needed tacacs+
aaa aut horization exec default tacacs+ if-authenticated
aaa aut horization conmands 1 default tacacs+ if-
aut henti cat ed
aaa aut hori zati on conmands 15 default tacacs+ if-
aut henti cat ed
aaa aut horization network default tacacs+
enabl e password ww
!
chat-script default "" at&f|s0=1&1&r 2&c1&d12&b1e0g2 K
!
interface EthernetO

ip address 10.6.1.200 255. 255. 255.0
!

! --- Challenge Handshake Authentication Protocol !---
(CHAP/PPP) authentication user. interface Asyncl ip
unnumnber ed Et hernet0 encapsul ati on ppp async node
dedi cated peer default ip address pool async no cdp
enabl e ppp authentication chap ! !--- Password
Authentication Protocol (PAP/PPP) authentication user.
interface Async2 ip unnunbered Ethernet0 encapsul ation
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ppp async node dedi cated peer default ip address poo
async no cdp enable ppp authentication pap ! /---
Authentication user with autocommand PPP. interface
Async3 ip unnunmbered EthernetO encapsul ati on ppp async
node interactive peer default ip address pool async no
cdp enable ! ip local pool async 10.6.100.101

10. 6. 100. 103 tacacs-server host 171.68.118. 101 tacacs-
server tineout 10 tacacs-server key cisco ! line 1
session-tineout 20 exec-tineout 120 O autosel ect during-
login script startup default script reset default npdem
Dialin transport input all stopbits 1 rxspeed 115200

t xspeed 115200 fl owcontrol hardware ! line 2 session-

ti meout 20 exec-timeout 120 O autosel ect during-1ogin
script startup default script reset default nmodemDialin
transport input all stopbits 1 rxspeed 115200 txspeed
115200 fl owcontrol hardware ! |ine 3 session-timeout 20
exec-tinmeout 120 0 autosel ect during-login autosel ect
ppp script startup default script reset default nmodem

Di al i n aut ocomand ppp transport input all stopbits 1
rxspeed 115200 txspeed 115200 fl owcontrol hardware ! end

R BRHRSEB LN TACACS BEXXH#

! --- Handshake with router !--- AS needs 'tacacs-server
key cisco'. key = "cisco0" !--- User who can Telnet in to
configure. user = admin { default service = permt |ogin
= cleartext "admin" } !--- CHAP/PPP authentication line
1 - !--- password must be cleartext per CHAP
specifications. user = chapuser { chap = cl eartext
"chapuser" service = ppp protocol = ip { default
attribute = pernmit } } !--- PPP/PAP authentication line
2. user = papuser { login = file /etc/passwd service =
ppp protocol = ip { default attribute = permt } } !/---
Authentication user line 3. user = authauto { login =
file /etc/passwd service = ppp protocol = ip { default
attribute = pernit } }
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