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AN BB E UNIX EiZ1THY TACACS+ BELE Cisco BEHZF#1TIAE. TACACS+ 1241
Ihae% B ™A Cisco Secure ACS for Windows 3% Cisco Secure ACS UNIX 2%,

Cisco Systems LAER Y TACACS+ ##4EFE=H BT B X Cisco Systems % #,

SKR, HEBELEREEZEM Internet R E|ZE FIRRTACACS+ SRR MET , BAILKETFZ T A
TACACS+ £ EBHHRA, Cisco # T EMAHEFEMIFERN TACACS+ BB IRAKHE,

Cisco Z£ 1 R#EHIfRSSES (ACS) AIEN tE RSBEE N EHM Cisco HEM D HEREMWXE, Cisco
Secure ACS for Windows & 3E7E Microsoft Windows TEVESEREIR I ZEFIEMN B S EAH,
Cisco Secure ACS f#R7F R5| MM BTk LM Cisco Secure ACS B#HF Ak, 15 Cisco iT
WMER (EEFMAF ) FiTHE,

AR BEE-NZLBTHXRERZEREM CCO k7 kKIRE Cisco Secure ACS for Windows #J 90
Kizt A R,

AR ER R BR BB R IRIEIZ1T Cisco 10S® MR A 11.3.3 W HERHIEM ., Cisco I0S F#t
hR7 12.0.5.T LA EMRAfEA group tacacs+ 1X# tacacs+ , E it , aaa authentication login
default tacacs+ enable F1& A & " 7 aaa authentication login default group tacacs+ enable.
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ZISB'U%I':F'E’M.:.,.,\%‘BEE?%E?LB‘J‘EiNREFE’J %ﬁ'——iﬂ’] RNHERERANAMBRERVNERAR
(RN BE, MREERANRESSME RIEEELTHRAEDTHEERIE,

A
AARHA FAE L. | W55 Cisco HARETA
Kur

SERIX LS IR

1. BRIEIE UNIX RS2 LB 412 T TACACS+ (TAC+) KB, AL ARS S5 E B BIREFEH
Cisco TAC+ [R5 8818, LRiLIRFB/HBEE N Cisco RS/ , ZHRHBEREDHN TH
o TAC+ BIERIBRMIZIT ; MEXE , & suENR.

2. BHIARI ISR test file , MEI TAC+ RS2/ L , HFHHBEN test_file, RELUHE
tac_plus_executable SFi # M test_file FFih. it , -P ETATRERFHEIR , BF
LBHTHFHE . B FE test_file WHNBEE IZIEF'FTI'%E 1E|M}"1?<7F%E IJJ«/{T

B : cannot find file, cleartext expected--found cleartext =% unexpected Yo MR HIEIR

, IR E test_file FIEEER, E%ﬁﬁi‘f,mﬂ’]’iﬁ)&#i%ﬁ/ﬂh't RETHMSET—F,
3. FFRER AR LEE TAC+, EW S EHIH A enable mode 1 configure terminal, LtaF &
EARRET RN TS ERBE @ B2 2 tac_plus_executable HFKiEfT : /--- rurn on

TAC+. aaa new-model enable password whatever !/--- These are lists of authentication

methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and
the methods !--- listed on the same lines are the methods !--- in the order to be tried. As
used here, if !--- authentication fails due to the !--- tac_plus_executable not being
started, the !--- enable password is accepted because !--- it is in each list. !
aaa authentication login linmethod tacacs+ enable aaa authentication login vtymethod
tacacs+ enable aaa authentication login conmethod tacacs+ enable ! !--— Point the
router to the server, where #.#.#.# !--- 1is the server IP address. ! tacacs-server host
#.#.#.# line con 0 password whatever !/--- No time-out to prevent being locked out !---
during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
flowcontrol hardware line vty 0 4 password whatever !--- No time-out to prevent being
locked out !--- during debugging. exec-timeout 0 0 login authentication vtymethod

A NRAEELNMAUERET —SEEN Telnet MiRFIAlwOHREHARE. AT
tac_plus_executable K217 , TALESBEAON. FX . FRHIAKOXEREEEY
REHAHESAER, LEAETNEN, NEHSZNHRREER—KL , HEEREEES
ELEVELCECHEATHTEREEER. AHXEGS , AEFZEHF LWRSEXEH

%%E@EEIio ! -—- Turn on TAC+. aaa new-model enable password whatever !--- These are 1lists
of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are
names of lists, and the methods !--- listed on the same lines are the methods !--- in the
order to be tried. As used here, i1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !-—- Point the router to the server, where #.#.#.# !--- 1s the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
vtymethod


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

5. 'ﬂzﬂg *EFEF ’ '\lﬁ EH&%%&LE%’J TAC+ : /-—- Turn on TAC+. aaa new-model enable password

whatever !--- These are 1lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, 1f !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !|--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-
timeout 0 0 login authentication vtymethod

*ﬁﬁlfj\ﬁ}i TAC+ EE@J . !-—- Turn on TAC+. aaa new-model enable password whatever /---
These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and
l--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, 1f !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--- Point the router to the server, where #.#.#.# !--
- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !---
No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!-—— No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication vtymethodﬁi!——— Turn on TAC+. aaa new-model enable password whatever !---
These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and
!--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, if !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--- Point the router to the server, where #.#.#.# !--
- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !/---
No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication vtymethodpu% TAC+ *Ei—i" , ﬁBZ\ﬁﬁIEE test_file EFE"Jin ‘Hiﬁlﬁl%ﬂo i’i@i":g?l%
1 EIE L@,

. B A tail -f /var/tmp/tac_plus.log & 1Zk558 LRSI NRFZHFNRE, & : TB]RS 1Y -
d 16 &I AL AT B 5 R 5 H &% E /varitmp/tac_plus.log.

.ITE |, Telnet (VTY) AP AFUBN TAC+ #H1TIAIE. = debug BIAEHBIMNRSEH (PR 4
M7)E, Telnet FMNEZH S — N0t ABEHER, RHSFTERAPBNOSRERA , &

EZRTI'E”I‘]WI':H @E . !-—— Turn on TAC+. aaa new-model enable password whatever !--- These
are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !---
so on are names of lists, and the methods !--- listed on the same lines are the methods !--
- 1in the order to be tried. As used here, 1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !-—-— Point the router to the server, where #.#.#.# !--- 1s the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication

vtymethoa i F7 authenuser F£4H admin F , O$H admin, MERZ B MNIEEEEETAC+HRE



EAMKEE 2 ARE B8, BR, SS0h5, EEMEN | BEEMERE,
0. MBMAZZEN TAC+ INELWAS , LHARAEN  BRRENENAROILENLT
Eﬂ”ﬁu#ﬁﬂ?ﬁ’%%@mﬂ%m%ﬁ . !--- Turn on TAC+. aaa new-model enable password

whatever !--- These are lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of 1lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, if !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !--- Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-
timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication vtymethodﬂ-ll.;rj_: %F%gﬁﬁﬁ TAC+ Fﬁﬁo
10. ¥ debug EEEMAEMEREEEE (FEWAM7) B, Telnet FMNEN B — N30 AL HES
. BHNERAFBNOTRRN , BRNENMERE : - Tun on Tacs. aaa new-

model enable password whatever !--- These are lists of authentication methods. !---
"linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and the methods
!--- listed on the same lines are the methods !--- in the order to be tried. As used here,
if !--- authentication fails due to the !--- tac_plus_executable not being started, the !-
-- enable password is accepted because !--- it is in each list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--- Point the router to
the server, where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line
con 0 password whatever !--- No time-out to prevent being locked out !--- during
debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login authentication
linmethod modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware
line vty 0 4 password whatever !--- No time-out to prevent being locked out !--- during

debugging. exec-timeout 0 0 login authentication vtymethodém\ﬁl)tﬁﬁ*i_tﬁ-f Eﬁ'EH%%*lVf'
153}2$ﬁillil ™, j@qultt,\1mtﬂ Iﬁlﬁ . !-—- Turn on TAC+. aaa new-model enable password

whatever !--- These are lists of authentication methods. !--- "linmethod", "vtymethod",
"conmethod", and !--- so on are names of lists, and the methods !--- listed on the same
lines are the methods !--- in the order to be tried. As used here, 1f !--- authentication
fails due to the !--- tac_plus_executable not being started, the !--- enable password is
accepted because !--- it is in each list. ! aaa authentication login
linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !-—-— Point the router to the server,
where #.#.#.# !|--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging.
exec-timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod
modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty
0 4 password whatever !--- No time-out to prevent being locked out !--- during debugging.

exec-timeout 0 0 login authentication vtymethodxmgﬁﬁ%%g*ujﬁr_i?(EEUTAC"'BE_FL{IEFHE’g
BBHE?TARE , BE , BR, EZFNME, BEREH  BEEFMERE,
11. K1 ARS 88 LM TAC+ RN I RS SEZIEFBRO , UERE TAC+ A LHER

ﬁiﬂ’]ﬁﬁ)ﬁlﬂ-_’] lﬁllﬂ%m%o !-—— Turn on TAC+. aaa new-model enable password whatever !--
- These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod",
and !--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, if !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--- Point the router to the server, where #.#.#.# !-
-- 1is the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !--
- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login



authentication Vtymethodﬁil——— Turn on TAC+. aaa new-model enable password whatever !---

These are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and
l--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, i1f !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! !--—- Point the router to the server, where #.#.#.# |-
-- is the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !--
- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication conmethod line 1 8 login authentication linmethod modem InOut transport
input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication vtymethodig H'JEE’J Telnet *ﬂF‘Fﬁ*ﬁ«« ) g)\‘): Eﬁ’EE%%E,?JF\ JTAC+ *E
REWNHATRAFERARAOSTERIEA,

12. REBEY TAC+ #ITHEREAROAFIALE. AEIX—Br , HFEXE3 TAC+ lRF#
(L5 M6 ) HELEXEAZRMN Telnet 21F ( MBI TAC+ HHATIAL ) . EFFEE'Q-F
fR¥F Telnet B AB/NERE , EFCHRELTUBSRH AIROZRKEBHE. THELE
EHAmOIRARNRRERE  RARENMEEIEHAKO, AR/ ID QS ﬁai
MjE ARG & im O IALE (055 10 PR ) IENESY TAC+ #1T.

13. HEB Telnet 2FEHIRF A lw O REFEEUNE debug FIARHIBF MRS RN ( D] 4
M7) , BRI 1 (VAGFRERER, SRAFNESIEY TAC+ BFNMEH. KH
%4*&&%?%*”']%&7_]_\% y f&"i@ﬂ‘f bﬂ]ﬁ&ﬂj lﬁlﬁ . !-—— Turn on TAC+. aaa new-model

enable password whatever !--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed
on the same lines are the methods !--- in the order to be tried. As used here, if !---
authentication fails due to the !--- tac_plus_executable not being started, the !---
enable password is accepted because !--- it is in each 1list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--—- Point the router to
the server, where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line
con 0 password whatever !--- No time-out to prevent being locked out !--- during

debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login authentication
linmethod modem InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware
line vty 0 4 password whatever !--- No time-out to prevent being locked out !--- during

debugging. exec-timeout 0 0 login authentication vtymethodéﬁi)&lgﬁﬁ*ﬁﬁﬁq , E%EE%EW

ﬁ%jzﬁﬁjktjé%o []Ei . !-—— Turn on TAC+. aaa new-model enable password whatever !--- These
are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !---
so on are names of lists, and the methods !--- listed on the same lines are the methods !-
-- 1in the order to be tried. As used here, 1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !---
it is in each list. ! aaa authentication login linmethod tacacs+ enable

aaa authentication login vtymethod tacacs+ enable aaa authentication login conmethod
tacacs+ enable ! !--—- Point the router to the server, where #.#.#.# !-—-- 1s the server
IP address. ! tacacs-server host #.#.#.# line con 0 password whatever !/--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out
to prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication

veymethod MERARSF AR MG B BITAC+R EERMBEHER ? T LA RIE , BE , BR , EENHH
HEMEE | FEEMBRE, JUE , AFS4JU8E TAC+ B

R A%

NI R R ATERY



RAMBRT , AR LEE=A0wTRH

- PBRESI 0, BIEEA. BH. 1BE. HBEIFEH

- IR F 1 - Telnet EIEERF - IR router>

- XBREH 15 - BARF - IBRAEFH router#
BT AAGSEURT I0S ThAEEE. Cisco I0S AR, HBHRESESE , HFRFERS 1 F 1580
FIEW TSI TESIKR, Hlt0 , show ipx route N7 TR IP FIZhEEEEH |, show ip nat trans F1F7E
T Cisco 10S ##FRA 10.2.x B , AR EHEtH AR5 A NAT , ™ show environment R FETXEE
FRARE SN ThEERY BE HER B 5 '43 ﬁm%ﬁ%ﬁﬂﬁﬁmé&nu W, O BATE 8L T iZ AN BR 4% Bl A

, ERRHSRERT @A ?, B3RS,

BEA IR AZNTSERN AR , ER|SEHE Cisco bug ID CSCdi82030 ( XEEEMAF ) » BRIk
BRT , BHEARORNEXRAN , UREEENYEHEHB[N TN, MREAF BT RS AXE
HESH TR , Mgz 4 8% O BAUE R+ 5 8 Ko T, AR OBRRAUEENERPIL
B con 0 T F , EiEGT , Cisco bug ID CSCdi82030 ( XPRZFMAF, ) B UA T S3RHE

!-—— Turn on TAC+. aaa new-model enable password whatever !--- These are lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and the
methods !--- listed on the same lines are the methods !--- in the order to be tried. As used
here, if !--- authentication fails due to the !--- tac_plus_executable not being started, the !-
-- enable password is accepted because !--- it is in each list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--- Point the router to the
server, where #.#.#.# !|-—-- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem InOut
transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password
whatever !--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0
login authentication vtymethod

1. AR EHREENEFMAES —LER5BT TAC+ BNGT. RHAREERTAMERAFERS
FRLRES M TEN, XERIBEE TAC+ BRFEGS , BR , MRBRS|/RERE , U

35#% ??iifzo !--- Turn on TAC+. aaa new-model enable password whatever !--- These are
lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on
are names of lists, and the methods !--- listed on the same lines are the methods !--- in
the order to be tried. As used here, 1f !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !--- Point the router to the server, where #.#.#.# !--- 1s the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
vtymethod

2. Y TAC+ FRK 83 E1THT |, Telnet 3t A B & userid authenuser Y& HESH, BT authenuser
BERIABRS = permit in test_file , Rt ZAF NiZEEBHITAIEIIEE. HEBHASFRET , B
)\Eﬁiﬁ:‘:ﬁ , ?F?Tﬁﬁﬂﬂ%liiﬁ . !-—- Turn on TAC+. aaa new-model enable password whatever !-

-- These are 1lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod",
and !--- so on are names of lists, and the methods !--- listed on the same lines are the
methods !--- in the order to be tried. As used here, 1f !--- authentication fails due to
the !--- tac_plus_executable not being started, the !--- enable password is accepted
because !--- it is in each list. ! aaa authentication login linmethod
tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa authentication
login conmethod tacacs+ enable ! ! --- Point the router to the server, where #.#.#.# |--
- 1is the server IP address. ! tacacs-server host #.#.#.# line con 0 password whatever /---
No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login

authentication conmethod line 1 8 login authentication linmethod modem InOut transport
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input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever
!--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0 login
authentication vtymethod

3. Telnet 3 A & userid authoruser Ml O GRERMEEHER. ZAF TERITUTHA show
%% : traceroute F logout ( FS 1 test file ) o XL%H&*%&%HE%EE%E , HP &R EE TAC+
RE (bW, BFR, BE, BREE ), ERMEH EIEFJ?’EIEHEEO

4. IR FAEEE autocommand A |, EHEBR test file I=F'E’J% TAFPRS , FAEXH IP thit
E*’T'{tg ####o {%JJ:#E?JJ TAC+ HE%%O E%EE%%J: . !-—— Turn on TAC+. aaa new-model

enable password whatever !--- These are lists of authentication methods. !--- "linmethod",
"vtymethod", "conmethod", and !--- so on are names of lists, and the methods !--- listed on
the same lines are the methods !--- in the order to be tried. As used here, if !---
authentication fails due to the !--- tac_plus_executable not being started, the !--- enable
password is accepted because !--- it is in each 1list. ! aaa authentication
login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+ enable aaa
authentication login conmethod tacacs+ enable ! !-—— Point the router to the server,
where #.#.#.# !--- is the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem
InOut transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication vtymethodﬁﬁﬁﬁﬁ)ﬁ ID transient *l:“:l RE) transient 1 *E iﬂ
BEHER, telnet #.#A4# FIN1T , MAFPBRASNAIEE S —MLE.
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TStk XK SE Etest_file ? iBMk X 4= /var/log/tac.log. BRIEK T LKL , BRIEERK AP
TTEHE (BRIRZBEHABFIZITL Cisco 10S HHFRA 11.0 EEEH ) -

1. E%EE%E':':EFH']‘E[I]& . !-—— Turn on TAC+. aaa new-model enable password whatever !--- These
are lists of authentication methods. !--- "linmethod", "vtymethod", "conmethod", and !---
so on are names of lists, and the methods !--- listed on the same lines are the methods !--
- in the order to be tried. As used here, if !--- authentication fails due to the !---
tac_plus_executable not being started, the !--- enable password is accepted because !--- it
is in each list. ! aaa authentication login linmethod tacacs+ enable aaa
authentication login vtymethod tacacs+ enable aaa authentication login conmethod tacacs+
enable ! !--- Point the router to the server, where #.#.#.# !--- is the server IP
address. ! tacacs-server host #.#.#.# line con 0 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication
conmethod line 1 8 login authentication linmethod modem InOut transport input all rxspeed
38400 txspeed 38400 flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being locked out !--- during debugging. exec-timeout 0 0 login authentication

vtymethod)E R 1 HEMRAHN AAA Bk F2RITE B THIEK. NEARREAS I NGT
PANFEHIANERIEREICKXHF, (ESH Cisco bug ID CSCdi44140, ) MREFERH
IR R ARIR 5 S MY 1% [Cisco 10S BAERRA 11.2(1.3)F. 11.2(1. 2). 11163,
11.1(6.3)AA01. M 1997 & 9 A 24 BFF 4% 4TH 11.1(6.3)CA] , LS AH STk,

2. 3 TAC+ ERFHF|LEZTH , BERFHFLAALDS , UESHEALCKIHHEE @

Turn on TAC+. aaa new-model enable password whatever !--- These are lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and
the methods !--- listed on the same lines are the methods !--- in the order to be tried. As
used here, if !--- authentication fails due to the !--- tac_plus_executable not being
started, the !--- enable password is accepted because !--- it is in each list. !

aaa authentication login linmethod tacacs+ enable aaa authentication login vtymethod
tacacs+ enable aaa authentication login conmethod tacacs+ enable ! !--— Point the
router to the server, where #.#.#.# !--- 1is the server IP address. ! tacacs-server host


http://www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdi44140

#.#.#.# line con 0 password whatever !--- No time-out to prevent being locked out !---
during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
flowcontrol hardware line vty 0 4 password whatever !/--- No time-out to prevent being

locked out !--- during debugging. exec-timeout 0 0 login authentication vtymethod%&ﬁ%%ﬁiﬁ

BREER , BMRHREH  THRARNEZEERSES. UALKLE  ERASRLERA 1

Turn on TAC+. aaa new-model enable password whatever !--- These are lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and
the methods !--- listed on the same lines are the methods !--- in the order to be tried. As
used here, if !--- authentication fails due to the !--- tac_plus_executable not being
started, the !--- enable password is accepted because !--- it is in each list. !
aaa authentication login linmethod tacacs+ enable aaa authentication login vtymethod
tacacs+ enable aaa authentication login conmethod tacacs+ enable ! !--—- Point the
router to the server, where #.#.#.# !-—-- 1s the server IP address. ! tacacs-server host
#.#.#.# line con 0 password whatever !--- No time-out to prevent being locked out !---
during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
flowcontrol hardware line vty 0 4 password whatever !--- No time-out to prevent being
locked out !--- during debugging. exec-timeout 0 0 login authentication vtymethod

A

!-—- Turn on TAC+. aaa new-model enable password whatever !--- These are lists of authentication
methods. !--- "linmethod", "vtymethod", "conmethod", and !--- so on are names of lists, and the
methods !--- listed on the same lines are the methods !--- in the order to be tried. As used
here, if !--- authentication fails due to the !--- tac_plus_executable not being started, the !-
-- enable password is accepted because !--- it is in each list. ! aaa
authentication login linmethod tacacs+ enable aaa authentication login vtymethod tacacs+
enable aaa authentication login conmethod tacacs+ enable ! !--- Point the router to the
server, where #.#.#.# !-—- 1s the server IP address. ! tacacs-server host #.#.#.# line con 0
password whatever !--- No time-out to prevent being locked out !--- during debugging. exec-

timeout 0 0 login authentication conmethod line 1 8 login authentication linmethod modem InOut
transport input all rxspeed 38400 txspeed 38400 flowcontrol hardware line vty 0 4 password
whatever !--- No time-out to prevent being locked out !--- during debugging. exec-timeout 0 0
login authentication vtymethod

A . WMREH TACACS RFB[BTEEE , MSERIATHEIREE | saaaA-3-DROPACCTSNDFAIL
accounting record dropped,send to server failed:system-starto BﬁﬁE TACACS+ HE%%EIEE?:?EIJ‘XJ‘E
1T
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