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NAS

version 11.2

|

service tinmestanps debug dateti ne nsec

service tinmestanps | og uptine

servi ce password-encryption

no service udp-snall-servers

no service tcp-snall-servers

|

host nane C sco03640

|

aaa new node

aaa authentication |ogin default tacacs | ocal

aaa aut hentication |ogin consol eport none

aaa aut hentication ppp default if-needed tacacs

aaa aut horization network tacacs

!-—- This 1is needed for static IP address assignment. !
enabl e password cisco ! usernane cisco password | etnein
! interface EthernetO ip address 10.29.1.3 255.255.255.0
I Interface Group-Asyncl ip unnunbered EthernetO
encapsul ati on ppp async node interactive peer default ip
address pool async no cdp enabl e ppp authentication chap
group-range 1 16 ! ip local pool async 10.6.100. 101
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10. 6. 100. 103 tacacs-server host 10.6.101. 101 tacacs-
server key cisco ! line con O |ogin authentication

consol eport !--- This always allows console port access.
! line 1 16 autosel ect ppp autosel ect during-login nodem
Dialin transport input all stopbits 1 rxspeed 115200

t xspeed 115200 fl owcontrol hardware ! line aux O ! line
vty 0 4! end
TACACS+E B # ( e REH-ARA )

!--- This creates a superuser (such as one with

administrator permissions) !--- who is granted all
privileges by "default service = permit", and has a
password !--- that allows for connections 1in any mode.
user = Russ { global = cleartext 'bar' default service =
permt } !--- This creates a normal PPP user who gets an
IP address from the router. user = Jason { chap =
cleartext 'letmein' service = ppp protocol =1ip {} } !--

- This creates a user whose IP address 1is statically
assigned. user = Laura { chap = cleartext 'letnein'
service = ppp protocol =ip { addr = 10.1.1.104 } }

KriuF

SR A HUATHREENRIETE,

B BB PR

AE o R E S WA T X BB TR EBERR,
i BB BR T

mEAHBREFTE (NRIMAF ) XHHELE show BH

BH T,

, AT REALIEEX show b

AE : R Hdebugii T2 Bl , HSHEEXDebugin THEBRES.

- debug ppp negotiation—& R"E Fim 2 RIEE TPPPIHE ; Eita ke Eith it S,
- debug ppp authentlcatlon—m_mgF' e B AL, MREEAL11.2E R Cisco IOS®H

HRRA | Fh& Hdebug ppp chap@®o

- debug ppp error - £ 5 PPP E#EiHE NREXKN DU RNE RS TTEE.
- debug aaa authenticationda— & R fEA A5 E#1TIAE(RI I TACACS+

FRREYME) , URAFRBER T IAE,

BRIETACACS+BR

- Hifaaa £ --E/'BIE{EFHﬁ'AJSIfJ‘& TR , AFREES 7B,

- debug tacacs-& TR EIRFHRHER.
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