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RSAMRS 25 o] LAE FARADIUS = T BERSABILIG R : SDI, ASAFIACSEB ] LA B PR Fh i
(RADIUS, SDI)ki5ERSA.

FicE , HEAZRH S , RSATSCisco AnyConnectZ £ BHFEFiRER . AN ERNA
ASAFIACSER . B>xAnyConnectfiF4E S , 21 (Cisco AnyConnectZ £ B3 & F inE 12
RIEM_, RZA3.1) BNEASDISFHRIESS .

JEX RADIUSHIRSA

RADIUSSSDI# Lt —KEH, ERSAL , ALV EREXH ( EACSLEMANA ) DEARF.
XLEFREXHEN THEERADIUSE . BHRIEAKINGE , MRSAIRE HIRADIUS-AcceptHEBE
XLEEM, ACSREXEEMMEEMRE., RELNBERLRREFHACSAMS , LUFSRSAL
WL B S X M43 ERADIUSE M RIACS ERV4SEA ., FIALBE | aJUUREMNERIEM
RSABEIACS , HMARBZIERSA L4 BAZE,

B SDIKIRSA

SDISRADIUSHLLARNEEMRE ., F-—PTRENSFSME. E-PRSDIRERHANEBREM
 CRVPHERTR S HRIEIENABMIAREE A~ meI2HE,

ACSEANEEHITE MRS, Hlan , ©a LA%KEE R “user not found” , {B3E4E 3 “authentication
failed”o

RADIUSHISDIZ [EEE —MX 5, ZHMEZEAIRE ( WASA ) FEASDIE , ACSIUIAIT & BRI,
UFEARADIUSH , ACSHITEMRIE, BN, iBtk(AAA), R , XHATRMALAXE, AR
FHRIERESD , FHRKEEEZERADIUS,

SDI#¥Y
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XX : ACS/IASAT X FHFaEbE,

NTEHBBENTR , EE XKD EHRIEE B3 FRMBXX A, ERMNAF RGN EAE SR
ENBANT REARITNE, X2FE-SWRNETERAE , Bt , F-XS0RIENERER
ITHERIMEZ MBI ( Secure Shell [SSH] , M Rtelnet ) , LRI EE T EE BRBERIZ .
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£/ debug R 28 , WSRAX Debug FHNEERFE.

ACS_EHSDI

CEAFPNSBESABEHE> RSARZIDS MRS FRPER.
RSABZNEIAIRSS R | HIMMACSHHBIERS 3. EEFAMABURKERE , AFRSAEE A 24
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Users and lkdentily Stores = External ldenfity Siores = RSA SecwlD Tohen Servers = Create

 RSARealm | ACS Instance Sefiings | Advanced,

Identity Groups This |dentity Store does not diferentiate batween ‘authentication failed' and 'user not found'w
+ Internal ldentity Stares intarpretad by ACS for ldentity Policy processing and reporting .
Users _ .
Hosts (=) Treat Rejects as ‘authentication failed’
v External [dentity Stores () Treat Rejects as user not found'
LDAP
Active Directory Identity caching is used ta allow processing of requests thal do not perfarm authentication a¢
e L R Enable identity caching
RADIUS |dentity Servers )
Cerlificals Authoritiss Agimg Timea: |1 20 minutes
Cerificate Authentication Profile & = Roouired fieids
|dentity Store Sequences =it

EAIAERZMRSARS SR ( ERFSBMEAR ) ZEWERIARA (AFKHE ) H. FARSAER
RiZ#Asdopts.recXHERE, FEACSH , © LEHZE“HAF M5 W EE"(Users and Identity
Stores)>“4}&B & 13 E=”(External Identity Store)>“RSAZR£IDH & BR5588"(RSA Secure ID Token
Servers)>“ACS3: 4% " (ACS Instance Settings).

NTEEHRE  NEFRE. BARNBTHOHRIEE , 8MACST REAMERSARS 2R TH
HENTREH, BFLNEFHPHNAMBACST REERSA.

ASA_EHSDI

ASATR A Et&sdeconf.recX . SACS—# , ENAT BB, EEFHEEASARIEDE
RSARRS 88, FTEEZRB, EF—IMHRINEHRIEITRE , NEZEMNREXXH ( NFE LI . sdiXX#
) , HRPH-—SHWERRIELIE, A, T THREMRSARS M IPHELL,

AT

aaa-server SDI protocol sdi

aaa-server SDI (backbone) host 1.1.1.1

debug sdi 255

test aaa auth SDI host 1.1.1.1 user test pass 321321321

FRIhi 1T B ®ULfE , show aaa-server protocol sdiZishow aaa-server <aaa-server-group>an 7 &
RFTBRSARRS S (WREZA ) , Mshow runfi T{XE R EIPHE

<

bsns-asa5510-17# show aaa-server RSA
Server Group: RSA

Server Protocol: sdi

Server Address: 10.0.0.101

Server port: 5500

Server status: ACTIVE (admin initiated), Last transaction at
10:13:55 UTC Sat Jul 27 2013

Number of pending requests 0

Average round trip time 706ms

Number of authentication requests 4

Number of authorization requests 0

Number of accounting requests 0



Number of retransmissions
Number of accepts

Number of rejects

Number of challenges

Number of malformed responses
Number of bad authenticators
Number of timeouts

O O O O O W kr o

Number of unrecognized responses

SDI Server List:

Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: 0
Proximity: 2

Status: OK
Number of accepts
Number of rejects
Number of bad next token codes
Number of bad new pins sent
Number of retries

O O O O o o

Number of timeouts

Active Address: 10.0.0.102
Server Address: 10.0.0.102
Server port: 5500
Priority: 8
Proximity: 2

Status: OK
Number of accepts
Number of rejects
Number of bad next token codes
Number of bad new pins sent
Number of retries

o O O o o K

Number of timeouts
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asa# show aaa-server RSA
<..... output ommited"
SDI Server List:
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: O
Proximity: 2
Status: SUSPENDED
EEEFEEXT , ASSATLZHOZT RAEEAHED ; EEEROKRE. MERSB/EXITEER
BBERBNEIER, BXEFEAEER |, 555 (Cisco ASA%EU%%%%Q.HEﬁ» aaliK)

reactivation-mode®f 29

EXMERT , &REBRARNZEANAAARSHEE , AEHFZRSH/MEAIERAER,

bk E8E

HZRERE , REAFAELMEKST, ERSALEARERMRETY, EASAACSE | HENER
“RIMEY & B RAE",

B K HAR S T(MTU) R 5 B

SDIEFHUDPER £ , MARMTURELZI, i , UDPREERIANBER T RERE TR
(DF)"fz., BT, 5(1??‘7:&’3%&1&@ WA I BAE, ERSALBREABESES (IRZFRE
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, FERSA EMiXRADIUSE WebAuthentication , SUNESSDIBTHE ( LA4E/DEESER ) -

ACSHYB#EBMF R

B FSDIRE B M , FitHERR R rEL 1 — Hn’&mtbﬁﬂl‘]fﬂﬁkd\ ENF2002% | M AEE
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1 2089-25-27 19:05:57, 176083 10,68, 18.216. upe 558 Source port: 26966 Destination port: fop-addr-srvrl

Z J0D9-05-27 10:05:57. 176537 1. 216. 18.68. upe 550 Source port: fep-addr-srvrl Destination port: 26966

3 Mop9-a5-27 10:85:57. 195835  16.68. 18 216. e 558 Source purl: 26866 Destination port: fl:p -addr-srerl
BEE [ 18 1868, 3 1 f 1

ane 4 550 bytes on wire (4400 bits], 5508 bhytes Captired (4400 bBits)
v Ethermet II. Sre: Hewlebt-_6Ll:iShobd (00:14:c2:61:50:6d), Dst: CheckPoi 9T:65:c3 (00:ab:Be:00:i65:03)
b Intermet Protocol Version 4, Srcc 18.216.49.12 (16.216.49.12), Dst: 18.68.218.17 (18.68.318.17)
b Usar Datagram Protocol. Sre Port: fop-addr-srerl (55880, Dst Port: 26966 (26568}
* Data (508 bytes)
Data: GoO53T15e030600000 200000000000 dab T e 151 296de T6e 5d. . .
[Length: Sed]

EHIARBEN , KRNBESEEBIEA , BRPMRD


//www.cisco.com/en/US/docs/security/asa/command-reference/qr1.html#wp1834955
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1 X009-05-27 10:13:47, TRZ5T4 10, 68. 10,216, U 550 Source port: 58555 Destination port: fop-addr-srerl

2 Papa-a5-27 10:1%:47 . TOME6R4 10,216, 1a.6@. une 550 Source port: fop-addr-srerl Destination port: 58555

3 Hap9-8%-37 18:13:47,. TUGL1E 18, 6H. 18,216, une 5458 Source port: SH%5% Destination port: fop-addr-srvrd

4 POR9-05-27 18:13:47, 826618 14,216, 18,68, upe 550 Source pert: fop-addre-srerl Destination port: SB555

5 M09-05-27 18:1%3:47. 835542 1. 60, 18,216, une 166 Source port: 50555 Destination port: fep-sddr-srerel
L

G JaB9-05-27 16:13:49, 823280 18,216, 18, &8. 14t Source port: fop-addr-srerl  Destination port: SH55%
|

Frame 6: 166 bytes an wire (1328 hitsh, 166 bybtes captured {1328 Bitsh
v Ethermet T, Src: Bewlett-_61:Shotd (@@:1d:c2:6l:5b:6d), Dst: CheckPoi 9F:65:c3 (0000809 65:c3]
b Intermet Protocol Yersion 4, Src: LB.X1G.4%.12 (18.216.49_12), Dst: 18.68.218.17 (18.4B.31H_1T7)
r User Datagrom Protocol, Src Port: fopeaddr-srerl (5580, Dst Port: 58555 (58553)
Data (124 bytes)
Data: GoEdol DHEH B B B8 BEHEH 10 BHEBH Bd o Mo Ha HOHBHBHBHEE . . .

[Length: 124]

o, ACSHEEEFM. L TRACSEMHEAESDIRE :

EventHandler,11/03/2013,13:47:58:416,DEBUG, 3050957712, Stack: 0xa3deb560
Calling backRSAIDStore: Method MethodCaller<RSAIDStore, RSAAgentEvent> in
thread:3050957712,EventStack.cpp:242

AuthenSessionState,11/03/2013,13:47:58:416,DEBUG,3050957712,cntx=0000146144,
sesn=acs-01/150591921/1587 ,user=mickey.mouse, [RSACheckPasscodeState
::onEnterState] ,RSACheckPasscodeState.cpp:23

EventHandler,11/03/2013,13:47:58:416,DEBUG, 3002137488, Stack: 0xa3de560
Calling RSAAgent:Method MethodCaller<RSAAgent, RSAAgentEvent> in thread:
3002137488, EventStack.cpp:204

RSAAgent,11/03/2013,13:47:58:416,DEBUG, 3002137488, cntx=0000146144, sesn=
acs-01/150591921/1587,user=mickey.mouse, [RSAAgent: :handleCheckPasscode],
RSAAgent.cpp:319

RSASessionHandler,11/03/2013,13:47:58:416,DEBUG, 3002137488, [RSASessionHandler: :
checkPasscode] call AceCheck,RSASessionHandler.cpp:251

EventHandler,11/03/2013,13:48:00:417,DEBUG, 2965347216, Stack: 0Oxcl4dbbal
Create newstack, EventStack.cpp:27

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3002137488, Stack: 0xcl4bbal Calling
RSAAgent: Method MethodCaller<RSAAgent, RSAServerResponseEvent> in
thread:3002137488, EventStack.cpp:204

RSAAgent,11/03/2013,13:48:00:417,DEBUG, 3002137488, cntx=0000146144, sesn=acs-01
/150591921/1587,user=mickey.mouse, [RSAAgent: :handleResponse] operation completed
with ACM_ OKstatus,RSAAgent.cpp:237

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3002137488, Stack: 0xcl4bbal
EventStack.cpp:37

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3049905040, Stack: 0xa3de560 Calling
back RSAIDStore: Method MethodCaller<RSAIDStore, RSAAgentEvent> in thread:
3049905040, EventStack.cpp:242

AuthenSessionState,11/03/2013,13:48:00:417,DEBUG, 3049905040, cntx=0000146144, sesn=
acs-01/150591921/1587 ,user=mickey.mouse, [RSACheckPasscodeState: :onRSAAgentResponse]
Checkpasscode succeeded, Authentication passed, RSACheckPasscodeState.cpp:55
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