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17218124 114 172.18.124.99
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I0S S5H Server
10.13.1.99

Octopus cable

Philly {Line 2}

izt & 1038 E
FEMA SSH i #9 5 BRI

BRETER SSH H1ER TR F AR , UBRKRESLARI SSH 281 , BHEs Carter B 5 4 311F
THEEE, BHRIEAUERAREAFEMBE |, AL HAZETTACACS+EHRADIUSH & 1936 iF
. BRACHK(AAA) RS ES. ( EASSHEZES LB ZEHITEARIE, ) WRAERAKH S H
F , AR AP Bciscof B cisco@d TelnetiEZE FI B 25,

N opE . aEATHE  WATERERABER,

l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model

username cisco password 0 cisco
Tine vty 0 4

transport input telnet

l--- Instead of aaa new-model, you can use the login local command.



M SSH ETAY & 1730 UE M 1

EFASSHNR B ML |, BATURINZ BIH1E @ LAMEECarter EISFASSH , FMPCHIUNIXT/E
vE i SSH.

ip domain-name rtp.cisco.com
!--- Generate an SSH key to be used with SSH.

crypto key generate rsa
ip ssh time-out 60
ip ssh authentication-retries 2

LEEY , show crypto key mypubkey rsafn &4 ME RERW . R SSH BEF , EMZM
PC 1 UNIX T sk e 8% BegtveeE b,

EEESR

PR 1 3F SSH &E#

MR EME IEIE SSH E#E | BEIBEIITH TEAN transport input ssh 55, BB TR EIH ReeE
Fl SSH iE#, E#E ( 3E SSH ) Telnet JFHFIELE,

Tine vty 0 4
l-—-— Prevent non-SSH Telnets.

transport input ssh

BATMR | WRIESSHA 7~ T E B TelnetiE #2 B% i 2 Carter

RE 10S BBHAFHXRAEN SSH B iR

#£Cisco IOSEE MR LB FASSHEXBFEEMMNSR .

1. BLEhostname i &,

2. BLiEDNSIH,

3. £ K SSH#E 4,

4. Avty)a FASSH1E #ii 2 7o

MRBU-—BRERAHSZ—AREN SSH B , TUEMNN Reed HE=HIRE LRI SSH.



XX EREETEFIR-BEERAED , HPCarterE 2 RS 88 , Reed R Y EF i, Reed EHY
Cisco |I0S SSHZE F i it B 5Carter L FISSHIRZ BB B AFENE B /EE,

l--- Step 1: Configure the hostname if you have not previously done so.
hostname carter
l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model
username cisco password O cisco

!--- Step 2: Configure the DNS domain of the router.
ip domain-name rtp.cisco.com

I--- Step 3: Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60

ip ssh authentication-retries 2

l-—-- Step 4: By default the vty transport is Telnet. In this case, Telnet 1is disabled and only SSH is s

Tine vty 0 4
transport input ssh

l--- Instead of aaa new-model, you can use the login local command.

MCisco 10S SSHZE Fim(Reed) @ Cisco |I0S SSHERS 85(Carter) K HIA T an S LANHRIX — = -

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 cisco 10.31.1.99

FFIOSER B IRE N HITE TRSAN A H B RIEKSSHARS 25
TERATSER , FSSHRS REB RN NTETRSAK FBRIE,

1. EEENSR.

Router(config)#hostname <host name>

2. EMRRINE A

Router(config)#ip domain-name <Domain Name>



3. A RSAZR AR

Router(config)#crypto key generate rsa

4. AR MRS 2R 5 B RIEE ESSH-RSAZH,

Router(config)#ip ssh pubkey-chain

5 BESSHAF A,

Router(conf-ssh-pubkey)#username <user name>

6. EEZEX FIREFHRSALH,

Router (conf-ssh-pubkey-user)#key-string

7. IBESSHERARBENMRAE, (LIRIEWEN, )

Router(conf-ssh-pubkey-data)#key-hash ssh-rsa <key ID>

IR H S 8 = AR E R EXECE .

Router(conf-ssh-pubkey-data)#end

AN HN SSH £8 Uk B4 A

MRFEHITHIE SSH LRk FHRIE , AR EHNRES Carter ( £ Philly BBEE RS
85 ) HITHIE R [E Telnet B9 SSH,

ip ssh port 2001 rotary 1



Tine 1 16
no exec
rotary 1
transport input ssh
exec-timeout 0 0
modem InOut
stopbits 1

MR PhillyiE#EEICarteriz 02 , AT LAE AL T a5 S Bl B MReedi&Eid CarterZEPhilly ¥ SSH :

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -p 2002 10.31.1.99

£ Solaris £ , AAERAUTHS :

ssh -c 3des -p 2002 -x -v 10.13.1.99

BR %33 ¥ P EYSSH [H]
EEERFPSE FROSSHER , ERTFNFLEAREZFMABIPHIEEESSHER,
A BABE A AT SRR IAT R RO IR 4

1. EXRFRBZBEFMAHBERBIGRIFIER,
2. {Ffaccess-classBREIFNVTYLBIZEOMIFERE,

ZXREERS. EATHH , XAFBELSSHIFIF10.10.10.0 255.255.255.0F F , MHELE {E M H
I,

Router(config)#access-1ist 23 permit 10.10.10.0 0.0.0.255
Router(config)#1line vty 5 15
Router(config-line)#transport input ssh
Router(config-line)#access-class 23 in
Router(config-line)#exit

N oxE . gESSHEANE -SREAFIBRNTA.

At ESSHEE 2k

carter(config)#ip ssh version 2
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debug # show i H

R B T B debugin & 2 Bl

HEF ) IR Lshowmn s (R

, EZ A %xDebugin &

« debug ip ssh —& RSSHIY A E 2.

« show ssh —& RSSHAR S B iE VRS,

carter#show ssh
Connecti on Ver si on Encrypti
0 2.0 DES

State
Session started

on

« show ip ssh —& 'RSSHEY MR A F &L B HE

User nane
cisco

] MEZEEES. MHMRETE (XM
EMEES )  BYZRIEATERshowss SH HH D,
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carter#show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

UERER k]
B F 221A i

00:23:20: SSHO: starting SSH control process

00:23:20: SSHO: sent protocol version id SSH-2.0-Cisco-1.25

00:23:20: SSHO: protocol version id is - SSH-2.0-1.2.26

00:23:20: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:23:21: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03

00:23:21: SSH: RSA decrypt started

00:23:21: SSH: RSA decrypt finished

00:23:21: SSH: RSA decrypt started

00:23:21: SSH: RSA decrypt finished

00:23:21: SSHO: sending encryption confirmation

00:23:21: SSHO: keys exchanged and encryption on

00:23:21: SSHO: SSH_CMSG_USER message received

00:23:21: SSHO: authentication request for userid cisco

00:23:21: SSHO: SSH_SMSG_FAILURE message sent

00:23:23: SSHO: SSH_CMSG_AUTH_PASSWORD message received

00:23:23: SSHO: authentication successful for cisco

00:23:23: SSHO: requesting TTY

00:23:23: SSHO: setting TTY - requested: length 24, width 80; set:
Tength 24, width 80

00:23:23: SSHO: dinvalid request - 0x22

00:23:23: SSHO: SSH_CMSG_EXEC_SHELL message received

00:23:23: SSHO: starting shell for vty

AR S5 258

~ SEE X ESolarisitEHlH H .

rtp-evergreen.rtp.cisco.com#ssh -c 3des -1 cisco -v 10.31.1.99
rtp-evergreen#/opt/CISssh/bin/ssh -c 3des -1 cisco -v 10.13.1.99
SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5.
Compiled with RSAREF.
rtp-evergreen: Reading configuration data /opt/CISssh/etc/ssh_config
rtp-evergreen: ssh_connect: getuid 0 geteuid 0 anon 0
rtp-evergreen: Allocated Tocal port 1023.
rtp-evergreen: Connecting to 10.13.1.99 port 22.
rtp-evergreen: Connection established.
rtp-evergreen: Remote protocol version 2.0,

remote software version Cisco-1.25
rtp-evergreen: Waiting for server public key.
rtp-evergreen: Received server public key (768 bits)



and host key (512 bits).
rtp-evergreen: Host '10.13.1.99' is known and matches the host key.
rtp-evergreen: Initializing random; seed file //.ssh/random_seed
rtp-evergreen: Encryption type: 3des
rtp-evergreen: Sent encrypted session key.
rtp-evergreen: Installing crc compensation attack detector.
rtp-evergreen: Received encrypted confirmation.
rtp-evergreen: Doing password authentication.
Cisco0@10.13.1.99's password:
rtp-evergreen: Requesting pty.
rtp-evergreen: Failed to get Tocal xauth data.
rtp-evergreen: Requesting X11 forwarding with authentication spoofing.
Warning: Remote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.
rtp-evergreen: Requesting shell.
rtp-evergreen: Entering interactive session.

BLE IET

TS5 T LR ERKE B S B i 6 w6,

kB SSH BFimky SSH F 2 AKIEMZEIR A (DES) 4miFH
Hix B

B F 25 18 12

00:26:51: SSHO: starting SSH control process

00:26:51: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:26:52: SSHO: protocol version id is - SSH-2.0-1.2.26
00:26:52: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:26:52: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSH: RSA decrypt started

00:26:52: SSH: RSA decrypt finished

00:26:52: SSHO: sending encryption confirmation

00:26:52: SSHO: keys exchanged and encryption on

00:26:52: SSHO: SSH_CMSG_USER message received

00:26:52: SSHO: authentication request for userid cisco
00:26:52: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: SSH_CMSG_AUTH_PASSWORD message received
00:26:54: SSHO: password authentication failed for cisco
00:26:54: SSHO: SSH_SMSG_FAILURE message sent

00:26:54: SSHO: authentication failed for cisco (code=7)
00:26:54: SSHO: Session disconnected - error 0x07

SSH B F iR A AT X FH (Blowfish) #2453

B& R AR A



00:39:26: SSHO: starting SSH control process

00:39:26: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:39:26: SSHO: protocol version id is - SSH-2.0-W1.0

00:39:26: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:39:26: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:39:26: SSHO: Session disconnected - error 0x20

FRE“%SSH-3-PRIVATEKEY : To3&# ZRSAFAER 1R
HERENEBNER TR IR Y E, EANTRRSLE
- FRSABHANE , ASEFMERZ.

crypto key zeroize rsa Tabel key_name
crypto key generate rsa label key_name modulus key_size

- MRZHNBRITETRER , BEEHUTER .
1. AT BERSAZHIEE,
2. EXRFRE.
3. ASSHEIZEFH EFRICEHA.

®1h

o MR SSH MEGMTHRENIEZTHIEL |, MK BAREERIHHBEHEFEK RSA Z4XT,
BREEEEVNBMNE., AE , FHcrypto key generate rsafy &4 RRSAZ AR H 5 H
SSHERS 85

- BERSAZHANE , JRESIKMFILLTHEIRHELR

1. No hostname specified.
ERERAHSZNENS , X FERhostnamez FEEHR T,
2. No domain specified.

RFEMAip domain-name£ [HHL & a5 © B & 2% HEF A E I,

o RUFBISSHEZELRHI N BB HESAL vy BB AERER, SSSHERGER — vty BE,

SSH



ERAA RS MBI REE ENAAARBNZEHIGETRAF ORI, MEAAAR , BAFRZHETEAAATIET,.
B2 REEEXTNAXRFURERZHEE LHAAA,

.

No SSH server connections running:

carter#show ssh %No SSHv2 server connections running.

MWHHKRE SSH RS BHEASKRERERA. MREBLEET SSH , BWEAEREPEFHEHE SSH REH. EEFHEEREZ LN
SSHRSS RS , BRERAUATHER,

o MBRRSAZAN . MERRSAZAXE , SSHIRS BRF B,

carter(config)#crypto key zeroize rsa

0 B BASSHVN | AR ANED N7 BT R EE,

SN\ % RERER  USSTRAE. KA MRRSABAS , REEHERRATHLEFRECATRIEN, RRCAES
HEREREETIIED , BN GERIEHRCAR S H AR (IPSe)M SHE#TIEH LR,
2 EFEEREHENENLE.

carter(config)#hostname hostname

carter(config)#ip domain-name domainname
3. NEHEBRERRSARAX, XFEZEHASSH.

carter(config)#crypto key generate rsa



% EE BXLHSRZENIEMAEER | BSMarypto key generate rsa - Cisco IOSE L &S5 #12.340K.

% AR BTEELEISSH2 0 @ Unexpected mesg type receivedfBimHE , AANRARTEEFZBZRIINEES, EMRI
B | BHELERAT SSH # RSA Z4ARTIEINZ4AKE.,

4. BB SSHARS5 250

5. BN SSHARS 25 /5 A MBC B Ciscolk FAZR/ IR , BHBMEESSHS I, WRFEE SSH S, FEARIAE,

ip ssh {[timeout seconds] | [authentication-retries integer]}

carter(config)# ip ssh

BXES

e SSH Fm¥%HHHE
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