NEFEF RS HSSHE BRI XKW
H 3%

e;

T [T
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fasr

A RS R Cisco I0SOM BB T HIE , YSSHERPREN AL SHRITERKE | BHBENES
AR(SSH)ER XK, BMERMANAFZIEEBREARNEIENTenetTHEERE , i RAEWFE

o

XX N THESSHMTelnetZ BT H —F , E#R A Cisco Bug ID CSCum19502,

[R] &

BEE , AXEREAS |, BIfEE A 7 “debug aaa authentication” , ;& EFTENEHRIE, BNAID
ik(AAA)IBR | BLE RAAASEBR# A B 3R B #

Rout er #show debug

General OCS:

AAA Aut henti cation debugging is on

SSH:

I ncom ng SSH debugging is on

ssh detail messages debugging is on

Rout er #

*Sep 30 20:28:57.172: SSH2 2: MAC conpared for #8 :ok

*Sep 30 20:28:57.172: SSH2 2: input: padl ength 15 bytes
*Sep 30 20:28:57.172: SSH2 2: Using method =
keyboard-interactive

*Sep 30 20:28:57.172: SSH2: password authentication failed
for cisco

*Sep 30 20:28:59.172: SSH2 2: send: packet of length 64
(length al so includes padl en of 14)

*Sep 30 20:28:59.172: SSH2 2: conputed MAC for sequence

no. #8 type 51

*Sep 30 20:29:01.751: SSH2 2: ssh_receive: 144 bytes received
*Sep 30 20:29:01.751: SSH2 2: input: total packet |ength of
128 bytes

*Sep 30 20:29:01.751: SSH2 2: partial packet |ength(block size)
16 bytes, needed 112 bytes,

A, ZIEHSSHIf MBI ERHREEE , BEFTL—BETH :

*Sep 30 20:23:27.598: %AAA-3- ACCT_LOW MEM U D _FAIL: AAA unable to create U D for inconing
calls due to insufficient processor nenory

HENBREAERRBHBENETRE. SAAATEDBRNENE ASSHEFECIZEM —ID(UID)E |, Bk
EE5AAABS B IRIE K MABR R HEE | BIERZEIRAAA, HALE R T AN FEK FAAA“Authentication
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https://tools.cisco.com/bugsearch/bug/CSCum19502

low-memory threshold” ( R RIEENZRE ) &, 2XERER , ZRERINRENERNEN
3% , H A FAshow aaa memory@ R ITRE, LRIBERSRSEBEIR(ASR)1001F A LLFEH
N, ZZ¥EL , BHEAFEAR , TUBIEAEERFHTEH@WLE A MXIML(BGP)R)RFER
o #ASR 1001 %% 74GBHDRAM , BEFTE EMtCPUMLInuxt 8RB 3 /5 , Cisco IOSHFRIR
1.1GBHATE., —BEAREER , AAATTEZEBRUIDS B A , SSHR LA TE,

ZERANMASRIEEAFHIE

SSH Not Wor ki ng:

ASRl#show memory summary

Head Total (b) Used(b) Free(b) Lowest(b) Largest(b)

Processor 7FE150387010 1160982064 1146067400 14914664 14225352 13918620
| smpi _i 0o 7FE14FB7E1A8 6295128 6294304 824 824 412

SSH Wor ki ng:

ASR2#show memory summary

Head Total (b) Used(b) Free(b) Lowest(b) Largest(b)

Processor 7FFB6ACB0010 1160982064 1120122056 40860008 29163912 24132068
| smpi _i o 7TFFB6A4A71A8 6295128 6294304 824 824 412

BIEEEAITE , EFITHEASRLE , ARREFEN B S LA E TR RNFR1.28%(14914664 /
1160982064 * 100), £ T#EASRL , %{E3.51%(40860008 / 1160982064 * 100) , X E& = T & 14
BIHERFRE.

LR BMELAIRE , ARNSHETFREFEFAEMET RN, BETSITEN%AAA-3-
ACCT_LOW_MEM_UID_FAILEE.. 4\ , AAAITERFREN SR TEURTEBBLLESR(RP) LA
ANAEZNEFNRRE , MBRTEANEN B . Hitt , MR REFRE RIF Emalloctl &
, Mshow memory summary@r S FUF oS RARATANLESENF.

AR N TESSHEREEERE M HASHRIEABNERIRRE , E4&3Cisco Bug ID
CSCuj50368,

HIEX R EBIREEN —MEERERAMARELITES

Rout er #show aaa memory

Al |l ocat or-Name | n-use/All ocated Count

AAA AttrL Hdr : 0/65888 ( 0% [ O] Chunk

AAA AttrL Sub : 0/65888 ( 0% [ O] Chunk

AAA DB Elt Chun : 544/65888 ( 0% [ 4] Chunk
AAA Uni que | d Hash Table : 8196/8288 ( 98% [ 1]
AAA chunk : 0/16936 ( 0% [ 0] Chunk

AAA chunk : 0/16936 ( 0% [ 0] Chunk

AAA Interface Struct : 1600/1968 ( 81% [ 4]

Total allocated: 0.230 My, 236 Kb, 241792 bytes

AAA Low Menory Statistics:

Aut hentication | ownmenory threshold : 3%
Accounting | ownenory threshold : 2%
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AAA Unique ID Failure : 96
Local server Packet dropped : O
CoA Packet dropped : O

PoD Packet dropped :

MR AAAHE—IDR W IT BBEE BRXSSHEHAMME M , NRBRHEAETESH,

EHERRIE R, NHATARAHEASR 1000 F R EHEBR S RUERARRE . BRUANASR BN 7 HE
B THEHRNFAESR , BSANEEARR,

R R

EHRRILAIE |, NHITIVER AR N EFRERSR, SESREEARBRERATIERERMR
B, ERXTBERT , TRFERILEFA/AFAR ; SRR , JreFEEFTANAFEZMNEEDE
Bro AXRFAEE . ESHANEMBERMNBNER A FHRESBREA,

¥ F3& B Cisco Bug ID CSCum19502 ( XBREMAF ) IEENRA , KPS WERFEZRB AN E
R TelnetSiZF & HE , RN RESSHZ I REBER M,

7 : £ aaa memory thresholdin & A R EMR EHREK1%. B2 , BEAXEHTXKEE
HITSSHW GRS 5% , EEWRESSHEEME N , fINEREER X HER 2L ERAER
BAEAYME. XAESHEEENHRE (WEAAXERNENBGP ) "BEIE, it , Mig
BEERA,

WA , BEETERNE , TREBITATBANDE XX TE, EXHERT , TS
EART A/


//www.cisco.com/en/US/products/ps9343/products_tech_note09186a0080af252a.shtml#mem_usg_oview
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https://tools.cisco.com/bugsearch/bug/CSCum19502

	内存不足导致SSH身份验证失败
	目录
	简介
	问题
	解决方案


