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aaa new-model

aaa authentication login default radius enable

aaa authentication ppp default if-needed radius

aaa authorization network default radius

enable password cisco

!

chat-script default "" at&flsO=1&hl&r2&cl&d2&blel0g2 OK
1

interface Ethernet0

ip address 10.29.1.3 255.255.255.0
!

!-—-- CHAP/PPP authentication user: interface Asyncl ip
unnumbered Ethernet0 encapsulation ppp async mode
dedicated peer default ip address pool async no cdp
enable ppp authentication chap ! !/--- PAP/PPP
authentication user: interface Async2 ip unnumbered
Ethernet0 encapsulation ppp async mode dedicated peer
default ip address pool async no cdp enable ppp
authentication pap ! !--- Login authentication user with
autocommand PPP: interface Async3 ip unnumbered
Ethernet0 encapsulation ppp async mode interactive peer
default ip address pool async no cdp enable ! ip local
pool async 10.6.100.101 10.6.100.103 radius-server host
171.68.118.101 radius-server timeout 10 radius-server
key cisco ! line 1 session-timeout 20 exec-timeout 120 0
script startup default script reset default modem Dialin
transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! line 2 session-timeout 20
exec-timeout 120 0 script startup default script reset
default modem Dialin transport input all stopbits 1
rxspeed 115200 txspeed 115200 flowcontrol hardware !
line 3 session-timeout 20 exec-timeout 120 0 autoselect
during-login autoselect ppp script startup default
script reset default modem Dialin autocommand ppp
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transport input all stopbits 1 rxspeed 115200 txspeed
115200 flowcontrol hardware ! end
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# Handshake with router--router needs "radius-server key cisco":
10.29.1.3 cisco
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# User who can telnet in to configure:
admin Password = "admin"
User-Service-Type = Login-User

# ppp/chap authentication line 1 - password must be cleartext per chap rfc 1994
# address assigned from pool on router

chapuser Password = "chapuser"

User-Service-Type = Framed-User,

Framed-Protocol = PPP

# ppp/pap authentication line 2

# address assigned from pool on router

# Can also have 'Password = "UNIX" which uses /etc/passwd
papuser Password = "papuser"

User-Service-Type = Framed-User,

Framed-Protocol = PPP

# ppp/chap authentication line 1 - password must be cleartext per chap rfc 1994
# address assigned by server

chapadd Password = "chapadd"

User-Service-Type = Framed-User,

Framed-Protocol = PPP,

Framed-Address = 10.10.10.10

# ppp/pap authentication line 2
# address assigned by server
papadd Password = "papadd"
User-Service-Type = Framed-User,
Framed-Protocol = PPP,
Framed-Address = 10.10.10.11

# authentication user line 3

# address assigned from pool on router

# Can also have 'Password = "UNIX" which uses /etc/passwd
authauto = "authauto"

User-Service-Type = Login-User
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. terminal monitor — & RYFI LR S FENdebugim M RGHIRE S,

- debug ppp negotiation — & REPPP /3 2 B8] K EHIPPPEIE R , FE LA PEPPPIET,

. debug ppp packet — & REEMBZWHPPPHEESZ, (UDTENMERBESEHEERE. )
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. debug aaa authentication — & RE%x AAATACACS+ B RIFNEES.

- debug aaa authorization - £ "B x AAA/TACACS+ BRHWEL.
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radiusd -x -d <full_path_to_users_clients_dictionary>
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