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1. BRTEUNIXERS 88 L 4%1%F TRADIUSRES, BRS5 2580 ERIRE S ALivingston RADIUSHRS 88
KB, BHRREFTESHMWRSEABERESER , ERFHEETR. KBradiusdAFiL
root& 11217,

2. Livingston RADIUSHES Mt =N B R4 E HI kY RIS : clients.example,
users.exampleFldictionary, XL &R B E Eraddb B FHFKE, B SUESUX LT H AT
RENAFPNEFRRX . MEEANAXSEHFTEREILEEFH, MiKUHERRADIUSHRS 25
R=EAXXHE
radiusd -x -d (directory_containing 3 files)

B EET 3R E Hdirectory_containing_3_files_logfile, &L EHREME — MRS 25
& O3 3IRADIUS:

ps -aux | grep radiusd
(or ps -ef | grep radiusd)

BRI RS ERTE,

3. £ 1FRADIUSH# 7% :
kill -9 highest_radiusd_pid

4. ERASR[EHARDO L, FHREBRADIUS, EHTEEIf# A enable mode 1 configure
terminal, LB ATHHRERADIUSTAERFZHFLETHERT , BERUFT W EEHK B
25 -

!--- Turn on RADIUS aaa new npdel enabl e password whatever !--- These are lists of
authentication methods, !--- that is, "linmethod", "vtymethod", "conmethod" are !--- names
of lists, and the methods listed on the same !--- lines are the methods in the order to be
tried. As !--- used here, 1if authentication fails due to the radiusd !--- not being
started, the enable password will be !--- accepted because it is in each list. aaa

aut hentication |login default radius enable aaa authentication |login |innmethod radius enabl e
aaa authentication |login vtynethod radius enabl e aaa authentication |ogin connethod radius

enable !--- Point the router to the server, that is, !--- #.#.#.# is the server IP address.
radi us-server host #. #. #. # !--- Enter a key for handshaking !--- with the RADIUS server:
radi us-server key cisco line con 0 password whatever !--- No time-out to prevent being !---

locked out during debugging. exec-tineout 0 O |login authentication conmethod line 1 8 login
aut hentication |inmethod nmodem I nCut transport input all rxspeed 38400 txspeed 38400

password whatever flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being !--- locked out during debugging. exec-timeout 0 O | ogin authentication
vt ymet hod

5. AR ER , FEYEFARARBERIRHES , UBREDTUBEL TelnetiF RIEKMRS , A
EB%#%, BATradiusdRz1T , RLFEBEREMASIDEZFREED, X8 : REEFAE
AR ELTEIRSHRESARN, BRUSCETEN, EEXEEN , F2FECHE
o REUT®T , NESHHR LRSHSHKARCHENRE !

term nal nonitor
debug aaa aut hentication

6. EARAF , ERS ]|/ LB 3IRADIUS:

radiusd -x -d (directory_containing_ 3 files)

BHEEIRAIT T R & Hdirectory_containing_3_files_logfile, & HERRADIUSMA R — MR
SEREOBY :

Ps -aux | grep radiusd

(or Ps -ef | grep radiusd)

BEEZFEIR NS EHRE,
7. Telnet(vty) A P I fE A FUBE RADIUSH 1T RIE, ERBEJ[ARS S| LHITREE (PR
6)/F, NREWSE —ZBoTelnetEHHET., MHBLERNEEENHFBENBEBRER

ci scousr (usernane fromusers file)



ci scopas (password fromusers file)
NEFEEERADIUSRER RS B/MEEAER , fl , EALKEMF A, WEMERE, L
GRELH] |, FEIEFTA R,

8. MRBEFLAFBEIRADIUSHITE MR A B AER , FHAREHNEH AKOSED
A& FIEBDIRS H F b an 5 R N2 % R 2R

! -—— For enable mode, list "default" looks to RADIUS !--- then enable password i1if RADIUS
not running. aaa authentication enable default radius enable

9. AR EEBEERADIUSE A, AR/ MRS S EHTAR (LSEE5F6) F, ANREZHW S
— o TelnetEKHET, MHSREELRZODENAFRBMNBBERR

ci scousr (usernane fromusers file)
ci scopas (password fromusers file)

e AR RN, BERRREAT Bfenable15$HERED , LLEE

shared
MEFEEFRADIUSKEMN RS H/MEBAERT |, flln , EALREHFA, WEMERE, E8
gkeEl |, FEEEMBRIE,
10. B EVEEHAENTelnet2 i , REZEH AR O AP BEIRADIUSH E BRI , ZRFERE
B RADIUSHTHHRIE. RiEFTelnettedRBEMRALTEARR | EFEHE JLUER
B amOBRKER , BIEG AwOEHEIMEINRAERE , AREMEREIZH A
wH, BEEASRPHVAFIDNEBERNEANES S KOSHRIENEZFEEY
RADIUS,
1. HEBTE Telnet2EHIRFI B im ORIFERE | AERBFNRSEE LT EEN , BN
6EY 5LV BEFIFERER, ABAFNEEERRHBEIRADIUSEA. BHARTEE
EREEENAFEMBBRT

ci scousr (username fromusers file)
ci scopas (password fromusers file)

L AR RENR | BERSREAT Bfenable15$HERED , LLEE

shar ed
MEEFEEEEFRADIUSKR ARSI MEEHES , fl0 , EALKEMFA, WRMERSE, &£
RS ET | BEEMERE,

4 hnic i Thse

AN DN 2 ATERY

1. RIEBRHEFPERE , FUNF2HTIEK. ERESFPEAIRK , WATRAFAR :
aaa accounting exec default start-stop radius
aaa accounting connection default start-stop radius
aaa accounting network default start-stop radius
aaa accounting systemdefault start-stop radius

2. A& T AR S5 88 L /B 3IRADIUS:

Start RADIUS on the server with the accounting option:

. EEERHRLRSBERHBZEANRE , BRITUTRE
term nal nonitor
debug aaa accounting

4. BYRENERRSHSHKARNHREIRE , HEEHS , AEREREX4IEKE F.

A 3

LT RAFE A



ci scousr Password = "ci scopas”
User - Servi ce- Type = Logi n- User,
Logi n- Host = 1.2.3.4,
Logi n- Service = Tel net

$enabl e15$ Password = "shared"
User - Servi ce- Type = Shel | - User

BT RE P w34

# 1.2.3.4 is the ip address of the client router and cisco is the key
1.2.3.4 ci sco

HXER

- ZERAPFE AAERSL(RADIUS)
. #RFME (RFC)
- BARFZFERH - Cisco Systems
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