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BELHEENHTTPIRS 3R A

wAHTTP V18RS 88 AY Cisco IOSE 4+

wHAHTTP V1.18R 5888 Cisco IOSE#

HTTP V1.1BR%588 — fECisco Bug ID CSCeb825102 &l
HTTP V1.18R%88 — 7ECisco Bug ID CSCeb825102/a
HXER

fifr

AHE RIMTET & MR, FARFIZHK(AAA)EE Cisco IOS® HTTPRS MR, £
AAAif B Cisco 10S HTTP RS 23 Y #2 % F Cisco IOSE AR A T 0

EREH

BEXR

AR EEABEHER,
{ERNAHF

AR TR T R 0 BRI AR
A

BXRXEANGFMES , BS5H Cisco HARERAN,

BEEHBNHTTPES 8RR

% Hexectnshow subsys name http , AEE B EHHTTPIRS 25 A MRS,

rout er 1#show subsys name http
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d ass Ver si on
http Pr ot ocol 1.001. 001

XE—MNFEHTTP V1. 1RE BN RS, Cisco IOSEHIRA12.2(15) THI AT A Cisco |I0SER AR A
12.38BHTTP V1.1,

rout er 2#show subsys name http

d ass Ver si on
http Pr ot ocol 1.000. 001

XE—NMEBHTTP VIREENRE ., 2TF12.2(15)TH ERHIOSE M IRA (B E B RHOSE 4R A
12.2(15)JAF112.2(15)XR)EEHTTP V1,

HAHTTP V1BRS5 8889 Cisco IOSE 4

HEEEHTTP VIR 8RMCisco IOSKAIRAF , HTTPEEAE L L iRk i (vty), Hitt
, HTTP & 13 30 UE 1 R A fE A o vty Bic B RY AR B T3 SR 1T 42 1

ip http server

!

aaa new nodel

aaa aut hentication |login VTIYSandHTTP radi us | ocal
aaa aut horization exec VTYSandHTTP radi us | ocal

!

ip http authentication aaa

!

line vty 0 19

!--- The number of vtys you have. | ogin authentication VTYSandHTTP aut hori zati on exec
VTYSandHTTP

WwAHTTP V1.183583Cisco |IOSE 4

EWEHTTP V1.1iR%S 288 Cisco IOSEHMAH , HTTPE R EAvty, M1 AmE,

HTTP V1.18R%58§ — #ECisco Bug ID CSCeb82510:2 Hi

TEEE R Cisco |0SE#EARA12.3(7.3)F112.3(7.3) T HICisco Bug ID CSCeb82510 ( X BRSEME
) 281, HTTP VI BRFZ B X TERA N BH S EENER S HBRIEMTN G E.

ip http server

!
aaa new- nodel
aaa aut hentication | ogin CONSOLEandHTTP radi us | ocal
aaa aut horizati on exec CONSOLEandHTTP radi us | ocal
!
ip http authentication aaa

!
line con O

| ogi n aut henticati on CONSOLEandHTTP

aut hori zati on exec CONSOLEandHTTP

HTTP V1.1BR%58§ — #Cisco Bug ID CSCeb825102 J&
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B3 SE A Cisco IOSE AR A 12.3(7.3)F112.3(7.3) TH K Cisco Bug ID CSCeb82510 ( fUEMZF
) , HTTPERS 2[RRI AEAHE B 2 IR & BRIERMTBTING 7 , Hiip http PRI X BT

authentication aaam . ¥fIxBFNH :

router(confi g)#ip http authentication aaa command-authorization listname
router(config)#ip http authentication aaa exec-authorization 1listname
router(config)#ip http authentication aaa login-authentication listname

LAT R R4

ip http server

!

aaa new nodel

aaa authentication login HITPonly radius | oca

aaa aut horization exec HTTPonly radius |oca

!

ip http authentication aaa

ip http authentication aaa exec-authorization HTTPonly
ip http authentication aaa | ogi n-authentication HTTPonly

; hE
% #1 5L T-debug & LLEBRHTTP & R SBAX 1 4

debug ip tcp transactions

debug nodem

!--- If you use the HTTP 1.0 server. debug ip http authentication debug aaa authentication debug
aaa aut horization debug radius /--- If you use RADIUS. debug tacacs !--- If you use TACACS+.

R HERT —EEEHRG

*Apr 23 13:12:16.871: TCB626DD444 creat ed

*Apr 23 13:12:16.871: TCPO: state was LISTEN -> SYNRCVD [80 -> 64.101. 98.203(19662)]

*Apr 23 13:12:16.871: TCPO: Connection to 64.101.98.203: 19662, received MSS 1460, MSS is 516
*Apr 23 13:12:16.875: TCP: sending SYN, seq 2078657456, ack 2459301798

*Apr 23 13:12:16.875: TCPO: Connection to 64.101.98.203: 19662, advertising MSS 536

*Apr 23 13:12:16.899: TCPO: state was SYNRCVD -> ESTAB [80 -> 64.101. 98. 203(19662)]

!--- The TCP connection from the browser on 64.101.98.203 to the !--- local HTTP server 1is
established. *Apr 23 13:12:16.899: TCB62229100 accepting 626DD444 from 64.101. 98. 203. 19662 * Apr
23 13:12:16.899: TCB626DD444 setting property TCP_PID (8) 626FEC84 *Apr 23 13:12:16.899:
TCB626DD444 setting property TCP_NO DELAY (1) 626FEC88 *Apr 23 13:12:16.899: TCB626DD444 setting
property TCP_NONBLOCKI NG WRI TE (10) 626FED14 *Apr 23 13:12:16.899: TCB626DD444 setting property
TCP_NONBLOCKI NG_READ (14) 626FED14 *Apr 23 13:12:16.899: TCB626DD444 setting property unknown
(15) 626FED14 *Apr 23 13:12:16.919: HITP AAA Logi n-Aut hentication List nane: HTTPauthen *Apr 23
13:12:16.919: HTTP AAA Exec-Authorization List name: HTTPauthor *Apr 23 13:12:16.9109:

AAA/ AUTHEN LOG N (00000000): Pick nethod list 'HITPauthen' !--- Uses 'HTTPauthen' as the login
authentication method. *Apr 23 13:12:16.919: RADI US/ ENCODE(00000000): Orig. conponent type =

I NVALI D *Apr 23 13:12:16.919: RADI US/ ENCODE(00000000): dropping service type, "radius-server
attribute 6 on-for-login-auth” is off *Apr 23 13:12:16.919: RADI US(00000000): Config NAS |IP:
0.0.0.0 *Apr 23 13:12:16.919: RADI US(00000000): sending *Apr 23 13:12:16.919: RADI US/ ENCODE
Best Local |P-Address 172.16.175.103 for Radius-Server 10.1.2.3 *Apr 23 13:12:16.9109:

RADI US(00000000): Send Access-Request to 10.1.2.3:1645 id 1645/2, len 51 *Apr 23 13:12:16.919
RADI US: authenticator 5F 6E E6 Cl 3E 40 5D E2 - FB AC E8 E8 E4 93 BA 98 *Apr 23 13:12:16.919:
RADI US: User-Name [1] 7 "cisco" *Apr 23 13:12:16.919: RADI US: User-Password [2] 18 * *Apr 23
13:12:16.919: RADIUS: NAS-1P-Address [4] 6 172.16.175.103 !--- Sent an Access-Request to the
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RADIUS server !--- at 10.1.2.3 using the username of "cisco". *Apr 23 13:12:21.923: RADI US:
Retransmit to (10.1.2.3:1645,1646) for id 1645/2 *Apr 23 13:12:26.923: RADIUS: Retransnit to
(10.1.2.3:1645,1646) for id 1645/2 *Apr 23 13:12:31.923: RADIUS: Retransnit to
(10.1.2.3:1645,1646) for id 1645/2 *Apr 23 13:12:36.923: RADIUS: No response from
(10.1.2.3:1645,1646) for id 1645/2 *Apr 23 13:12:36.923: RADI US/ DECODE: parse response no app
start; FAIL *Apr 23 13:12:36.923: RADI US/ DECODE: parse response; FAIL *Apr 23 13:12:36.923:
AAA/ AUTHOR (0x0): Pick method list 'HTTPauthor' *Apr 23 13:12:36.923:

RADI US/ ENCODE( 00000000) : Ori g. conponent type = | NVALID *Apr 23 13:12: 36.923: RADI US(00000000) :
Config NAS IP: 0.0.0.0 *Apr 23 13:12:36.923: RADI US(00000000): sending *Apr 23 13:12:36.923:
RADI US/ ENCODE: Best Local | P-Address 172.16.175.103 for Radi us-Server 10.1.2.3 *Apr 23

13:12: 36. 923: RADI US(00000000): Send Access-Request to 10.1.2.3:1645 id 1645/3, len 57 *Apr 23
13:12:36.927: RADIUS: authenticator AA DB 63 E1 D4 BF 23 9E - 49 71 78 42 A5 A3 44 B8 *Apr 23
13:12: 36.927: RADIUS: User-Nanme [1] 7 "cisco" *Apr 23 13:12:36.927: RADIUS: User-Password [2] 18
* *Apr 23 13:12:36.927: RADIUS: Service-Type [6] 6 Qutbound [5] *Apr 23 13:12:36.927: RADI US:
NAS- | P- Address [4] 6 172.16.175.103 *Apr 23 13:12:41.927: RADIUS: Retransmt to
(10.1.2.3:1645,1646) for id 1645/ 3 *Apr 23 13:12:46.927: RADIUS: Retransnit to
(10.1.2.3:1645,1646) for id 1645/ 3 *Apr 23 13:12:51.927: RADIUS: Retransnit to
(10.1.2.3:1645,1646) for id 1645/3 *Apr 23 13:12:56.927: RADIUS: No response from
(10.1.2.3:1645,1646) for id 1645/3 *Apr 23 13:12:56.927: RADI US/ DECODE: parse response no app
start; FAIL *Apr 23 13:12:56.927: RADI US/ DECODE: parse response; FAIL *Apr 23 13:12:56.927:
HTTP: Authentication failed for level 15 !--- Authentication has failed due to no response from
the RADIUS server. *Apr 23 13:12:56.927: TCB626DD444 shutdown witing *Apr 23 13:12:56.927:
TCPO: state was ESTAB -> FINWAIT1 [80 -> 64.101.98.203(19662)] *Apr 23 13:12:56.927: TCPO:
sending FIN *Apr 23 13:12:56.967: TCPO: state was FINMVAIT1 -> FINWAIT2 [80 ->

64.101. 98. 203(19662)] *Apr 23 13:12:56.967: TCPO: FIN processed *Apr 23 13:12:56.971: TCPO:
state was FINWAI T2 -> TIMEWAI T [80 -> 64.101.98.203(19662)] *Apr 23 13:13:10.227: TCPO: state
was TIMEWAI T -> CLOSED [80 -> 64.101.98.203(16260)] *Apr 23 13:13:10.227: TCB 0x626DCFA0
destroyed !--- The TCP connection to the browser 64.101.93.203 is closed.

HXER
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