FEHI0S XE PKIELECAZZ LB
Hx

B

ZREM
ER
SERALE

A= =g

oY Py

10S XE PKIFL &
crypto key generate
crypto pki trustpoint
crypto pki enroll
crypto pki authenticate

crypto pki import

6 1F X E CALE

E4R10S PKI#E &
§ APKCS1218 RMIFF
5 HPKCS 128 PEMIE 4
5 HRSA%4H

Import RSA Keys generated off-box

&g

A EENEER S =FIEBH AN (CAZARMIOS XEIEHH —RIERM.

AXEFEMANTBUIAEASRCARZ LR UFERZAESH(D)IEH , ARIMASAHME=IE
B R ATIEBIIUE,

TERFAM
ZR

ERAI0S PKIZhEERT |, I E ENTPH BT 4ha A,



MREERTEENTP , WAERIERR AJREQIEERE B/ EB /RN EE, B AR FEIX
MREETERSHS ARBENHEMRE,

NTPH&L & R~ :

ntp server 192.168.1.1
clock timezone EST -5
clock summer-time EDT recurring

fE R A4
— 1=4TCisco I0S® XE17.11.1akYCiscol& HH 25

AXHEPNEEHRRETREXRENEFNRZEEN, AXEFEANAAERZRNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTRBELE,

b B /=
B R1E /%\

FER , AP FANENELHRERIBNIOS XEREFAEFTA, RUBEEEIEFMANG
ATIER T TSI EE.

B NS ELTEREIHIOS XE PKIZHEE B 75 XA |, LA T ## v] 88 5 {8 9 4% TE AR 25 48 >< B 4 17T PR %1 =5
Bl

-

* |0OS 15 M/T:https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec conn pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overview.html

* |0S XE 16.12.x:https://www.cisco.com/c/en/us/td/docs/ios-
xml/ios/sec conn pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-est-client-supp-
pki.html

* 10S XE 17 .x:https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-
security-vpn/m_sec-pki-overview-0.html

|I0S XE PKI#E &

EBREF , BERAEMEAIOS XE PKIEFH AT SAFIAIT A TIRE -

. BIEATIHERBESHBHAMBBHAEN)
FRARMNSHEERERHEZET. (crypto pki trustpoint)
. RIEBZ R ER(CSR)(crypto pki enroll)
 HCSREMACABITER(RXHRFR)

. XS AR F/2 A (8] CALE 5 1 1T & 18 3 1iE (crypto pki authenticate)
. & AR FUE$ (crypto pki import)

. Al WIEXYECAIE$ (crypto pki authenticate)

~No b WN -


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book/sec-pki-overview.html
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/content/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-pki-overview-0.html

XESRPGEREETHHFANE , XEETHRRBRACRFEMENGTHITSH,
crypto key generate

WEEERMALBTUERBR EERAREEEFIR(SSH) , SN — LR EREN—
#Ho. BR , ROVBARBDZWTRISKERIAEE.

BT asRel -
crypto key generate rsa general-keys Tabel rsaKey exportable
crypto key generate ec exportable Tabel ecKey

WXEGSAD N DD SRAMBRASE ;

« black(crypto key generate)in SV —H P I8 R HB[RIV G EFRZL, EBHAED , I
mmEZASEH, NEZHSARNBZRAZ A , XEERTCFEEEIFANSE.

- % fi(rsa general-keys , ec)ii T T —H P IEREHBEECIEZBMALENEHR. EASZHK
BRT , 56 H B2 /A A A R BIRivest-Shamir-Adleman(RSA) 2405t |, (B E IR 5 & 7] LAEL
EAHE L (EC) , LMEFEAEEECDSAILEF R IhAE s i FTECDHER FHIThAE,

- BEWTENTEBHN KN,

- SFRSA , BHERENE , Hli1512-40962 B K ] FHiE T, ERIANEZ A/ EIRA TR
,BERTGEREERN T —R BN RESSRK , HEAKTF20480F 4R,
- WTFEC , FEEkey-sizetn TRIEEZHAPHMUI ETH256, 3845512,

- KERTENHEBNRE, X—RBREE , INEEAUEEERER—IOS XERE L&
BNEN SN, REATIEESATENE—EFANBIIZRA, MR , BRAERAR
TRXPEEFHANER , HERNRIEED B ZH. HlW : FESSH, FRLECUBE, ¥
HTTPSHIZF N T TR RS R EER 4R,

- BREANRINRZ R 1% Zhostname.domain, FLEEE WRESTE &K B 3Bt £ RRSAZ 4R
o MERTHMANKEBE K EEAVUECHRLTENES/ENMERERBHANXK

s BRE—REEGOTRUSHES. o SiEMIRA T 4 L Scrypto pki exportis 5 —
A, UESHEHAEEMRGE—EFER. A, IUSAZRNESTAMERES , ME—IET
AMNNA N ABEARNR  ETHEIRITE ( lWireshark ) FEA 2N RAR
HETRSANTLS&E, Tt TR EREXHHERSAZ A REN—FFERER T S I8
B, NREEACETAUSHMNRSAEZH , ML BATEEENTSHBAM AT ERERNR
1, XN EMIIEE= £ RN , fINEERAZZEACNENFEILERAR. LR
, B33 £ A dn Hcrypto key move rsaKeyLabel non-exportable , AI LA A] S tH B4R R R N A 7]

fid & =Pl

<#root>
Router(config)#

crypto key generate rsa general -keys nodul us 2048 | abel rsaKey exportabl e



The name for the keys will be: rsaKey

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (eTapsed time was 1 seconds)

Router(config)#
crypto key generate ec keysize 521 exportable | abel ecKey

The name for the keys will be: ecKey

UE R -

<#root>
Router#
show crypto key nypubkey rsa rsaKey

% Key pair was generated at: 10:21:42 EDT Apr 14 2023

Key name: rsaKey

Key type: RSA KEYS

Storage Device: not specified

Usage: General Purpose Key

Key is exportable. Redundancy enabled.

Key Data:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101

[..truncated..]
9F020301 0001

Router#
show crypto key nypubkey ec ecKey

% Key pair was generated at: 10:03:05 EDT Apr 14 2023
Key name: ecKey
Key type: EC KEYS
Storage Device: private-config
Usage: Signature Key
Key is exportable. Redundancy enabled.
Key Data:
30819B30 1006072A 8648CE3D 02010605 2B810400 23038186 000401A2 A77FCD34
[..truncated..]
93FAC967 96ADA79E 4A245881 B2AD2F4A 279A362D F390A20F C06D5845 06DA

crypto pki trustpoint

EEREELNGR NS , ATEIOS XERE#NEEPKIER, (RIEE)
ERBEEL
1. #/MOS XESE /LT LAEBE &L crypto pki authenticatein S MNEL K EAMER P BEICAILEH, F

2 FHRIENETSMARINZZINESENIESR,
2. BNI0S XESERIE AT LUEE crypto pki importfin & S AME W ENFH(D)IEH, IDIERERE


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp5584698560

BEAEIFELRSRIEENIRZ LR,

3. B G A AE R —EFE K L HAauthenticate Mimportis & ( XS AIDIERFALERN |, BE
BEitie. ) FRAFARIE/SAIERREN , SENSEHMES (B/PE+HHED
) o

4. HEERLATFREMEZETHXER/HECAIERE crypto pki authenticate R 2L EN
EXHERLT , EERRNEEHERR#TERRIENEMES,

SEE ;- B EBIH B X crypto pki authenticate M crypto pki importBy 28 LA K SR E £ 4 45 Z RAEH
0 5 AR5 A RAIHNB I FREXEEKME W#H -5 LT,

EERTUEESMS T, XEGTATRLFMAREERFERLERcrypto pki enrollfs I EH
IEBERFER(CSR)FHIE,

EERETSTEANGTHHRER (RELS , AXHTERANRE ) , ETANESERRAMEK
BAFHANTET —LEEERARG

crypto pki trustpoint labTrustpoint
enrollment terminal pem

serial-number none

fgdn none

ip-address none

subject-name cn=router.example.cisco.com
subject-alt-name myrouter.example.cisco.com
revocation-check none

rsakeypair rsaKey

hash sha256

DA -
ap T j:

EI
>

crypto pki trustpoint labTrustpoint LR RBAIREEIRS, T aRER
yplop P P KEBE P TEER RS

¥ Ecrypto pki enrollan /1T VIR 4E,

EARTRHIF |, enrollment terminal pem3g
TNEBZRER(CSR)F LABase64
PEM#& = 3 2 i HH B4 i

H % 3 (51 Zlenroliment selfsigned) 7] F
FRIZBBEZERIES , HFEenroliment url 7]
BB N ENXHTTP URLFHFI A I 2E 5%
L (SCEP) MY, XF RN 5 EE T
RSB E Z Ho

AL IRPEM

serial-number none BERBIFIOS XERZETHRIME




CSR, Xth£fEcrypto pki enrolldn 5 HAE
ZEHRER.

fqdn none

BERBFHTLRELA(FQDN)RINE
CSR, Xth&Ecrypto pki enrolldn H i8]
ZERARTR.

ip-address none

BEEEIFIOS XERZ PR NE
CSR, Xth£fEcrypto pki enrolldn 5 HAE
ZRART

subject-name cn=router.example.cisco.com

R A B CSRAYX50048 A

subject-alt-name myrouter.example.cisco.com

MIOS XE 17.9.1F 8 , TBEZREH
(SAN)ERIES 7 PR 5l 2R AT LU N 2
CSR.

revocation-check none

$5/RI0S XER % B A EIE BB K
Mo MREFMEP AV ZIFIERE
$HIR(CRL), TELIEFIRASIN
(OCSP) , MIAJLAEAIX LR, XEE
ATEERMEMBEERENIOS XEIhEE
RS EAR. EFRAEEIIERFETE
BWIER , bR ERERS.

rsakeypair rsaKey

B T AR ERERIRSAR AN

XFECDSAIEE , £A S| HECEHARZT

Y &5 $ “eckeypair ecKey”

hash sha256

W TEREERANBIIEANRE, &
MBESHA1, SHA256, SHA384,
SHA512

crypto pki enroll

crypto pki enrollin T A FEEEFER LA Kenrollmentin T . (BHIEZE)
FNF 2B RN RBIEES , d55crypto pki enroll labTrustpointf¥ LABase64 PEMX A& =X [ 4 i

EREBZLRIER(CSR) , BT HIFTR.

E , HIEBLERBERAUREFEXASEF , B UNSTTHITES MG | UERBLER

E=ZACARTRIEMESR,

<#root>
Router(config)#

crypto pki enroll |abTrustpoint

% Start certificate enrollment ..

% The subject name in the certificate will include: cn=router.example.cisco.com




% The fully-qualified domain name will not be included in the certificate
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIICrTCCAZUCAQAWIZEhMB8GAIUEAXMYcm91dGVyLmV4YWlwbGUuY212zY28uY29t
[..truncated..]

mGvBGUpn+cDIdFcNVzn8LQk=

————— END CERTIFICATE REQUEST-----

---End - This 1ine not part of the certificate request---

crypto pki authenticate

crypto pki authenticate@r 5 A T EAEBELARMZEFEECALP, BNEELTUHT - REHE
iE, ERRE , FERRETE—NCARIERBHFPEIER. BRSTZWHSHAMMEBHERSE
—1 :l«IE:F:"o

ELi& T enroliment terminal pem@ & , crypto pki authenticate@s S F iR RSB CLI L&
Base64 PEMi& XN VIEP, (AR TiBE)

EEATUXNEERITHORIE , AEEILERERRINRIELMALER P ENES , MERESA
RERIDIEH,

EEAXTURIEEFER , WHEMZEEBRCARIMENIOS XERE , AMEEEEZNFREHITHH
WEFHEEASHFRENEERR.

RTH—FHA , NEERUEFEAHRCA "EEZWIERE, I THEIOS XERRFNXNFIERE ZH
Y T IR 5 A B B St (TP IR AE , B 5 A LU A crypto pki authenticate s S ¥FCAIE AR INEY
|I0S XEi& & EHEER.

EEEMNEESEM : FHcrypto pki authenticate X 54F 21T B HRIEHL A T RHCAB S A EIE
ERMEEETR ; TATHANEMER, FEE , KBS EATHYREEMNFEZINEZRIL
FHITH BRI,

LU 7RI B R ana] 8 F crypto pki authenticate® %13k B R IR EE R 1T B KL :

<#root>
Router(config)#
crypto pki authenticate |abTrust point

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-a1-cr-book_chapter_0111.html#wp1194467080

Certificate has the following attributes:
Fingerprint MD5: C955FC74 7AABC184 D8A75DE7 3C9E7218
Fingerprint SHAl: 3A99FF61 1E9E6C7B DOE567A9 96D882F5 2279C534

% Do you accept this certificate? [yes/no]:
yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

crypto pki import

hHTATHEMIDIERSAGER. EMEERIARITE-—NIDILES , BRRHGT

Z= AR S ARIES, (FIIJTJ'Ln/f)
AR R & 7R a0 {al {58 A crypto pki import@s S & HE BN Z 81 S AZI RAIGEES.

<#root>
Router(config)#
crypto pki inport |abTrustpoint certificate

Enter the base 64 encoded certificate.
End with a blank T1ine or the word "quit" on a line by itself

% Router Certificate successfully imported

NREEREGERRIEATEERSIZRIEPNCALEF 2AERASALS , WoWBHIR

<#root>
Router(config)#
crypto pki import |abTrustpoint certificate

% You must authenticate the Certificate Authority before
you can import the router's certificate.

KWIEXN FCAILEH

£ AN INEMCAIE B MM E 5 E R X CAIEB AR EIIOS XE, R , M crypto pki

authenticatein T RRBEE AN SMHITE BRI,

LTt E R R EE/MBIEXNEFE=HCAILEF.

METE

HE



1. BB EBEEHERAMBEMNETR , ZAMTFRENZCAILESH

2. Bit Benrollment terminal pem , BA{Ecrypto pki authenticate @ & & S 1TIERIEB,
3. Bt iErevocation-check none AT § AT 2 H Bk CRL/OCSPK &

4. BFEERHRMIES

5. BBXNZCALIPHNERNEE S R1-4 ( FiEEMNMEERNE—INCAILSR ! )

<#root>

Router(config)#

crypto pki trustpoint PEER- ROOT
Router(ca-trustpoint)#
enrol | nent term nal pem
Router(ca-trustpoint)#

revocati on-check none

Router(ca-trustpoint)#

crypto pki authenticate PEER- ROOT

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: 62D1381E 3E03D06A 912BAC4D 247EEF17
Fingerprint SHA1l: 3C97CBB4 491FC8D6 3D12B489 0C285481 64198EDB

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

N —MNHSAFENEFR BT H BRI

B TE A9 R 1F 4015 88 7 204A] 6 A crypto pki enroll£ B CSR , &£ A crypto pki authenticateXf {8 CAIE$
BT MRRIE , RSB Mcrypto pkiimportS A FBiIEH,

B2 , sSIAHREERER , IEBERTE. 31EH , HANBESNGSHARAER | KAIETHEIES
WEERNIEAX.

FiclE , BNMEERREEERENMERFECALER, Fit , EMTFAARHNCARET AN RAF |, T
3% Fcrypto pki authenticate @ &R I ZANCAIES :



<tfroot>

- Root CA

- Internediate CA 1

BRRTTE

1. 82— MEER , RTREZLE 5 HBRIEARCA,
2. R , EAATIZCSRIVEFERRIEH BIES
3. &fm , REMIEPSATRLEER,

EATER, EALASH —MENNNHSHAIESH T IEEKMRE , MAMHEBSSH AL

o

EBAEM EFEANEER NERANSES
i int ROOT-
& CA crypto pki trustpoint ROO crypto pki authenticate ROOT-CA

CA

crypto pki trustpoint

FIRICA 1 labTrustpoint

crypto pki authenticate labTrustpoint

crypto pki trustpoint crypto pki import certificate

HENZEAUNATEERNPRCAILEBHIEHE, B  RUBSUBBENE R+ HE
CAR A ZEIIOS XERLEM L E.

<#root>

- Root CA

- Internediate CA 1

- Internediate CA 2

UEB B EFEANEER RIfERB ST

& CA crypto pki trustpoint ROOT-  |icrypto pki authenticate ROOT-CA




CA

crypto pki trustpoint INTER-
CA

crypto pki trustpoint
labTrustpoint

H[E]CA 1 crypto pki authenticate INTER-CA

FECA 2 crypto pki authenticate labTrustpoint

crypto pki trustpoint crypto pki import certificate

FARNERLRIARPEN

1. FRE R = H 8)iE B A crypto pki authenticate MFREIEER ( TiILEZLVBHFELES ) .
2. BEALUERER , RESMED (ENEEIZBHMIEPNIED ) CHNRALIIPHREAEES
ASBIEPHE—EER LHTEMRIE,
- EEEERHNEIREL , IOSXERAATEERERZRIIATEEZSZRIITH
CAIEB 2B S AP,

LEFRREXTATRMNMLNEEHRENFHILES , REEXRSHIBED , EERAFIEPEFT
RER EIF L ERYRIEICA.

NEBEL , ERHUATR/FMIEBR

<#root>
- Root CA
ER B EFANGER RERANET
crypto pki trustpoint . . .
& CA crypto pki authenticate labTrustpoint

labTrustpoint

crypto pki trustpoint crypto pki import certificate

7::AAN
s EHHRUEHSATRES , IOS XELHITEMHELMRE , UBRIEPERERXERE, X
EERFITHNRRE L |, 5 HE(show logging)EHK LL“CRYPTO_PKI'FF kB 1T
THFEANE —LFENRHE

RIFEE R EE SR PR B ERITRERZ B/ ZERE

<tfroot>



004458:
Aug 9
21:05:34.403: CRYPTO_PKI: trustpoint TabTrustpoint authentication status = 0
YUCRYPTO PKI: Cert not yet valid or is expired -
start date: 05:54:04 EDT
Aug 29

2019
end date: 05:54:04 EDT Aug 28 2022

R KREZE Arevocation-check , I0OS XEFES AIE P2 eiBNEEN FERITHERE

<#root>

003375: Aug 9 20:24:14:

%Kl - 3- CRL_FETCH FAIL: CRL fetch for trustpoint ROOT failed
003376: Aug 9 20:24:14.121:

CRYPTO_PKI: enrollnment url not configured

EEFAXRETEORIRSANEERKRENEARGE , BEAUTH S :

show crypto pki trustpoints trustpoint_name
show crypto pki certificates trustpoint_name
show crypto pki certificates verbose trustpoint_name

HUEHEER

YRS ARBREMPKIBIEE |, FHAUTER,

debug crypto pki messages
debug crypto pki transactions
debug crypto pki validation
debug crypto pki api

debug crypto pki callback

debug ss1 openssl error
debug ss1 openssT msg
debug ss1 openssl states
debug ss1 openssl ext



=410S PKI#E %

B APKCS124& 3\ KL $
HUECARMBEF TREALIPKCS#121 X (.pfx. .p12)IRMHE 24,

PKCS#122 —M4FHREMIE BN , HPMRIER T & PN EMER ESrsaB A5 — 2 il
4.

HRXFEETEAIOS XERTSA , HATUEAUATHTEMSA ¢

<#root>
Router(config)#

crypto pki import PKCS12-TP pkcsl1l2 term nal password Ciscol23

or
Router(config)#

crypto pki inmport PKCS12-TP pkcsl12 ftp://cisco:cisco@92.168.1.1/certificate.pfx password G scol23

% Importing pkcsl2...

Address or name of remote host [192.168.1.1]7

Source filename [certificate.pfx]?

Reading file from ftp://cisco@192.168.1.1/certificate.pfx!

[OK - 2389/4096 bytes]

% You already have RSA keys named PKCS12.

% If you replace them, all router certs issued using these keys
% will be removed.

% Do you really want to replace them? [yes/no]:

yes

CRYPTO_PKI: Imported PKCS12 file successfully.

S HPKCS125(PEMIE$H

EIE R A LUSIEH LABase64 4 STASPEM, Baseb4 &R 4 X AHKPKCS12I8RN S HBIKR MR , LB A
B EMBIFIRR

XERBHFHUNEREZMNIEELE , HEEBEATERAZIBRE FMHIEBHIRCAILEH,
BT R—EREIEE

<#root>
Router(config)#

crypto pki export |abTrustpoint pemterm na



Router(config)#
crypto pki export |abTrustpoint pemterninal 3des password Cisco! 123
Router(config)#

crypto pki export |abTrustpoint pkcsl2 terninal password cisco! 123

S HRSAZEH

AREFESHRSAZY , LESAIEMRBIATHEFRRIE, RREANCENTSEHN
, ATBAE Mcrypto key exporti £ AR N 5 3% (DES. 3DES. AES)MEBS H#4A.

~IRE

<#root>
Router(config)#
crypto key export rsa rsakKey pemterm nal aes Cisco! 123

% Key name: IOS-VG
Usage: General Purpose Key
Key data:
————— BEGIN PUBLIC KEY-----
[..truncated..]
————— END PUBLIC KEY-----

base64 len 1664----- BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: AES-256-CBC,40E087AFFO886DA7C468D2084A0DECFB

[..truncated..]
————— END RSA PRIVATE KEY-----

MRBHALZESH , MEERER.

<#root>
Router(config)#

crypto key export rsa kydavis.cisco.compemtermn nal 3des mySecret Password

% RSA keypair kydavis.cisco.com' is not exportable.

Import RSA Keys generated off-box

REEHERMRSER FHMITRSARIES 612 |, Rtk 7] BAE A crypto key importds %5 ARSAZ
8, TR, FERAZEBHRTS A



<#root>
Router(config)#
crypto key inmport rsa rsaKey general - purpose exportable term nal nySecretPassword

% Enter PEM-formatted public General Purpose key or certificate.
% End with a blank Tine or "quit" on a line by itself.

% Enter PEM-formatted encrypted private General Purpose key.
% End with "quit" on a line by itself.

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,9E31AAD9B7463502
[..truncated..]

quit
% Key pair import succeeded.

i BRRSAZ: 4R
£ A dn B crypto key zeroize rsa rsaKeyl Bk & FrsaKeyFIRSAZEAXT o
B Trustpool§ A BRI Z{EECARLS

EEHSEE/KARE , ERMEAMER., SERBEIESENCALBH , FEUREESINR
EECA,

BRIAMCAREE , M1t Hhttps://www.cisco.com/security/pki/

—NERLRZRERAU TS T Hios_core.p7bX# :

<#root>
Router(config)#
crypto pki trustpool inport clean url http://ww.cisco.conlsecurity/pki/trs/ios_core.p7b

Reading file from http://www.cisco.com/security/pki/trs/ios_core.p7b
Loading http://www.cisco.com/security/pki/trs/ios_core.p7b

% PEM files import succeeded.

Router(config)#

= 0l 0] R AR
MR EFERRESECSRIMNAECSRIE FIEBEELM ?
5, £RARECSRE , TUEFECSRE MM E R TR 3 E SR IEE S,


https://www.cisco.com/security/pki/

HRIUE/ S AEBHEER , ENEAXFLE R LRI ERTTRIIE,
REEEARXEIRMAERERRSAZS , IS ACSRFLRIEBEHITH HRIE/F A

EE | BIREESHRBREMLSRIE/SANIES , MRXEIEFH L EHREERSHDIEER
, M gE L= £ E AN R,

EEERLEMCSREGSFENHIEH LK ?
B, HEPEEFRS , XAERREN, EE AT Terypto pki enrollds 5 LA A 2 HEYCSRH

FRCAFHRIIPEENE , ANERIE/SANABIERDESRF, EEHFHcrypto pki
authenticate/crypto pki importE#2iE 4 &9 i 8 i 2 E 2 1B iE B AR 21,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



