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aaa aut hentication ppp default if-needed krb5 | oca
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AS5200#¢ i Kerberos V5

version 11.2

service tinmestanps debug dateti ne nsec
|

host nane ci sco5200

!
aaa new node

aaa authentication |ogin cisco2 krb5 | oca
aaa aut hentication ppp cisco krb5 loca
enabl e secret

enabl e password

|
usernane cisco password cisco
i p host-routing
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i p donmi n-nane ci sco. edu
i p nane-server 10.10.1.25
i p nane-server 10.10.20.3
kerberos | ocal -real m Cl SCO EDU
kerberos srvtab entry host/ci sco5200. ci sco. edu@l SCO. EDU
0 861289666 2
1 80:>:11338>531159=
|

I-—— You do not actually enter the previous line. !---
Enter "kerberos srvtab remote 10.10.1.8 /ts/krb5.keytab"
and the !--- the router TFTPs the key entry on its own.
kerberos server Cl SCO EDU 10.10. 1.8 kerberos credential s
forward isdn switch-type primary-5ess clock timezone GV
-6 clock summer-tine CDT recurring ! controller T1 O
fram ng esf clock source line primary |inecode b8zs pri -
group tineslots 1-24 ! controller T1 1 fram ng esf clock
source |line secondary |inecode b8zs pri-group tineslots
1-24 ! interface EthernetO ip address 10.10.110. 245
255.255.255.0 no ip nroute-cache ! interface Serial 0 no
i p address no ip nroute-cache shutdown ! interface
Seriall no ip address no ip nroute-cache shutdown !
interface Serial 0:23 ip unnunbered EthernetO no ip
nT out e- cache encapsul ati on ppp isdn i ncom ng-voi ce nodem

no cdp enable ! interface Seriall:23 ip unnunbered
Et hernet0 no ip nroute-cache encapsul ation ppp isdn
i ncom ng-voi ce nodem no cdp enable ! interface G oup-

Asyncl ip unnurmbered EthernetO no ip nroute-cache
encapsul ati on ppp async node interactive peer default ip
address pool nypool dialer in-band dialer idle-tineout
9999 dialer-group 1 no cdp enabl e ppp authentication pap
cisco group-range 1 48 ! ip local pool mypoo

10. 10. 110. 97 10.10.110.1244 no ip classless ip route
0.0.0.0 0.0.0.0 10.10.110.254 ! dialer-list 1 protoco

ip permit ! line con O login authentication test line 1
48 aut osel ect ppp | ogin authentication cisco2 nodem
InQut transport input all line aux O nodem | nCut

transport input all flowontrol hardware line vty 0 10
exec-timeout 0 O login authentication cisco2 ! end

Kerberos KDCEi i

BRERNinetdiREEHNRA.,

XX ARGIERS%E, MEEMZENTelnet, NFEEAZFZ/F{tTelnetBF R EEN Telnet , FtbiX
LT HNARTE,

Rinetdig B O

# cat /etc/services

Syntax: ServiceNane Port Nunber/Protocol Nane [alias\_1,...,alias\_n] [#coments]

Servi ceNaneof ficial Internet service nane

Por t Nunmber the socket port nunber used for the service

Pr ot ocol Nanet he transport protocol used for the service

alias unof ficial service names

#coment s text follow ng the comment character (#) is ignored

HOHHHH K HHH



tftp69/ udp

ker ber 0s88/ udpkdc
ker ber 0s88/t cpkdc

kxct 549/t cp

kl ogi n 543/ tcp # Kerberos authenticated rlogin

kshel | 544/tcp cnd # and renote shel

ker beros-adm 749/t cp # Kerberos 5 adni n/ changepw

ker ber os-adm 749/ udp # Kerberos 5 adni n/ changepw

ker ber os-sec 750/ udp kdc # Kerberos aut hentication--udp

ker ber os- sec 750/ tcp kdc # Kerberos authentication--tcp

kr b5\ _prop 754/ tcp # Kerberos sl ave propagation

ekl ogi n 2105/tcp # Kerberos auth. & encrypted rlogin

kr b524 4444/t cp # Kerberos 5 to 4 ticket translator

#cat /etc/inetd. conf

i dent stream tcp nowait root /usr/local/etc/in.identd in.identd
ftp stream tcp nowait root /usr/sbin/tcpd ftpd
telnet stream tcp nowait root /usr/sbin/tcpd tel netd
#shel | stream tcp nowait root /usr/sbin/tcpd rshd
shel | stream tcp nowait root /usr/sbin/rshd rshd

#l ogin stream tcp nowait root /usr/sbin/tcpd rl ogi nd
I ogin stream tcp nowait root /usr/sbin/rlogind rl ogi nd
exec stream tcp nowait root / usr/ sbin/rexecd rexecd
# Run as user "uucp" if you don't want uucpd's wtnp entries.

#uucp stream tcp nowait root /usr/ sbi n/ uucpd uucpd
#finger stream tcp nowait root /usr/sbin/tcpd fingerd
# tftp was /tnmp and is now /ts for terminal server macros

tftp dgram udp wai t nobody /usr/sbin/tcpd tftpd /ts
consat dgram udp wai t r oot /usr/ sbi n/ conmsat consat

1% B Kerberosht B X 4

ETk,
27 (Kerberos®&

1&5%%& KDCHR S5 28152 EXRY JL N KerberosBL E X . BAXix&ES
EiEmE) W (RRE

Hi5mE)

# cat /etc/krbb. conf

[1i bdefaul ts]
def aul t
ticket

defaul t _tkt

[ real ms]
Cl SCO. EDU = {
kdc =
adm n_server =
default _domain

}

[ domai n_real n
. ci sco. edu
ci sco. edu

[ oggi ng]
kdc =

_realm=
lifetime
defaul t _tgs_enctypes
_enctypes

Cl SCO. EDU
= 600
= des-chbc-crc
= des-chbc-crc

ci scoaxa. ci sco. edu: 88

ci scoaxa. ci sco. edu
Cl SCO. EDU

Cl SCO. EDU
Cl SCO. EDU

FI LE: / var /| og/ kr b5kdc. | og

e

YHEAER B


ftp://athena-dist.mit.edu/pub/ATHENA/kerberos/doc/

adm n_server = FILE: /var/l og/kadm n.|og
default = FILE:/var/log/krb5lib.log

# cat /usr/local/var/krb5kdc/ kdc. conf

[ kdcdef aul t s]

kdc_ports = 88, 750
[ real ms]
Cl SCO. EDU = {

dat abase_nanme = /usr/ | ocal /var/ krb5kdc/ princi pal

adm n_keytab = FI LE:/usr/ | ocal /var/krb5kdc/ kadnb. keyt ab

acl _file = /usr/local/var/krb5kdc/ kadnb. acl

acl _file = /usr/local/var/krb5kdc/ kadnb. di ct

key_stash_file = /usr/local/var/krb5kdc/. k5. Cl SCO. EDU

kadmi nd_port = 749

max_life = 10h Om Os

max_renewabl e Iife = 7d Oh Om Os

mast er _key_type = des-cbc-crc

supported_enctypes = des-cbc-crc: normal des: normal des:v4
des: noreal m des: onl yreal m des: af s3

}
A KDCHR 35 B i B e

BTK , £FECEKDCRS R EANBIEE.

1. % A a5 T kdb5_util:
# kadmin/dbutil/kdb5_util
Usage: kdb5 util cnd [-r realn] [-d dbnane] [-k nkeytype] [-M nkeynane]
[-mM [cmd options]
create[-s]
destroy[-f]
stash[-f keyfile]
dunp[-old] [-ov] [-b6] [-verbose] [filenane[princs...]]
load[-old] [-ov] [-b6] [-verbose] [-update] fil ename
dunp_v4[fil enane]
load_v4[-t] [-n] [-v] [-K [-s stashfile] inputfile

# kadmin/dbutil/kdb5_util destroy -r cisco.edu
kdb5_util: No such file or directory while setting active database to
"/usr/local/var/krb5kdc/ principal"

# kadmin/dbutil/kdb5_util create -r CISCO.EDU -s
Initializing database '/usr/local/var/krb5kdc/principal'’
for realm'Cl SCO EDU ,

nast er key nane ' K/ M@l SCO. EDU

You will be pronpted for the database Master Password.
It is inportant that you NOT FORGET this password.

Enter KDC dat abase nmster key:

Re-enter KDC dat abase master key to verify:

EBEITFTPAEAkerberos srvtab remotefi S MEE 25 Rsrvtab AT, EEHRITILIR/E,
# kadmin/dbutil/kdb5_util stash -r CISCO.EDU
Enter KDC dat abase master key:

2. B AMAFPRINEIEIEE | E#FHkadmin.localii © :

# kadmin/cli/kadmin.local

kadm n.local: listprincs
kadm n/ adm n@Cl SCO. EDU



kadni n/ changepw@Cl SCO. EDU

K/ M@arl SCO. EDU

kr bt gt / Cl SCO. EDU@CI SCO. EDU

kadmi n/ hi st ory@l SCO. EDU

kadmi n. | ocal :

kadm n.local: ?

Avai | abl e kadmi n. | ocal requests:

add_princi pal, addprinc, ank

Add princi pal
del et e_principal, delprinc

Del ete princi pal
nmodi fy_princi pal, nodprinc

Modi fy princi pal

change_password, cpw Change password

get _principal, getprinc Get principal

list_principals, listprincs, get_principals, getprincs
Li st principals

add_pol i cy, addpol Add policy

nodi fy_policy, nodpol Modi fy policy

del ete_policy, del pol Del ete policy

get _policy, getpol Get policy

list_policies, listpols, get_policies, getpols
Li st policies

get _privs, getprivs Get privil eges

kt add, xst Add entry(s) to a keytab

ktrermove, ktrem Rermove entry(s) from a keytab

list_requests, Ir, ? Li st avail abl e requests.

quit, exit, g Exit program

ORMAR

kadm n.local: ank ciscol@cl SCO EDU

Enter password for principal "ciscol@l SCO EDU":
Re-enter password for principal "ciscol@ SCO EDU':
Princi pal "ciscol@ SCO EDU" creat ed.
GREVH BT BIRERN S

kadmi n.local: listprincs

kadm n/ adm n@cl SCO. EDU

kadmi n/ changepw@Cl SCO. EDU

ci scol@cl SCO. EDU

K/ M@rl SCO. EDU

kr bt gt / Cl SCO. EDU@CI SCO. EDU

kadmi n/ hi st or y@cl SCO. EDU

. W NCiscoRg HHERMIS A :
kadm n.l ocal : ank host/ci sco5200. ci sco. edu@Cl SCO. EDU
Enter password for principal "host/cisco5200. cisco.edu@ SCO EDU":

Re-enter password for principal "host/cisco5200. cisco.edu@ SCO EDU":
Princi pal "host/ci sco5200. ci sco. edu@ SCO EDU' cr eat ed.

. IREXCiscolf Bk P& 4A -

kadmi n.l ocal: ktadd host/ci sco5200. ci sco. edu@Cl SCO. EDU

Entry for principal host/cisco5200.cisco. edu@ SCO EDU wi th kvno 2,
encryption type DES-CBC- CRC added to keytab WRFILE:/etc/krb5. keyt ab.

BE-THERE

kadmi n.local: [listprincs

kadm n/ adm n@cl SCO. EDU

kadmi n/ changepw@Cl SCO. EDU

ci scol@cl SCO. EDU

K/ M@l SCO. EbU

kr bt gt / Cl SCO. EDU@LI SCO. EDU

kadmi n/ hi st or y@cl SCO. EDU

host/ ci sc05200. ci sco. edu@Cl SCO. EDU



kadnmi n.local: quit

8. FtkeytabX ¥+ %3 2 E% 2R EEW BIE ML E -
# cp /etcl/krb5. keytab /ts/
# chnod 777 /ts/krbb5. keytab

9. B3IKDCHRSE &S :
# kdc/ kr b5kdc
#

10. K EAERESLERET
# ps -A| grep 'krb5
6043 ?? I 0: 00. 01 kdc/ kr b5kdc
23427 ttypf S + 0: 00. 05 grep krb5

1. BBHER B ENEBARSEKE
ci sco5200( confi g) #kerberos srvtab remote 10.10.1.8 /ts/krb5.keytab
Loadi ng /ts/krb5. keytab from 10.10.1.8 (via Ethernet0): !
[OK - 229/ 1000 byt es]

12. RERHES , BR—VUIHRE -

ci sc05200#write terminal

aaa new nodel

aaa authentication |ogin cisco2 krb5 | ocal

aaa authentication ppp cisco krb5 | ocal

kerberos | ocal -real m Cl SCO EDU

kerberos srvtab entry host/cisco5200. ci sco. edu@Cl SCO. EDU 0 861289666
2 1 8 0:>:11338>531159=

ker beros server Cl SCO EDU 10.10.1.8

kerberos credentials forward

13. I AR RA AR B FERHER
ci sco5200#terminal monitor
ci sc05200#debug kerberos
Ker ber os debugging is on
ci sc05200#debug aaa authen
AAA Aut henti cation debugging is on
ci sc05200#show clock
10: 16: 41. 797 CDT Thu Apr 17 1997
ci sco5200#
Apr 17 15:16:58.965: AAA/ AUTHEN: create_user user='' ruser="' port="tty51'
rem addr="12.12. 109. 64’
aut hen_TYPE=ASCI | service=LOG N priv=1
Apr 17 15:16:58.969: AAA/ AUTHEN START (0): port="tty51' list='cisco2
ACTI ON=LOG N servi ce=LOd N
Apr 17 15:16:58.969: AAA/ AUTHEN START (1957396): found Ii st
Apr 17 15:16:58.973: AAA/ AUTHEN START (1667706374): METHOD=KRB5
Apr 17 15:16:58.973: AAA/ AUTHEN (1667706374): status = GETUSER
Apr 17 15:17:02.493: AAA/ AUTHEN CONT (1667706374): continue_l ogin
Apr 17 15:17:02.493: AAA/ AUTHEN (1667706374): status = GETUSER
Apr 17 15:17:02.497: AAA/ AUTHEN (1667706374): METHOD=KRB5
Apr 17 15:17:02.497: AAA/ AUTHEN (1667706374): status = GETPASS
Apr 17 15:17:05.401: AAA/ AUTHEN CONT (1667706374): continue_l ogin
Apr 17 15:17:05.405: AAA/ AUTHEN (1667706374): status = GETPASS
Apr 17 15:17:05.405: AAA/ AUTHEN (1667706374): METHOD=KRB5
Apr 17 15:17:05.413: Kerberos: Requesting TGT with expiration
date of 861319025
Apr 17 15:17:05.417: Kerberos: Sendi ng TGT request with no
pre-aut hori zati on data.
Apr 17 15:17:05.441: Kerberos: Sent TGT request to KDC
Apr 17 15:17:06. 405: Kerberos: Received TGT reply from KDC
Apr 17 15:17:06.465: Domain: query for 245.110.10.10.i n-addr. ar pa
to 10.10.1.25 Reply received ok
Apr 17 15:17:06.569: Kerberos: Sent TGT request to KDC
Apr 17 15:17:06.769: Kerberos: Received TGT reply from KDC
Apr 17 15:17:06.881: Kerberos: Received valid credential with



endtinme of 861232625
Apr 17 15:17:06.897: AAA/ AUTHEN (1667706374): status = PASS

18 15 )t 7 B

XRRIHETEDRIENPPPAF,

ci sco5200#debug ppp auth

Apr 17 15:47:15.285: Async6: Dialer received incomng call from <unknown>

%.1 NK- 3- UPDOMN: I nterface Async6, changed state to up

Apr 17 15:47:17.293: Async6: Dialer received incomng call from <unknown>

Apr 17 15:47:17.909: PPP Async6: PAP receive authenticate request ciscol

Apr 17 15:47:17.913: PPP Async6: PAP authenticating peer ciscol

Apr 17 15:47:17.917: AAA AUTHEN: create_user user='ciscol' ruser=""' port="Async6'
rem addr =" async/ 6151010'

aut hen_TYPE=PAP servi ce=PPP priv=1

Apr 17 15:47:17.917: AAA/ AUTHEN START (0): port='Async6' |ist='cisco

ACTI ON=LOG N ser vi ce=PPP

Apr 17 15:47:17.921: AAA AUTHEN START (4706358): found I|ist

Apr 17 15:47:17.921: AAA AUTHEN START (712179591): METHOD=KRB5

Apr 17 15:47:17.929: Kerberos: Requesting TGT with expiration date of 861320837

Apr 17 15:47:17.933: Kerberos: Sending TGT request with no pre-authorization data.

Apr 17 15:47:17.957: Kerberos: Sent TGT request to KDC

Apr 17 15:47:18.765: Kerberos: Received TGT reply from KDC

Apr 17 15:47:18.893: Kerberos: Sent TGT request to KDC

Apr 17 15:47:19.097: Kerberos: Received TGT reply from KDC

Apr 17 15:47:19. 205: Kerberos: Received valid credential with endtine of 861234437

Apr 17 15:47:19.221: AAA AUTHEN (712179591): status = PASS

Apr 17 15:47:19.225: PPP Async6: Renpte passed PAP authentication sendi ng Aut h- Ack.

Apr 17 15:47:19.225: Async6: authenticated host ciscol with no matching dialer nmap

% .1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Async6, changed state to up

B B B PR
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ci sco5200#

ci sco5200#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ci sc05200( conf i g) #kerberos local-realm junk.COM

ci sco5200#

Apr 17 15:19:16.089: AAA/ AUTHEN: create_user user='"' ruser=""
port="tty51" rem addr="'12.12.109. 64" authen_TYPE=ASCI |
service=LOG N priv=1

Apr 17 15:19:16.093: AAA/ AUTHEN START (0): port="tty51" list="cisco2
ACTI ON=LOA N servi ce=LOG N

Apr 17 15:19:16.097: AAA/ AUTHEN START (1957396): found |i st

Apr 17 15:19:16.129: AAA/ AUTHEN START (56280416): METHOD=KRB5

Apr 17 15:19:16.129: AAA/ AUTHEN (56280416): status = GETUSER

Apr 17 15:19:21.721: AAA AUTHEN CONT (56280416): continue_| ogin

Apr 17 15:19:21.721: AAA/ AUTHEN (56280416): status = GETUSER

Apr 17 15:19:21.725: AAA/ AUTHEN (56280416): METHOD=KRB5

Apr 17 15:19:21.725: AAA/ AUTHEN (56280416): status = GETPASS

Apr 17 15:19:26.057: AAA/ AUTHEN CONT (56280416): continue_|l ogin

Apr 17 15:19:26.057: AAA/ AUTHEN (56280416): status = GETPASS



Apr 17 15:19:26.061: AAA/ AUTHEN (56280416): METHOD=KRB5

Apr 17 15:19:26.065: Kerberos: Requesting TGT with expiration date
of 861319166

Apr 17 15:19:26.069: Kerberos: Sendi ng TGT request with no
pre-aut hori zation data.

Apr 17 15:19:26.089: Kerberos: Received invalid credential.

Apr 17 15:19:26.093: AAA/ AUTHEN (56280416): password incorrect

Apr 17 15:19:26.097: AAA/ AUTHEN (56280416): status = FAIL

Apr 17 15:19:28.169: AAA/ AUTHEN: free user ciscol tty51 12.12.109.64

aut hen_TYPE=ASCI | service=LOG N priv=1

Apr 17 15:19:28.173: AAA/ AUTHEN: create_user user='"' ruser=""
port="tty51" rem addr="'12.12.109.64"' authen_TYPE=ASCI |
service=LOG N priv=1

Apr 17 15:19:28.177: AAA/ AUTHEN START (0): port="tty51" list='cisco2
ACTI ON=LOA N servi ce=LOGE N

Apr 17 15:19:28.177: AAA/ AUTHEN START (1957396): found |i st

Apr 17 15:19:28.181: AAA AUTHEN START (126312328): METHOD=KRB5

17 15:19:28.181: AAA AUTHEN (126312328): status = CETUSER

DNS’F;ﬁﬂE}ﬁ

Apr 10 17:22:15.370: Kerberos: Requesting TGT with expiration date
of 860721735

Apr 10 17:22:15.374: Kerberos: Sending TGTI request with no

pre-aut hori zati on data.

Apr 10 17:22:15.398: Kerberos: Sent TGT request to KDC

Apr 10 17:22:16.034: Kerberos: Received TGT reply from KDC

Apr 10 17:22:16.090: Domain: query for 245.110.10.10.i n-addr. arpa

to 255. 255. 255. 255 Reply received enpty

B o BRSO T o

pppci scol#

Apr 18 20:41:41.011: AAA/ AUTHEN: create_user user='"' ruser=""
port="tty51" rem addr="171. 68.109. 64" authen_TYPE=ASCI |
servi ce=LOG N priv=1

Apr 18 20:41:41.011: AAA/ AUTHEN START (0): port="tty51" list="cisco2
ACTI ON=LOA N servi ce=LOG N

Apr 18 20:41:41.015: AAA/ AUTHEN START (1957396): found |i st

Apr 18 20:41:41.015: AAA/ AUTHEN START (4036314657): METHOD=KRB5

Apr 18 20:41:41.019: AAA/ AUTHEN (4036314657): status = GETUSER

Apr 18 20:41:43.835: AAA/ AUTHEN CONT (4036314657): continue_l ogin

Apr 18 20:41:43.839: AAA/ AUTHEN (4036314657): status = GETUSER

Apr 18 20:41:43.839: AAA/ AUTHEN (4036314657): METHOD=KRB5

Apr 18 20:41:43.843: AAA/ AUTHEN (4036314657): status = GETPASS

Apr 18 20:41:48.835: AAA/ AUTHEN CONT (4036314657): continue_l ogin

Apr 18 20:41:48.839: AAA/ AUTHEN (4036314657): status = GETPASS

Apr 18 20:41:48. 839: AAA/ AUTHEN (4036314657): METHOD=KRB5

Apr 18 20:41:48.847: Kerberos: Requesting TGT with expiration date
of 861424908

Apr 18 20:41:48.851: Kerberos: Sending TGI request with no
pre-aut hori zation data.

Apr 18 20:41:48.875: Kerberos: Sent TGTI request to KDC

Apr 18 20:41:49.675: Kerberos: Received TGT reply from KDC

Apr 18 20:41:49.795: Kerberos: Sent TGT request to KDC

Apr 18 20:41:50.119: Kerberos: Received TGT reply from KDC

Apr 18 20:41:50.155: AAA/ AUTHEN (4036314657): password incorrect

Apr 18 20:41:50. 159: AAA/ AUTHEN (4036314657): status = FAIL

Apr 18 20:41:52.235: AAA AUTHEN: free user ciscol tty51 171.68.109.64



aut hen_TYPE=ASCI | service=LOG N priv=1

Apr 18 20:41:52.239: AAA/ AUTHEN: create_user user='' ruser=""
port='"tty51" rem addr="'171. 68.109. 64" authen_TYPE=ASCI |
service=LOG N priv=1

Apr 18 20:41:52.243: AAA/ AUTHEN START (0): port="tty51' list='cisco2' A
CTI ONFLOG N servi ce=LOG N

Apr 18 20:41:52.243: AAA/ AUTHEN START (1957396): found |i st

Apr 18 20:41:52.247: AAA/ AUTHEN START (1817975874): METHOD=KRB5

Apr 18 20:41:52.247: AAA/ AUTHEN (1817975874): status = GETUSER

Apr 18 20:42:08. 143: AAA/ AUTHEN ABORT: (1817975874) because
Carrier dropped.

Apr 18 20:42:08.147: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

LTRRAFEINANE

$telnet 10.10.110.245
Trying 10.10.110.245 ...
Connected to 10.10.110. 245.
Escape character is '"]".

User

Access Verification

User nane: ciscol

Passwor d:
Ker ber os: Failed to retrieve tenporary service credential s!
Ker ber os: Failed to validate TGT!

% Access deni ed

User nane:

% PR 2EKerberos SR B

Apr

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Apr
Apr
Apr

Apr
Apr
Apr
Apr

18 19: 04: 49.983: AAA/ AUTHEN: create_user user=''
ruser="" port="tty51" remaddr="171.68.109. 64" authen_TYPE=ASCI |
service=LOG N priv=1

18 19: 04:49.987: AAA/ AUTHEN START (0): port="tty51" list="cisco2
ACTI ON=LOA N servi ce=LOG N

18 19:04:49.987: AAA AUTHEN START (1957396): found |ist

18 19:04:49.991: AAA AUTHEN START (3962282505): METHOD=KRB5

18 19: 04:49.995: AAA/ AUTHEN (3962282505): status = CGETUSER

18 19: 04:53.475: AAA/ AUTHEN CONT (3962282505): continue_l ogin

18 19: 04:53.479: AAA AUTHEN (3962282505): status = CGETUSER

18 19:04:53.479: AAA AUTHEN (3962282505): METHOD=KRB5

18 19: 04:53. 483: AAA/ AUTHEN (3962282505): status = GETPASS

18 19: 04: 56. 283: AAA/ AUTHEN CONT (3962282505): continue_l ogin

18 19: 04:56.283: AAA/ AUTHEN (3962282505): status = GETPASS

18 19: 04:56.287: AAA AUTHEN (3962282505): METHOD=KRB5

18 19: 04:56.291: Kerberos: Requesting TGI with expiration date
of 861419096

18 19: 04:56.295: Kerberos: Sending TGTI request with no
pre-aut hori zation data.

18 19: 04:56.323: Kerberos: Sent TGTI request to KDC

18 19: 04:56. 355: Kerberos: Received TGT reply from KDC

18 19:04:56.363: Kerberos: dCient not found in Kerberos database

18 19: 04:56.371: Kerberos: Received invalid credential.

18 19: 04:56.375: AAA/ AUTHEN (3962282505): password incorrect

18 19:04:56.379: AAA/ AUTHEN (3962282505): status = FAIL

18 19: 04:58.679: AAA/ AUTHEN: free user cisco3 tty51 171.68.109. 64



Apr

Apr
Apr
Apr
Apr

Apr

aut hen_TYPE=ASCI | service=LOG N priv=1

18 19: 04:58.687: AAA/ AUTHEN: create_user user='"' ruser=""
port="tty51" rem addr="171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1

18 19: 04:58.687: AAA/ AUTHEN START (0): port="tty51" list='cisco2
ACTI ON=LOA N servi ce=LOGE N

18 19: 04:58.691: AAA AUTHEN START (1957396): found |i st

18 19: 04:58. 743 AAA AUTHEN START (1209738018): METHOD=KRB5

18 19: 04:58. 747: AAA AUTHEN (1209738018): status = GETUSER

18 19: 05: 04. 863: AAA AUTHEN ABORT: (1209738018) because
Carrier dropped.

18 19: 05: 04.863: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

ELRERIEES  BER T EIRN R
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18 19: 06: 05.427: AAA/ AUTHEN. create user user=""' ruser=""'
port="tty51" rem addr="171. 68.109. 64' aut hen_TYPE=ASCI |
service=LOG N priv=1

18 19: 06: 05.427: AAA/ AUTHEN START (0): port="tty51" list="cisco2
ACTI ON=LOA N servi ce=LOG N

18 19: 06: 05. 431: AAA AUTHEN START (1957396): found |i st

18 19: 06: 05. 431: AAA AUTHEN START (3693437965): METHOD=KRB5

18 19: 06: 05. 435: AAA/ AUTHEN (3693437965): status = GETUSER

18 19: 06: 07. 763: AAA/ AUTHEN CONT (3693437965): continue_l ogin

18 19: 06: 07. 763: AAA/ AUTHEN (3693437965): status = GETUSER

18 19:06:07.767: AAA AUTHEN (3693437965): METHOD=KRB5

18 19:06:07. 767: AAA AUTHEN (3693437965): status = GETPASS

18 19: 06: 14.895: AAA/ AUTHEN CONT (3693437965): continue_l ogin

18 19: 06: 14. 899: AAA AUTHEN (3693437965): status = GETPASS

18 19: 06: 14. 899: AAA/ AUTHEN (3693437965): METHOD=KRB5

18 19: 06:14.907: Kerberos: Requesting TGT with expiration date
of 861419174

18 19: 06:14.907: Kerberos: Sending TGTI request with no
pre-aut hori zation data.

18 19: 06:14.935: Kerberos: Sent TGT request to KDC

18 19: 06: 15.643: Kerberos: Received TGT reply from KDC

18 19: 06: 15. 683: Kerberos: Received invalid credential.

18 19: 06: 15. 687: AAA/ AUTHEN (3693437965): password incorrect

18 19: 06:15. 691: AAA/ AUTHEN (3693437965): status = FAIL

18 19: 06:17.695: AAA/ AUTHEN: free user ciscol tty51 171.68.109.64
aut hen_TYPE=ASCI | service=LOG N priv=1

18 19: 06: 17.699: AAA/ AUTHEN. create user user='""' ruser=""'
port="tty51" rem addr="171. 68.109. 64' aut hen_TYPE=ASCI |
service=LOG N priv=1

18 19: 06:17.703: AAA/ AUTHEN START (0): port="tty51" list='cisco2
ACTI ON=LOA N servi ce=LOG N

18 19:06:17.703: AAA AUTHEN START (1957396): found |i st

18 19:06:17.707: AAA AUTHEN START (1568599595): METHOD=KRB5

18 19:06:17.707: AAA AUTHEN (1568599595): status = GETUSER

18 19: 06: 22. 751: AAA AUTHEN ABORT: (1568599595) because
Carrier dropped.

18 19: 06: 22. 755: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

APEINTAE

Trying 10.10.110.245 ...
Connected to 10.10.110. 245.
Escape character is '""]"'.



User Access Verification

User nane: ciscol
Passwor d:
% Access deni ed

User nane:

BHES FWSRVTAB%E FIEH

pppci scol#

YSYS-5- CONFI G | : Configured fromconsole by vty0 (171.68.109. 64)

Apr 18 19:08:55.799: AAA/ AUTHEN: create_user user='"' ruser=""
port="tty51" rem.addr="171.68.109. 64" authen_TYPE=ASCI |
service=LOd N priv=1

Apr 18 19:08:55.803: AAA/ AUTHEN START (0): port="tty51" list='cisco2
ACTI ON=LOG N servi ce=LOG N

Apr 18 19:08:55.807: AAA AUTHEN START (1957396): found |i st

Apr 18 19: 08:55.807: AAA/ AUTHEN START (3369934519): METHOD=KRB5

Apr 18 19:08:55.811: AAA/ AUTHEN (3369934519): status = GETUSER

Apr 18 19:08:59.011: AAA/ AUTHEN CONT (3369934519): continue_l ogin

Apr 18 19:08:59.011: AAA/ AUTHEN (3369934519): status = GETUSER

Apr 18 19:08:59.015: AAA/ AUTHEN (3369934519): METHOD=KRB5

Apr 18 19:08:59.015: AAA/ AUTHEN (3369934519): status = GETPASS

Apr 18 19:09: 02.219: AAA/ AUTHEN CONT (3369934519): continue_|l ogin

Apr 18 19:09: 02.219: AAA/ AUTHEN (3369934519): status = GETPASS

Apr 18 19:09: 02.223: AAA/ AUTHEN (3369934519): METHOD=KRB5

Apr 18 19:09:02.231: Kerberos: Requesting TGT with expiration date
of 861419342

Apr 18 19:09:02.231: Kerberos: Sending TGI request with no
pre-aut hori zation data.

Apr 18 19:09: 02. 259: Kerberos: Sent TGT request to KDC

Apr 18 19:09: 02.311: Kerberos: Received TGTI reply from KDC

Apr 18 19:09: 02.435: Kerberos: Sent TGT request to KDC

Apr 18 19:09: 02. 555: Kerberos: Received TGT reply from KDC

Apr 18 19:09:02.643: AAA/ AUTHEN (3369934519): password incorrect

Apr 18 19:09: 02. 643: AAA/ AUTHEN (3369934519): status = FAIL

Apr 18 19:09: 04.779: AAA/ AUTHEN: free user ciscol tty51 171.68.109.64

aut hen_TYPE=ASCI | service=LOG N priv=1

Apr 18 19:09: 04. 783: AAA/ AUTHEN. create_user user='' ruser=""'
port="tty51" rem.addr="171.68.109. 64" authen_TYPE=ASCI |
service=LOd N priv=1

Apr 18 19:09: 04.787: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2'
ACTI ON=LOA N servi ce=LOGd N

Apr 18 19:09:04.791: AAA AUTHEN START (1957396): found I|ist

Apr 18 19:09: 04. 843: AAA/ AUTHEN START (2592922252): METHOD=KRB5

Apr 18 19:09: 04. 843: AAA/ AUTHEN (2592922252): status = GETUSER

Apr 18 19:09:11.751: AAA/ AUTHEN ABORT: (2592922252) because
Carrier dropped.

Apr 18 19:09:11.755: AAA AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

LTRAFEINANE

Trying 10.10.110.245 ...
Connected to 10.10.110. 245.
Escape character is '"]"’

User Access Verification



User nane: ciscol

Passwor d:
Failed to retrieve SRVTAB key!
Ker ber os: Failed to validate TGT!

% Access deni ed

User nane:

i
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