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B, REFBFRENFSENHLEE, X2SHBELBRZAHBRNERANZEENTI,
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TREEZR,
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10.2.3.x network

I, RRENAT —MERIK , A TR EHR

access-list 169 permit icmp any any echo
access-list 169 permit icmp any any echo-reply
access-list 169 permit udp any any eq echo
access-list 169 permit udp any eq echo any
access-list 169 permit tcp any any established
access-list 169 permit tcp any any

access-list 169 permit ip any any

interface serial 0
ip access-group 169 in

ZINRBATLTEEABER ; FIEFEER T, ERTRZIREHESHTTERD K,
WZSRATATIREZEFIE =RR B RS : Smurf, SYN ZitH Fraggle.

smurf B £8 B #5

WRIE %K H show access-list %, MSBRXLUF TEMNME

Extended IP access list 169
permit icmp any any echo (2 matches)
permit icmp any any echo-reply (21374 matches)
permit udp any any eq echo
permit udp any eq echo any
permit tcp any any established (150 matches)
permit tcp any any (15 matches)
permit ip any any (45 matches)

BEBRITEON KD BIFRAE ICMP echo NEMIBESAR. X TAER smurf LENITER , RIIW
HWRERALENR, MHFERGFE, BALEESRFRNRNKEEXRENESEE , AT
iR

interface serial 0
no ip access-group 169 in

no access-1list 169

access-list 169 permit icmp any any echo

access-list 169 permit icmp any any echo-reply log-input
access-list 169 permit udp any any eqg echo

access-list 169 permit udp any eq echo any



access-list 169 permit tcp any any established
access-list 169 permit tcp any any
access-list 169 permit ip any any

interface serial 0
ip access-group 169 in

LA FrEM ER R B S A ERERELCRENFRFNRZERFIMT log-input XBFE, (EFHRA
11.2 B9 Cisco 10S D kX BF, BEEAlog X BFZRE, ) XHAFERARIEREREEZY
REXEBHCEMNBEENEE. RIZEE T logging buffered , N TTLAE R show log PB4
REE (AT ERRS , HEEMETHERE—BRNH ). X B 5 LT A -

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.142
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
%SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.113
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.212.72
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 172.16.132.154
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.15
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.142
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
$SEC-6-IPACCESSLOGDP: list 169 denied icmp 172.16.132.47
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

%SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.212.35
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.113
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 172.16.132.59
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.82
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

%SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.212.56
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
$SEC-6-IPACCESSLOGDP: list 169 denied icmp 172.16.132.84
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.212.47
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.45.35
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet

$SEC-6-IPACCESSLOGDP: list 169 denied icmp 192.168.212.15
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
$SEC-6-IPACCESSLOGDP: list 169 denied icmp 172.16.132.33
(Serial0 *HDLC*) -> 10.2.3.7 (0/0), 1 packet
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RNFTEE , IRKRIIXERNENEERR , FERMEIHEIF SR,
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REXFEM. NMZBREZABFESH AU BRTENEN  NEREEPRENZEE, X
smuf RENRLBHRME  RERN AT EZRERFHERR , EXMNEFREEREMEUF LS
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FEEHMEMA no ip directed-broadcast 8% ( REIFEMIE I0S v ) BNA, BB EH KT , it
BEFtaTAXERS., BXMMAPSLE Cisco ®R&E# Smurf REFANIFAEE  BSHKE
Cisco BN Z LM, BXEN Smurf W E Z —REBLURBEXRRIIE Cisco BRENER
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access-1list 169 permit tcp any any established
access-1list 169 permit tcp any any

E—1TREM TCP HIEEE ACK (iR E#RH TIEE, EIFEEHABIIRIIIR B MM 2T eETE EMm
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WREERALR ML,

B—MROHMABERRE , ©5 SYN ZARLEMRAL, EHERKES , TCP EZEETK , A
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o
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B AT REIRER SYN 2t , BREESEERKREENZEE HRRELNS— ISP #91HBD,
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BXREA Cisco REH#TRENFAESR | FEHA N RIRTS .
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o
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ENRNT A, MREXN R T EREBURE | hSTEHROENET A

DoS 2 AN RIS EMX LB MR, N—BEABZARENESHIRAR (PN A) FTE , BRI
uu:UA?%HﬂlmL;E’J;E/J?E%EE%% (MAB). REEFEB, 3 B ESRENNFRHEAHRE (HH
C)o. RBUESEAREK , EERIZLKR.
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- REKIRKER LA %Iﬂlfﬁ%FﬁIﬁU‘ﬁE’J AUEY , EREENREETERS A —UZEE
{EﬁtFEJEW_ HE&T[)OS EZA%/\IE?E
. I&E%%ﬂﬁﬂﬁ{ﬂj EQBIRER IZIEBJE%/\EEEEHTIE?W?—*: SR WL, PRARBERE BBAY
[ SR 3 2 Bt 2t 17 LR R BRo
- WEAERBSZSNKER , AHERGERNZBENER T NRARSHEINRIEF , X—<3F
BFEE,
BERNERETRIEIRE, BE , FRIN NS INEZEFAERERERNEARHA
AR B,
- BMERNZE T HEE |, BEENMBUE A ENRREERIREX HREUTE,
IR DoS WHEM ZMB N LN, ATENEE , REMNFESEFEEFZ AN REHITRE | kR
HENASIRELEE ), HURSEEBRRE T8 K , AR T=E N E X THEE,
BEZERREEHENEN AN 2HBIRETRER.
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MREFIZEN Cisco BBHSBNNGHITIRE , REMN A AR 2R SWEHIERTER 77 E 5

&% B8 , ¥ log-input *@FHNBEIZHKE , ARFHREIIRMAIMEED (HERETZEOGD
H&E%%ﬁ ) B 5[, BRI BIE A ) B AR B AR IREIE R T 958 52 O , REO

RERAEE  NRHBUNBERMREMNRZNE 2 Ribit, 52 Eutse®8 A THIANEDH
"F—f:‘.‘%EH%E , B 5 show ip arp mac-address @5 S # 1A,

SYN Z 3t

ERE SYN ZHt | aABIB T AR5 IR 5K -

access-list 169 permit tcp any any established
access-list 169 permit tcp any host wvictim-host log-input
access-list 169 permit ip any any

ZFAFRSIBEMEXTERENMN SYN BIES , BHEEE SYN, ERINETREENR AL
HNEXRKRE  BHARERERE., —&KKiH , M,E, ISRBERXEHNCEKFEESNES K, R IP it
ZI:%#EEEH%MO NiZFHRREONER MAC #iit, B AU ZAREaESEZHEERE



X4, RN ZABESTRESELTRRU, Ribit TR EMHIESE ATRERZ 1N —3 2.
ZRTRERBZNE , EXTF SYNZHEmMEBER2 AL,

smurf &
ERE Smurf RIBOR , BEAUTAIRIIFRYIEK

access-list 169 permit icmp any any echo log-input
access-list 169 permit ip any any

AR BE-MREAFRBRTREIRFFEWUNBEZ, RRRASH smuf RELEAZIMR
SHENME, MRESESERLBRAEERR , BT EMEFMEN RS 8tut, MERIREY
BERERIE , BARESTHEIREERKBZH BARM echo HK ; XRFHIER.

BINRIBLIEN ICMP REBRK , WAREATENZWHEICRKEE |, FEMURIE, MRLE
iER , BBt R EN S MNEFEANRSSEZ — ZA—HERRKBREA —1M%
B , A255.255.255. 00 B EBIBEEBRN LIEEERX —EX, ETREHEEFTE smurf RFER
FE , EBRAT smurf A R 61 & it E Al gE X NERSLE, LA .0 = .255 £ M EHthut7E

Ir}Tternet FIEEADN, itk , AN Smurf RIBURESY — MEX LR EARIRBIZT , MM T H

iR

access-list 169 permit icmp any host known-reflector echo log-input access-list 169 permit icmp
any 0.0.0.255 255.255.255.0 echo log-input access-list 169 permit icmp any 0.0.0.0 255.255.255.0
echo log-input access-list 169 permit ip any any

LA BEZERSIRERBEPHTSRERES , B, BEEHZEREE , ENABR
A2 RIEZ RIFR.

2 A A“log-input” Y IR R

log-input X@FFE T Cisco I0S ##H 11.2 RMEERA, L FETZINRSRABTHLIREN
ETISE Cisco I0S B#FhRA 11.1 WE#. [BRENBRHFXIIFZKRRT, NREERNEERZ
ITHRRIBNVERMERA , MBELT =M e[ THYIERE

CBYIAMASIR , AHTIER  EREMSAERAURERE, MOREEMNEON G AL KA EE
#IZIF , MERITHEE. FREEESNED, XMAENMEFEIEREER , HEFMNTHEINRE
O, HEAWHRBRLEZRAEREN R , RETRERATRESKE,

- £/ log ( MR log-input ) <@ ARG RISIERFKB. BOFHFRZEHNRNAZSMNMED
R AM Eo LA EMATREMAR MAC it , EXTEF IPHE+TSER. flin , X TFRIE
BIEARREEINNEN —BoREA. WAEENMEENEIIAEEEF , LR A, MA
FTRRER 4 L 1B AR ER M BEE 7R

. £/ debug ip packet detail T T REEXRBFEBINWER, XA ETIRME MAC thut | BX4
BEHFETTEENEN, FRZAESTHE , TESBERHSBLTEER. WREFEALSEE
, NARBHRSFUARE, BARSSREEARGRGEHER. FRFREGIR , FRAAREE
LEEEENEENEERN, i Debug ERIBRER M AERFKX , HEXMAE Telnet &1iF
MEFI B Debug EEMIZR, MRAEE , NRHARTREHBFWEMENIE , BELEN
EFBHERHEEE, FidfE , debug ip packet T T F2E REXRRERRBETNELR, BFE
& W clear ip cache S T BEBRIERE R . B clear B ELRH—F 1 debug MK
B
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