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LT REAADFS 2.08 EKerberos#y 53R
1. FEIT E L ZFEMicrosoft Windows Server 2008 R2,
2. EE— A 1T E#l_EZ%Active Directoryigi fR %5 (ADDS)HMADFS,
3. FE &% 7 Microsoft Windows Server 2008 R28Y it B #l = Z %EInternetS B BRS (11S)
4. AISBIEBZRIEH,
5. FAXRIERFAIS , FRHEREHTTPSRSRIEF.
6. £ 3 — & 1T EH L ZEMicrosoft Windows7 HFHAER F ik,
T8 E BRS5 37 (DNS) Bt N ZRADDSH it & Hl.
R i EALR N E S E 2 EADDSHE 01 2 #Y 5.
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Computer Name ETl+, % Change. A& GIZERYIE,
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Syttem Properties Ll e User Managemerd v  Buk Ajminaistor v Help v
Computer Name/Diomaan Changes E L]
You can change the name and the membenship of the lemputer l .
computer Ch might allec] scosss ba network resouross = =
[l efarmaios o || =) 8
Security ¢ System - | 4y || Search Control Paned e
Computer namws n's |
JabbePL1 | ) w
pasic information about your computer
Full computer name |
JaiberPC 1 mangolat com & edition
Mors: o fows 7 Professional
I o ) - prigit & 2005 Microsoft Corporation. Al rights reserved.
@ Doman e Pack]l
mangolab oom pe ] prooe leaties with & new edinan of Windews 7
i'oricgroup: "
|1 Sytern rating i not available
| S50 Imted(R) XeoniR) CPUET- 2870 @ 240GHz 240 GHz
| Mled memery (RAME 200 GB o |
[ 0K Carncsl | i b type G- nt Operating System
snd Touch: Mo Pen or Touch Input i availsble for this Depley
ot Tt Unifeed Commaan
Cormputer name, domam, snd workgroup sethings
5 rt t
W:Support pletss wisit our ) Computer name: labbarPC1 W Change settings
Full computer narme labberPCl mangolib. com
Computer description: JabberPC1
i Domas mangalab.com
Action Center Windows activatian
Windows: Upsdotz Windows it sctivated
?:““““mmﬂmmd Product D 00371-221-8767124-86186  Change product key
ools
| marrs rranire o nllinge Y

7. W EKerberosfRF—EEM A ITEN LEK.
NERRBNEZIRSHIHENHITHGSRAF. RARWITUTHS :
cd \windows\System32Klist3

C:\lsers'\Adninistrator WINZKBYed “windows“Bystenl2
C:sWindows~Systenl2 *Klist tickets

Current Logonld is B:Bx<Id6AY2

Cached Tickets: (1)

na> Client: Administrator @ MANGOLAB.COM
Server: krbtgt-MANGOLAB.CON P MANGOLAB.COM
KerbTicket Encryption Type: AES-256-CIS-HMAC-SHA1-76
Ticket Flags @x4BedddPl -> forwardable renewable initial pre_authent
Start Time: 12-160-2014 18:86:84 (locald
End Time: 121128014 4:86:84 (local)
Renew Time: 12172014 18:96:84 (local)
Session Key Type: AES-256-CIS-HMAC-EHAL-%6
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:SUserssrashaikhicd SwindowssSystend2
s\WindowssSystemd2»Klist tickets
furrent Logonld is B:Bx558ba

ached Tickets: <5

Client: rashaikh @ MANGOLAB.CON

Server: krbtgt-MANGOLAB.COM P MANGOLAB.COM

Kerblicket Encryption Type: AES-256-CTS-HMAC-SHA1-76

Ticket Flags BAx6RaBRAARAd -> forwardable forwarded renewable pre_authent
Start Time: 12102014 18:35:23 (local)

End Time: 121172814 4:34:59 (local)

Renew Time: 121772014 18:34:5% (local>

Session Key Type: AES-256-CTS-HMAC-SHAL-96

Client: rashaikh @ MANGOLAB.COM

Sepver: kebtgt -MANGOLAB.COM @ MANGOLAB_COM

KerhTicket Encryption Type: AES-256-CTS-HMHAC-SHA1-96

Ticket Flags Bx4B=00008 -> forwardable renewable initial pre_authent
Start Time: 1271028014 18:34:5% (local

End Time: 121172814 4:34:59 C(local)

Renew Time: 12-/17-2014 18:34:59 (local?

Session Key Type: AES-256-CTS—HMAC-SHAL1-96

Client: rashaikh @ HANGOLAB.COH
Sorver!: LDAPAwin2kd.mangolab.com/mangolab.com B MANMGOLAB.COM

Kerblicket Encryption Type: AES-256-CIS-HMAC-SHAL1-76
Ticket Flags BAx18a48088 -> forvardable reneswable pre_authent ok_as_de le

Stavt Time: 1271020014 19:85:215 (locald
End Time: 121172014 4:34:59? <local)
Renew Time: 12717728014 18:34:5% (locald
Session Key Type: AES-256-CTS—HHAC-SHAL-76

Client: rashaikh @ MANGOLAB.COM

Server: HITPAwin2kB .mango lab.com B MANGOLAR.COM

KerhTicket Encryption Type: AES-256-CTS—-HMAC-SHA1-96

Ticket Flags Bx4ddad48898@ -> forwardable renswable pre_authent ok_as_de le

Start Time: 12-.18-2014 18:35:23 (local>
End Time: 1271172014 4:34:59 {local)
Renew Time: 121772814 18:34:5% <{local?
Session Mey Type: AES-256-CTS—HMAC-SEHAL-96

Client: rashaikh @ MANGOLAB.COM
Server: LDAP/win2kB.mangolab.com B MANCOLABR.COM

KerbhTicket Enceyption Type: AES-256-CTS-HMAC-SHA1-96
Ticket Flags Bx418a4B088 -> forwardable renewable pre_authent ok_as_delec

Start Time: 121872014 18:35:205 (local)
End Time: 1271172014 4:34:5% <{local?’
Renew Time: 121772814 18:34:59% (local)
Session Key Type: AES-256-CIS—HMAG-SHAL-?6

s\Windows \Systemd2 >

8. EREADDSH T E M L BIZEADFS KerberostriRo

Microsoft WindowsE& ¥ 5 LA <domainname>\administratorfy & 15 & % E|Microsoft Windowsig]
( BlanfEMicrosoft Windowsigi##lgs £ ) , BIZADFS Kerberos#riR, ADFS HTTPARSS 440
BEEBZNRE EHEBF(SPN)BKerberos & 14 , AU

: HTTP/DNS_name_of_ADFS_server,

It B R G B X RADFS HTTPAR S 882 5l #Y Active Directory . £ FMicrosoft
Windows setspn= 25 , 1%k 2 EMicrosoft Windows 2008 Server £ S ERIA AT F




S| SEMADFSERE 2SHISPN, EActive DirectoryigiiZ 425 £ | iZ{Tsetspnin o

f5lan , HADFSZEH S adfs01.us.renovations.com , fMActive DirectoryidJy
US.RENOVES.COMEY , &% :

setspn -a HTTP/adfsOl.us.renovations.com

SPNWHTTP/ER 5 &M , BMfEADFSIRSSRBEHREZEEEF/Z(SSL) ( BIHTTPS ) 1R,

FAsetspnii TR ERB S EH I EADFSIRSERMNWSPNHAEETM L.

setspn -L

isWindows“Eys trﬂT?}'rt+pn L winZki
eq istered ServicePrincipalNames for CH=WINZKS.,OU=Domain Controllers.DC=mangolak
scom:
HTTPAwin2k® .mango lah.com
ldapswinZkt .mango lab.comsForestDnzZones .mango labh.com
ldapswin2kil .mango lab.comsDomainDnsZones .mango lah.com
TERMSRUAAWIN2ZKS
TERMERU  win2Z kB .mango lab.com
Dfsr—12F?A27C—BF?7—4787-9364-D31 B6 C55 EBB4 win2 kB .mango lab.com
DHE  win2kB .mango lab.com
GCAwin2ki . nﬂnqn]ah.cnmf’nanqnlﬂh.rnm
RestrictedKrbHostwin2 kB .mango lab.com
RestrictedlrbHost WINZK3
HOST ~WINZK& - HANGOLAB
HOST Awin2kB .mango lab.con/MANGOLAB
HOST-WINZKS
HOET #winZ kB .mango lah.com
HOST #win2kB .mango lab.com/mangolah.com
E3514235-4886~-11 D1 -AB84-88CB4FCZDCD2 A hf 221 hB6 ~F be5-4dcI-b472-562F 923837
P/mangolab.com
ldapsWINZKE - MANGOLAB
ldap/bf 221 b6 —f he5-4deI-b472-562F92383747. _msdcs .mangolab.com
ldapswin2kd .mango lab.comsMANGOLABE
1dapsUINZKB
ldap-/win2k8 .mango labh.com
ldapswinZkd . mango lab.comsmango lab.com

sWindowssSystemd2 >

. BitiEMicrosoft WindowsZ& iz #9331 S 88 1% 8 .

S ETR"> Interneti&T">“B R " LA /5 AR Windows & 3 iE .



%7 B AR Windows & 0 10 iF 8 % 1E :

Internet Options [ ﬁ]@

| General | securky | Privacy | Content | Connections | Programs | Advanced |

Selttings

[ sllow active content From CDs bo run on My Computer® -
[] allow active content ko mun in Fles on My Compuber®

(] sllow software bo run o install even iF the signature i ims.
|| Block unsecured images with other mixed content

[+#] Check for publisher's certificate revocation

[¥] Check for server certificate revocation®

[¥] Check for signatures on downloaded programs

(] Do not save encrvptad pages to disk

|| Empty Temporary Internet Files folder when browser is cle

| A0IE Mernory proLection Lo nelp mitgate ofine atkacks*
(%] Emable native ¥MLHTTP support

|| Emable SmartScreen Fiter
E 1] 2

*Takes effect after vou restart Inbermet Explorer
Festore advanced setkings ]

Feset Internet Explorer settings

Resets Intermet Explorer's sattings bo their defaulk P |
canditian,

“iou should only wse thes iF wour browser &5 in anunuesable stake,

| ok || cencel || apply

ERETA> Interneti®T>Z £>AMiIntranet >BHEXRFL...... A EEZF N EIntranetXIZH B
B,



| General | Sesurty |Privacy | Content | Connections | Programs | advanced |

Irtermat Options:

Salect a zone o view or change security settings.

@ & v O

Inbermet Local intranst  Trusted sites Fl.lﬁ:llﬂ.‘.ld

Local imtraret

This zore is for all websites that are
Found on your inbranet.,

Security level For this zone
Allowed levals For this zone: All

e diunn-low

= Bpprope jate for veshisibes on your local nebwork
(intranst)
= Most content will be run without prompting you
= Ursigned Aokl controb: vl mthldm-inli:hd
- Same as Medium level without prompts

[ Enable Probackad Mode (requires restarting Internet Explorsr)

Resst sl jonss o defaul levsl

Def auk level

[ ok ][ cones || agoly

- @ 8 © X || & CiscoUnified Serviceabllity % | |

e
Securty Setbngs - Local Intranet Zone

D Disable -

1 i = nr | "

*Takes effect after you restart Internst Explorar

Rt custom et

Reset to: | pecmrlow (default) | | Reset.. |
Lox ][ conce |

ERZEIE> InternetifT>R £>A MiIntranet >WER>E R , SAES A B4 N A EH 4

(IDP)URL}?}\WD B A b Intraneth Ko

XX : FLocal intranet3 EEFHFIESIRE , REE FHAdvancedEM .

Internet Optian:

=]

-a2ox ]|¢'.¢. Cisco Unified Serviceabiliy = |

Geraral | Securlty | privacy | Content | Conrmctions | Pregrams | Advanced

Selact & zane bo view or change securty settings.

@ &« v O

Inkarnat Local intranat Tructed cbec Rastrictad
sites
Local intranet r B
This zone i For all webcibes that are L ]
P om your Inkranest,
Securky level lor this zone
Allowed levels for this zone: Al
Pl i - o
- Appropriate for veabsites on your local netwerk
Clrtraruat])

= Mosk content wil ke run without prompting you
|' = Ungigned Ackresid contrale wil mak be downloaded
= Same as Medium level without prompts

|| Enable Protected Mode (requires resterting Inbernet Explores)
[ custor wval... ||  Doraue vl

Resat sl rones to defsult leyvel

[ ook [ concel ][ apn

Lacal intranet

Usa the sattings below to defime which webskes ara included in
the local inkranet zones,
[ St tic alty dabect intrsrst network,
[¥] Inchede all local (intranet) stes not ksted in other zones
[#] Inchsde &l sites that bypass the proocy server
[#] trichscie all rasbwicrk pathis (LNCS)

Wou can add and remove websites From this zone, Al webskes In
use the rone's securby settings.

A this wakbaite bo Hhe zone:
[ 8

Wiabsibes: e
https:ff =<Hostname of IDP> [ ]

Rainoreia

I mequire server verification (https:) For &ll sites in this zone

SMEIR>RE>EREURCUR , SEFCUCMENBFMBZEEUR



Intemet Optio v =
ntermet Options R EBECXE| O spo-ddcom 3"| |

Smeurky | Privacy | contere | Connections | Progeams | Advanced |

Trusted sites E
Sekact & 2ane bo wiew oF changs secuity settings,

0 ﬁ J Yau can add and ramove websites from this 2one, All wabskes in
this zone will use the zone's securky settings.
Interrsk Locel intranet  Trusked sites Rastricksd
Sioms

Trusled sibes Add this wetsibe bo the zone:

J This 2ore containg webaitas that you E I fAdd

Erust nok bo damage your Comguter oF

vour files. Websibes!
You heve websins In this sone hittpsyf CUCML.domalnname.com Remowe
Security leval for this zone https: i CUCKZ.domainname.com
Alcwed bevels For this zore: All
Medium
= Prompts before downlosding potentally ursafe
= content 1 “
— ~ Unalgned Actwex ¢ o will ot b b ; [ Piequire servar verification ihttps:) For sl sites in this 2ane
|| Enable Protected Mode {requires restarting Inbernet Explorsr)
[':"'““""M“' :I Defaut level | and local CoUntry [aws govarning impart, axport, transfer ana use. De
with U.5. and local country laws. By using this product you agree to o
Rasst al zones to def sult leval ]
wnd at owr
ur Loading, pleas
[ ook ][ camcel || sesh |

Bir

ZSH5 A1 48 IR 36 E 4 A B9 B 9 B8 E (KerberosBENT LAN Manager(NTLM) & 3381 ) o
1. FFiddler TETRIEHNEFIHAREE.
2. XAFTAE Internet Explorer & A,
3. Z1TFiddlerTE , K &FileX £ TFRE/S A T Capture Trafficit I,

FiddlerZ Y EF iRt EN MRS/ BN EEREBHNITAMERE , X2 IGATHZE Internet
Exploreri® & , M1 FFF7R :


http://www.fiddler2.com/fiddler2/version.asp

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

|| Automatically detect settings
" ] Use automatic configuration script

Lddress

Froxy server

Usea proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Proxy Settings — E

Servers

B Type Proxy address to use Port

e
HTTP: @888
Secure:; 127.0.0.1 - 8888
FTP: :
Socks:
" |Use the same proxy server for all protocols

i Exceptions

'..4 Do not use proxy server for addresses beginning with:

iE]
<+oopbadck> -
Use semicolons ( ; ) to separate entries.

4. fTFInternet Explorer , I TR EBHEF X REE(CRM)ARFEFURL , AR EHLNEZEUE

R E

5. R EFiddlerEBE 0 , HBLEF200 ( K3 ) Bz —
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s Any Process 34 Find [l fae | B @ﬁm

Hasders | Tect¥iew | WebFome
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Wo FroxysAuthorization Header 18 present.
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[Raw] [Header Debnitani]

|
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MRF MR ANTLM , MFEBTHIFT KB ZIE — NTLMSSP , 0T AR :

() Statstcs | ide Inspectors | £ AutoResponder | @f Request Buider | [] Fiters | []

Headers | TextView | WebForms | HexView | [auth | Raw
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