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SH Hai ASA#public IP b1k 7910.10.10.10, Philippine ASA®public IP #3k39 11.11.11.11. ( B3
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Show crypto isakmp sa
Show crypto ipsec sa
Capturefi

Show logging

BEHEEE

1. B ARG E# ASH Hai ASA, BRAF ZEMN AFMEIBFMAEINB R , B THEH



MEEEshowlIE R :

Show crypto isakmp sa
Show crypto ipsec sa peer 11.11.11.115tHE R A : "There are no ipsec sas for peer
11.11.11.117

A EASARIsakmp safllpsec SA REZHER —EW , MELIRENFE , X2
%EEI%ET HW. METRTBARIL | MR HEE A S —B Eisakmp Safy R IhE I,

2. REMHASARIKE proposal#pre-shared 248 , WA LE | ;&8 XK IUEA IR,

B capturemn T ERERANMBREIASH ASAHR O,

SH-5520 (config)# access-list c¢s permit ip 192.168.0.0 255.255.128.0 106.0.0.0
255.255.255.0

SH-5520 (config)# access-1list c¢s perm ip 106.0.0.0 255.255.255.0 192.168.0.0
255.255.128.0

SH-5520 (config)# capture c¢s access-list cs in LAN

SH-5520 (config)# show capture cs
19 packets captured

1: 13:34:37.443611 192.168.0.9 > 106.0.0.251: icmp: echo request
2: 13:34:37.443892 192.168.0.9 > 106.0.0.251: icmp: echo request

: MEBRATAIAEE , SH Hai ASAE £ R ZhIkEl TR B192.168.0.0 F M #Y
BESE, BRAZAWEIRE106.0.0.0FMHHEZ,

B # 7£ Philippine ASAfEcapture X8l , showlIER R :

Philippine(config)# show capture cs

0 packets captured
MAEMEBAREDR , EBNSNZEEIXEFERENASA.
RENAEE

2

SH-5520# show route

C 192.168.0.0 255.255.255.0 is directly connected, LAN

S* 0.0.0.0 0.0.0.0 [1/0] via 20x.xx.xx.xx, Outsidel)¥H A&,
Philippine# show route

C 106.0.0.0 255.255.255.0 is directly connected, inside

S* 0.0.0.0 0.0.0.0 [1/0] via 20x.xx.xx.xx, outsidetl;XE B,

EFENAONMFRENLOE Ping

SH-5520# ping 11.11.11.11
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 122.55.79.161, timeout is 2 seconds:

Philippine# ping 10.10.10.10



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 122.55.79.161, timeout is 2 seconds:
. AT BAR B B @A

6. capture X5 2 A 2

access-list «c¢sl permit ip host 10.10.10.10 host 11.11.11.11
access-list «csl permit ip host 11.11.11.11 host 10.10.10.10

capture «c¢sl access-1list «csl in LAN

[B# £ Philippine 5 tB G # B capture, i5 H B& o

5 R -
WMMSH & ZPhillippinef22 AMPing® , BJLAE B|FESHI® Becho requestiy & 1] LA
&E , BERZFecho reply BHHHRE , EFERR , REEASTATUEL OISR

o

#n MPhillippine ZESHI 22 OWPing® , A LAE EI7EPhillippinelin Becho requestiy &
AT LAHEIRE |, (B2 &Fecho replyfy B E , ESHIR , BEBecho requesthy & Al LA
HIRE , thBecho reply BHERE, MNEBMNERTUAFE , AFEHET
SHEX - T —% , REBEEBEN M HAREHMSE,

#£SH Bixshow arp:

Outsidel 20x.1x4.x1.x49 000£.23d5.2¢20 32

Outsidel 20x.x36.x16.2x9  000f.23d5.2c20 1270

Outsidel 2x2.1x6.2x8.x4 000f.23d5.2c20 11262

Outsidel 2xx.x.1x8.x7 000£.23d5.2c20 11268 RIMBENFREMIP b

ik ( F—Bk ) #BREE T R —MAC ek,
7. BENEFEE , FHMSPAE , BIfRET - EZESANBAS,

8. ZEFBFELM , EBSHT —BHEE , ELBRT, (AFTRARFNESANE , WA
TEM, )

9. SHFIPhilippineBX EPing, E@ Y , Bt E2EEMN.

10. B RNBARAKIB % B it & R ThBVisakmp SARE I,
ESHASALB#HRSEAE:

Logging on
Logging buffered informational

Logging timestamp

S show logging RISH ASA IREE @ "........... no acceptable ipsec SA”.
K EXNF Wipsec proposal , T2 EHl, BERENF MWcrypto mapELE :

SH ASAWELE :

crypto map Outsidel_map 1 match address Outsidel_1_cryptomap
crypto map Outsidel_map 1 set pfs groupl
crypto map Outsidel_map 1 set peer 11.11.11.11

crypto map Outsidel _map 1 set transform-set ESP-3DES-SHA



Philippine ASAHIEL & :

crypto map outside-1_map 25 match address outside-1_60_cryptomap
crypto map outside-1_map 25 set peer 10.10.10.10

crypto map outside-1_map 25 set transform-set ESP-3DES-SHA

BB 2 , SH ASAE3) 7 pfs group1, M Philippine ASA ¥ BB,

1. R TR
T£SH ASA E: “no crypto map Outside1_map 1 set pfs group1”.

ROIER
SH ASARIPhilippine ASARK AT URIEUSA , FANFRZAHREETVPNER.

SH-5520# show crypto ipsec sa peer 11.11.11.11
peer address: 11.11.11.11
Crypto map tag: Outsidel_map, seq num: 1, local addr: 10.10.10.10

access-list Outsidel_1_cryptomap permit ip 192.168.0.0 255.255.128.0 106.0.0.0
255.255.255.0

local ident (addr/mask/prot/port): (192.168.0.0/255.255.128.0/0/0)

remote ident (addr/mask/prot/port): (106.0.0.0/255.255.255.0/0/0)

current_peer: 11.11.11.11

#pkts encaps: 1888599, #pkts encrypt: 1888599, #pkts digest: 1888599

#pkts decaps: 1681578, #pkts decrypt: 1681578, #pkts verify: 1681578

#pkts compressed: 0, #pkts decompressed: 0



