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LT RBEMAZRADIT IPSec M ISAKMP HHHBIEHI P NHHELBEEHEF ( Cisco 2511 F Cisco
2516 ) Bl E., BFANBNSMNITRTIRIT , RETRAIBHSFE2HZAK. ETHEHHNE
B, RERBTaEEM T ERUENE#ITHA,

Cisco 2511 Bt B

cl -2513- 2A#write terminal
Bui | di ng configuration..

Current configuration
!
version 11.3

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!
host nane cl - 2513- 2A
!
!--- Override the default policy and use !--- preshared
keys for authentication. crypto isaknmp policy 1

aut henti cation pre-share group 2 ! !--- Define our
secret shared key so !--- you do not have to use RSA
keys. crypto isaknp key sharedkey address 20.20.20.20 !
!--- These are the authentication and encryption !---
settings defined for "auth2", !--- which is later
applied to the crypto map. crypto ipsec transformset
aut h2 esp-des esp-sha-hmac ! !--- The crypto map where
you define your peer, !--- transform auth2, and your
access list. crypto map test 10 ipsec-isaknp set peer

20. 20. 20. 20 set transformset auth2 match address 133 !
interface EthernetO i p address 50.50.50.50 255. 255. 255.0
! interface Serial O ip address 20.20.20.21 255.255.255.0

no i p route-cache no ip nroute-cache !--- Nothing
happens unless you apply !--- the crypto map to an
interface. crypto map test ! ip route 0.0.0.0 0.0.0.0
20.20.20.20 ! !--- This is the access list referenced !-
-- 1in the crypto map; never use "any". !--- You are
encrypting traffic between !--- the remote Ethernet
LANs. access-list 133 permit ip 50.50.50.0 0.0.0.255
60.60.60.0 0.0.0.255 ! line con O line aux O line vty O
4 login! end

Cisco 2516 Bt

cl -2513- 2B#show run
Bui | di ng configuration..

Current configuration

!

version 11.3

service timestanps debug uptinme
service timestanps | og uptine
no service password-encryption
!

host nane cl -2513-2B

!

i p subnet-zero
!

!--- Override the default policy and use !--- preshared
keys for authentication. crypto isaknmp policy 1
aut hentication pre-share group 2 !--- Define the secret

shared key so you !--- do not have to use RSA keys.




crypto isaknmp key sharedkey address 20.20.20.21 /---
These are the authentication and encryption !---
settings defined for "auth2," !--- which is later
applied to the crypto map. crypto ipsec transform set
aut h2 esp-des esp-sha-hmac !--- The crypto map where you
define the peer, !--- transform auth2, and the access
list. crypto map test 10 ipsec-isaknmp set peer
20.20.20.21 set transformset auth2 match address 144 !
interface EthernetO i p address 60.60.60.60 255.255.255.0
no ip directed-broadcast ! !--- Nothing happens unless
you apply !--- the crypto map to an interface. interface
Serial 0 i p address 20.20.20.20 255.255.255.0 no ip
direct ed- broadcast no ip route-cache no ip nroute-cache
cl ockrate 800000 crypto map test ! ip classless ip route
0.0.0.0 0.0.0.0 20.20.20.21 ' !--- This is the access
list referenced !--- in the crypto map; never use "any".
!--- You are encrypting traffic between !--- the remote
Ethernet LANs. access-list 144 pernit ip 60.60.60.0
0.0.0.255 50.50.50.0 0.0.0.255 ! line con O transport
input none line aux O line vty O 4 login ! end

LT 2 debug M H.

-------------- Preshare with RSA key defined
(need to renpbve RSA keys) -----

*Mar 1 00: 14:48.579: | SAKMP (10): incorrect policy settings
Unable to initiate.

*Mar 1 00: 14:48.587: | SAKMP (11): incorrect policy settings
Unable to initiate......

--------------- Preshare, wong hostnane ---------------

| SAKMP: no pre-shared key based on hostname wan-2511. ci sco. com
YCRYPTO 6- | KMP_MODE_FAI LURE: Processi ng of Aggressive node
failed with peer at
20. 20. 20. 21
--------------- Preshare, inconpatable policy --------------
wan2511#
*Mar 1 00: 33:34.839: | SAKMP (17): processing SA payload. nessage ID =0
*Mar 1 00: 33:34.843: | SAKMP (17): Checking | SAKMP transform 1
against priority 1 policy

*Mar 1 00: 33: 34. 843: | SAKMP: encrypti on DES- CBC

*Mar 1 00: 33: 34. 843: | SAKVP: hash SHA

*Mar 1 00: 33: 34.847: | SAKMP: default group 2

*Mar 1 00: 33: 34.847: | SAKMP: auth pre-share

*Mar 1 00: 33: 34.847: | SAKMP: life type in seconds

*Mar 1 00: 33: 34.851: | SAKMP: life duration (basic) of 240

*Mar 1 00:33:34.851: |ISAKMP (17): atts are acceptable.
Next payload is O

*Mar 1 00:33:43.735: | SAKMP (17): processing KE payl oad.
message ID =0

*Mar 1 00: 33:54.307: | SAKMP (17): processi ng NONCE payl oad.
message ID =0

*Mar 1 00:33:54.311: | SAKMP (17): processing | D payl oad.
message ID =0

*Mar 1 00:33:54.331: | SAKMP (17): SKEYID state generated

*Mar 1 00:34:04.867: | SAKMP (17): processing HASH payl oad.
message ID =0

*Mar 1 00:34:04.879: | SAKMP (17): SA has been authenticated

*Mar 1 00: 34:06.151: | SAKMP (17): processing SA payl oad.
message | D = -1357683133



*Mar 1 00: 34: 06. 155:
*Mar 1 00: 34: 06. 155:
*Mar 1 00: 34: 06. 159:
*Mar 1 00: 34: 06. 159:
*Mar 1 00: 34: 06. 159:
*Mar 1 00: 34: 06. 163:
*Mar 1 00: 34: 06. 163:
*Mar 1 00: 34: 06. 163:
0x0 0x46 0x50 0OxO0
*Mar 1 00: 34:06. 167:
Next payload is O
*Mar 1 00:34:06.171:
*Mar 1 00:34:06.171:
*Mar 1 00:34:06.171:
*Mar 1 00:34:06. 175:
*Mar 1 00:34:06. 175:
*Mar 1 00:34:06. 175:
*Mar 1 00:34:06.179:
*Mar 1 00:34:06.179:
0x0 0x46 0x50 0OxO0
*Mar 1 00: 34: 06. 183:
*Mar 1 00: 34: 06. 183:
*Mar 1 00: 34:06. 187:

| SAKVP
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:

| SAKVP

| SAKVP
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:
| SAKVP:

| SAKVP:
| SAKVP
| SAKVP

(17):

Checki ng | PSec proposal 1

AH_MD5_HVAC

in transform

s 1

type in seconds

duration (basic) of 3600
type in kil obytes
duration (VPl) of

accept abl e.

Checki ng | PSec proposal 1

ESP_DES

in transform

s 1

type in seconds

duration (basic) of 3600
type in kil obytes
duration (VPl) of

HVAC al gorithmis SHA

transform 1,
attributes
encaps i
SAlife
SAlife
SAlife
SAlife
(17): atts not
(17):
transform 1,
attributes
encaps i
SAlife
SAlife
SAlife
SAlife
(17):
(17): SA not

atts are acceptabl e.
accept abl e!

YCRYPTO 6- | KMP_MODE_FAI LURE: Processing of Quick node failed
with peer at 20.20.20.20

wan2511#

----------------- preshare, debug isaknp -------------------

wan2511#

*Mar 1 00: 06:54.179: | SAKMP (1): processing SA payl oad.
message ID =0

*Mar 1 00: 06:54.179: | SAKMP (1): Checking | SAKMP transform 1
against priority 1 policy

*Mar 1 00:06:54. 183: | SAKMP: encrypti on DES- CBC

*Mar 1 00: 06: 54. 183: | SAKVP: hash SHA

*Mar 1 00: 06: 54.183: | SAKMP: default group 2

*Mar 1 00: 06: 54.187: | SAKMP: aut h pre-share

*Mar 1 00: 06: 54.187: | SAKMP: life type in seconds

*Mar 1 00: 06: 54.187: | SAKMP: life duration (basic) of 240

*Mar 1 00:06:54.191: | SAKMP (1): atts are acceptable.
Next payload is O

*Mar 1 00:07:02.955: | SAKMP (1): processing KE payl oad.
message ID =0

*Mar 1 00:07:13.411: | SAKMP (1): processing NONCE payl oad.
message ID =0

*Mar 1 00:07:13.415: | SAKMP (1): processing | D payl oad.
message ID =0

*Mar 1 00:07:13.435: | SAKMP (1): SKEYID state generated

*Mar 1 00:07:23.903: | SAKWMP (1): processing HASH payl oad.
message ID =0

*Mar 1 00:07:23.915: | SAKMP (1): SA has been authenticated

*Mar 1 00:07:25.187: | SAKMP (1): processing SA payl oad.
nmessage | D = 1435594195

*Mar 1 00:07:25.187: | SAKMP (1): Checking | PSec proposal 1

*Mar 1 00:07:25.191: | SAKWMP: transform 1, AH _SHA HVAC

*Mar 1 00:07:25.191: | SAKWP: attributes in transform

*Mar 1 00:07:25.191: | SAKMP: encaps is 1

*Mar 1 00: 07:25.195: | SAKMP: SA life type in seconds

*Mar 1 00: 07:25.195: | SAKMP: SA life duration (basic) of 3600

*Mar 1 00: 07:25.195: | SAKMP: SAlife type in kil obytes

*Mar 1 00: 07:25.199: | SAKMP: SA life duration (VPl) of

0x0 0x46 0x50 0xO
*Mar 1 00:07:25.203: |ISAKMP (1): atts are acceptable.



*Mar 1 00:07:25.203: | SAKMP (1): Checking | PSec proposal 1
*Mar 1 00:07:25.207: | SAKWMP: transform 1, ESP_DES
*Mar 1 00:07:25.207: | SAKVP: attributes in transform
*Mar 1 00:07:25.207: | SAKVP: encaps is 1
*Mar 1 00: 07:25.211: | SAKMP: SAlife type in seconds
*Mar 1 00: 07:25.211: | SAKMP: SA life duration (basic) of
*Mar 1 00: 07:25.211: | SAKMP: SAlife type in kil obytes
*Mar 1 00: 07:25.215: | SAKMP: SAlife duration (VPl) of
0x0 0x46 0x50 0xO
*Mar 1 00: 07:25.215: | SAKMP: HVAC al gorithmis SHA
*Mar 1 00:07:25.219: ISAKMP (1): atts are acceptable.
*Mar 1 00:07:25.223: | SAKMP (1): processing NONCE payl oad.
nmessage | D = 1435594195
*Mar 1 00: 07:25.227: | SAKMP (1): processing | D payl oad.
nmessage | D = 1435594195
*Mar 1 00: 07:25.227: | SAKMP (1): processing | D payl oad.
nmessage | D = 1435594195
*Mar 1 00:07:25.639: |ISAKMP (1): Creating | PSec SAs
*Mar 1 00:07: 25. 643: i nbound SA from 20. 20. 20. 20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00: 07: 25. 647: has spi 85067251 and
conn_id 3 and flags 4
*Mar 1 00:07: 25. 647: lifetinme of 3600 seconds
*Mar 1 00: 07: 25. 647: lifetime of 4608000 kil obytes
*Mar 1 00:07:25. 651: out bound SA from 20. 20. 20. 21
to 20.20.20. 20
(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00: 07: 25. 655: has spi 57872298 and
conn_id 4 and flags 4
*Mar 1 00:07: 25. 655: lifetinme of 3600 seconds
*Mar 1 00: 07: 25. 655: lifetime of 4608000 kil obytes
*Mar 1 00:07:25.659: |ISAKMP (1): Creating | PSec SAs
*Mar 1 00:07:25. 659: i nbound SA from 20. 20. 20. 20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00: 07:25.663: has spi 538316566 and
conn_id 5 and flags 4
*Mar 1 00:07: 25. 663: lifetinme of 3600 seconds
*Mar 1 00: 07:25.667: lifetime of 4608000 kil obytes
*Mar 1 00:07:25. 667: out bound SA from 20. 20. 20. 21
to 20.20. 20. 20
(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:07:25.671: has spi 356000275 and

conn_id 6 and fl ags
*Mar 1 00:07:25.671:
*Mar 1 00:07:25. 675:
wan2511#

wan2511#
*Mar 1 00: 05: 26. 947:
proposal part #1,

preshare debug ipsec

lifetinme of 3600 seconds
lifetime of 4608000 kil obytes

| PSEC(val i dat e_pr oposal _request):

(key eng. nmsg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60. 60.60.0/0.0.0.16/0/0,

prot ocol = AH,

|'i fedur= 0s and Okb,

spi = 0x0(0),
1 00: 05: 26. 955:
part #2,

* Mar
pr oposal

conn_id= 0, keysize= 0,

t ransf or nk ah-sha- hmac |,

flags= Ox4

| PSEC(val i dat e_pr oposal _request):

(key eng. nmsg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60. 60.60.0/0.0.0.16/0/0,

3600



protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 1 00: 05:26.967: | PSEC(key_engine): got a queue event. ..
*Mar 1 00: 05:26.971: | PSEC(spi_response): getting
spi 203563166 for SA
from 20. 20. 20. 20 to 20.20.20.21 for prot 2
*Mar 1 00: 05:26.975: | PSEC(spi _response): getting
spi 194838793 for SA
from 20. 20. 20. 20 to 20.20.20.21 for prot 3
*Mar 1 00: 05:27.379: | PSEC(key_engine): got a queue event. ..
*Mar 1 00:05:27.379: IPSEC(initialize_sas):
(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = AH, transform= ah-sha-hmac
|'i fedur= 3600s and 4608000kb
spi = 0xC22209E(203563166), conn_id= 3, keysize= 0, flags= Ox4
*Mar 1 00:05:27.387: IPSEC(initialize_sas):
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0
protocol = AH, transform= ah-sha-hmac
|'i fedur= 3600s and 4608000kb
spi = 0x15E010D(22937869), conn_id= 4, keysize= 0, flags= 0x4
*Mar 1 00:05:27.395: IPSEC(initialize_sas):
(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0xB9D0109(194838793), conn_id= 5, keysize= 0, flags= Ox4
*Mar 1 00:05:27.403: IPSEC(initialize_sas):
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = OxDEDOAB4(233638580), conn_id= 6, keysize= 0, flags= Ox4
*Mar 1 00: 05:27.415: | PSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi = 0xC22209E(203563166) ,
sa_trans= ah-sha-hmac , sa_conn_id= 3
*Mar 1 00: 05:27.419: |IPSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi = Ox15E010D(22937869),
sa_trans= ah-sha-hmac , sa_conn_id= 4
*Mar 1 00: 05:27.423: |PSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi = 0xB9D0109(194838793),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
*Mar 1 00: 05:27.427: |PSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi = OxDEDOAB4(233638580),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6
wan2511#

--------------- Preshare, good connection ------

wan2511#

*Mar 1 00: 09:45.095: | SAKMP (1): processing SA payl oad.
message ID =0

*Mar 1 00:09:45.099: | SAKMP (1): Checking | SAKMP transform
1 against priority 1 policy

*Mar 1 00:09:45.099: | SAKMP: encrypti on DES- CBC



*Mar 1 00: 09:45.103: | SAKVP: hash SHA

*Mar 1 00: 09:45.103: | SAKMP: default group 2

*Mar 1 00: 09:45.103: | SAKMP: auth pre-share

*Mar 1 00: 09:45.107: | SAKMP: life type in seconds

*Mar 1 00: 09:45.107: | SAKMP: life duration (basic) of 240

*Mar 1 00:09:45.107: | SAKMP (1): atts are acceptable.

Next payload is O

*Mar 1 00:09:53.867: | SAKMP (1): processing KE payl oad.
message ID =0

*Mar 1 00:10:04.323: | SAKMP (1): processing NONCE payl oad.
message ID =0

*Mar 1 00:10:04.327: | SAKMP (1): processing | D payl oad.
message ID =0

*Mar 1 00:10:04.347: | SAKMP (1): SKEYID state generated

*Mar 1 00:10:15.103: | SAKMP (1): processing HASH payl oad.
message ID =0

*Mar 1 00:10:15.115: | SAKMP (1): SA has been authenticated

*Mar 1 00:10:16.391: | SAKMP (1): processing SA payl oad.
nmessage | D = 800032287

*Mar 1 00:10:16.391: | SAKMP (1): Checking | PSec proposal 1

*Mar 1 00:10:16.395: | SAKMP: transform 1, AH _SHA HVAC

*Mar 1 00: 10: 16. 395: | SAKVP: attributes in transform

*Mar 1 00:10:16. 395: | SAKMP: encaps is 1

*Mar 1 00:10:16.399: | SAKMP: SAlife type in seconds

*Mar 1 00:10:16.399: | SAKMP: SA life duration (basic) of

*Mar 1 00:10:16.399: | SAKMP: SAlife type in kil obytes

*Mar 1 00:10:16. 403: | SAKMP: SA life duration (VPl) of

0x0 0x46 0x50 0xO

*Mar 1 00:10:16.407: | SAKWMP (1): atts are acceptable.

*Mar 1 00:10:16.407: | SAKMP (1): Checking | PSec proposal 1

*Mar 1 00:10:16.411: | SAKWMP: transform 1, ESP_DES

*Mar 1 00: 10:16. 411: | SAKVP: attributes in transform

*Mar 1 00:10:16.411: | SAKMVP: encaps is 1

*Mar 1 00:10:16. 415: | SAKMP: SAlife type in seconds

*Mar 1 00:10:16. 415: | SAKMP: SA life duration (basic) of

*Mar 1 00:10:16. 415: | SAKMP: SA life type in kil obytes

*Mar 1 00:10:16.419: | SAKMP: SA life duration (VPl) of

0x0 0x46 0x50 0xO

*Mar 1 00:10:16.419: | SAKMP: HVAC al gorithmis SHA

*Mar 1 00:10:16.423: | SAKMP (1): atts are acceptable.

*Mar 1 00:10:16.427: | PSEC(val i date_proposal _request):
proposal part #1,

(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60. 60.60.0/0.0.0.16/0/0,

t ransf or nk ah-sha- hmac

|'i fedur= 0s and Okb,

spi = 0x0(0),

prot ocol = AH,

* Mar

1 00:10: 16. 435:

pr oposal

(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60. 60.60.0/0.0.0.16/0/0,

prot ocol = ESP,

part

conn_id= 0, keysize= 0, flags= 0x4

#2,

| PSEC(val i dat e_pr oposal _request):

transforne esp-des esp-sha-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

*Mar 1 00:10:16.443: | SAKMP (1): processing NONCE payl oad.
nmessage | D = 800032287

*Mar 1 00:10:16.443: | SAKMP (1): processing | D payl oad.
nmessage | D = 800032287

*Mar 1 00:10:16.447: | SAKMP (1): processing | D payl oad.
nmessage | D = 800032287

*Mar 1 00:10:16.451: | PSEC(key_engine): got a queue event. ..

*Mar 1 00:10:16.455: | PSEC(spi _response): getting

3600
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spi 16457800 for SA

from 20. 20. 20. 20 to 20.20.20.21 for prot 2
*Mar 1 00:10:16.459: | PSEC(spi _response): getting
spi 305534655 for SA

from 20. 20. 20. 20 to 20.20.20.21 for prot 3
*Mar 1 00:10:17.095: ISAKMP (1): Creating | PSec SAs
*Mar 1 00:10:17.095: i nbound SA from 20. 20. 20. 20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00:10:17.099: has spi 16457800 and conn_id 3
and flags 4
*Mar 1 00:10:17.103: lifetinme of 3600 seconds
*Mar 1 00:10:17.103: lifetime of 4608000 kil obytes
*Mar 1 00:10:17.103: out bound SA from 20. 20. 20. 21
to 20.20.20.20
(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:10:17.107: has spi 507120385 and conn_id 4
and flags 4
*Mar 1 00:10:17.111: lifetinme of 3600 seconds
*Mar 1 00:10:17.111: lifetime of 4608000 kil obytes
*Mar 1 00:10:17.115: I SAKMP (1): Creating | PSec SAs
*Mar 1 00:10:17. 115: i nbound SA from 20. 20. 20. 20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )
*Mar 1 00:10:17.119: has spi 305534655 and
conn_id 5 and flags 4
*Mar 1 00:10:17.119: lifetinme of 3600 seconds
*Mar 1 00:10:17.123: lifetime of 4608000 kil obytes
*Mar 1 00:10:17.123: out bound SA from 20. 20. 20. 21
to 20.20.20.20
(proxy 50.50.50.0 to 60.60.60.0 )
*Mar 1 00:10:17.127: has spi 554175376 and
conn_id 6 and flags 4
*Mar 1 00:10:17.127: lifetinme of 3600 seconds
* Mar 00:10:17. 131: lifetime of 4608000 kil obytes

1
*Mar 1 00:10:17.139: |PSEC(key_engine): got a queue event. ..
*Mar 1 00:10:17.143: IPSEC(initialize_sas):

(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = AH, transform= ah-sha-hmac
|'i fedur= 3600s and 4608000kb
spi = 0xFB2048(16457800), conn_id= 3, keysize= 0,

flags= Ox4
*Mar 1 00:10:17.151: IPSEC(initialize_sas):

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0
protocol = AH, transform= ah-sha-hmac
|'i fedur= 3600s and 4608000kb
spi = Ox1E3A0OB01(507120385), conn_id= 4, keysize= 0,

flags= Ox4
*Mar 1 00:10:17.159: IPSEC(initialize_sas):

(key eng. nmsg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0x123616BF(305534655), conn_id= 5, keysize= 0,

flags= Ox4
*Mar 1 00:10:17.167: IPSEC(initialize_sas):

(key eng. nmsg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50.50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0



protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x21080B90(554175376), conn_id= 6, keysize= 0,
flags= Ox4
*Mar 1 00:10:17.175: | PSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi = 0xFB2048(16457800),
sa_trans= ah-sha-hmac , sa_conn_id= 3
*Mar 1 00:10:17.179: |IPSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi = 0x1E3A0B01(507120385),
sa_trans= ah-sha-hmac , sa_conn_id= 4
*Mar 1 00:10:17.183: | PSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi = 0x123616BF(305534655),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
*Mar 1 00:10:17.187: |PSEC(create_sa): sa created,
(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi = 0x21080B90(554175376),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 6
*Mar 1 00:10: 36.583: | SADB: reaper checking SA, conn_id =1
wan2511#

RPl 2 : ISAKMP:RSA i1 5141 iF

ERFTRERD  TOEAEHEER, ﬁ/\%ﬁﬁﬁﬁ‘ﬂiﬁk 18O/ RSA B, RfE , 81 BHEH
BEREXN S RSA M, XE— N EHER , CEEBENT RS, ROEH  BHEE
EEATCESHENREXENE M EFEM RSA \%Ho

TR X R R EE RO & E

50.50.5050 20.20.20.20

60.60.60.60
MNetwork
B60.60.60.x

Network
50.50.50.x

wanz2511 wanz2516

EARROIF , BORARBER — RSA BN ( EF2FHERN RSA RS ) |, AEREZEX
Z45H) RSA 2448,

wan2511( confi g) #crypto key generate rsa

The name for the keys will be: wan2511. ci sco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodulus [512]:
Generating RSA keys ...

[ K]

wan2511(confi g) #+z

wan2511#

wan2511#show crypto key mypubkey rsa

% Key pair was generated at: 00:09:04 UTC Mar 1 1993



Key name: wan2511.ci sco.com

Usage: General Purpose Key

Key Dat a:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 O0E9007B E5CD7DC8
6E1C0423 92044254 92C972AD O0CCE9796 86797EAA B6CAEFFO OF0A5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4 DICFABCL AB54EOE2 BB020301 0001

wan2511#

wan2511( confi g) #crypto key pubkey-chain rsa

wan2511( confi g- pubkey- chai n) #named-key wan2516.cisco.com
wan2511( confi g- pubkey- key) #key-string

Enter a public key as a hexideci nal nunber

wan2511( confi g- pubkey) #$86F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
wan2511( confi g- pubkey) #$D918DE FC7ADB76 BOB9DD1A ABAF4884 009E758C 4064C699
wan2511( confi g- pubkey) #$220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001
wan2511( confi g- pubkey) #quit
wan2511( confi g- pubkey- key) #4z
wan2511#
wan2511#show crypto key pubkey-chain rsa

Key name: wan2516. ci sco. com

Key usage: general purpose

Key source: manual ly entered

Key dat a:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
1AB30DCB 794AB5C7 82D918DE FC7ADB76 BOBI9DD1A ABAF4884 009E758C 4064C699
3BCOD17E C47581DC 50220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001

wan2511#
wan2511#write terminal
Bui | di ng configuration...

Current configuration:
!
version 11.3
service timestanps debug datetinme nsec
no service password-encryption
|
host nane wan2511
|
enabl e password ww
|
no i p domai n-1 ookup
ip host wan2516. ci sco. com 20. 20. 20. 20
i p domai n-nane ci sco.com
|
crypto i saknmp policy 1
aut henti cation rsa-encr
group 2
lifetine 240
crypto i saknp identity hostname
|
crypto i psec transformset auth2 ah-sha-hnmac esp-des esp-sha-hnmac
|
crypto map test 10 ipsec-isaknp
set peer 20.20.20.20
set transformset auth2
mat ch address 133
|
crypto key pubkey-chain rsa
nanmed- key wan2516. ci sco. com
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DC3DDC 59885F14



1AB30DCB 794AB5C7 82D918DE FC7ADB76 BOB9DD1A ABAF4884 009E758C 40640699
3BCID17E C47581DC 50220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001
quit

interface EthernetO
i p address 50.50.50.50 255.255.255.0

interface SerialO

i p address 20.20.20.21 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

crypto map test

interface Seriall

no i p address

shut down

1
ip classless
ip route 0.0.0.0 0.0.0.0 10.11.19.254
ip route 60.0.0.0 255.0.0.0 20.20.20.20
access-list 133 permt ip 50.50.50.0 0.0.0.255 60.60.60.0 0.0.0.255
1
line con O

exec-timeout 0 O

password ww

| ogin
line 1 6

nmodem | nCut

transport input al

speed 115200

fl owcontrol hardware

line 7 16

aut osel ect ppp

nmodem | nCut

transport input al

speed 115200

fl owcontrol hardware

line aux O

I ogin | oca

nmodem | nCut

transport input al

fl owcontrol hardware

line vty 0 4
password ww
| ogin

!

end

wan2511#

wan2516( confi g) #crypto key generate rsa

The name for the keys will be: wan2516. ci sco. com

Choose the size of the key nodulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
a few mnutes.

How many bits in the nodul us [512]:
Generating RSA keys ...

[ K]

wan2516#show crypto key mypubkey rsa



% Key pair was generated at: 00:06:35 UTC Mar 1 1993

Key name: wan2516. ci sco. com

Usage: General Purpose Key

Key Dat a:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00DC3DDC 59885F14
1AB30DCB 794AB5C7 82D918DE FC7ADB76 BOBI9DD1A ABAF4884 009E758C 4064C699
3BCOD17E C47581DC 50220CB9 31E267F8 0259C640 F8DE4169 1F020301 0001

wan2516#

wan2516( confi g) #crypto key exchange ?
dss Exchange DSS keys

wan2516( confi g) #crypto key pubkey-chain rsa

wan2516( confi g- pubkey- chai n) #named-key wan2511.cisco.com
wan2516( confi g- pubkey- key) #key-string

Enter a public key as a hexideci nal nunber

wan2516( confi g- pubkey) #$86F70D 01010105 00034B00 30480241 00E9007B E5CD7DC8
wan2516( confi g- pubkey) #$C972AD 0CCE9796 86797EAA B6C4EFF0 OF0A5378 G6AFAE43B
wan2516( confi g- pubkey) #$741E82 5D9053C4 D9CFABC1l AB54EOE2 BB020301 0001
wan2516( confi g- pubkey) #quit

wan2516( confi g- pubkey- key) #4z

wan2516#show crypto key pubkey rsa

Key name: wan2511.ci sco.com

Key usage: general purpose

Key source: manual ly entered

Key dat a:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 O00E9007B E5CD7DC8
6E1C0423 92044254 92C972AD O0CCE9796 86797EAA B6CAEFFO OF0A5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4 DICFABCL AB54EOE2 BB020301 0001

wan2516#
wan2516#write terminal
Bui | di ng configuration...

Current configuration:

!
version 11.3

no service pad

service tinmestanps debug datetine nsec
no service password-encryption
service udp-small -servers
service tcp-small-servers

!

host nane wan2516

|

enabl e password ww

!

no i p domai n-1 ookup

ip host wan2511. ci sco. com 20. 20. 20. 21
i p domai n-nane ci sco.com

!

crypto i saknmp policy 1

aut henti cation rsa-encr

group 2

lifetine 240

crypto i saknp identity hostname
!



crypto i psec transformset auth2 ah-sha-hnmac esp-des esp-sha-hnmac

1

crypto map test 10 ipsec-isaknp

set peer 20.20.20.21

set transformset auth2

mat ch address 144

1

crypto key pubkey-chain rsa

naned- key wan2511. ci sco. com
key-string
305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00E9007B E5CD7DC8
6E1C0423 92044254 92C972AD O0CCE9796 86797EAA B6CAEFFO OF0A5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4 DICFABCLl AB54EOE2 BB020301 0001
quit

!

hub ether 0 1

l'i nk-test

auto-polarity

nt erface LoopbackO
ip address 70.70.70.1 255.255.255.0
no i p route-cache
no i p nroute-cache

nterface EthernetO
i p address 60.60. 60. 60 255.255.255.0

nterface SerialO

i p address 20.20.20.20 255.255.255.0
encapsul ati on ppp

cl ockrate 2000000

crypto map test

nterface Seriall
no i p address

no ip route-cache
no i p nroute-cache
shut down

nterface BRI O

no i p address

no i p route-cache

no i p nroute-cache

shut down

1

ip default-gateway 20.20.20.21

ip classless

ip route 0.0.0.0 0.0.0.0 20.20.20.21

access-list 144 pernit ip 60.60.60.0 0.0.0.255 50.50.50.0 0.0.0.255
!

line con O
exec-timeout 0 O
password ww
| ogin

line aux O
password ww
| ogin
nmodem | nCut
transport input al
fl owcontrol hardware

line vty 0 4
password ww
| ogin

1



end

wan2516#

RSA-enc m ssing RSA Keys

*Mar 1 00:02:51.147: |1 SAKMP: No cert,

with renote peer 20.20.20.21

and no keys (public or pre-shared)

*Mar 1 00:02:51.151: | SAKMP: No cert, and no keys (public or pre-shared)
with renote peer 20.20.20.21

--------------- RSA-enc good connection -----------------
wan2511#
*Mar 1 00:21:46.375: | SAKMP (1): processing SA payl oad.
message ID =0
*Mar 1 00: 21:46.379: | SAKMP (1): Checking | SAKMP
transform 1 agai nst

priority 1 policy
*Mar 1 00: 21:46. 379: | SAKVP: encrypti on DES- CBC
*Mar 1 00: 21:46. 379: | SAKVP: hash SHA
*Mar 1 00: 21:46. 383: | SAKMP: default group 2
*Mar 1 00:21:46. 383: | SAKMP: auth RSA encr
*Mar 1 00: 21:46. 383: | SAKMP: life type in seconds
*Mar 1 00: 21:46. 387: | SAKMP: life duration (basic)
of 240
*Mar 1 00:21:46.387: |ISAKWMP (1): atts are acceptable.
Next payload is O

*Mar 1 00:21:46.391: Crypto engine 0: generate al g param
*Mar 1 00:21:55.159: CRYPTO ENG NE: Dh phase 1 status: O
*Mar 1 00:21:55.163: CRYPTO DH gen phase 1 status for
conn_id 1 slot 0: K

*Mar 1 00:21:55.167: | SAKMP (1): Unable to get router
cert to find DN

*Mar 1 00:21:55.171: I SAKMP (1): SA is doing RSA
encryption authentication

*Mar 1 00:22:04.351: | SAKMP (1): processing KE payl oad.
message ID =0

*Mar 1 00:22:04.351: Crypto engine O0: generate al g param
*Mar 1 00:22:14.767: CRYPTO DH gen phase 2 status for
conn_id 1 slot 0: K

*Mar 1 00:22:14.771: | SAKMP (1): processing | D payl oad.
message ID =0

*Mar 1 00:22:14.775: Crypto engine 0: RSA decrypt

with private key

*Mar 1 00:22:15.967: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:16.167: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:16.367: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:16.579: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:16.787: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:16.987: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:17.215: CRYPTO ENG NE: key process
suspended and conti nued

*Mar 1 00:22:17.431: CRYPTO ENG NE: key process
suspended and conti nued

* Mar
finished with

1 00: 22:

17.539: CRYPTO RSA private decrypt
st at us=CK



*Mar 1 00:22:17.543: | SAKMP (1):
payl oad. nessage ID = 0
*Mar 1 00:22:17.543: Crypto engine

with private key

* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
finished with
* Mar
SKEYI D for
* Mar
* Mar

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

18. 735: CRYPTO_ENG NE:

conti nued

18. 947: CRYPTO_ENG NE:

conti nued

19. 155: CRYPTO_ENG NE:

conti nued

19. 359: CRYPTO_ENG NE:

conti nued

19.567: CRYPTO_ENG NE:

conti nued

19. 767: CRYPTO_ENG NE:

conti nued

19. 975: CRYPTO_ENG NE:

conti nued

20. 223: CRYPTO_ENG NE:

conti nued

processi ng NONCE

0: RSA decrypt

key process
key process
key process
key process
key process
key process
key process

key process

20. 335: CRYPTO RSA private decrypt

st at us=CK
20. 347: Crypto engine

conn id 1
1 00: 22:

20.363: | SAKMP (1):

with public key

* Mar
finished with
* Mar

st at us=CK

with public key

0:

SKEYI D st ate generated
1 00:22:20.367: Crypto engine 0: RSA encrypt

1 00:22:20.567: CRYPTO RSA public encrypt

1 00:22:20.571: Crypto engine 0: RSA encrypt

processi ng KE

processing I D

*Mar 1 00:22:20.767: CRYPTO RSA public encrypt
finished with status=CK

*Mar 1 00:22:20.775: | SAKMP (1):

payl oad. nessage ID = 0

*Mar 1 00:22:20.775: | SAKMP (1):

payl oad. nessage ID = 0

*Mar 1 00:22:20.779: Crypto engine

with private key

* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
suspended and
* Mar
finished with
* Mar
payl oad.

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

1 00: 22:

21.959: CRYPTO_ENG NE:

conti nued

22.187: CRYPTO_ENG NE:

conti nued

22.399: CRYPTO_ENG NE:

conti nued

22.599: CRYPTO_ENG NE:

conti nued

22.811: CRYPTO_ENG NE:

conti nued

23.019: CRYPTO_ENG NE:

conti nued

23.223: CRYPTO_ENG NE:

conti nued

23.471: CRYPTO_ENG NE:

conti nued

0: RSA decrypt

key process
key process
key process
key process
key process
key process
key process

key process

23.583: CRYPTO RSA private decrypt

st at us=CK
23.583: | SAKMWP (1):

message ID =0

processi ng NONCE

YCRYPTO 6- | KMP_AUTH_FAI L: Aut hentication nethod 4
failed with host 20.20.20.20
YCRYPTO 6- | KMP_MODE_FAI LURE: Processing of Min
node failed with peer

at 20. 20. 20.

20

create | SAKMP



*Mar 1 00:22:36.955: | SAKMP (1): processing HASH
payl oad. nessage ID = 0

*Mar 1 00:22: 36.959: generate hmac context for conn id 1
*Mar 1 00:22:36.971: | SAKMP (1): SA has been authenticated
*Mar 1 00:22: 36.975: generate hmac context for conn id 1
*Mar 1 00:22:37.311: generate hmac context for conn id 1
*Mar 1 00:22:37.319: | SAKMP (1): processing SA payl oad.

message | D = -114148384

*Mar 1 00:22:37.319: | SAKMP (1): Checking | PSec proposal 1
*Mar 1 00:22:37.323: | SAKWMP: transform 1, AH _SHA HVAC

*Mar 1 00:22:37.323: | SAKMP: attributes in transform

*Mar 1 00:22:37.327: | SAKMP: encaps is 1

*Mar 1 00:22:37.327: |ISAKMP: SA life type in seconds

*Mar 1 00:22:37.327: | SAKMP: SA |life duration (basic) of 3600
*Mar 1 00:22:37.331: ISAKMP: SA life type in kilobytes

*Mar 1 00:22:37.331: |ISAKMP: SA life duration (VPlI) of

0x0 0x46 0x50 0xO
*Mar 1 00:22:37.335: ISAKMP (1): atts are acceptable.

*Mar 1 00:22:37.335: | SAKMP (1): Checking | PSec proposal 1
*Mar 1 00:22:37.339: | SAKWMP: transform 1, ESP_DES

*Mar 1 00:22:37.339: | SAKMP: attributes in transform

*Mar 1 00:22:37.339: | SAKMP: encaps is 1

*Mar 1 00:22:37.343: | SAKMP: SA life type in seconds

*Mar 1 00:22:37.343: | SAKMP: SA |life duration (basic) of 3600
*Mar 1 00:22:37.347: |ISAKMP: SA life type in kil obytes

*Mar 1 00:22:37.347: |SAKMP: SA life duration (VPlI) of
0x0 0x46 0x50 0xO
*Mar 1 00:22:37.351: | SAKMP: HMAC al gorithmis SHA
*Mar 1 00:22:37.351: ISAKMP (1): atts are acceptable.
*Mar 1 00:22:37.355: | PSEC(val i date_proposal _request):
proposal part #1,
(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60. 60.60.0/0.0.0.16/0/0,
protocol = AH, transform= ah-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
*Mar 1 00:22:37.363: | PSEC(val i date_proposal _request):
proposal part #2,
(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0,
src_proxy= 60. 60.60.0/0.0.0.16/0/0,
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
*Mar 1 00:22:37.371: | SAKMP (1): processing NONCE payl oad.
message | D = -114148384
*Mar 1 00:22:37.375: | SAKMP (1): processing | D payl oad.
message | D = -114148384
*Mar 1 00:22:37.375: | SAKMP (1): processing | D payl oad.
nmessage | D = -114148384
*Mar 1 00:22:37.379: | PSEC(key_engine): got a queue event. ..
*Mar 1 00:22:37.383: | PSEC(spi_response): getting spi
531040311 for SA
from 20. 20. 20. 20 to 20.20.20.21 for prot 2
*Mar 1 00:22:37.387: | PSEC(spi_response): getting spi
220210147 for SA
from 20. 20. 20. 20 to 20.20.20.21 for prot 3
*Mar 1 00:22:37.639: generate hmac context for conn id 1
*Mar 1 00:22:37.931: generate hmac context for conn id 1
*Mar 1 00:22:37.975: | SAKMP (1): Creating | PSec SAs
*Mar 1 00:22:37.975: inbound SA from 20. 20. 20. 20
to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )



*Mar 1 00:22:37.979: has spi 531040311 and conn_id 2 and flags 4
*Mar 1 00:22:37.979: lifetinme of 3600 seconds
*Mar 1 00:22:37.983: lifetinme of 4608000 kil obytes
*Mar 1 00:22:37.983: outbound SA from 20. 20. 20. 21
to 20.20.20.20
(proxy 50.50.50.0 to 60.60.60.0 )

*Mar 1 00:22:37.987: has spi 125043658 and

conn_id 3 and flags 4

*Mar 1 00:22:37.987: lifetime of 3600 seconds

*Mar 1 00:22:37.991: lifetinme of 4608000 kil obytes

*Mar 1 00:22:37.991: ISAKMP (1): Creating | PSec SAs

*Mar 1 00:22:37.991: inbound SA from 20.20.20.20 to 20.20.20.21
(proxy 60.60.60.0 to 50.50.50.0 )

*Mar 1 00:22:37.995: has spi 220210147 and conn_id 4 and flags 4

*Mar 1 00:22:37.999: lifetime of 3600 seconds

*Mar 1 00:22:37.999: lifetime of 4608000 kil obytes

*Mar 1 00: 22: 38. 003: out bound SA from 20.20.20.21 to 20.20.20. 20
(proxy 50.50.50.0 to 60.60.60.0 )

*Mar 1 00:22:38.003: has spi 299247102 and

conn_id 5 and flags 4

*Mar 1 00:22:38.007: lifetime of 3600 seconds

*Mar 1 00:22:38.007: lifetime of 4608000 kil obytes

*Mar 1 00:22:38.011: | PSEC(key_engine): got a queue event. ..

*Mar 1 00:22:38.015: IPSEC(initialize_sas):

(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = AH, transform= ah-sha-hmac
|'i fedur= 3600s and 4608000kb
spi = O0x1FA70837(531040311), conn_id= 2, keysize= 0, flags= 0x4
*Mar 1 00:22:38.023: IPSEC(initialize_sas):
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0
protocol = AH, transform= ah-sha-hmac
|'i fedur= 3600s and 4608000kb
spi = 0x77403CA(125043658), conn_id= 3, keysize= 0, flags= Ox4
*Mar 1 00:22:38.031: IPSEC(initialize_sas):
(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0xD2023E3(220210147), conn_id= 4, keysize= 0, flags= 0x4
*Mar 1 00:22:38.039: IPSEC(initialize_sas):
(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0x11D625FE(299247102), conn_id= 5, keysize= 0, flags= 0x4
*Mar 1 00:22:38.047: |PSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi = 0x1FA70837(531040311),
sa_trans= ah-sha-hmac , sa_conn_id= 2
*Mar 1 00:22:38.051: |IPSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi = 0x77403CA(125043658),
sa_trans= ah-sha-hmac , sa_conn_id= 3
*Mar 1 00:22:38.055: |IPSEC(create_sa): sa created
(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi = 0xD2023E3(220210147),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 4
*Mar 1 00:22:38.063: | PSEC(create_sa): sa created



(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi = O0x11D625FE(299247102),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 5
wan2511#

----------- RSA- ENC | SAKMP debugs good connection ---
wan2511#
*Mar 1 00:27:23.279: | SAKMP (6): processing SA payl oad.
message ID =0
*Mar 1 00:27:23.279: | SAKMP (6): Checking | SAKMP
transform 1 agai nst
priority 1 policy
*Mar 1 00:27:23.283: | SAKMP: encryption DES-CBC

*Mar 1 00:27:23.283: | SAKMP: hash SHA

*Mar 1 00:27:23.283: | SAKWMP: default group 2

*Mar 1 00:27:23.287: | SAKMP: auth RSA encr

*Mar 1 00:27:23.287: |ISAKWMP: life type in seconds

*Mar 1 00:27:23.287: |SAKMP: |ife duration (basic) of 240

*Mar 1 00:27:23.291: | SAKMP (6): atts are acceptable.

Next payload is O

*Mar 1 00:27:32.055: | SAKMP (6): Unable to get

router cert to find DN

*Mar 1 00:27:32.055: | SAKMP (6): SA is doing RSA

encryption authentication

*Mar 1 00:27:41.183: | SAKMP (6): processing KE payl oad.

message ID =0

*Mar 1 00:27:51.779: | SAKMP (6): processing | D payl oad.
message ID =0

*Mar 1 00:27:54.507: | SAKMP (6): processing NONCE payl oad.
message ID =0

*Mar 1 00:27:57.239: | SAKMP (6): SKEYID state generated

*Mar 1 00:27:57.627: | SAKMP (6): processing KE payl oad.
message ID =0

*Mar 1 00:27:57.631: | SAKMP (6): processing | D payl oad.
message ID =0

*Mar 1 00:28:00.371: | SAKMP (6): processing NONCE payl oad.

message ID =0

YCRYPTO 6- | KMP_AUTH_FAI L: Aut hentication nethod 4 failed

with host 20.20.20.20

YCRYPTO 6- | KMP_MODE_FAI LURE: Processing of Main node failed
with peer at 20.20.20.20

*Mar 1 00:28:13.587: | SAKMP (6): processing HASH payl oad.
message ID =0

*Mar 1 00:28:13.599: | SAKMP (6): SA has been authenticated

*Mar 1 00:28:13.939: | SAKMP (6): processing SA payl oad.
nmessage | D = -161552401

*Mar 1 00:28:13.943: | SAKMP (6): Checking | PSec proposal 1

*Mar 1 00:28:13.943: | SAKWMP: transform 1, AH _SHA HVAC

*Mar 1 00: 28:13.943: | SAKWP: attributes in transform

*Mar 1 00:28:13.947: | SAKMP: encaps is 1

*Mar 1 00:28:13.947: |ISAKMP: SA life type in seconds

*Mar 1 00:28:13.947: | SAKMP: SA |life duration (basic) of 3600
*Mar 1 00:28:13.951: ISAKMP: SA life type in kilobytes

*Mar 1 00:28:13.951: | SAKMP: SA |life duration (VPlI) of

0x0 0x46 0x50 0xO
*Mar 1 00:28:13.955: | SAKMP (6): atts are acceptable.

*Mar 1 00:28:13.959: | SAKMP (6): Checking | PSec proposal 1
*Mar 1 00:28:13.959: | SAKMP: transform 1, ESP_DES

*Mar 1 00:28:13.959: | SAKMP: attributes in transform

*Mar 1 00:28:13.963: | SAKMP: encaps is 1

*Mar 1 00:28:13.963: | SAKMP: SA |ife type in seconds

*Mar 1 00:28:13.963: | SAKMP: SA |ife duration (basic) of 3600
*Mar 1 00:28:13.967: |SAKMP: SA life type in kilobytes



1 00:28:13.967: | SAKMP: SA life duration (VPl) of

1 00:28:13.971: | SAKMP: HVAC al gorithmis SHA
1 00:28:13.971: | SAKMP (6): atts are acceptable.

| SAKMP (6): processi ng NONCE payl oad.
: | SAKMP (6): processing | D payl oad.
: | SAKMP (6): processing | D payl oad.

| SAKMP (6): Creating | PSec SAs

i nbound SA from 20. 20. 20. 20 to 20.20. 20. 21
.60.0 to 50.50.50.0 )

has spi 437593758 and conn_id 7 and flags 4
lifetinme of 3600 seconds

lifetime of 4608000 kil obytes

out bound SA from 20. 20. 20. 21 to 20. 20. 20. 20
.50.0 to 60.60.60.0 )

has spi 411835612 and conn_id 8 and flags 4
lifetinme of 3600 seconds

lifetime of 4608000 kil obytes

| SAKMP (6): Creating | PSec SAs

i nbound SA from 20. 20. 20. 20 to 20.20. 20. 21
.60.0 to 50.50.50.0 )

has spi 216990519 and conn_id 9 and flags 4
lifetinme of 3600 seconds

lifetime of 4608000 kil obytes

out bound SA from 20. 20. 20. 21 to 20.20. 20. 20
.50.0 to 60.60.60.0 )

has spi 108733569 and conn_id 10 and fl ags 4
lifetinme of 3600 seconds

lifetime of 4608000 kil obytes

-------------------------- RSA- enc | PSEC debug -------

* Mar
0x0 0x46 0x50 0xO
* Mar
* Mar
*Mar 1 00:28:13.975:
nmessage | D = -161552401
*Mar 1 00:28:13.979
nmessage | D = -161552401
*Mar 1 00:28:13.979
nmessage | D = -161552401
*Mar 1 00: 28:14. 391:
*Mar 1 00: 28:14. 391:
(proxy 60.60
*Mar 1 00: 28: 14. 395:
*Mar 1 00:28:14. 399:
*Mar 1 00:28:14. 399:
*Mar 1 00: 28: 14. 403
(proxy 50.50
*Mar 1 00: 28: 14. 403
*Mar 1 00: 28: 14. 407
*Mar 1 00: 28: 14. 407
*Mar 1 00: 28:14.411:
*Mar 1 00: 28:14.411:
(proxy 60.60
*Mar 1 00: 28: 14. 415:
*Mar 1 00: 28: 14. 415:
*Mar 1 00:28:14.419:
*Mar 1 00:28:14.419:
(proxy 50.50
*Mar 1 00: 28: 14. 423
*Mar 1 00: 28: 14. 423
*Mar 1 00: 28: 14. 427
wan2511#
wan2511#

*Mar 1 00: 30:32.155: | SAKMP (11): Unable to get
router cert to find DN

wan2511#

show debug

Crypt ogr aphi ¢ Subsyst em
Crypto | PSEC debugging is on

wan2511#
wan2511#
wan2511#
wan2511#

YCRYPTO 6- | KMP_AUTH_FAI L: Aut hentication net hod
4 failed with host 20.20.20.20
YCRYPTO 6- | KMP_MODE_FAI LURE: Processing of Min
node failed with peer at

20. 20. 20

.20

*Mar 1 00:31:13.931: |PSEC(validate_proposal _request):

pr oposa

| part #1,

(key eng. nmsg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0
src_proxy= 60.60.60.0/0.0.0.16/0/0

pr ot

ocol = AH, tr

ansf or nk ah- sha- hmac

|'i fedur= 0s and Okb,

spi =

0x0(0), con

n_id= 0, keysize= 0, flags= 0x4

*Mar 1 00:31:13.935: | PSEC(val i date_proposal _request):

pr oposa

| part #2,

(key eng. nmsg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50.50.50.0/0.0.0.0/0/0
src_proxy= 60.60.60.0/0.0.0.16/0/0

pr ot

ocol = ESP, t

ransf orm= esp-des esp-sha-hnmac



|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4
*Mar 1 00: 31:13.947: | PSEC(key_engine): got a queue event. ..
*Mar 1 00:31:13.951: | PSEC(spi_response): getting
spi 436869446 for SA
from 20. 20. 20. 20 to 20.20.20.21 for prot 2
*Mar 1 00:31:13.955: | PSEC(spi_response): getting
spi 285609740 for SA
from 20. 20. 20. 20 to 20.20.20.21 for prot 3
*Mar 1 00: 31:14.367: |PSEC(key_engine): got a queue event. ..
*Mar 1 00:31:14.367: IPSEC(initialize_sas): |,

(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ O,
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = AH, transform= ah-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x1A0A1946(436869446), conn_id= 12, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.375: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ O,
protocol = AH, transform= ah-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x2C40706(46401286), conn_id= 13, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.383: IPSEC(initialize_sas): ,

(key eng. msg.) dest= 20.20.20.21, SRC= 20. 20. 20. 20,
dest _proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ O,
src_proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x11060F0C(285609740), conn_id= 14, keysize= 0,

flags= 0x4
*Mar 1 00:31:14.391: IPSEC(initialize_sas): ,

(key eng. msg.) SRC= 20.20.20.21, dest= 20.20.20. 20,
src_proxy= 50. 50. 50. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 60. 60. 60. 0/ 255. 255. 255. 0/ 0/ O,
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x12881335(310907701), conn_id= 15, keysize= 0,

flags= Ox4
*Mar 1 00:31:14.399: |IPSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 51,
sa_spi = 0x1A0A1946(436869446),
sa_trans= ah-sha-hmac , sa_conn_id= 12

*Mar 1 00: 31:14.407: |PSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.20, sa_prot= 51,
sa_spi = 0x2C40706(46401286) ,
sa_trans= ah-sha-hmac , sa_conn_id= 13

*Mar 1 00:31:14.411: |PSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.21, sa_prot= 50,
sa_spi = 0x11060F0C(285609740),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 14

*Mar 1 00: 31:14.415: |PSEC(create_sa): sa created,

(sa) sa_dest= 20.20.20.20, sa_prot= 50,
sa_spi = 0x12881335(310907701),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 15

wan2511#

Rl 3 : ISAKMP:RSA-SIG & KiF/CA

ARPIERAZEMSA CA RSEHEMN RSA LB, BINNEHFEMN CARSSE (BER

=

BB N R



EBRYTEY ) REUER. HWINEFRBERTEMH CAILEBE , BRI ISAKMP R EH
B MIRULEY RSA 2. WA RNABERRSNMIXNFELIE CA Mt , 7+ BSFEREGES.
— I NEFERTBEFERENEHABENFEN RSA 24,

s, FESHTEANRIRINKE , FHWREE ISAKMP XK, SITFFR

| ab-i sdnl#show crypto isakmp policy

Default protection suite
encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Secure Hash Standard
aut hentication nmethod: Rivest-Shanir-Adl enan Si gnhature
Diffie-Hell man group: #1 (768 bit)
lifetine: 86400 seconds, no volune limt

B , EX CA RS5|/AVEN A FHEK RSA B,

testl-isdn(config)#ip host cert-author 10.19.54.46

test1l-i sdn(confi g) #crypto key gen rsa usage

The name for the keys will be: testl-isdn.cisco.com

Choose the size of the key nodulus in the range of 360 to 2048 for your
Si gnature Keys. Choosing a key nodul us greater than 512 nay take
a few m nutes.

How many bits in the nodulus [512]:

Generating RSA keys ...

[ K]

Choose the size of the key nodulus in the range of 360 to 2048 for your
Encryption Keys. Choosing a key nodul us greater than 512 nay take
a few mnutes.

How many bits in the nodulus [512]:
Generating RSA keys ...

[ XK]
BETX , FHRB N test1-isdn-ultra’fIFRIZEN CABLE , H#E X CA &% URL., A5 , @ CA RS
BRHTEMRIEHIREES, &FE , #TREUBKRESZKRIAIERTH,

test1l-isdn(confi g)#crypto ca identity testl-isdn-ultra
testl-isdn(ca-identity)#enrollment url http://cert-author
testl-isdn(ca-identity)#crl optional
testl-isdn(ca-identity)#exit

test1-i sdn(confi g) #crypto ca authenticate testl-isdn-ultra
Certificate has the follow ng attributes:

Fi ngerprint: 71CA5A98 78828EF8 4987BA95 57830E5F

% Do you accept this certificate? [yes/no]: yes

Apr 3 14:08:56.329: CRYPTO PKI: http connecti on opened

Apr 3 14:08:56.595: CRYPTO_ _PKI: Al enrollnment requests conpl eted.
Apr 3 14:08:56.599: CRYPTO PKI: transaction Get CACert conpleted

Apr 3 14:08:56.599: CRYPTO PKI: CA certificate received
testl-isdn(config)#

test1-i sdn(confi g) #crypto ca enroll testl-isdn-ultra
% Start certificate enroll nment

% Create a chall enge password. You will need to verbally provide this
password to the CA Adnministrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nmake a note of it.



Passwor d:
Re- ent er password:

% The subject nane in the certificate will be: testl-isdn.cisco.com

% I nclude the router serial nunber in the subject nanme? [yes/no]: yes

% The serial nunmber in the certificate will be: 04922418

% I nclude an | P address in the subject nane? [yes/no]: yes

Interface: briO

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The certificate request fingerprint will be displayed.

% The 'show crypto ca certificate' command will al so show the fingerprint.

----------------- status: pending ---------------

test 1-i sdn#show crypto ca certificate

CA Certificate
Status: Avail abl e
Certificate Serial Number: 3051DF7169BEE31B821DFE4B3A338E5F
Key Usage: Not Set

Certificate

Subj ect Name
Name: testl-isdn.cisco.com
| P Address: 10.18.117.189
Serial Nunber: 04922418

Stat us: Pendi ng

Key Usage: Signature
Fi ngerprint: B1566229 472B1DDB 01A072C0 8202A985 00000000

Certificate

Subj ect Name
Name: testl-isdn.cisco.com
| P Address: 10.18.117.189
Serial Nunber: 04922418

Status: Pendi ng

Key Usage: Encryption
Fi ngerprint: 1EA39C07 D1B26FC7 7ADO8BF4 ACA3AABD 00000000

----------------- status: available ---------------
test 1-i sdn#show crypto ca certificate
Certificate
Subj ect Name
Nane: test1-isdn.cisco.com
Serial Nunber: 04922418
Status: Avail abl e
Certificate Serial Nunmber: 1BAFCBCA71F0434B59D192FAFB37D376
Key Usage: Encryption

CA Certificate
Status: Avail abl e
Certificate Serial Number: 3051DF7169BEE31B821DFE4B3A338E5F
Key Usage: Not Set

Certificate
Subj ect Name
Nane: test1-isdn.cisco.com
Serial Nunber: 04922418
Status: Avail abl e
Certificate Serial Nunmber: 4B39EE2866814279CBA7534496DE1D99
Key Usage: Signature



test1-isdn#

TEIRRIEE R M EE,

40.40.40.40 12121212
1212.12.13 20.20.20.20

lab-isdn lab-isdn

THEHMNEERFIKE LIS IRE CAIEP ( WEFTR ) H BT E L rsa-sig”tEN & B RIE R 1T
ISAKMP B9 & Cisco 1600 Bz, RERMZEREIUARM LAN 2 HEREH INZ,

| ab-i sdnl#write terminal
Bui | di ng configuration..

Current configuration
|
version 11.3
service tinestanps debug datetime nsec
no service password-encryption
service udp-smal |l -servers
service tcp-small-servers
|
host nane | ab-i sdnl
|
enabl e secret 5 $1$VAPY$uA Bl VeEmMBUAFEmM PPJFc.
|
usernane | ab-isdn password O cisco
ip host ciscoca-ultra 171.69.54. 46
ip host lab-isdn 12.12.12.12
i p donmai n-nane ci sco.com
i p nane-server 171.68.10.70
i p nane-server 171.68.122.99
isdn switch-type basic-nil
|
crypto ipsec transformset nypolicy ah-sha-hmac esp-des esp-sha-hmac
|
crypto map test 10 ipsec-isaknmp
set peer 12.12.12.12
set transformset nypolicy
mat ch address 144
|
crypto ca identity bubba
enrol I ment url http://ciscoca-ultra
crl optional
crypto ca certificate chain bubba
certificate 3EIEDA72BDA2CE0163FB6BOBO04ESEEE
308201BC 30820166 A0030201 0202103E
1ED472BD A2CE0163 FB6BOBO0 4E5EEE30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A303B 31273025 06092A86 4886F70D



01090216 18737461 6E6E6F75 732D6973
646E312E 63697363 6F2E636F 6D311030
0E060355 04051307 35363739 39383730
5C300D06 092A8648 86F70D01 01010500
034B0030 48024100 D2D125FF BBFC6E56
93CB4385 5473Cl65 BC7CCAF6 45C35BED
554BAA0B 119AFA6F 0853F574 5E0B8492
2E39B5FA 84C4ADD05 Cl19AA625 8184395C
6CBC7FA4 614F6177 02030100 01A33F30
3D300B06 03551DOF 04040302 05203023
0603551D 11041C30 1A821873 74616E6E
6F75732D 6973646E 312E6369 73636F2E
636F6D30 09060355 1D130402 3000300D
06092A86 4886F70D 01010405 00034100
04AF83B8 FE95F5D9 9C07Cl105 F1E88F1A
9320CE7D OFA540CF 44C77829 FC85C94B
8CB4CA32 85FF9655 8E47AC9A BI9D6BF1A
0C4846DE 5CB07C8E A32038EC 8AFD161A
quit
certificate ca 3051DF7169BEE31B821DFE4B3A338E5F
30820182 3082012C A0030201 02021030
51DF7169 BEE31B82 1DFE4B3A 338E5F30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3937 31323032 30313036
32385A17 0D393831 32303230 31303632
385A3042 31163014 06035504 0A130D43
6973636F 20537973 74656D73 3110300E
06035504 0B130744 65767465 73743116
30140603 55040313 0D434953 434F4341
2D554C54 5241305C 300D0609 2A864886
F70D0101 01050003 4B003048 024100C1
B69D7BF6 34E4EE28 A84EODC6 FCA4DEAS8
04D89E50 C5EBE862 39D51890 DOD4B732
678BDBF2 80801430 E5E56E7C Cl26E2DD
DBE9695A DFS8ES5BA7 E67BAE87 29375302
03010001 300D0609 2A864886 F70D0101
04050003 410035AA 82B5A406 32489413
A7FF9A9A E349E5B4 74615E05 058BA3CE
7C5F00B4 019552A5 E892D2A3 86763A1F
2852297F C68EECE1 F41E9A7B 2F38D02A
B1D2F817 3F7B
quit
certificate 503968D890F7D409475B7280162754D2
308201BC 30820166 A0030201 02021050
3968D890 F7D40947 5B728016 2754D230
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A303B 31273025 06092A86 4886F70D
01090216 18737461 6E6E6F75 732D6973
646E312E 63697363 6F2E636F 6D311030
0E060355 04051307 35363739 39383730
5C300D06 092A8648 86F70D01 01010500
034B0030 48024100 BECE2D8C B32E6B09
OADEOD46 AF8D4AlF 37850034 35D0C729
3BF91518 0C9E4ACF8 1A6A43AE E4F04687



B8E2859D 33D5CE04 2ESDDEA6 3DA54A31
2AD4255A 756014CB 02030100 01A33F30
3D300B06 03551DOF 04040302 07803023
0603551D 11041C30 1A821873 74616E6E
6F75732D 6973646E 312E6369 73636F2E
636F6D30 09060355 1D130402 3000300D
06092A86 4886F70D 01010405 00034100
B3AF6E71 CBDOAEDD A4711B71 6897F2CE
D669A23A EE47B92B B2BE942A 422DF4A5
7ACB9433 BD17EC7A BB3721EC E7D1175F
5C62BC58 C409F805 19691FBD FD925138
quit

nterface EthernetO
i p address 40.40.40. 40 255. 255.255.0
no i p nroute-cache

nterface BRI O

i p address 12.12.12.13 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

dialer idle-timout 99999

dialer map ip 12.12.12.12 name | ab-isdn 4724171
di al er hol d- queue 40

dialer-group 1

i sdn spidl 919472411800 4724118

i sdn spid2 919472411901 4724119

ppp aut hentication chap

crypto map test
I

ip classless

ip route 0.0.0.0 0.0.0.0 12.12.12.12
access-list 144 permt ip 40.40.40.0 0.0.0.255 20.20.20.0 0.0.0.255
dialer-list 1 protocol ip permt

1

line con O

exec-timeout 0 O

line vty 0 4

password ww

| ogin

!

end

| ab-i sdnl#

| ab-i sdn#write terminal
Bui | di ng configuration...

Current configuration:

!

version 11.3

service tinmestanps debug datetine nsec
no service password-encryption

servi ce udp-smal |l -servers

service tcp-small-servers

|

host nane | ab-i sdn

!

enabl e secret 5 $1$0Nel$wDbhBdcN6x9Y5gf uM ghl0
|

usernane | ab-isdnl password 0 cisco

ip host ciscoca-ultra 171.69.54. 46



ip host lab-isdnl 12.12.12.13

i p domai n-nane ci sco.com

ip nane-server 171.68.10.70

ip nanme-server 171.68.122.99

isdn switch-type basic-nil

1

crypto i psec transformset nypolicy ah-sha-hnmac
esp-des esp-sha- hmac

1

crypto map test 10 ipsec-isaknp

set peer 12.12.12.13

set transformset mypolicy

mat ch address 133

1

crypto ca identity l|ab

enrol | ment url http://ciscoca-ultra
crl optional

crypto ca certificate chain |l ab
certificate 44FC6C531FC3446927E4EE307A806B20
308201E0 3082018A A0030201 02021044
FC6C531F C3446927 E4EE307A 806B2030
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A305A 31263024 06092A86 4886F70D
01090216 17737461 6E6E6F75 732D6973
646E2E63 6973636F 2E636F6D 311E301C
060A2B06 0104012A 020B0201 130E3137
312E3638 2E313137 2E313839 3110300E
06035504 05130735 36373939 3139305C
300D0609 2A864886 F70D0101 01050003
4B003048 024100B8 F4A17A70 FAB5C2E3
39186513 486779C7 61EFOACL 3B6CFF83
810E6D28 B3E4C034 CDB03CFF 5158C270
28FEBCDE CB6EF2D4 83BDD9B3 EAF915DB
78266E96 500CD702 03010001 A3443042
300B0603 551D0F04 04030205 20302806
03551D11 0421301F 82177374 616E6GEGF
75732D69 73646E2E 63697363 6F2E636F
6D8704AB 4475BD30 09060355 1D130402
3000300D 06092A86 4886F70D 01010405
00034100 BF65B931 0F960195 ABDD41D5
622743D9 C12B5499 B3ABEB30 5005E6CC
7FDF7C5B 51D13EB8 D46187E5 AlE7F711
AEB7B33B AA4C6728 7A4BA692 00A44A05 C5CF973F
quit

certificate ca 3051DF7169BEE31B821DFE4B3A338E5F
30820182 3082012C A0030201 02021030
51DF7169 BEE31B82 1DFE4B3A 338E5F30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3937 31323032 30313036
32385A17 0D393831 32303230 31303632
385A3042 31163014 06035504 0A130D43
6973636F 20537973 74656D73 3110300E
06035504 0B130744 65767465 73743116
30140603 55040313 0D434953 434F4341



2D554C54 5241305C 300D0609 2A864886
F70D0101 01050003 4B003048 024100C1
B69D7BF6 34E4EE28 A84EODC6 FCA4DEAS
04D89E50 C5EBE862 39D51890 DOD4B732
678BDBF2 80801430 E5E56E7C Cl26E2DD
DBE9695A DFS8ES5BA7 E67BAE87 29375302
03010001 300D0609 2A864886 F70D0101
04050003 410035AA 82B5A406 32489413
A7FF9A9A E349E5B4 74615E05 058BA3CE
7C5F00B4 019552A5 E892D2A3 86763A1F
2852297F C68EECE1 F41E9A7B 2F38D02A
B1D2F817 3F7B

quit

certificate 52A46D5D10B18A6F51E6BC735A36508C

308201E0 3082018A A0030201 02021052
A46D5D10 B18A6F51 E6BC735A 36508C30
0D06092A 864886F7 0D010104 05003042
31163014 06035504 0A130D43 6973636F
20537973 74656D73 3110300E 06035504
0B130744 65767465 73743116 30140603
55040313 0D434953 434F4341 2D554C54
5241301E 170D3938 30343038 30303030
30305A17 0D393930 34303832 33353935
395A305A 31263024 06092A86 4886F70D
01090216 17737461 6E6E6F75 732D6973
646E2E63 6973636F 2E636F6D 311E301C
060A2B06 0104012A 020B0201 130E3137
312E3638 2E313137 2E313839 3110300E
06035504 05130735 36373939 3139305C
300D0609 2A864886 F70D0101 01050003
4B003048 024100D7 71AD5672 B487A019
5ECD1954 6F919A3A 6270102E 5A9FF4DC
7A608480 FB27A181 715335F4 399D3E57
7F72B323 BF0620AB 60C371CF 4389BA4F
C60EEGEA 21E06302 03010001 A3443042
300B0603 551DO0F04 04030207 80302806
03551D11 0421301F 82177374 616E6E6F
75732D69 73646E2E 63697363 6F2E636F
6D8704AB 4475BD30 09060355 1D130402
3000300D 06092A86 4886F70D 01010405
00034100 8AD45375 54803CF3 013829A8
8DB225A8 25342160 94546F3C 4094BBA3
F2F5A378 97E2F06F DCFFC509 A07B930A
FBE6C3CA E1FC7FD9 1E69B872 C402E62A
quit

!

interface EthernetO

i p address 20.20.20.20 255. 255.255.0

1

interface BRI O

description bri to rtp

ip address 12.12.12.12 255. 255.255.0
no i p proxy-arp

encapsul ati on ppp

no i p nroute-cache

bandw dth 128

| oad-interval 30

dialer idle-timout 99999

di al er hol d- queue 40

dialer-group 1

i sdn spidl 919472417100 4724171

i sdn spid2 919472417201 4724172

ppp aut hentication chap

crypto map test

A8814C09



1
ip classless

ip route 0.0.0.0 0.0.0.0 12.12.12.13
access-list 133 permt ip 20.20.20.0 0.0.0.255

40.40.40.0 0.0.0. 255
dialer-list 1 protocol ip permt
1
line con O

exec-timeout 0 O
line vty 0 4

password ww

| ogin
!
end

| ab-i sdn#

------------------ RSA-sig -------

| ab-i sdn#show debug
Crypt ogr aphi ¢ Subsyst em
Crypt o | SAKMP debugging is on
Crypt o Engi ne debugging is on
Crypto | PSEC debugging is on
| ab-i sdn#

| ab-i sdn#
*Mar 21 20:16:50.871: | SAKMP (4):
message ID =0
*Mar 21 20:16:50.871: | SAKMP (4):
agai nst priority 65535
policy

processi ng SA payl oad.

Checki ng | SAKMP transform 1

*Mar 21 20:16:50.875: | SAKMP: encryption DES-CBC
*Mar 21 20:16:50. 875: | SAKMP: hash SHA

*Mar 21 20:16:50.875: | SAKMP: default group 1
*Mar 21 20:16:50.875: | SAKMP: auth RSA sig

*Mar 21 20:16:50.879: | SAKMP (4):
Next payload is O

atts are acceptable.

*Mar 21 20:16:50.879: Crypto engine 0: generate

al g param

*Mar 21 20: 16: 54.070: CRYPTO ENG NE: Dh phase 1

status: O

*Mar 21 20:16:54.090: | SAKMP (4):
signature authentication

*Mar 21 20:16:57.343: | SAKMP (4):
payl oad. message ID =0

SA i s doing RSA

processi ng KE

*Mar 21 20:16:57.347: Crypto engine 0: generate al ar am
yp g g gp

*Mar 21 20:17:01.168: | SAKMP (4):
payl oad. nessage ID = 0

processi ng NONCE

*Mar 21 20:17:01.176: Crypto engine 0: create | SAKMP

SKEYID for conn id 4
*Mar 21 20:17:01.188: | SAKMP (4):
*Mar 21 20:17:07.331: | SAKMP (4):
payl oad. message ID = 0
*Mar 21 20:17:07.331: | SAKMP (4):
payl oad. message ID =0
*Mar 21 20:17:07.497: | SAKMP (4):
wi th warning
*Mar 21 20:17:07.600: | SAKMP (4):
payl oad. message ID =0

SKEYI D st ate generated
processing I D

processi ng CERT
cert approved

processing SIG

*Mar 21 20:17:07.608: Crypto engine 0: RSA decrypt

with public key

*Mar 21 20:17:07.759: generate hmac context for



conn id 4

*Mar 21 20:17:07.767:
aut henti cat ed

*Mar 21 20:17:07.775:
conn id 4

*Mar 21 20:17:07.783:
with private key

| SAKMP (4): SA has been
generate hmac context for

Crypto engine 0: RSA encrypt

*Mar 21 20:17:08.672: CRYPTO ENG NE: key process
suspended and conti nued
*Mar 21 20:17:08.878: CRYPTO ENG NE: key process
suspended and conti nued
*Mar 21 20:17:09.088: CRYPTO ENG NE: key process
suspended and conti nued
*Mar 21 20:17:09.291: CRYPTO ENG NE: key process
suspended and conti nued
*Mar 21 20:17:09.493: CRYPTO ENG NE: key process
suspended and conti nued
*Mar 21 20:17:09.795: CRYPTO ENG NE: key process
suspended and conti nued
*Mar 21 20:17:10.973: generate hmac context for
conn id 4
*Mar 21 20:17:10.981: | SAKMP (4): processing SA
payl oad. message | D = -538880964
*Mar 21 20:17:10.981: | SAKMP (4): Checking | PSec proposal 1
*Mar 21 20:17:10.981: | SAKMP: transform 1, AH _SHA HVAC
*Mar 21 20:17:10.985: | SAKMP: attributes in transform
*Mar 21 20:17:10.985: | SAKMP: encaps is 1
*Mar 21 20:17:10.985: | SAKMP: SA life type in seconds
*Mar 21 20:17:10.985: | SAKMP: SA |life duration (basic) of 3600
*Mar 21 20:17:10.989: |ISAKMP: SA life type in kil obytes
*Mar 21 20:17:10.989: | SAKMP: SA |life duration (VPlI) of
0x0 0x46 0x50 0xO
*Mar 21 20:17:10.993: | SAKMP (4): atts are acceptable.
*Mar 21 20:17:10.993: | SAKMP (4): Checking | PSec proposal 1
*Mar 21 20:17:10.993: | SAKWMP: transform 1, ESP_DES
*Mar 21 20:17:10.997: | SAKMP: attributes in transform
*Mar 21 20:17:10.997: | SAKMP: encaps is 1
*Mar 21 20:17:10.997: | SAKMP: SA life type in seconds
*Mar 21 20:17:10.997: | SAKMP: SA |life duration (basic) of 3600
*Mar 21 20:17:11.001: |ISAKMP: SA life type in kil obytes
*Mar 21 20:17:11.001: | SAKMP: SA life duration (VPlI) of
0x0 0x46 0x50 0xO
*Mar 21 20:17:11.001: | SAKMP: HMAC al gorithmis SHA
*Mar 21 20:17:11.005: | SAKMP (4): atts are acceptable.
*Mar 21 20:17:11.005: | PSEC(vali date_proposal _request):
proposal part #1,

(key eng. msg.) dest= 12.12.12.12, SRC= 12.12.12.13,
dest _proxy= 20.20.20.0/0.0.0.0/0/0,
src_proxy= 40. 40. 40.0/0.0.0.16/0/0,
protocol = AH, transform= ah-sha-hmac ,
|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
*Mar 21 20:17:11.013: | PSEC(val i date_proposal _request):
proposal part #2,

(key eng. nmsg.) dest= 12.12.12.12, SRC= 12.12.12.13,
dest _proxy= 20.20.20.0/0.0.0.0/0/0,
src_proxy= 40. 40. 40.0/0.0.0.16/0/0,
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
*Mar 21 20:17:11.021: | SAKMP (4): processing NONCE payl oad.
message | D = -538880964
*Mar 21 20:17:11.021: | SAKWP (4):
message | D = -538880964

processi ng | D payl oad.



*Mar 21 20:17:11.021: | SAKMP (4): processing | D payl oad.
nmessage | D = -538880964

*Mar 21 20:17:11.025: | PSEC(key_engi ne):
got a queue event...
*Mar 21 20:17:11.029: | PSEC(spi _response):
getting spi 112207019 for SA

from12.12.12.13 to 12.12.12.12 for prot 2
*Mar 21 20:17:11.033: | PSEC(spi _response):
getting spi 425268832 for SA

from12.12.12.13 to 12.12.12.12 for prot 3
*Mar 21 20:17:11.279: generate hmac context for conn id 4
*Mar 21 20:17:11.612: generate hmac context for conn id 4
*Mar 21 20:17:11.644: | SAKMP (4): Creating | PSec SAs

*Mar 21 20:17:11. 644: i nbound SA from

12.12.12.13 to 12.12.12.12
(proxy 40.40.40.0 to 20.20.20.0 )

*Mar 21 20:17:11. 648: has spi 112207019

and conn_id 5 and flags 4

*Mar 21 20:17:11. 648: lifetinme of 3600 seconds

*Mar 21 20:17:11. 648: lifetime of 4608000 kil obytes

*Mar 21 20:17:11.652: outbound SA from 12.12.12.12 to 12.12.12.13
(proxy 20.20.20.0 to 40.40.40.0 )

*Mar 21 20:17:11.652: has spi 83231845 and conn_id 6 and flags 4
*Mar 21 20:17:11.656: lifetime of 3600 seconds
*Mar 21 20:17:11.656: lifetinme of 4608000 kil obytes
*Mar 21 20:17:11.656: | SAKMP (4): Creating | PSec SAs
*Mar 21 20:17:11.656: inbound SA from 12.12.12.13 to 12.12.12.12
(proxy 40.40.40.0 to 20.20.20.0 )
*Mar 21 20:17:11.660: has spi 425268832 and conn_id 7 and flags 4
*Mar 21 20:17:11.660: lifetime of 3600 seconds
*Mar 21 20:17:11.664: lifetime of 4608000 kil obytes
*Mar 21 20:17:11.664: outbound SA from 12.12.12.12 to 12.12.12.13
(proxy 20.20.20.0 to 40.40.40.0 )
*Mar 21 20:17:11.668: has spi 556010247 and conn_id 8 and flags 4
*Mar 21 20:17:11.668: lifetime of 3600 seconds
*Mar 21 20:17:11.668: lifetime of 4608000 kil obytes
*Mar 21 20:17:11.676: | PSEC(key_engine): got a queue event. ..
*Mar 21 20:17:11.676: IPSEC(initialize_sas): ,
(key eng. nmsg.) dest= 12.12.12.12, SRC= 12.12.12.13,
dest _proxy= 20. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0,
src_proxy= 40. 40. 40. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = AH, transform= ah-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x6B024AB(112207019), conn_id= 5, keysize= 0, flags= 0x4
*Mar 21 20:17:11.680: IPSEC(initialize_sas): ,
(key eng. msg.) SRC= 12.12.12.12, dest= 12.12.12.13,
src_proxy= 20. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 40. 40. 40. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = AH, transform= ah-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x4F60465(83231845), conn_id= 6, keysize= 0, flags= 0x4
*Mar 21 20:17:11.687: IPSEC(initialize_sas): ,
(key eng. nmsg.) dest= 12.12.12.12, SRC= 12.12.12.13,
dest _proxy= 20. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0,
src_proxy= 40. 40. 40. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,
spi = 0x19591660(425268832), conn_id= 7, keysize= 0, flags= 0x4
*Mar 21 20:17:11.691: IPSEC(initialize_sas): ,
(key eng. nmsg.) SRC= 12.12.12.12, dest= 12.12.12.13,
src_proxy= 20. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0,
dest _proxy= 40. 40. 40. 0/ 255. 255. 255. 0/ 0/ 0,
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 3600s and 4608000kb,



spi = 0x21240B07(556010247), conn_id= 8, keysize= 0,
*Mar 21 20:17:11.699: | PSEC(create_sa): sa created
(sa) sa_dest= 12.12.12.12, sa_prot= 51,
sa_spi = 0x6B024AB(112207019),
sa_trans= ah-sha-hmac , sa_conn_id= 5
*Mar 21 20:17:11.703: | PSEC(create_sa): sa created
(sa) sa_dest= 12.12.12.13, sa_prot= 51,
sa_spi = 0x4F60465(83231845),
sa_trans= ah-sha-hmac , sa_conn_id= 6
*Mar 21 20:17:11.707: |PSEC(create_sa): sa created
(sa) sa_dest= 12.12.12.12, sa_prot= 50,
sa_spi = 0x19591660(425268832),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 7
*Mar 21 20:17:11.707: |PSEC(create_sa): sa created
(sa) sa_dest= 12.12.12.13, sa_prot= 50,
sa_spi = 0x21240B07(556010247),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 8
*Mar 21 20:18:06.767: | SADB: reaper checking SA, conn_id = 4
| ab-i sdn#
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wan2511#show crypto engine connections active

1D Interface | P-Address State Algorithm Encrypt Decrypt
9 SerialO 20. 20. 20. 21 set HVAC_SHA 0 240
10 SerialO 20. 20. 20. 21 set HVAC_SHA 240 0

wan2511#show crypto engine connections dropped-packet
Interface | P- Addr ess Drop Count

wan2511#show crypto engine configuration

sl ot : 0

engi ne nane: unknown

engi ne type: sof tware

serial nunber: 01496536

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:
i nput queue top: 140
i nput queue bot: 140
i nput queue count: O

wan2511#show crypto key mypubkey rsa
% Key pair was generated at: 00:09:04 UTC Mar 1 1993
Key name: wan2511.ci sco.com

Usage: General Purpose Key

Key Dat a:

305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00E9007B E5CD7DC3
6E1C0423 92044254 92C972AD O0CCE9796
86797EAA B6CAEFFO OF0A5378 6AFAE43B
3A2BD92F 98039DAC 08741E82 5D9053C4
DI9CFABCL AB54EOE2 BB020301 0001

wan2511#show crypto key pubkey-chain rsa
wan2511#

wan2511#show crypto isakmp policy
Protection suite of priority 1

encryption algorithm DES - Data Encryption Standard (56 bit keys).

hash al gorithm Secure Hash Standard

aut henticati on nmethod: Pre-Shared Key

Diffie-Hell man group: #2 (1024 bit)

lifetine: 240 seconds, no volune limt
Default protection suite

encryption algorithm DES - Data Encryption Standard (56 bit keys).

hash al gorithm Secure Hash Standard
aut hentication nmethod: Rivest-Shanir-Adl enan Si gnhature
Diffie-Hell man group: #1 (768 bit)

lifetine: 86400 seconds, no volune limt
wan25l1#show crypto isakmp sa
dst src state conn-id sl ot
20.20.20.21 20. 20. 20. 20 QM | DLE 7 0

wan2511#
wan2511#show crypto ipsec sa

interface: SerialO
Crypto map tag: test, local addr. 20.20.20.21

| ocal ident (addr/mask/prot/port): (50.50.50.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (60.60.60.0/255.255.255.0/0/0)
current _peer: 20.20.20.20



PERM T, flags={origin_is_acl,ident_is_ipsec,}
#pkts encaps: 320, #pkts encrypt: 320, #pkts digest 320
#pkts decaps: 320, #pkts decrypt: 320, #pkts verify 320
#send errors 0, #recv errors O

| ocal crypto endpt.: 20.20.20.21, remote crypto endpt.: 20.20.20.20
path mu 1500, nedia ntu 1500
current outbound spi: 6625CD

i nbound esp sas:
spi: 0x1925112F(421859631)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 11, crypto nmap: test
sa timng: remaining key lifetime (k/sec): (4607971/3354)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
spi: 0x12050DD2(302321106)
transform ah-sha- hnac
in use settings ={Tunnel, }
slot: 0, conn id: 9, crypto map: test
sa timng: remaining key lifetime (k/sec): (4607958/3354)
repl ay detection support: Y

out bound esp sas:
spi: 0x3262313(52830995)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 12, crypto map: test
sa timng: remaining key lifetime (k/sec): (4607971/3354)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:
spi: 0x6625CD(6694349)
transform ah-sha- hnac
in use settings ={Tunnel, }
slot: 0, conn id: 10, crypto nmap: test
sa timng: remaining key lifetime (k/sec): (4607958/3354)
repl ay detection support: Y

wan2511#show crypto ipsec session-key
Session key lifetinme: 4608000 kil obytes/ 3600 seconds

wan2511#show crypto ipsec transform-proposal
Transform proposal auth2: { ah-sha-hmac }
supported settings = { Tunnel, },
default settings = { Tunnel, 1},
will negotiate = { Tunnel, },

{ esp-des esp-sha-hmac }
supported settings = { Tunnel, },
default settings = { Tunnel, 1},
will negotiate = { Tunnel, },

wan2511#show crypto map interface serial 0
Crypto Map "test" 10 ipsec-isaknp
Peer = 20.20.20.20



Extended | P access |ist 133
access-list 133 permt ip

source: addr = 50.50.50.0/0.0.0.255

dest: addr = 60.60.60.0/0.0.0.255
Current peer: 20.20.20.20
Session key lifetinme: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform proposal s={ auth2, }

wan2511#show crypto map tag test
Crypto Map "test" 10 ipsec-isaknp
Peer = 20.20.20.20
Extended | P access |ist 133
access-list 133 permt ip
source: addr = 50.50.50.0/0.0.0.255
dest: addr = 60.60.60.0/0.0.0.255
Current peer: 20.20.20.20
Session key lifetinme: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform proposal s={ auth2, }

wan2511#

| ab-i sdnl#show crypto engine connections active

1D Interface | P-Address State Algorithm Encrypt
5 BRI 0 12.12.12. 13 set HVAC_SHA 0
6 BRI 0 12.12.12. 13 set HVAC_SHA 89

| ab-i sdnl#show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
BRI 0 12.12.12.13 4

| ab-i sdnl#show crypto engine configuration

sl ot : 0

engi ne nane: unknown

engi ne type: sof tware

serial numnber: 05679987

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:
i nput queue top: 243
i nput queue bot: 243
i nput queue count: O

| ab-i sdnl#show crypto ca cert
Certificate
Subj ect Name
Nane: | ab-isdnl.cisco.com
Serial Nunber: 05679987
Status: Avail abl e
Certificate Serial Nunmber: 3E1ED472BDA2CE0163FB6BOBO04ESEEE
Key Usage: Encryption

CA Certificate
Status: Avail abl e
Certificate Serial Number: 3051DF7169BEE31B821DFE4B3A338E5F
Key Usage: Not Set

Certificate
Subj ect Name
Nane: | ab-isdnl.cisco.com
Serial Nunber: 05679987

Decr ypt
89



Status: Avail able
Certificate Serial Nunber: 503968D890F7D409475B7280162754D2
Key Usage: Signature

| ab-i sdnl#show crypto key mypubkey rsa
% Key pair was generated at: 03:10:23 UTC Mar 21 1993
Key nane: | ab-isdnl.cisco.com
Usage: Si gnat ure Key
Key Dat a:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 O0OBECE2D 8CB32E6B
090ADEOD 46AF8D4A 1F378500 3435D0C7
293BF915 180C9E4AC F81A6A43 AEE4F046
87B8E285 9D33D5CE 042E5DDE A63DA54A
312AD425 5A756014 CB020301 0001
% Key pair was generated at: 03:11:17 UTC Mar 21 1993
Key nane: | ab-isdnl.cisco.com
Usage: Encryption Key
Key Dat a:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00D2D125 FFBBFCGE
5693CB43 855473C1 65BC7CCA F645C35B
ED554BAA 0B119AFA 6F0853F5 745E0B84
922E39B5 FA84CADD 05C19AA6 25818439
5C6CBC7F A4614F61 77020301 0001

| ab-i sdnl#show crypto key pubkey-chain rsa
Key nanme: Cisco SystensDevtest Cl SCOCA- ULTRA
Key serial nunber: C7040262
Key usage: signatures only
Key source: certificate
Key dat a:
305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00C1B69D 7BF634E4
EE28A84E ODC6FCA4 DEA804D8 9ES50C5EB
E86239D5 1890D0D4 B732678B DBF28080
1430E5E5 6E7CC126 E2DDDBE9 695ADFSE
5BA7E67B AE872937 53020301 0001

Key nane: | ab-isdn.cisco.com

Key address: 171.68.117.189

Key serial nunber: 05679919

Key usage: general purpose

Key source: certificate

Key dat a:

305C300D 06092A86 4886F70D 01010105
00034B00 30480241 00D771AD 5672B487
AO0195ECD 19546F91 9A3A6270 102E5A9F
FADC7A60 8480FB27 A1817153 35F4399D
3E577F72 B323BF06 20AB60C3 71CF4389
BAAFC60E E6EA21EO0 63020301 0001

| ab-i sdnl#show crypto isakmp policy

Default protection suite
encryption algorithm DES - Data Encryption Standard (56 bit keys).
hash al gorithm Secure Hash Standard
aut hentication nmethod: Rivest-Shanir-Adl enan Signhature
Diffie-Hell man group: #1 (768 bit)
lifetine: 86400 seconds, no volune limt

| ab-i sdnl#show crypto isakmp sa



dst src state conn-id sl ot
12.12.12.12 12.12.12.13 QM | DLE 4 0

| ab-i sdnl#show crypto ipsec sa

interface: BRIO
Crypto map tag: test, local addr. 12.12.12.13

| ocal ident (addr/mask/prot/port): (40.40.40.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (20.20.20.0/255.255.255.0/0/0)
current _peer: 12.12.12.12

PERM T, flags={origin_is_acl,ident_is_ipsec,}
#pkts encaps: 89, #pkts encrypt: 89, #pkts digest 89
#pkts decaps: 89, #pkts decrypt: 89, #pkts verify 89
#send errors 11, #recv errors O

| ocal crypto endpt.: 12.12.12.13, renmote crypto endpt.: 12.12.12.12
path mu 1500, nedia ntu 1500
current outbound spi: 6B024AB

i nbound esp sas:
spi: 0x21240B07(556010247)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 7, crypto map: test
sa timng: remaining key lifetime (k/sec): (4607989/3062)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
spi: 0x4F60465(83231845)
transform ah-sha- hnac
in use settings ={Tunnel, }
slot: 0, conn id: 5, crypto map: test
sa timng: remaining key lifetime (k/sec): (4607984/3062)
repl ay detection support: Y

out bound esp sas:
spi: 0x19591660(425268832)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 8, crypto map: test
sa timng: remaining key lifetime (k/sec): (4607989/3062)
IV size: 8 bytes
repl ay detection support: Y

out bound ah sas:
spi: 0x6B024AB(112207019)
transform ah-sha-hnac
in use settings ={Tunnel, }
slot: 0, conn id: 6, crypto map: test
sa timng: remaining key lifetime (k/sec): (4607984/3062)
repl ay detection support: Y

| ab-i sdnl#show crypto ipsec session-key
Session key lifetinme: 4608000 kil obytes/ 3600 seconds

| ab-i sdnl#show crypto ipsec transform-proposal



Transform proposal nypolicy: { ah-sha-hmac }
supported settings = { Tunnel, },
default settings = { Tunnel, },
will negotiate = { Tunnel, },

{ esp-des esp-sha-hmac }
supported settings = { Tunnel, },
default settings = { Tunnel, },
will negotiate = { Tunnel, },

| ab-i sdnl#show crypto map interface bri 0
Crypto Map "test" 10 ipsec-isaknp
Peer = 12.12.12.12
Extended | P access |ist 144
access-list 144 permt ip
source: addr = 40.40.40.0/0.0.0.255
dest: addr = 20.20.20.0/0.0.0.255
Current peer: 12.12.12.12
Session key lifetinme: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform proposal s={ nypolicy, }

| ab-i sdnl#show crypto map tag test
Crypto Map "test" 10 ipsec-isaknp
Peer = 12.12.12.12
Extended | P access |ist 144
access-list 144 permt ip
source: addr = 40.40.40.0/0.0.0.255
dest: addr = 20.20.20.0/0.0.0. 255
Current peer: 12.12.12.12
Session key lifetime: 4608000 kil obytes/ 3600 seconds
PFS (Y N): N
Transform proposal s={ nypolicy, }

| ab-i sdnl#

| ab-i sdnl#clear crypto isakmp
| ab-i sdnl#

*Mar 21 20:58:34.503: | SADB: reaper checking SA, conn_id = 4 DELETE IT!

*Mar 21 20:58:34.507: generate hmac context for conn id 4
*Mar 21 20:58:34.519: CRYPTQ( epa_rel ease_crypto_conn_entry):
| ab-i sdnl#
| ab-i sdnl#clear crypto sa
| ab-i sdnl#
*Mar 21 20:58:42.495: | PSEC(del ete_sa): deleting SA
(sa) sa_dest= 12.12.12.13, sa_prot= 51,
sa_spi = 0x4F60465(83231845),
sa_trans= ah-sha-hmac , sa_conn_id= 5
*Mar 21 20:58:42.499: CRYPTO epa_rel ease_crypto_conn_entry):
*Mar 21 20:58:42.499: | PSEC(del ete_sa): deleting SA
(sa) sa_dest= 12.12.12.12, sa_prot= 51,
sa_spi = 0x6B024AB(112207019),
sa_trans= ah-sha-hmac , sa_conn_id= 6
*Mar 21 20:58:42.503: CRYPTO(epa_rel ease_crypto_conn_entry):
*Mar 21 20:58:42.503: | PSEC(del ete_sa): deleting SA
(sa) sa_dest= 12.12.12.13, sa_prot= 50,
sa_spi = 0x21240B07(556010247),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 7
*Mar 21 20:58:42.507: CRYPTO epa_rel ease_crypto_conn_entry):
*Mar 21 20:58:42.507: | PSEC(del ete_sa): deleting SA
(sa) sa_dest= 12.12.12.12, sa_prot= 50,

rel eased conn

rel eased conn

rel eased conn

rel eased conn



sa_spi = 0x19591660(425268832),

sa_trans= esp-des esp-sha-hmac , sa_conn_id= 8
*Mar 21 20:58:42.511: CRYPTO(epa_rel ease_crypto_conn_entry): rel eased conn 8
| ab-i sdnl#
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