DA Z R IPsec VPN ( £ Z R GRE/NHRP #
X IPsec VPN )

B3

fE A7

db 2 /=
B R1Ez§\

DMVPN f#RA xR

|Psec 1NZ Bzh/E3h

‘o 2 B RO BR BN B S BRIE B 2

“9 B 5 X BIR TR A 3 S BRE 6 2
S EHREBEPIN

¥t mMGRE #Y Cisco RiR%E & HRiE 3 #
£ |Psec R#'#) VPN EFERZAKH
EAFE

AR/ 40 Sk B ER 2R Y B B R R

AN VY a2 = o = O PANAN

ErX EXEHS it

ISR EREN

A% A IPsec VPN

RIP

EIGRP

SPF

HEERR

£ Spoke1 F Spoke2 x (8] B2 3 A8k E 2 f5 BV ROR%
FEHRANEL RN Z A IPsec VPN
MELSS - 2 DMVPN 55 B
BT E R

XHL - X DMVPN 11 /&
BT E R

&t

HXES

1Lk

AL T B Z A IPsec VPN (DMVPN) AR AT R AIEERITRTIBEMLLUEE Cisco
|IOS® A LLFTEY IPsec VPN R AR,

BHRER

O




NEARFEENZRERANERTRIFVEN , BY Internet FZNMNERE-NEUK/EE

, R EFEEXEUR/BUEE, Hl , E-AFEREFTEERIN RN AEHUREEFNHRIT
TH , SEFEAREFEERI QAN EREEARK~ MmO AR, e, B EENE—7
ERFEMSE 2 EM4S (40 ISDN sS4k ) SKIAE R, XEREEERNRNE IP HERIREM
RHEEREFRRNBR, URFAFAUR (BREUKR ) EEFREENBIKR Internet THH] , Witk
Internet HRIE AT A TEIES S ENAE IPBERE , FBIER IPsec BENRARREZMENEBE
TR,

RENTEILSIME I S Internet BIER KB IPsec W& | BAREEBRE IPsec AR MIE,
IPsec WHMNHR (FWEE ) cBNBTBERH#ATNR , MBHFNMNEREARETRHA K. BT
WRAREXFNMNERZBAHRE | B NBZMEERR LR SEERNES, FTAMARR ¥

, IPsec BRI RBBEME, AEAESINAMNENRAUTH A EZRENEALANERANES TS
(ED ) MR E, EAZSENEH | IPBERNASBIES ISR L2E , LERDIBIED X
2, A ERZIHEEEHERERE, XMRITHEATEHMAMAPHENE  BAAERXERES
AR Z BEERS B S TH&R.

R Internet tERAROLED X2 RIPEEF NI |, 2 # b z Bt a3 T EZE R A EEM K
X OEBEEVHHREERTS (0 ) MIRME , BIFETESHLRIFEEREN, BEEEEFATS
RFMRRNENFERETF , MRS ZF DI BBEBREBERZREIHOMARELHF MER , &
ALTERER, BIR O ZR 2 ZBERSEAPORRE TS BIINER (FHRXA
IPsec &8} ) , RRAFAOLEENREAEDINEARBERTHER , BXBERBTEFTMR
LUREZERERS X, BE—PMEESEABEES X2 XBERW RS , RN X TFR—
WAL T E SR/ X P E i S 1R

B IPsec ERMEZMNIMEMUL A , BREFEETNRTRUDSHARH IP BIESD. RN
IS ERME D | REID M P LEER EETHAB B (20 OSPF 5 EIGRP ) KX —K
B XX TS D IMERN ALEMAR X5 IP BAMENTTRRA AL WRMERFOEE
BRITETH , R OKMEERT B EE UREE D XM EH M EEE,

IPsec B2 E Mz A HMMNE —NMERRT, FSKAMNEEER IP ZHEI BHRIES , B
IPsec T EFZEH BEBEINME, BaiffRItEEN T EZ2NERARKHFE (GRE) BES
IPsec INBRES R,

GRE BREX T IP 2N BHIES4H 2T GRE BBEMN R —i%. GRE BREREZR IP 2EBHK
a3, B BAERA IPsec 3 GRE HiEEHTMNE, EXMBERT , B GRE TREBEIE , B
IPsec TR X # VPN MEMMMZEIS . HEEGREPZER , BRENKIKPRER....... BEBH
...... VBV IPHh b A R H AR IR AE |, H B AR A EInternet LREH . XEKE LMK PR O H
BHNFED X HRHN[STNEERAIELTH P thit,

3 FiEZE S Internetf /N IE S, BHE S AZIPH I EE X IEE D Internetit AL EE R, AR HE
Internet RSB/ EE(ISP)E D X R B8R EE I EZI SR A ERE O st (B zh 2 F ML EE WX
(DHCP))GEXN# B F A P & B (ADSL) MBS RS ). IS0 Hs& R ISP b ut" vl 5 ISP &R
EH Internet it ZEWERRR , RAFMERAFPH T 2EREKYL,. MEOREEZ A9 XA
BomBESHUNER | TELBR1ES, BiF IPsec VPN ESTHABHAMYEEFE A GRE F3E
,BRENETEERENTYEZEONEGHD S IP it 2%,

LTORESET LiRR&IR — AR

- IPsec EAAEIEFIFIR (ACL) EXEXN BHLEHEHRITNE, At , 8XREDZHFOEEHF
IEE (F ) SR, AR #XAERPORBERMD ZEHEE LA ACL, IR H SP EEK
H8s , AP XJUEH SP LLE X IPsec ACL , EHHIERAEBIRBINE,

ERAARERRER , FOBHASIEENKNAREESIEEXR , EEXRIFEETTANEE,



fflan , BX$F 300 N EEHEEE  PORBHETEESIA 3900 THERE. XAHEREES
EREEMERS LA AARRBEMEINEERS»ES+oEE, kA, XA/ DPWEET X
, NVRAM TTEBW , EERMENFF,

. GRE # IPsec #4717 w2 X &Ektbit, 208 IP it BN E B 2K ISP BEiEREET
Internet , MEEIIEEREN AT EOMUTEE. SRS (BT DHCP ) BkHLET , IP it
HEpoEH,

MRS FTEFEEBEN IPsec VPN SHEEZEE , BAERNESLAENTEMIRME, BT
AEEPLES>XFESFEHEZERE  RERETREAISN D IHBEESHEHM Y X EE
BE , PREEZTEMIRME, MA , £ OEI B LEE IPsec MEEEREFFEH
o XEAREZEEZEOURTUTH Ak XREETEEEFERKNINEE.

DMVPN f#RA %

DMVPN f#R 75 Z#E A% A GRE (MGRE) M T — BT B (NHRP) , # B4 IPsec fl— ik 18
SRINEE , AT LA A A 5 AR R LR | &

|Psec IN& B3 B3

MEREH DMVPN fBRAFR , MELHNFEEZEFEH IPsec BB ENHIERZE , TREIZ
IPsec B8, T IPsec BREMEN ATREEE 1 2/ 10 ¥Rt E , EHBELSEERER. M
GRESIPsecli &MY , GREFREE B B3 15GRERGEN & A (BB B 4F...... )it | 1 2IPsec
SR, XA U EB TN ABEN.

MREFORMAR LEARER IR (TED) MIpBMEZRS , WELFEROTALHEE IPsec WE
Rt nt | BEBEKRAIEFEW TED HNUB/REAL , FREFF IR ISAKMP ., XN FRUEN

, BN fEM GRE BY , WHEAKRIEM B ARt RE KA, SINELEERER , EAEM NHRP #
1THEHT (ZX GREB&E ) -

£ DMVPN SR AR , RN K% S GRE BBEHAVEfE IPseco MBREER BEEMME
ACL , RAElT B3I M GRE BR@Rittut FM B Rt E K. AT ATFEN IPsec MESH.
BHEE , FEEE set peer ... & match address ... % , BRLEREREMXEKN GRE BER
NHRP BRE&}4ERo

crypto ipsec profile

set transform-set

UTamf— 1 RBREEDOE IPsec B & XHXRIKER,

interface tunnel



tunnel protection ipsec profile

“4 2B PO SRR B9 3h A BRIE B 2

£ DMVPN W&/ | FO0EHSE ETF2REEXEND XWEA GRE = IPsec 58, XA
#) GRE BREMFAAEXPOKRHBMNER (BI NHRP &9 ) #HITEE, ¥oXKABEIN , ©
S BEHETEZEDOEHEEEN IPsec B8 , MM EFTR, BEEFER NHRP FE L F ¥ E#EO IP #hit
HHPOEHEE, XEEXSAH , FREUT=S

- MRS TEHSENYEED P tut R0 B ( Hla0EH ADSL = CableModem ) , TIFE
EFEALREEEREPOKARS  AASAS XREASREMMENBIIREFAWEZD IP it

- BFAEEREABE XN ERMHERN GRE 3 IPsec 55 , R AT B4R H ML OB HIRH
BlE. FTEXLEEHATLUAE NHRP 3138% 3,

- 73 DMVPN MR I0RTH 0 X B 2R , TREERPOREM S D ZBEHR LNEE,
MO XBHFEAFOBHBNEEHTEE , HER3IN , 2ERORASRETHSEM.
HABBEMICR LD X HRESABEPOBEBR, POBBRFEFXERIRBAESEBE
Http X, W/, Bt RAEMD IHRHBESEBIILD X

‘DX IS X BERNZHARRE 0=

maiFmdR , BBIERIRRES | KAEMEREEFLEEFTE RN K IPsec ( & IPsec+GRE ) B2&
, BMEEA R RSHBEHRETEHIFE—EFTEXLERRE LM, FH DMVPN RS
RN BH— N EEB[EANDPOKEHES  TEEMEHRES (92X ) BEEZEZPONEBE, 22X FF

DHRREHREITH , #XTEERBEIFMEHMS IHNEERE, XN XEENREILAE

B—AX (WMB—2XEENTFH ) B, 2FH NHRP SI5BEE RS XATEMN Birtiit, 08
7Y NHRP RSe8 , AL BRS XX —ER, BERAIMND X ( BYE— mGRE #0 ) Bz

BERBEMATZ A IPsec B3iE , XHFEUUEZEERAKET. 23— NTRENIEEIAHZ
B, BEITEEXAN D X9 XN SERE,

X 530 252 B I

DMVPN R R EHRREAE/ 1% IP HIESW GRE RRE N EHM , Hitt DMVPN R ARt
#iEd IPsec+mGRE FEZETH SIS B LB , NHRP EZH oA El & /4 R 5T i
BEE B #r IP Hutit , FREIFHEBEH & IP BIEE GRE RRE, fHlmn , EFOMHSL  FEERNE
AN X iZE ip nhrp map multicast <spoke-n-addr> B B1T. £ DMVPN f#RARE |, HRFET
o ibht , DA AgeEAXTEE., L0 NHRP BE&E X B3 A ip nhrp map multicast
dynamic S FEMN D XRMBPOBHBNVAEBRIIR, FHLGS , 9 XEHBIE NHRP
fR&5E8 ( FOBREER ) EMEMIMERE NHRP AR , NHRP th &R b 2 Al #5/A e,
XEE RMAEEMETHD T,



¥ mGRE Y Cisco HRiE# & RiEZ i

BB mGRE HOMNHBFERRAZERAN , B SBERRIEK. DMVPN #RGERAMT AT
MGRE ##E R Cisco RIE¥A XM , NTTAKIER T i, BALDRELEREREMEEGRT.
R GRE RRiE# O ML /& AWEE DO AVEM Cisco REERZRM , BALZ K GRE BEHKE
2R A Cisco REBH RGN,

% IPsec ##' M VPN EEAZIAKH

KEHNEHBH (£H DMVPN FRARZBIM ) 1R, 1E Cisco HH8F L3XI IPsec W LR
FRA—AENNFNGS , RAEERBI[NEBEONA crypto map <map-name> i+, HTFRX
figit , MBBBNEEFER IPsec INE IP 23/ BEEINIRE , A TEBT IPsec BRE ‘%K
"IP B ITMUEIE S , B FEEIHETER B E B S EE IPsec BRIEM B — .,

AE : RBGPAWFI A A B M EREA BRABPRIEE, ¥ GRE BBES IPsec EEEH
A 8 R B R

£ Cisco ¥ Hz8 L33 GRE BB FE—=EAERIPEEZ O (interface tunnel<#>), GRE RZi& i

WIRITATAE IP 28/ BHES , HiksSEAMU AT B3 "GRE 28, GRE BREHETR
HEFRR IP S/ 2BHIBEEHN IP LEBHIED. LS TUAER IPsec ¥ GRE BREZIEZ I 170

. A, BRI EEHBER TIEIT IPsec HTE 20 NFT , A5 GRE EHEREBREIES |, AT
REE IPsec £5 — IP #RLH#H3E GRE IP BIES.

EEHERTIEIT IPsec Bt , EMZNEEESHN IP Rt it F B Fritb it SIS IPsec 3 4 41t
(BRAHFAT ) CE, EXMERT , XEKE GRE BREik 25 IPsec 3 E4k bt ARG, H
FRHAEERERN IPsec M GRE BRiEiw R , HtiXA R\ B, BI4LE GRE BRES IPsec N

, AILAMEAZA IP AN EFINZRBRERIFNRHAR, BIMERBREFEINME IP BBRAREKE
£ 59638 %R — % ( GRE B3&E# 0 IP ik ) 4R IP T—8k, Hit , MERREFE—IHRHNMELREEFR
, BImRHARFIZEYR , EEWFEURE  MEETERAI LRATEMEEER,

e %N |

THRRERN R IPsec+tGRE Bl E, WEEFHR—RIEBEE RG] , XLRFZELSHMN DMVPN
fERFRIZBEINRELAE R DMVPN AR EThEE, BN ROIELARIE RAIHER |, LE RIN{AITE
SXRBEZHEMHMEZRITHER DMVPN RAR, X—R5REI A A4S Y8 IPsec+GRE
VPN X% %] DMVPN VR, MR ZESEBREROIFSEBHNMEIZITESR | B LER{E L TR

o

IPsec + GRE E&EM % (n=1,2,3,...)



172.16.1.1

10.0.0.2/30

SPOEE] ‘

192.168.0.0/2

10.0.0.1/30
"

10.0.0.5/30

192168 1.0/2

SPOEEZ ‘

192,168 2.0/2

ey LFS€C Encrypted

GRE Tunnel
10.0.0 =4p+1=/30

1721701

17216 <n=.1
10 0.0 6430 10.0.0 <dn+2=/30
1721621
SPOEE=<n=>

O spgms O

version 12.3
!

host nanme Hub
|

crypto isakmp policy 1
aut henti cation pre-share

crypto i saknp key cisco47 address 0.0.0.0

crypto i psec transformset trans2 esp-des esp-nd5-hmac

node transport
!

crypto map vpnmapl local-address Ethernet0

crypto map vpnmapl 10 ipsec-isakmp

set peer 172.16.1.1

set transform-set trans2

match address 101

crypto map vpnmapl 20 ipsec-isakmp

set peer 172.16.2.1

set transform-set trans2

match address 102

crypto map vpnmapl <10*n> ipsec-isakmp

set peer 172.16.

interface Tunnell
bandwidth 1000

ip address 10.0.0.1 255.255.255.252

ip mtu 1400
delay 1000

tunnel source Ethernet0

192168 <n=>.0/



tunnel destination 172.16.1.1
!

interface Tunnel2

bandwidth 1000

ip address 10.0.0.5 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0
tunnel destination 172.16.2.1
!

!

interface Tunnel

interface EthernetO
ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl
|
interface Ethernetl
i p address 192.168. 0.1 255. 255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.0.255
no auto-summary
1
access-list 101 permit gre host 172.17.0.1 host
172.16.1.1
access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

O Spoke1 M HIE% O

version 12.3
!
host nane Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto map vpnmapl local-address Ethernet0

crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0




bandwidth 1000

ip address 10.0.0.2 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

nterface EthernetO
ip address 172.16.1.1 255. 255. 255. 252
crypto map vpnmapl

nterface Ethernetl

i p address 192.168.1.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no auto-summary

!

access-list 101 permit gre host 172.16.1.1 host
172.17.0.1

O Spoke2 ¥ HE% O

version 12.3

!

host nane Spoke2

|
crypto isakmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

!
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0

bandwidth 1000

ip address 10.0.0.6 255.255.255.252

ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

nterface EthernetO
i p address 172.16.2.1 255. 255. 255. 252
crypto map vpnmapl

nterface Ethernetl

i p address 192.168.2.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary

!

access-list 101 permit gre host 172.16.2.1 host
172.17.0.1




O Spoke<n> EHER O

version 12.3

!

host nane Spoke<n>

]

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0
]

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101

!

interface Tunnel0

bandwidth 1000

ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

]

interface EthernetO

i p address 172.16.<n>. 1 255. 255. 255. 252
crypto map vpnmapl

]

interface Ethernetl

i p address 192.168. <n>. 1 255. 255. 255.0

!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.

HELEREEF , A ACL E SR MEKERATME ., EHOMBERIND HEHIRFL |, b ACL
REES GRE R&iE IP HEEE., RibE—ImWMENAER , GRE IP BEXREIHT2ENR
, FRBAlE ACL B R EEEY,

XX HFEA12.2(13)T2BIMCisco IOSEHFIRAET , 247 Fcrypto map vpnmap1 configuration?n

4+ B A FGRERZEE O (Tunnel<x>) M ¥ ¥ % O (Ethernet0), £ Cisco I0S ARZA 12.2(13)T FE
SRAR , REXNYERE O (Ethernet0) R A crypto map vpnmap1 configuration 8%

RN 4 32 B B 2R A9 B8 R 7% 7R B

O mpgmsrnsns O

172.17.0.0/24 is subnetted, 1 subnets
C 172.17.0.0 is directly connected, EthernetO




10.0.0.0/30 is subnetted, <n> subnets

C 10.0.0.0 is directly connected, Tunnell
C 10.0.0.4 is directly connected, Tunnel2
C 10.0.0.<4n-4> is directly connected, Tunnel <n>

C 192.168.0.0/24 is directly connected, Ethernetl
D 192.168. 1.0/ 24 [90/2841600] via 10.0.0. 2,
18:28: 19, Tunnel 1
D 192.168. 2.0/ 24 [90/2841600] via 10.0.0.6, 2d05h
Tunnel 2

D 192. 168. <n>. 0/ 24 [ 90/ 2841600] via 10.0.0. <4n-2>
2d05h, Tunnel <n>

O Spoke1 B AR ERYBRHITR O

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets
C 10.0.0.0 is directly connected, Tunnell
D 10.0.0.4 [90/2841600] via 10.0.0.1, 23:00: 58,
Tunnel 0
D 10. 0. 0. <4n-4> [90/2841600] via 10.0.0.1

23:00: 58, Tunnel 0
D 192. 168. 0. 0/ 24 [ 90/ 2841600] via 10.0.0. 1,
23:00: 58, Tunnel 0
C 192.168.1.0/24 is directly connected, LoopbackO
D 192. 168. 2. 0/ 24 [90/3097600] via 10.0.0. 1,
23:00:58, Tunnel O

D 192. 168. <n>. 0/ 24 [ 90/ 3097600] via 10.0.0.1,
23:00:58, Tunnel O

O Spoke<n> B HIER EMYBRHATR O

172.16.0.0/24 is subnetted, 1 subnets

C 172.16.<n>.0 is directly connected, EthernetO
10.0.0.0/30 is subnetted, <n> subnets
D 10.0.0.0 [90/2841600] via 10.0.0.1, 22:01:21
Tunnel 0
D 10.0.0.4 [90/2841600] via 10.0.0.1, 22:01:21
Tunnel 0
C 10.0.0.<4n-4> is directly connected, TunnelO

D 192.168. 0. 0/ 24 [90/2841600] via 10.0.0.1,
22:01: 21, Tunnel O

D 192.168. 1. 0/ 24 [90/3097600] via 10.0.0.1,
22:01: 21, Tunnel O

D 192.168. 2. 0/ 24 [90/3097600] via 10.0.0.1,
22:01: 21, Tunnel O

C 192.168.<n>.0/24 is directly connected, EthernetO

XR-—MEATHEE , HESHER DMVPN SRS RN ATRNESRAREEH#THRINER, F—
HERHRD P OBHER LERENAN, INTHERINDZBHSFATEE | B XIKMAR
X E 50 E 100 At , MEBIHEERE,

/0N 0 B B A5 G IR R K/




ETHENRHF , pORHR ENEENK/ N ERBEENZ GRE R IBEZOETR N EAN
GRE ZRRgE#EM, X2THE DMVPN RS RNE—F,

ROBHASFELE—BE—NEET , ATENEN D XRHEBIOMBERFSE. XHFIrHEENLT
Z0 R HESHNZ ACL #1 GRE B2iE# 0, BR IP tthit ( set peer .... tunnel destination ... ) %4
, FTE 2 R IX LA E L F &M E

MEFOEHBFN LREE 2B I XBAREDLR 13 TEE ; HPEITH T INHERS

, —{TATME ACL , \TTHT GRE RgE# R, MRAF 300 M0 X¥M=w , KETHEHHR
3900, WA, BNPRELERN T UEEE 300 (/30) NFM, XMAPHEEIFEEUEE | X
VPN ME#tTHERNEZESEMRE, EREIE , TERADSNERS , XHFELE LRE
A 1200 17 , BI 300 Mo Mg HA 2700 TEE.

ERE  FHBANBZBE R | IPsecN BB EMTAD ZEHARE3. A, BATLUEER ip
;Jémumbered <interface> B4> GRE RREFEN FR IR , {BiX W RES LGB 1T P HERR I M B
yi I8

£/ DMVPN RBG R , T EFOBMEEE ERES N2 K GRE BEZEOME IPsec & X #
, AT EPMED XEHER, X , Tt VPN MEHRMZ D5 ZikmeE , P OMMR LERE
BN URBEENEE,

DMVPN BRAFRSIATUTHGS :

crypto ipsec profile

crypto ipsec profile <name> SR AZER LB MBRS , CREHNRERZEDRITHN, tad
ATEMDXFF LMD ZE DX VPN BRER IPsec IZNSH, HEEBXHTHIENE -3
BHEMRE, |Psec XWEAibut M IPsec XE K match address ... FAREHZIM GRE B2ER NHRP
BRE 4R,

tunnel protection ipsec profile <name> @7 GRE RRE# O THEE , AT GRE REEO 5
IPsec BLB N #HXBEBK. F5 , tunnel protection ipsec profile <name> W H%E A5 K% & GRE
BRE—-BEA, EXHERT , B M tunnel source ... M tunnel destination ... BLE &£ IPsec
NEANRBNER . IHETURLERE , RATBEEE IPsec MEAEMMEZ ACL,

A BRERP..... v TEEEGREREFNMEIBIESETHIPsectlZ,

XEFHE NS ELF A crypto map <name> R RENFRFAFNRRFI>EBEQ., HFKX
WXBET , FAFGTHTATEEREESEMZNHIBESTE L IPsec W Ehut 5 ACL, REN
BHE MGRE R2E#E O NHRP BT B BEX LS,

AR ERREZOLERARERY ... TN, REWEEAHEQ LEEMERS ... &5,

B Ja— N+ ip nhrp map multicast dynamic £ % X ¥ HES 2 I mGRE+IPsec B&E H F i H &

& NHRP BRETEY 2 1F NHRP FfiX 5 X HBR A NEIAE NHRP R§H ., EABEF LMD X 2H
9 mMGRE+IPsec 2B TN A HPINE , FEEEALT T, MREGSTTA , R ORKHESE

REEHNIEN N THWABRIZE — N LIV EE 1T,



XEFALEE , 9 XBABSFAB I MGRE+IPsechiEiEE  AANPOBASKAEBEAD X
WEMEE. BEXHFTERE , AR DMVPN #RAER | ‘_—L'l’\ﬁﬁﬁEE%EFZJJHTéQTJJE_L
MGRE+IPsec P28 , T HiZPZ B R A RFIT RS,

AE  UTROIE R ZERAER LA SN RGREBRE# O BAURE /O HER M5 X B HaF ER e
NHRPEETT , AXFFH OB HR LAMGRERE., BEERM T AR,

Ompmme(r) O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.16.1.1
set transform-set trans2
match address 101

crypto map vpnmapl 20 IPsec-isakmp
set peer 172.16.2.1
set transform-set trans2
match address 102

crypto map vpnmapl <10n> IPsec-isakmp
set peer 172.16.

]

interface EthernetO

ip address 172.17.0.1 255.255.255.0

crypto map vpnmapl

]

access-list 101 permit gre host 172.17.0.1 host
172.16.1.1

access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

Ompgms (5) O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel O
bandwi dt h 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
del ay 1000




tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
]

interface EthernetO

ip address 172.17.0.1 255.255.255.0

O Spoke<n> E&HER (I1H) O

crypto map vpnmapl 10 | Psec-i saknp
set peer 172.17.0.1
set transformset trans2
mat ch address 101

nterface Tunnel O

bandwi dth 1000

ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
I

interface EthernetO
ip address 172.16.<n>. 1 255. 255. 255. 252
crypto map vpnmapl

!
access-list 101 permit gre host 172.16.<n>.1 host

172.17.0.1
!

O Spoke<n> PEHIER ( ¥7) O

crypto map vpnmapl 10 | Psec-i sakmp
set peer 172.17.0.1
set transformset trans2
mat ch address 101
|
i nterface Tunnel O
bandw dt h 1000
ip address 10.0.0.

del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
I
interface EthernetO
i p address 172.16.<n>. 1 255. 255. 255. 252
crypto map vpnmapl

access-list 101 pernit gre host 172.16.<n>. 1 host
172.17.0.1




EPXKMeEEL , FRBEBEER , # A ERRERE QD T NHRP 465, NHRP i S 24 EMN
, AR OERBEEEERIEA NHRP N2 XBERED IP it & 29 X WEBED IP ik,

ip address 10.0.0.

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

tunnel key 100000

LB FRZ /24 MR /30, BFIETRIER—FHNA , MARNUTFARNFN, 72 NHARE
EBHROLEED RSP ZTRHER , AASIFEANRRX R GRE F2E&E# O, ip nhrp authentication
... _ip Nhrp network-id ... M tunnel key ... S AT EPOEHERKBIREBIESIH NHRP HiES
X EHREESMAT EBNS K GRE BEREOF NHRP M4, NHRPIERES L& Aip nhrp map
...Mip nhrp nhs ... @& B £ 4 258 5 NHRPERST(10.0.0.<n+1> —> 172.16.<n>.1),
10.0.0.<n+1> # 3t @IS BRIEE O/ ip address ... HHTRR , 172.16.<n>.1 utBEERRERENQ
B tunnel destination ... F R TR K.

WRA 300 N XM , WERSEFOEHF LAVEEITHM 3900 TR 16 17 (H4 3884
7). BANDXEEHER{LHEERFEM6 17,

EoX XAt

£ Cisco i§Hgs £ , XMAENEN IPsec FEEELE S — IPsec WHEARH IP itk | FEEEE I IPsec
BRE, MRS/ XRASMNYEZOEAAS U | HIEENLSETEE , mMixfE X F&iT DSL
NS EERRIE N EAHR T ER,

TED R —1 IPsec HEAEHK S —1 IPsec WEMH , FERFTRHW Internet T2 EENZHE
B (ISAKMP) B2 XIZBFEEMFRNRHBHESIHN IP Bfrttit, RIZETREIMBEIHRE
IPsec BREHIBEETFAXANKREITRME, B—wH IPsec W EMAEFFZWLBES , AT E—
A EEMEER ., BEEFHN B EESSFHE ISAKMP H IPsec 4% (SAS) HE1I IPsec B3E

o EMFENHIESHMEE BN IP it , ERBEFTER.

TED A5 GRE RREL AR , MBWE — B2 FIR. MEBEELINXHBEER |, 18 Cisco
|I0S B 41 RHIRA P FE—NEIR , B TED X B IPsec WEEZBMATE IP HBIBR (MT
X2 GRE RREHUES ) s@HIN%E, DMVPN #R7E RAIIERE LA Internet ATEEH IP b
WA ENWER T RELIEMETIGE L MELEREFNSENLNHBED. JFBMESR , £
—HoNWEEFETATXEABYEZEOEEHS IP bt 5 X EEHES,

Omomms (xEw) O




crypto ipsec profile vpnprof

se

i nterface Tunnel O

ba
ip
ip
ip
ip
ip
ip
no
de
tu
tu
tu
tu

interface EthernetO

ip

OSpoke<n> SREHER (1) O

t transformset trans2

ndwi dt h 1000

address 10.0.0.1 255.255.255.0
nmu 1400

nhrp aut hentication test

nhrp map mul ticast dynamnic
nhrp network-id 100000

nhrp hol dtime 600

ip split-horizon eigrp 1

| ay 1000

nnel source EthernetO

nnel node gre nultipoint

nnel key 100000

nnel protection ipsec profile vpnprof

address 172.17.0.1 255.255.255.0

crypto map vpnmapl 10 | Psec-i saknp
set peer 172.17.0.1

set transformset trans2

mat ch address 101

access-list 101 permit gre host 172.16.

O Spoke<n> BEHIER ( ¥T) O

crypto map vpnmapl 10 | Psec-i saknp

set peer 172.17.0.1

set transformset trans2

set security-association level per-host
mat ch address 101

access-list 101 permit gre any host 172.17.0.1

Mo XBEERERRZHENT,

- GRE RBRE#E OB , ELFTHAF NHRP SEMBIFEIRE P OMBER, XL NHRP EHE

BN AME IPsec BREEMEIY, 9 XM LEE T set peer <peer-address> 1 match ip
access-list <ACL> f8 %, ACL #53E GRE fERHY , any ERIR , OB HIER IP tut4ER B4R
o X MPUEE , ACLHIEEMSEAanyfENIR , MEXMSARXFER , BN D XEEHFNIPH
WHRIZH , HEEMEZEOL T ENRS 2B RARAN, MR HZEOBUFRES IP
FRABEAN b, WA SAERZFMNER ACL FHIR.

- {4 set security-association level per-host i85 % , ' IPsec KREHF W IP jRitbuFR 5 7



BIEBEOMUE (/32) , AR ACL HRi“any”, MEFEH ACL FH“any’fER IPsec KEMIR

, W &R IEEMRE A9 R RSB MEFZ L O IR R ESHY IPsec+GRE B8, X2 FE N iXHE—
3k, PAOBEEAESER IPsec RIENZERE T permit gre host 172.17.0.1 any, XEWREFTEAE
E9 X H GRE BBEKRESEHTMBEH LEFBIEZET OBHBNBENE—NrX ,
NH IPsec REEZNM D XM GRE BIESHEE,

. —BEY IPsec i@ , NHRP EMHBFEIE LMD ZTHEHBRABEN T —BKIRSF ST (NHS).
NHS Rt 2R MEMNHOEHEE, NHRP EMBTE I N OBRBEFZRMUEE  AToELKS X
BB NHRP BRST, EFLLERSY | F/0BE B E AT BUBE mGRE+IPsec RRERF£4% IP $iE
BERRELDZEHE. B, POBHBEESN Y XBRHAIPMEIE NHRP ABMST 5K
o BEDPOLOALTHEDN IP BRABRESREI S X (FIREREE THSKHAMIN ). b
EAXERAPONEHMUEE , EITERREHER.

IPsec + MGRE ER M %

192.168.0.0/2

IPsec Encrypted

| —— |
HUE GRE Tunnel
10.0.0.1/24 172.17.0.1
Dynamic Addresses
10.0.0.2/24 10.0.0.4/24
10000324
SPOEE1 ‘ SPOKEZ ‘ SPOEE<n=
192.168.1.0/2 152.168.2.0/2 e 192.168.<n=.0/

O gpgms O

version 12.3
|
host nane Hub
|
crypto i saknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport
!
crypto i psec profile vpnprof
set transformset trans2
!
interface Tunnel O
bandwi dt h 1000




ip address 10.0.0.1 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map nmul ticast dynamic

i p nhrp network-id 100000

i p nhrp hol dtime 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
ip address 172.17.0.1 255.255.255.0

nterface Ethernetl

i p address 192.168. 0.1 255.255.255.0
|

router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|

AR, LRPOBHBEETRAEED XEHRFMN IP fit, 7XNABYEZANT D <REE
B0 P hukAYARST B B /O BR B EREE NHRP 318F M. XM, @RS E D XKD
E#EO IP thit,

OSpoke1 BREER O

version 12.3
!
host nane Spokel
|
crypto isaknp policy 1
aut henti cati on pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport
|
crypto map vpnmapl | ocal - address EthernetO
crypto map vpnmapl 10 | Psec-i sakmp
set peer 172.17.0.1
set security-association level per-host
set transformset trans2
mat ch address 101

nterface Tunnel 0

bandwi dt h 1000

ip address 10.0.0.2 255.255.255.0
ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1




tunnel key 100000
|
interface Et hernetO
ip address dhcp hostname Spokel
crypto map vpnmapl
!
interface Ethernetl
i p address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.1.0 0.0.0. 255
no aut o- sunmmary
|
access-list 101 permit gre 172.16.1.0 0.0.0.255 host
172.17.0.1

O Spoke2 FEHIEF O

version 12.3

!

host nane Spoke2

!
crypto isaknmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

!

crypto map vpnmapl | ocal - address Et hernetO

crypto map vpnmapl 10 | Psec-i saknp

set peer 172.17.0.1

set security-association level per-host

set transformset trans2

mat ch address 101

nterface Tunnel O

bandwi dt h 1000

ip address 10.0.0.3 255.255.255.0
ip mtu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

nterface EthernetO
ip address dhcp hostname Spoke2
crypto map vpnmapl

nterface Ethernetl

i p address 192.168.2.1 255.255.255.0
|

router eigrp 1

network 10.0.0.0 0.0.0. 255
network 192.168.1.0 0.0.0. 255
no aut o- sunmary




172.17.0.1

access-list 101 permit gre 172.16.2.0 0.0.0.255 host

AKTAXEE , FEEIBUTILR :

- ANEBYIEEE O (ethernetO) IP #1tiEid DHCP z1Z35 2 Bl ip address dhcp hostname Spoke2
. % ACL (101) EEEFMIEN IPsec REERIIR, access-list 101 permit gre 172.16.2.0
0.0.0.255 host 172.17.0.1

- IPsec INEZMHHPWUA TR SEERSERTEUSNEN IR, set security-association level

per-host

- TERERRE—FRNN -2 , BAelI2fEdPo0BHEE LEHE -2 K GRE #O#

1TiE#, ip address 10.0.0.2 255.255.255.0

HEFERAX=AGEXTNRES WAL YIEED IP ik, AN IPsec REFEFENAAEE

F7M,

ED XA EERE T ROMHEEMN IP it RRETEERE IPsec+GRE BgiE, 1HEE Spoke1
FliE 5 Spoke2 BB Z B, FNXHANMNGLEEEGMHLMY , B XBBRIEFTI2EM
B EAZHIBERAT A FEIXREZEESH —NED IP it eMNEREEN2MERN, XHE

, EAILURIEE EMEIPE TS 5 AR,

FOMD X LR NHRP BiEERKE TERLL,

O gpgems O

Hub#show ip nhrp
10.0.0.2/32 via 10.0.0
expire 00:03:51

regi stered
NBMA address: 172.16
10.0.0.3/32 via 10.0.0
expire 00: 04: 03
regi stered
10.0.0.<n>/32 via 10.0

00: 06: 00, expire 00:04: 25

regi stered
NBVA address: 172.16

OSpoke1 BREER O

Type: dynam c, Fl ags:

Type: dynam c, Fl ags:

NBVA address: 172.16

Type: dynam c, Fl ags:

.2, Tunnel O created 01: 25: 18,
aut horitative unique

. 1.4
.3, Tunnel O created 00: 06: 02,

aut horitative unique
2.10
.0.<n>, Tunnel O created
aut horitative unique

.<n>. 41

Spokel#sho ip nhrp
10.0.0.1/32 via 10.0.0
never expire
Type: static, Flags:
NBMA address: 172.17

.1, Tunnel O created 4d08h,

aut horitative
.0.1

PAESK[ERGH




iRy X EEREREEH T AK5E DMVPN fRARNIIEE , HbiX L9 XA LUET 12.2(13)T
ZBIHY Cisco 10S FiffiRA, {EH U EEHES EVEIE S DMVPN Zhat , Bk 4 90=1T Cisco 10S
MR 12.2(13)T EBMAE, X#¥ , YEFEARCHBEN D XKHBJ[IN , AAEREFERS—
Eﬂﬁiiﬁﬁo MEBBH o X HAEEERIZE T Cisco 10S FRAR 12.2(13)T ESARAS , M a7 LA a0 R E
{toXBEE,

O Spoke<n> B&HIER ( lRAE T Cisco 10S 12.2(13)T )
O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101

nterface Tunnel O

bandwi dt h 1000

i p address 10.0. 0. <n+1> 255. 255. 255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

nterface EthernetO
i p address dhcp host nane Spoke<n>
crypto map vpnmapl

access-list 101 permit gre any host 172.17.0.1

C"Spoke<n> B8] ( \RAE T Cisco 10S 12.2(13)T)
O

crypto ipsec profile vpnprof
set transform-set trans2
|
interface Tunnel O
bandwi dt h 1000
i p address 10.0. 0. <n+1> 255. 255. 255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp holdtine 300
ip nhrp nhs 10.0.0.1
del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000




tunnel protection ipsec profile vpnprof
!
interface EthernetO

i p address dhcp host nanme Spoke<n>
!

FER , RINELZEK T THRE

1. I B& crypto map vpnmap1 10 ipsec-isakmp & FH R E ##i 5 crypto ipsec profile vpnprof,

2. M EthernetO #2Ofil B crypto map vpnmap1 @5 , 3% Tunnel0 # OB A tunnel protection
ipsec profile vpnprof f5

3. fBR i0% ACL access-list 101 permit gre any host 172.17.0.1,

EXERT |, IPsec X &k ib it MR B 39 M tunnel source ... ] tunnel destination ... i &
R NEEMAEBIMTATR (£ show crypto ipsec sa B HHBEPER)

| ocal ident (addr/nmask/prot/port): (172.16. 1. 24/ 255. 255. 255. 255/ 47/ 0)
remote ident (addr/mask/prot/port): (172.17. 0. 1/ 255. 255. 255. 255/ 47/ 0)

local crypto endpt.: 172.17.1.24, renote crypto endpt.:172.17.0.1

GEMR , LTEBREESE TN IEAEAREE (IPsec+tGRE 2R ML ) N JATBINFAE
B,

Omisme O

version 12.3
|
host nane Hub
|
crypto i saknp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto i psec profile vpnprof
set transformset trans2
|
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.1 255.255.255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map mul ti cast dynamc
ip nhrp network-id 100000
ip nhrp holdtinme 600
no ip split-horizon eigrp 1
del ay 1000
tunnel source EthernetO
tunnel node gre nultipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
|

interface Et hernetO




ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

i p address 192.168. 0.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0. 255

network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|

R/ R 2R EC EDR R E R

OSpoke1 BEHER O

version 12.3
|
host nane Spokel
|
crypto i saknp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5- hmac
node transport
|
crypto ipsec profile vpnprof
set transform-set trans2
|
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.2 255.255.255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp holdtine 300
ip nhrp nhs 10.0.0.1
del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host nane Spoke2

nterface Ethernetl

ip address 192.168.1.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0. 255

network 192.168.1.0 0.0.0. 255

no aut o- sunmary
|

OSpokeZ BEHER O

version 12.3
!




host nane Spoke2

!

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!

crypto ipsec transformset trans2 esp-des esp-nd5-hmac
node transport

!

crypto ipsec profile vpnprof

set transform-set trans2

!

interface Tunnel O

bandwi dt h 1000

i p address 10.0.0.3 255.255.255.0

ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof
!

interface EthernetO

i p address dhcp host nanme Spoke2

!

interface Ethernetl

i p address 192.168.2.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0. 255

network 192.168.2.0 0.0.0.255

no aut o- sunmary
|

A Z A IPsec VPN

AEBPHNBSFNEEE T DMVPN fIEEINEE, NHRP Ao ZEEHERIBEIIAFE VPN REH
Hitt XA/ EZEO U N INEE, XERED XRHBRENEEFEUATHNEL
BEEEEEM S XA IPsectmGRE i@, XIEEEF , RN WNRXF 5 X E 5 ZHBTER
EEIHROEHSFEIEN , MAANEBITNZ/FRR , FHORHEFNIERMASIEMRR. HE
FRltIhee , 2 XRAREEM AN R GRE (p-pGRE) #1#: %% R GRE (mGRE) B3&#EN0., 25
,ENEEEFIEERE — 2 X HAHEEFEE IP ity IP T—BNEM 2 XFHENTA (F) WE
o DXHHEFEIEIEZEFOEHAZMN IPsectmGRE RREZTHZIA IP BEMNEIXLE (F

) M%o

ER OB LETHA IPBREADATAEENFN -2 XEFIWERABEE —MEOIRE
B X , BXERAN IP T-BBEFNRPOMESR , MAR PO HRF S LB RIF
X EHER.

AE  HABRAEDUREROND ZERE LT, TEHSD XE D XK EE1T,

FEEROMMRLEEDDEHEP (RIP, OSPF M EIGRP ) BUEE mGRE B2i&# OiR [l i
R HAERBE BRI HEM S XD IP T —BRRENZFIBRANRIFED XEHR.



THERBADNEBENER,
RIP

BEEEDOKBAEFLEXA MGRE BREZOMNKFELE , FN RIP AR EN mGRE #AFIMHW
REBENE—#EA %BRE,

no ip split-horizon

TEBHMENR, RIPFEFIERAECEFIRANZEO BEENEHNERES IP T3k,
EIGRP

BEEEPOKHAT LR mMGRE BEZEOMNKELE , FN EIGRP T4 &Y mGRE #0O%
JMEBEBYE—ZEO HBRE,

no ip split-horizon eigrp

AN T , EIGRP «%F IP T —BbREN AR/ BIRHAYP OB HER , AMEREZ BB EDT
XEREBSIEREBRML, it , EXHERT , FEFEAUTEES TIER EIGRP £/ #&iX
LR e ERRLE IP T —Bk.

no ip next-hop-self eigrp

X : MCisco IOSkRZ<12.3(2)FF #A , no ip next-hop-self eigrp <as>H T A, FF 12.2(13)T
# 12.3(2) ZEH Cisco I0S irAS , M AFHIT T FIIR4E

- MRARED XD INHESRBE , WAFE LRSS,
- MRFBED I D ZHBSERE |, N AHIE 5 X5 H 28 1Y BE 2 O £ A # R
- BN, FgEE DMVPN fE A E /Y B B G

OSPF

BT OSPF RHERASHENI , RUAFEEAKFLERE. ¥ TFSZRED , BEXRF OSPF
MERBEENINZ R , BEX2FH OSPF £ XIXHBREBERPIRNMNENIEH, XLEENIK
HNSHAEREMY XEHZFREMENHBESELH ORARIEITER , ITREERAEHM
DX, BERURB , HEMLS TR OSPF MEARBEREN .



ip ospf network broadcast

A EFERRPOKBARTR IPsectmGRE MENIEERK AR (DR)e X— /MK STERE
ORISR B OSPF MARKREANKRT 1, HD AR EFHEREN 0,

. 8R4 85:ip ospf priority 2
- 8%k : ip ospf priority 0

DMVPN £ da.

192 163.0.0/2
Ntatic

Dsmamic

172.17.0.1

SPOEE] ‘ SPOEE=n= |

192168 <n=.0/

~POEEZ ‘
192.168.1.0/2

152.168.2.0/2

Owmommz O

version 12.3

!

host nane Hub

!
crypto isakmp policy 1

aut henti cation pre-share
crypto i saknp key cisco47 address 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

!

crypto i psec profile vpnprof

set transformset trans2

!

interface Tunnel O

bandwi dt h 1000

i p address 10.0.0.1 255.255.255.0

ip mtu 1400




i p nhrp authentication test
ip nhrp map nul ticast dynamic
i p nhrp network-id 100000

i p nhrp hol dtime 600

ip ospf network broadcast

ip ospf priority 2

del ay 1000

tunnel source EthernetO
tunnel node gre nultipoint
tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
ip address 172.17.0.1 255.255.255.0
!
interface Ethernetl
i p address 192.168. 0.1 255.255.255.0
!
router ospf 1
network 10.0.0.0 0.0.0.255 area 0

network 192.168.0.0 0.0.0.255 area 0
!

FR /OB FA 25 G (B Y IE — BB 2 OSPF §E?\JE§EHU}D‘(TI'ET% EIGRP, #3XE , OSPF MERARE
NI’ LERRENRN 2, & OSPF MEAXREREN B2FH OSPF FEHR IP T —Bkizutiy 5
% B F 885 T P £ MO 24 1 0 0 120 S'ZE%EEI%EE’J GRE R&3& i 11t

OSpoke1 BEHER O

version 12.3
|
host nane Spokel
|
crypto i saknp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto ipsec profile vpnprof
set transformset trans2
|
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.2 255.255.255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp holdtine 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
del ay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof




interface EthernetO

i p address dhcp host name Spokel

!

interface Ethernetl

i p address 192.168.1.1 255.255.255.0
1

router ospf 1

network 10.0.0.0 0.0.0.255 area 0

network 192.168.1.0 0.0.0.255 area 0
!

LAty X HEE EMVEES R ORMSR ENEEFRFEALL, XM

- OSPFEERIRE N0, FAVDXERHBRANIMGREI S HEZ L R(NBMA)NEHDR, RE
ROBRMEBRAASMA D XIRHABREERSERE, DR LHEEHBHE NBMA MENFIE KR

- AHROEHREE T NHRP £EMAERS

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

A RIAE B P FEE ip nhrp map multicast ... &% , AR GRE BBER 2% A B8iE, 7230
BRT , NEHFEABREESHELIREL XD TENENER,. IEZTEFALSS , B
N9 GRE BECERNZAREE , RN BT LE—1,

- HoXEBAFEYN , C4NERORBREVRREEE AP OBHESSERETNSS
RRARSARNES , MAD XEHEMEEEISLE IP ik, 2 XEAFBFHOEH

RECE N B8 NHRP NHS,
ip nhrp nhs 10.0.0.1

FRALRSS , P XRASZALUEEHEREERT mMGRE+IPsec B3iE [ NHRP M #iE e &% E
FOKEEE. XETIMHESFEESTOBAR(ESRBENKEEZRE S XBHABMEN T X
NHRP BE5HE 8.,

IC}SpokeZ BREER O

version 12.3
!
host nane Spoke2
!
crypto isakmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
!
crypto ipsec profile vpnprof
set transformset trans2
!
interface Tunnel O
bandwi dt h 1000
i p address 10.0.0.3 255.255.255.0
ip mu 1400
i p nhrp authentication test
ip nhrp map nulticast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
i p nhrp network-id 100000
i p nhrp hol dtime 300




ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

del ay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host name Spokel

nterface Ethernetl

i p address 192.168. 3.1 255.255. 255.0
!

router ospf 1
network 10.0.0.0 0.0.0.255 area 0

network 192.168.2.0 0.0.0.255 area 0
!

O Spoke<n> ¥ HEF O

version 12.3
I
host nanme Spoke<n>
I
crypto isaknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport
I
crypto i psec profile vpnprof
set transformset trans2
I
interface Tunnel O
bandwi dt h 1000
i p address 10.0. 0. <n+1> 255. 255. 255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp hol dti me 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
del ay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host name Spoke<n>

nterface Ethernetl

i p address 192. 168. <n>. 1 255. 255. 255.0
!

router ospf 1
network 10.0.0.0 0.0.0.255 area 0
network 192.168.




FER Ao XBEHENEENRMELL, HE—TENIAMBEOMN IP ik, XEHERED K
HERRRARE. AUNMES XBHRETHEEE , RFEMMAH P O,

XA EME RO EZR,. Spokel M Spoke2 HH 2R EHIEEHRA NHRP MBS RUBEBFAHIRR
( Spoke1 F1 Spoke2 NI ZBTHIIRIR ) , LAK Spoke1 Fl Spoke2 EENIZ RSB SR 21
KR o

MR

Ownpgnssa O

Hub#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
o 192.168.1.0/24 [110/2] via 10.0.0.2, 00:19:53,
Tunnel 0
o 192.168.2.0/24 [110/2] via 10.0.0.3, 00:19:53,
Tunnel 0
Hub#show ip nhrp
10.0.0.2/32 via 10.0.0.2, Tunnel O created 00:57: 27
expire 00: 04: 13
Type: dynanmic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
10.0.0.3/32 via 10.0.0.3, Tunnel 0 created 07:11: 25,
expire 00: 04: 33
Type: dynanmic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hub#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt

204 EthernetO 172.17.0.1 set HMAC_SHA+DES 56_CB
0 0

205 EthernetO 172.17.0.1 set HMAC_SHA+DES 56_CB
0 0

2628 Tunnel 0 10.0.0.1 set HMAC_MD5
0 402

2629 Tunnel 0 10.0.0.1 set HMAC_MD5
357 0

2630 Tunnel 0 10.0.0.1 set HMAC_MD5
0 427

2631 Tunnel 0 10.0.0.1 set HMAC_MD5
308 0

OSpoke1 BHRBER O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.24 is directly connected, EthernetO




10.0.0.0/24 is subnetted, 1 subnets

C 10.0.0.0 is directly connected, TunnelO
(0] 192.168.0.0/24 [110/2] via 10.0.0.1, 00:31:46,
Tunnel 0

C 192.168.1.0/24 is directly connected, Ethernetl
(0] 192.168.2.0/24 [110/2] via 10.0.0.3, 00:31:46,
Tunnel 0
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 01:42: 00,
never expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
2 EthernetO 172.16.1. 24 set HVAC SHA+DES 56_CB

0 0

2064 Tunnel 0 10.0.0.2 set HMAC_MD5
0 244

2065 Tunnel 0 10.0.0.2 set HMAC_MD5
276 0

OSpokeZ BRERER O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO
(0] 192.168.0.0/24 [110/2] via 10.0.0.1, 00:38:52,
Tunnel 0
(0] 192.168.1.0/24 [110/2] via 10.0.0.2, 00:38:52,
Tunnel 0

C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 01: 32: 10,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spoke2#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
17 EthernetO 172.16.2.75 set HVAC SHA+DES 56_CB

0 0

2070 Tunnel 0 10.0.0.3 set HMAC_MD5
0 279

2071 Tunnel O 10.0.0.3 set HMAC_MD5
316 0

BEEt , FATM192.168.1.2 ping 192.168.2.3, XL thit % B F F Spoke1HISpoke2 i B2 /B M =
Hlo THEBHMREEURIL DX E D ZHEE mGRE+IPsec F2iE,

1. Spoke1E& FHES W EI B A #1119 192.168.2. 38 ping B B, THEKBARPERILENLE , &
NEeEBREEIEEM Tunnel0ZO#% £ 2IPT—110.0.0.3,

2. Spoke1 ¥ HIB3E NHRP M RAEHK BH5 10.0.0.3 , KIX BB, Spokel BHESHIE
NHRP ST iERBES , HEHZBESEEFE NHS ( POKHESR) .

3. AR BKEENHRPIRGFRUAE R BM10.0.0.3 , KM EERE B#b1E172.16.2.75, F
3% 25 B ENHRPEEMT N B HIE B H N HE XX FSpoke 1B H 8o

4. Spoke 1 HEF W EINHRPAET R Z , HEENHRPIRE R A% A 10.0.0.3 —>172.16.2.750L &1



o NHRP BRETHY R INAL & IPsec BIAEREITEMK 172.16.2.75 B IPsec BRiE,
5. Spoke1 B HEFE 172.16.2.75 3L ISAKMP H 1/ ISAKMP F1 IPsec SA. #i¥ Tunnel0 B9
tunnel source <address> 5 # NHRP B§H 4 R IPsec {$H,

local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.75/255.255.255.255/47/0)

6. IPsec B3BEMN TRJG , TE XM 192.168.2.0/24 FMHN EEKBELHFERZKIXT
Spoke2,
7. X1%192.168. 2 3 HIEBH LB ENE , ZENFME192.168.1. 2K X REHED. 4
Spoke2BE BN B % £192.168. 1 2 B AR , EAERHRFERZENE , KUEEF
ZHERIELZEEFIPT—810.0.0.20Tunnel0EE O,
8. Spoke2 B H2E#E NHRP MBSt R P EHK B 5 10.0.0.2 , RI& A IS B, Spoke2 BHESHIE
NHRP #4TiEREES , HEHZBESEEEE NHS ( POKESR) .
9. FAOEHBKEENHRPIRRFRUER BW10.0.0.2 , KN ECHE R #b1t172.16.1.24,
3% H 25 B ENHRPEET N B B 2 H I H X% FSpoke2B& HH 8
10. Spoke2 & 25 N EINHRP#EMT & , HEENHRPBET R H%1A10.0.0.2 —> 172.16.1.248%
B o NHRP BREYEY R INAR R IPsec BIHEZENFIK 172.16.1.24 B9 IPsec BRiE , B RIEEX
E1K172.16.1.24 B9 IPsec BBEC L FHE , AU A FEET(ME — T HIRE,

11. LtAF Spoke1 M Spoke2 ERIAMEEEZEABED T, R holdtime FARFEA NHRP BR
i EBIES , WAHERZ NHRP BRET, HIER NHRP BRETR B 0% IPsec BRIt B 24k
M IPsec SA.

# Spoke1 M Spoke2 2 [Al B2 Zh A& B% 2 FR YRR

OSpoke1 BEEHRBRER O

Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 02: 34: 16,
never expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
10.0.0.3/32 via 10.0.0.3, Tunnel O created 00: 00: 05,
expire 00:03: 35
Type: dynamic, Flags: router unique used
NBMVA address: 172.16.2.75
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
2 EthernetO 172.16.1. 24 set HVAC SHA+DES 56_CB

0 0
3 EthernetO 172.16.1. 24 set HMAC SHA+DES 56 CB

0 0

2064 Tunnel O 10.0.0.2 set HMAC MD5
0 375

2065 Tunnel 0 10.0.0.2 set HMAC MD5
426 0

2066 Tunnel O 10.0.0.2 set HMAC MD5
0 20

2067 Tunnel O 10.0.0.2 set HMAC MD5
19 0

OSpokeZ BEEHBRER O




Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, TunnelO created 02:18: 25,
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.0.2/32 via 10.0.0.2, Tunnel O created 00: 00: 24,
expire 00: 04: 35
Type: dynanic, Flags: router unique used
NBMA address: 172.16.1.24
Spoke2#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt
17 EthernetO 172.16.2.75 set HVAC SHA+DES 56_CB

0 0
18 EthernetO 172.16.2.75 set HVAC _SHA+DES 56 _CB

0 0

2070 Tunnel O 10.0.0.3 set HMAC_MD5
0 407

2071 Tunnel O 10.0.0.3 set HMAC_MD5
460 0

2072 Tunnel 0 10.0.0.3 set HMAC_MD5
0 19

2073 Tunnel 0 10.0.0.3 set HMAC_MD5
20 0

B LR HTLAE S |, Spoke1 # Spoke2 EMH LB HEFIRSMHELAY NHRP BREY , HEZB UM
£ mGRE+IPsec f2i&, NHRP BT H %5 ¥ ( NHRP holdtime FZ&I{EJ 300 # ) B E/HA,
MREINHAHRE—2HAFERT NHRP BE |, N4 %&3x NHRP #4718 R M N Z UEEMR R E
ZEIXNEB#FITRIE. BN, FMIER NHRP BRET | X &ft % IPsec J&BR IPsec SA.

EANELERNZIAZ R IPsec VPN

RAERNDZBAD[AILTEE , FULUEEN (RBZD ) FOBHSRUZI TR, BEEXNH O
DMVPN W 5B F b,

- 2 DMVPN REHHNEN D XEAENS K GRE BEEZOAEARNTENPMERNAET —
BEARSS 2R (NHS), HOEHZRFRAB—1S R GRE BEE#O,
. M7EX DMVPN M&H | M0 XBHW GRE RBEED ( ANKHZ R ) , 81 GRE RBiEi&E
BEITREMNB KA. B, POBBEFIRE -2 GRE BEREA,
THENREFEROAEEXHMHAEHNH 0 DMVPN TR, EXFMERT , REERHX5]
EAEX T DMVPN 2R OEER X3,

NELLER - 22 DMVPN 5 /3

N E DMVPN i RMIREIEER L | BRTERESNF LI DMVPN 5 — ¥ 25 B2
N, FENERREA—INIEFMEHPLOKES (AFIFRFEN ) B DMVPN‘E” , FiE D X HE
HEZBXNFN (‘T ) o MNDXEIROEES NHRP RS E XL TETHDBHEMLHES
IPsec+mGRE 5%, SISEBAMNFT2ED XZBHZE IPsec+mGRE $3& LE1T, BT 9 X
HEBEEPOHBEEER — mGRE BEEOMVKALLE , AETEMNAERIFOER (WEENKE
. AR, EERFHER ) SR BMUIERAEERANFORHESEE AN EERE AR —NAROE
B2, RFENEED , NATEAEEDEENAIBER, Rk , FH EIGRP  RIP (M
2 OSPF ) fEA IS HBIMNUATEEE I,




AR DRREBR N ORHBLENS M, NRCNUETRE , EXHSBMBLRAL
LB ERW OB | DEBIE— B 0K RBSTIR R RRE BRI,

ML 2R - £ DMVPN 7 [®

192 168 0.042
Static

| ———— Dynamic

172.17.0.5

172.17.0.1

SPOEE!] ‘ SPOEE=n= ‘

SPOEE2 ‘

192.168.1.0/2 192,168 <n=. 0/

192.168.2.0/2

O mpgma O

version 12.3
|

host nane Hubl

|
crypto isakmp policy 1

aut henti cation pre-share
crypto i saknp key cisco47 address 0.0.0.0
|

crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|

crypto i psec profile vpnprof

set transformset trans2

|

interface Tunnel O

bandwidth 1000

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

i p nhrp authentication test

ip nhrp map nulticast dynamc

i p nhrp network-id 100000

i p nhrp hol dtime 600

i p ospf network broadcast

ip ospf priority 2




del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
!

interface EthernetO

ip address 172.17.0.1 255.255.255.0
1

interface Ethernetl

i p address 192.168. 0.1 255.255.255.0
!

router ospf 1

network 10.0.0.0 0.0.0.255 area 1

network 192.168.0.0 0.0.0.255 area 0
!

O hurz e ©

version 12.3
I

host nane Hub2

|

crypto isakmp policy 1

aut hentication pre-share

crypto i saknp key cisco47 address 0.0.0.0
|

crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|

crypto i psec profile vpnprof

set transformset trans2

|

interface Tunnel O

bandwidth 900

ip address 10.0.0.2 255.255.255.0

ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.1

ip nhrp map nmul ticast dynamic

i p nhrp network-id 100000

i p nhrp hol dtime 600

ip nhrp nhs 10.0.0.1

i p ospf network broadcast

ip ospf priority 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
ip address 172.17.0.5 255. 255.255.0

nterface Ethernetl

i p address 192.168. 0.2 255.255.255.0
!

router ospf 1
network 10.0.0.0 0.0.0.255 area 1

network 192.168.0.0 0.0.0.255 area 0
!




Hub1 BLEAIME —FE N2 OSPF EXNFEARINXE, X5 0 ATFHEANPROEESRSHEBIMSE
, X131 AT DMVPN &M o X BBEEEEMNME, OSPF RILAMERE/MNXE |, BLHAERHEA
X URREZD OSPF XEBMEE.

Hub2 WELE S Hub1 WECEEAMR , RFHTEHM IP thut FREIT, EEXFETF Hub2 1
2 Hub1 9% (EFH ) , Bt Hub1 2EA4 , Hub2 2EBIF O, iEERE T mGRE 2
JEfE Hub2 N Hub1 B9 OSPF 48/, BT Hub1 & OSPF DR , EIt %@ d mGRE # 0 E#E%E
EIFFAEHEAM OSPF 38 H88 (NBMA M4 ) . R Hub1 M Hub2 Z 8% A BE#EEEEE | N Hub1
B A |, Hub2 425 OSPF M. 3 Hub1 K4 , Hub2 B DMVPN # OSPF
DR ( NBMA M4 ) » Hub1 IX&Ej5 , ©f#%E DMVPN iy OSPF DR A&,

Hub1FHub2/E E Y B B EAHUb1 R 2 X ME L EBIES , R AGRERBEHEONTRIREN
1000 Kb/s , TiHUb2 MY FLi1RE 79900 Kb/s, HR , 7 X B& 252 /0% H 25 /5 T /Y P & 1 51
FBELXEEHUbIMHWD2 , BN RE—/ImGRESN 2 XBHEZ LWEEREND  HEEHRRENK
H, IRFERAETEESNARYE K X2FETFEES.

OSpoke1 BREER O

version 12.3
I
host nane Spokel
I
crypto i saknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport
I
crypto i psec profile vpnprof
set transformset trans2
I
interface Tunnel O
bandwi dt h 1000
ip address 10.0.0.11 255. 255. 255.0
ip ntu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
i p nhrp hol dti me 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
i p ospf network broadcast
ip ospf priority O
del ay 1000
tunnel source EthernetO
tunnel node gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
I
interface EthernetO
i p address dhcp host name Spokel
I
interface Ethernetl
i p address 192.168.1.1 255. 255.255.0




!
router ospf 1
network 10.0.0.0 0.0.0.255 area 1

network 192.168.1.0 0.0.0.255 area 1
!

D REHBEENXBINT
- EFNEEP , 2XEE T Hub2 BES NHRP MRS | 3 Hub2 iR T —BkARS 2. R4

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp nhs 10.0.0.1

¥

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

- DX MR LM OSPF XEEERHNEXE 1,
FicE , BIED XA LE X PO EFNEHRS NHRP BREF A NHS dJ,h\E%EETJ}1X4¥fT£JktI¥L§
BB, WREEY T hORD ZBMREEME, HiE : Hub2 2 FF 5 % b3 TP
Hub1M % X XEEEEADMVPNEERT Rt AIABARITT, BEMERZEHR LS S'Zﬂfﬁo

O Spoke2 BEHIER O

version 12.3

I

host nane Spoke2

I
crypto isaknp policy 1

aut henti cation pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport

I
crypto i psec profile vpnprof

set transformset trans2

I
interface Tunnel O

bandw dt h 1000

i p address 10.0.0.12 255. 255. 255.0
ip ntu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2




i p ospf network broadcast

ip ospf priority O

del ay 1000

tunnel source EthernetO

tunnel node gre nultipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host name Spokel

nterface Ethernetl

i p address 192.168.2.1 255.255.255.0
!

router ospf 1

network 10.0.0.0 0.0.0.255 area 0

network 192.168.2.0 0.0.0.255 area 0
!

O Spoke<n> ¥ HBE% O

version 12.3
|
host nane Spoke<n>
|
crypto isakmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto i psec profile vpnprof
set transformset trans2
|
i nterface Tunnel O
bandwi dt h 1000
i p address 10.0. 0. <n+10> 255. 255. 255. 0
ip ntu 1400
i p nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
i p nhrp network-id 100000
i p nhrp hol dtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
i p ospf network broadcast
ip ospf priority O
del ay 1000
tunnel source EthernetO
tunnel node gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host nanme Spoke<x>

nterface Ethernetl
i p address 192.168.<n>.1 255. 255. 255.0




router ospf 1
network 10.0.0.0 0.0.0.255 area 0
network 192.168.

IRt |, ATLATNEE Hub1, Hub2, Spokel #1 Spoke2 ¥ HI2S EHMIE A ER. NHRP MET R IPsec iE
1, LEFNHEWRR ( Spoke1 # Spoke2 BEHFNINIFBAT ) o

RN M E

Ohuvt mmsEe O

Hubl#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/ 24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
o 192.168.1.0/24 [110/2] via 10.0.0.11, 00:02:17,
Tunnel 0
o 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17,
Tunnel 0
Hubl#show ip nhrp
10.0.0.2/32 via 10.0.0.2, Tunnel O created 1w3d, expire
00: 03: 15
Type: dynamic, Flags: authoritative unique registered
NBVA address: 172.17.0.5
10.0.0.11/32 via 10.0.0.11, Tunnel O created 1w3d,
expire 00: 03: 49
Type: dynamic, Flags: authoritative unique registered
NBMVA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, Tunnel O created 1w3d,
expire 00: 04: 06
Type: dynamic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
Hubl#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt

4 EthernetO 172.17.0.1 set HVAC _SHA+DES 56_CB
0 0
5 EthernetO 172.17.0.1 set HMAC_SHA+DES 56_CB
0 0
6 EthernetO 172.17.0.1 set HMAC_SHA+DES 56_CB
0 0
3532 Tunnel 0 10.0.0.1 set HMAC _MD5+DES 56_CB
0 232
3533 Tunnel 0 10.0.0.1 set HVAC MD5+DES 56_CB
212 0
3534 Tunnel 0 10.0.0.1 set HMAC _MD5+DES 56_CB
0 18
3535 Tunnel 0 10.0.0.1 set HVAC MD5+DES 56_CB
17 0
3536 Tunnel 0 10.0.0.1 set HVAC MD5+DES 56_CB
0 7

3537 Tunnel 0 10.0.0.1 set HMVAC _MD5+DES 56_CB




7 0
Ohun gmsee O

Hub2#show ip route
172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
(0] 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29: 15,
Tunnel 0
(0] 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29: 15,
Tunnel 0
Hub2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 1w3d, never
expire
Type: static, Flags: authoritative used
NBVA address: 172.17.0.1
10.0.0.11/32 via 10.0.0.11, Tunnel O created 1w3d,
expire 00:03: 15
Type: dynamic, Flags: authoritative unique registered
NBMVA address: 172.16.1.24
10.0.0.12/32 via 10.0.0.12, Tunnel O created 00: 46: 17
expire 00:03:51
Type: dynamic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
Hub2#show crypto engine connection active
ID Interface | P- Addr ess State Al gorithm
Encrypt Decrypt

4 EthernetO 171.17.0.5 set HMAC_SHA+DES 56_CB
0 0
5 EthernetO 171.17.0.5 set HMAC_SHA+DES 56_CB
0 0
6 EthernetO 171.17.0.5 set HMAC_SHA+DES 56_CB
0 0
3520 Tunnel 0 10.0.0.2 set HMVAC _MD5+DES 56_CB
0 351
3521 Tunnel 0 10.0.0.2 set HMVAC _MD5+DES 56_CB
326 0
3522 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
0 311
3523 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
339 0
3524 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
0 25
3525 Tunnel 0 10.0.0.2 set HMAC _MD5+DES 56_CB
22 0

OSpoke1 RHERBER O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO

OIlA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39: 31,
Tunnel 0
[110/11] via 10.0.0.2, 00:39: 31,
Tunnel 0
C 192.168.1.0/24 is directly connected, Ethernetl




O  192.168.2.0/ 24 [110/2]

Tunnel 0

Spokel#show ip nhrp

10.0.0.1/32 via 10.0.0.1, Tunnel O created 00: 56: 40,

never expire
Type: static,
NBMA addr ess:

10.0.0.2/32 via 10.0.0.2, Tunnel O created 00: 56: 40,

never expire
Type: static,
NBMVA addr ess:

Spokel#show crypto engine connection active
State Al gorithm

ID Interface
Encrypt Decrypt
1 EthernetO
0 0
2 EthernetO
0 0
2010 Tunnel O
0 171
2011 Tunnel O
185 0
2012 Tunnel O
0 12
2013 Tunnel 0
13 0

Fl ags: authoritative used

172.17.0.1

Fl ags: authoritative used

172.17.0.5

| P- Addr ess

172.16.1. 24

172.16.1. 24

10.0.0.11

10.0.0.11

10.0.0.11

10.0.0.11

O Spoke2 BRHERER O

via 10.0.0.12, 00:37:58,

set

set

set

set

set

set

HVAC_SHA+DES_56_CB
HVAC_SHA+DES_56_CB
HVAC_MD5+DES_56_CB
HVAC_MD5+DES_56_CB
HVAC_MD5+DES_56_CB

HVAC_MD5+DES_56_CB

Spoke2#show ip route

172.16.0.0/ 24 is subnetted, 1 subnets
C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO
OIlA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56

Tunnel 0

Tunnel 0

O] 192.168.1.0/24 [110/2] via 10.0.0.11, 00:56: 14,

Tunnel 0

Cc 192.168.2.0/24 is

[110/11] via 10.0.0.2, 00:57:56,

Spoke2#show ip nhrp

10.0.0.1/32 via 10.0.0.

expire
Type: static,
NBMA addr ess:

10.0.0.2/32 via 10.0.0.

expire
Type: static,
NBMA addr ess:

Spoke2#show crypto engine connection active
State Al gorithm

ID Interface
Encrypt Decrypt
2 EthernetO
0 0
3 EthernetO
0 0
3712 Tunnel 0
0 302
3713 Tunnel 0
331 0
3716 Tunnel O

Fl ags: authoritative used

172.17.0.1

Fl ags: authoritative used

172.17.0.5

| P- Addr ess

172.16.2. 75

172.16.2. 75

10.0.0.12

10.0.0.12

10.0.0.12

directly connected, Ethernetl

1, Tunnel O created 5w6d, never

2, Tunnel O created 6wed, never

set

set

set

set

set

HVAC SHA+DES 56_CB
HVAC SHA+DES 56_CB
HVAC MD5+DES_56_CB
HVAC MD5+DES_56_CB

HVAC_MD5+DES_56_CB




0

3717 Tunnel 0 10.0. 0. 12 set HVAC_MD5+DES 56_CB
236

216

0

THR%AEX Hub1, Hub2, Spokel 1 Spoke2 Lt &M ZHJLNE B EIZ

- FANROBRHBFEABRAE D XBHBAEMENKAEENEH, SL8E1:

0 192.168. 1.0/ 24 [110/2] via 10.0.0.11, 00:02:17, Tunnel 0
0 192.168.2. 0/ 24 [110/2] via 10.0.0.12, 00:02:17, Tunnel 0
E4& 882

0 192.168. 1.0/ 24 [110/2] via 10.0.0.11, 00:29:15, Tunnel 0
0 192.168.2. 0/ 24 [110/2] via 10.0.0.12, 00:29:15, Tunnel 0

XERZE Hub1 Ml Hub2 28 2 XA A ENMNEE R O EHEEEMNETR RIS &
HERA, Flin , EiEEREEE) 192.168.0.0/24 LAN B HSE FHWERAX R2 FELUTEAR

1 R2:
0 A 192.168.1.0/24 [110/12] via 192.168.0.1, 00:00:26, Ethernet1/0/3
[110/12] via 192.168.0.2, 00:00:27, Ethernet1/0/30
0 A 192.168.2.0/24 [110/12] via 192.168.0.1, 00:00:27, Ethernet1/0/3

[110/12] via 192.168.0.2, 00:00:27, Ethernet1/0/3

- AREHBERELIANFOBHARBEEEEMNENRAHSNIRA, BR!:

] I A 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39:31, TunnelO
[110/11] via 10.0.0.2, 00:39:31, Tunnel O

B&R2

@) I A 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56, TunnelO

[110/11] via 10.0.0.2, 00:57:56, Tunnel O

MRDZHEHBLANHTETRIRSHARGE , WIRLEIEFBEE,

BB S BT P 0B 2R Z B RV BEBR AT IEN AR M A T HIE SN AR HE , FEFEHEHIL
BENERN A OEERER -7 XEPONEE. WRHE Hubl FERAEHRL , Hub2 FEAZD
Froy , AT BURF RGN BEE 82 O #Y OSPF ﬁkzlilﬁ%ﬁTﬂEo

-5 3Nk

interface tunnel 0

ip ospf cost 10

g 520

interface tunnel O

ip ospf cost 20

MERBRWOTAT®

L ER1:

0 192.168. 1.0/ 24 [110/11] via 10.0.0.11, 00:00:28, Tunnel 0
0 192.168. 2.0/ 24 [110/11] via 10.0.0.12, 00:00:28, Tunnel 0
4% 382

0 192.168. 1.0/ 24 [110/21] via 10.0.0.11, 00:00:52, Tunnel 0
0 192.168. 2.0/ 24 [110/21] via 10.0.0.12, 00:00:52, Tunnel 0



R2:

@) I'A 192.168.1.0/24 [110/31] via 192.168.0.1, 00:01:06, Ethernetl/0/3
@) I'A 192.168.2.0/24 [110/31] via 192.168.0.1, 00:01:06, Ethernetl/0/3

BeEt , WAROBHEEX T 20 XXM EMNERNEEEFTERA, XEWEHUTRHLERRR
EF 0 XIEER , MMERR2FTR, XFHR LR E —TF #RE IEXS FRE% B R,

BN EMIERFEH (N LEEFE WA ) WRREE. A OSPF ENSIAK BN , 7
DRA—fNE2ARMRLEE | BED X 6 router ospf 1 TH distance ... te SR B EES
Hub1 ¥ MB&H (EX Hub2 HFIMMEBANRIE ) .

Bwm&R1

router ospf 1
di stance 111 10.0.0.2 0.0.0.0 1
access-list 1 pernmit any

B%R2:

router ospf 1
di stance 111 10.0.0.2 0.0.0.0 1
access-list 1 pernmt any

DERBM TR :
W&

o 192.168.0.0/24 [110/11] via 10.0.0.1, 00:00:06, TunnelO

B%R2:

O  192.168.1.0/24 [110/11] via 10.0.0.1, 00:00:10, Tunnel 0

LR R E R R B ENFHEEENREE |, Bt A VFE Hub1 REWRERBETRE Hub2, X
BERE , SWANPORHREBEARN , XEA Hubl, MREBI FHEH L5 XENERAFAF
DERHER |, FREBETIRRF NUEBRIEX IR |, MARE TR RESR , 32 EM OSPF
B, AUt , TEHNXF LN DMVPN % B A sE R B HFRVERE,

X - X DMVPN % 8

AL DMVPN f R BHEE— = , BN BREEAFFAE DMVPN BHiEE, SREEH
AANEIME DMVPN‘E”, BMHOEHES ( AFFR2HA ) EZEE—4 DMVPN M (‘=

"), DEEHEEZEEHE AN DMVPN ¥R (‘E") . AT XBEHBERNHOKHS[ELIHN
GRE B2 EMEHAAE , AL ABEOER (TR, RAFMER ) SRS A MUEIRAE
ERNFLBRHASZYEANERE D — NP OERS

SER . DRREERES OB R EAEN T A%, NRCNUETE  EXHSHERLRTE
2BBERNORAE  DEBTE— B OBEBY TS EFRNE BN,

A LA E D X AHES LA p-pGRE = mGRE B2iE# O, 27X HHRFLENZ N p-pGREZEO LR
E—RER...... Pt | B9 XA EHNZ IMmGREEOXAEEH —NERER...... IP #dk, iX
TRANY IPsec BBEREIUMN , F—IMUEZIREFESHS — mGRE RZEXEH ISAKMP iE32



o % ISAKMP BiEa R A WA TR BN B4% IP it (172 IPsec X &4kttt ) » MibHbFs
tunnel source ... it B {TCE , EHF R BRERGHEM tunnel source ... it , BiLE—4
MGRE BB OKRAKAEZICE, XEKEEAABKIBES L5421 mMGRE OB X B

, TS BT A S AR B i BT,

GRE BiEEAX 5 R EFEHELREE , R EAIH tunnel key ... EATEAX 2 mGRE #M0. M Cisco
|0S BHARZAR 12.3(5) 1 12.3(7)T FF#& , BIA T — NS HECHBRLRE : BRERP..... RE,

shared XBFRTZP mGRE #MFEHEEHRIR IP it IPsec &, WERMEH R

, SBALAIE X RN A O DMVPN B s A p-pGRE B&E. Ep-pGRERBEERT , BBER... M
B&3E B #%......|P#but AT A F IR, X T4 |, FELINF LI DMVPN R+ £ p-pGRE RZi&

, BR £/ shared BE&.

MLy - N DMVPN R B

192.168.0.0/2 Ntatic
| Dynamic

HUB-1 HUE-2
10.0.0.1 % 10.0.1.1
172.17.0.1 I‘I“'i 1721705
DMVPN-1 DMVPN-2
10.0.0.0/24 10.0.1.0/24

10.0.0.12
192.168.1.0/2 SPOKED ‘ 10,0 0/<nr10= " 192168 <n>0/

10.0.0.11 {

10.0.1. =n+10=

10.0.1.12 ‘ SPOKE<n=

192.168.2.0/2 ...

THRHEERNWERZEN TAXEIEANTENDSZRAERNERENE L.

O Hupt Bz O

version 12.3
!
hostname Hubl
!
crypto isaknmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
!
crypto i psec profile vpnprof




set transformset trans2

nterface Tunnel O

bandwi dt h 1000

i p address 10.0.0.1 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map nmul ticast dynamic

i p nhrp network-id 100000

i p nhrp hol dtime 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address 172.17.0.1 255. 255. 255. 252

nterface Ethernetl

i p address 192.168. 0.1 255.255.255.0
|

router eigrp 1
network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|

O Huv2 e O

version 12.3

I
hostname Hub2

I
crypto i saknmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
I

crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport

I

crypto i psec profile vpnprof

set transformset trans2

I

interface Tunnel O

bandwi dt h 1000

ip address 10.0.1.1 255.255.255.0

ip ntu 1400

ip nhrp authentication test

ip nhrp map mul ti cast dynamc

ip nhrp network-id 100001

i p nhrp hol dti me 600

no ip split-horizon eigrp 1

del ay 1000

tunnel source EthernetO

tunnel node gre multipoint

tunnel key 100001

tunnel protection ipsec profile vpnprof

nterface EthernetO
ip address 172.17.0.5 255. 255. 255. 252




interface Ethernetl

i p address 192.168. 0.2 255.255.255.0
!

router eigrp 1

network 10.0.1.0 0.0.0.255

network 192.168.0.0 0.0.0. 255

no aut o- sunmary
|

EXMERT , Hub1 M Hub2 WELE + 2 M5l EEZXFETME D3I RTE DMVPN B /0B
M2, 1 DMVPN EATEH :

- IP FM ( 10.0.0.0/24, 10.0.0.1/24 )

- NHRP M £& ID ( 100000, 100001 )

. B3382348 ( 100000, 100001 )
A B EMN OSPF H1#7 EIGRP , AR EIGRP 2 MEE NBMA NEZEMAR S , &
B EFHETN B

O Spoke1 3 EHIE% O

version 12.3
|

host nane Spokel

|
crypto isakmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport

|
crypto ipsec profile vpnprof

set transformset trans2

|

interface Tunnel0

bandwi dt h 1000

ip address 10.0.0.11 255.255.255.0
ip mu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Tunnell

bandwi dt h 1000

ip address 10.0.1.11 255.255.255.0
ip mu 1400

i p nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

i p nhrp hol dtime 300

ip nhrp nhs 10.0.1.1

del ay 1000




tunnel source EthernetO

tunnel destination 172.17.0.5

tunnel key 100001

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host nanme Spokel

nterface Ethernetl

i p address 192.168.1.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0 0.0.0. 255
no aut o- sunmary

BN o X ERBEREE p-pGRE B&E#Z O , 8/ DMVPN —4, ip address ..

.. ip nhrp network-

|d . tunnel key .. ﬂl tunnel destination ... A FXSHARE, FHAHML EIGRP RN ER
/N p-pGRE BEEF M Fi5f7 , ATFEFA p-pGRE O (DMVPN) & it — AMEM,

O Spoke2 & HB% O

version 12.3
|
host nane Spoke2
|
crypto isakmp policy 1
aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto i psec transformset trans2 esp-des esp-nd5-hmac
node transport
|
crypto ipsec profile vpnprof
set transformset trans2
|
interface Tunnel0
bandwi dt h 1000
ip address 10.0.0.12 255.255.255.0
ip mu 1400
i p nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
i p nhrp hol dtime 300
ip nhrp nhs 10.0.0.1
del ay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof

nterface Tunnel 1

bandw dt h 1000

ip address 10.0.1.12 255.255.255.0
ip mu 1400

i p nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

i p nhrp hol dtime 300




ip nhrp nhs 10.0.1.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5

tunnel key 100001

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host name Spoke2

nterface Ethernetl

i p address 192.168.2.1 255.255.255.0
|

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.2.0 0.0.0. 255

no aut o- sunmary
|

O Spoke<n> FEHIE% O

version 12.3

!

host name Spoke<n>

!
crypto i saknmp policy 1

aut hentication pre-share
crypto i saknp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto i psec transformset trans2 esp-des esp-nd5-hmac
nmode transport

|

crypto i psec profile vpnprof

set transformset trans2

!

interface Tunnel0

bandwi dt h 1000

ip address 10.0.0.

ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
I

interface Tunnell

bandwi dth 1000

ip address 10.0.1.




ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001

i p nhrp hol dti me 300

ip nhrp nhs 10.0.1.1

del ay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

nterface EthernetO
i p address dhcp host name Spoke<x>

nterface Ethernetl
i p address 192. 168.<n>. 1 255. 255. 255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.<n>.0 0.0.0. 255

no aut o- sunmary
|

LEETATEE Hub1, Hub2, Spoke1 1 Spoke2 B{Hzs EHIBEH TR, NHRP BREFRF IPsec iEHE , KA
BEVHERR ( Spoke1 1 Spoke2 EHEININIZFhAT ) o

MR ME K

Ohupt e O

Hubl#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, TunnelO

D 10.0.1.0 [90/2611200] via 192.168.0. 2,

00: 00: 46, Ethernetl
C 192.168.0.0/24 is directly connected, Ethernetl
D 192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11
00: 00: 59, Tunnel O
D 192.168. 2. 0/ 24 [90/2841600] via 10.0.0.12
00: 00: 34, Tunnel O
Hubl#show ip nhrp
10.0.0.12/32 via 10.0.0.12, Tunnel O created 23:48: 32,
expire 00:03: 50
Type: dynanmic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
10.0.0.11/32 via 10.0.0.11, Tunnel O created 23:16: 46,
expire 00: 04: 45
Type: dynanmic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
Hubl#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt
15 EthernetO 172.17.63. 18 set
HVAC SHA+DES 56_CB 0 0
16 EthernetO 10.0.0.1 set




HVAC_SHA+DES 56_CB 0 0

2038 Tunnel 0 10.0.0.1 set
HVAC_MD5+DES_56_CB 0 759
2039 Tunnel 0 10.0.0.1 set
HVAC_MD5+DES_56_CB 726 0
2040 Tunnel O 10.0.0.1 set
HVAC MD5+DES 56_CB 0 37
2041 Tunnel O 10.0.0.1 set
HVAC MD5+DES 56_CB 36 0

Onuz suness O

Hub2#show ip route
172.17.0.0/30 is subnetted, 1 subnets

C 172.17.0.4 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets
D 10.0.0.0 [90/2611200] via 192.168.0.1,
00: 12: 22, Ethernetl
C 10.0.1.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
D 192.168. 1. 0/ 24 [90/2841600] via 10.0.1.11
00: 13: 24, Tunnel O
D 192.168. 2. 0/ 24 [90/2841600] via 10.0.1.12
00: 12: 11, Tunnel O
Hub2#show ip nhrp
10.0.1.12/32 via 10.0.1.12, Tunnel 3 created 06: 03: 24,
expire 00: 04: 39
Type: dynanic, Flags: authoritative unique registered
NBMVA address: 172.16.2.75
10.0.1.11/32 via 10.0.1.11, Tunnel 3 created 23:06: 47,
expire 00: 04: 54
Type: dynanic, Flags: authoritative unique registered
NBVA address: 172.16.1.24
Hub2#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt

4 EthernetO 171.17.0.5 set
HVAC SHA+DES 56_CB 0 0

6 EthernetO 171.17.0.5 set
HVAC SHA+DES 56_CB 0 0
2098 Tunnel 0 10.0.1.1 set
HVAC MD5+DES 56_CB 0 722
2099 Tunnel O 10.0.1.1 set
HVAC MD5+DES 56_CB 690 0
2100 Tunnel O 10.0.1.1 set
HVAC MD5+DES 56_CB 0 268
2101 Tunnel O 10.0.1.1 set
HVAC MD5+DES 56_CB 254 0

O Spoke1 BEHERER O

Spokel#show ip route
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.1.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 is directly connected, TunnelO
C 10.0.1.0 is directly connected, Tunnell
D 192.168. 0.0/ 24 [90/2841600] via 10.0.1.1,
00: 26: 30, Tunnel 1
[ 90/ 2841600] via 10.0.0.1,
00: 26: 30, Tunnel 0
C 192.168.1.0/24 is directly connected, Ethernetl




D 192. 168. 2. 0/ 24 [90/3097600] via 10.0.1.1,
00: 26: 29, Tunnel 1
[ 90/ 3097600] via 10.0.0.1,
00: 26: 29, Tunnel O
Spokel#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 23: 25: 46,
never expire
Type: static, Flags: authoritative
NBVA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 23: 24: 40,
never expire
Type: static, Flags: authoritative
NBVA address: 172.17.0.5
Spokel#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt
16 EthernetO 172.16.1. 24 set

HVAC_SHA+DES 56_CB 0 0
18 EthernetO 172.16.1.24 set
HVAC_SHA+DES 56_CB 0 0
2118 Tunnel 0 10.0.0.11 set
HVAC_MD5+DES 56_CB 0 181
2119 Tunnel O 10.0.0.11 set
HVAC_MD5+DES 56_CB 186 0
2120 Tunnel 1 10.0.1.11 set
HVAC_MD5+DES 56_CB 0 105
2121 Tunnel 1 10.0.1.11 set
HVAC_MD5+DES 56_CB 110 0

O Spoke2 BEHERE R O

Spoke2#show ip route
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.2.0 is directly connected, EthernetO
10.0.0.0/24 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, TunnelO

C 10.0.1.0 is directly connected, Tunnell

D 192. 168. 0. 0/ 24 [90/2841600] via 10.0.1.1,
00: 38: 04, Tunnel 1
[ 90/ 2841600] via 10.0.0.1,
00: 38: 04, Tunnel O
D 192.168. 1. 0/ 24 [90/3097600] via 10.0.1.1,
00: 38: 02, Tunnel 1
[ 90/ 3097600] via 10.0.0.1,
00: 38: 02, Tunnel O
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
10.0.0.1/32 via 10.0.0.1, Tunnel O created 1d02h, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
10.0.1.1/32 via 10.0.1.1, Tunnell created 1d02h, never
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active
ID Interface | P- Addr ess State Algorithm
Encrypt Decrypt
8 EthernetO 172.16.2.75 set

HVAC SHA+DES 56_CB 0 0
9 EthernetO 172.16.2.75 set
HVAC SHA+DES 56_CB 0 0

2036 Tunnel 0 10.0.0.12 set




HVAC_MD5+DES_56_CB 0 585
2037 Tunnel O 10.0.0.12 set
HVAC_MD5+DES_56_CB 614 0
2038 Tunnel 1 10.0.1.12 set
HVAC_MD5+DES 56_CB 0 408
2039 Tunnel 1 10.0.1.12 set
HVAC_MD5+DES_56_CB 424 0

E# , FTERHEX Hub1, Hub2, Spokel 1 Spoke2 AT JLNEBHIEE :
AN HBEEBEE S XBHRTEMNSNRAEENEHE, S4%R1:

D 192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11, 00:00:59, TunnelO
D 192.168. 2. 0/ 24 [90/2841600] via 10.0.0.12, 00:00: 34, TunnelO

E4& 882
D  192.168.1.0/24 [90/2841600] via 10.0.1.11, 00:13:24, Tunnel 0
D  192.168.2.0/24 [90/2841600] via 10.0.1.12, 00:12:11, Tunnel 0

XEKE Hub1 f Hub2 &4t 9 XSG EMMEE F OB S EME TR BREE %
MRERA, Flin , EEEEREET] 192.168.0.0/24 LAN B HE FWKR AR R2 FEMUTEAATR
: R2:
D 192.168. 1. 0/ 24 [90/2867200] via 192.168.0.1, 00:51:51, Ethernet1/0/3
[90/2867200] via 192.168.0.2, 00:51:51, Ethernetl1/0/3

D 192.168. 2. 0/ 24 [90/2867200] via 192.168.0.2, 00:52:43, Ethernetl/0/3
[ 90/ 2867200] via 192.168.0.1, 00:52:43, Ethernetl1/0/3

O XEHAREEEIFE NP OEASEAEEEMNEN R AHEENKR, ER1:
D 192.168.0.0/ 24 [90/3097600] via 10.0.1.1, 00:26:30, Tunnel 1

[90/3097600] via 10.0.0.1, 00:26:30, Tunnel 0
B2

D 192.168. 0.0/ 24 [90/3097600] via 10.0.1.1, 00:38:04, Tunnell
[90/3097600] via 10.0.0.1, 00:38:04, TunnelO

MRS ZHEHBLANHTETRIRESHARGE , WITRLEIEFEEE,
B B PN R 0BR R B 2 B RV BEBR HE 1T IR AR A S E T RIB BV A 89 E , FEFEANNY
BLERNERNFEGEER -0 B FOMEE. RFL Hubt EAEHLD |, Hub2 FREH
oty , AT BURF RO BRIE 2 A IV EER IR BN T EE.

-5 3Nk

interface tunnel 0
del ay 1000

g 520

interface tunnel O

del ay 1050

SER - 7GR | Hub2 LR QR IER N T50 . BN /M FHAELE(100)2 HEthernet!
OWIER, 3R Hub2AA SHIE SEER X5 XKME | {84 FHub1 FHUb2/E FIR0BEH 28

BELHUDIEAREBENKE, MRIEREM100LA L | NHub2& &I Ethernet13Z 0% A Hub1HI
B8 , (EHub1 FHUb2 FEM AR Na EHiEEHUb-1 XKIEBIEIE 9 X HES.

MAERBWM TR
&1



192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11, 00:01:11, TunnelO
192.168. 2. 0/ 24 [90/2841600] via 10.0.0.12, 00:01:11, TunnelO

D 192.168. 1.0/ 24 [90/ 2854400] via 10.0.1.11, 00:00:04, TunnelO
D 192.168. 2. 0/ 24 [90/ 2854400] via 10.0.1.12, 00:00:04, TunnelO

D 192.168. 1. 0/ 24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3
D 192.168. 2. 0/ 24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3

FETOBHEIRED XIRHRAENMEBENTHERRE , Bt , EXHHERT , Hub1E AT
MEFRRE D ZBARR , MR2FATR. XFER RS — TR HERAI R,

LESE TR RBDGAEE  BERATAEM p-pGRE BREED , FIt T2 3k ERgEED
#Y delay ... AEXUEE Hub1 & Hub2 %3l HMY EIGRP 845,

W&

interface tunnel O
del ay 1000

interface tunnel 1
del ay 1050

%2

interface tunnel 0
del ay 1000

interface tunnel 1
del ay 1050

MERBUO TR :
%1

D 192.168. 0.0/ 24 [90/2841600] via 10.0.0.1, 00:15:44, TunnelO
D 192. 168. 2.0/ 24 [90/3097600] via 10.0.0.1, 00:15:44, TunnelO

w2

D 192.168. 0. 0/ 24 [90/2841600] via 10.0.0.1, 00:13:54, TunnelO
D 192.168. 1. 0/ 24 [90/3097600] via 10.0.0.1, 00:13:54, TunnelO

LARMEE M LEZRENMEENRE , B AFE Hub1 REBERBEYRE Hub2, X
BE , SMAPOREREERN  RERM Hubl,

MREBIFLHED O ZENEAFRNROKBAR , HEHRBEDRRP FHRIENFEEHR |, B

HEEAkEaBREZR , B A EIGRP RAIUKRIIX—=, At , HFHOKASEERREZEON

delay ... E¥iz B AEEHE , REX 2B A offset-list <acl> out <offset> <interface> i+

, $t BN GRE BBEE O A&/ ORHEETEBHEBERK EIGRP Eff. 23X L/ Tunnel0

'é'EunnﬂclaJH #ig@‘ﬂ%%ﬁﬂ%’ﬁ*ﬁ%ﬂ’ﬂ delay ... B , At o XA EEHEPOMAR. 2K
%ﬁ Y E u—Fo



O Spoke1 & HIE% O

version 12.3
!

host nane Spokel

I

!

interface Tunnel O

bandwi dt h 1000

i p address 10.0.0.11 255. 255. 255. 0
ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

i p nhrp hol dti me 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface Tunnel 1

bandwi dt h 1000

i p address 10.0.1.11 255. 255.255.0
ip ntu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

i p nhrp hol dti me 300

ip nhrp nhs 10.0.1.1

delay 1500

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

I

router eigrp 1
offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0
distribute-list 1 out
no aut o-sunmary

I

access-list 1 permit 192.168.1.0
!

O Spoke2 FEHER O

version 12.3
!

host nane Spoke2
!

!
i nterface Tunnel O
bandwi dt h 1000




i p address 10.0.0.12 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

i p nhrp network-id 100000

i p nhrp hol dtime 300

ip nhrp nhs 10.0.0.1

delay 1500

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof

nterface Tunnel 1

bandwi dt h 1000

i p address 10.0.1.12 255.255.255.0
ip ntu 1400

i p nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
i p nhrp network-id 100001

i p nhrp hol dtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof
!

I

router eigrp 1
offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0. 255
network 10.0.1.0 0.0.0. 255
network 192.168.2.0
distribute-list 1 out
no aut o-sunmary

I

access-list 1 permit 192.168.2.0
!

XX : RBE12800(50*256)ERMEIEIGRPEEF , BRI ©/)F25600(100*256), L& (25600)
EHXPORBARZEIFEINEHN EIGRP BIRRNNE, BIE offset-list da1 £

12800 , FAFLEHBLTYEIEEXRRES XKHANR , MTREANARBER EFOMEE
NAXHERZLEBEIT, POBHR BHEHENERNDERATEEAEBNEROBEHBZNE.
FidfE , B—¥29F Hub1 EREERHEE , S/ — ¥4 Hub2 ERHEEHER.

AR DR {mEEENET25600(100%256) , MLk 2R 2B Ethernet 182 AR — ¥ 5 X BR SRRV K
BRERIE I R&HE , IEELAHFEANKARNFEERA ERNELFIRIEETSRET T X
PR EER o

ERE : BT distribute-list 1 out@® v , AR ATLLES 5 X LW —BRREZEON—INROEHEBRR
HNBEATUES S - REESE S - R OMEER. distribute-list... SR AIHRD ZHEHER
BEr-EEC R,

AEE WREEFERHPORAHSZ LMAR S XA LHNEBBE , N A ER OB LM
TR 9 X LE Eoffset-list <acl1> in <value> <interface>Fdistribute-list <acl2> inis . <acl2> i

B HRSEFHMNTESXEEE XA , <acl1> HEFIRFRFIBENEGE S —FOBESFENES
DD X EEEEZNEE,



£33 FIRER , BEFWOTAR :
&1

192.168. 1. 0/ 24 [90/2841600] via 10.0.0.11, 00:12:11, Tunnel 2
192.168. 2. 0/ 24 [90/2854400] via 10.0.0.12, 00:13:24, Tunnel 2

D
D
52

D 192.168. 1.0/ 24 [90/ 2854400] via 10.0.1.11, 00:09:58, TunnelO
D 192.168. 2.0/ 24 [90/2841600] via 10.10.1.12, 00:11:11, TunnelO

D 192.168. 1. 0/ 24 [90/2867200] via 192.168.0.1, 00:13:13, Ethernetl/0/3
D 192.168. 2. 0/ 24 [90/2867200] via 192.168.0.2, 00:14:25, Ethernetl/0/3

D 192. 168. 0.0/ 24 [90/2841600] via 10.0.0.1, 00:16:12, TunnelO

192.168. 0. 0/ 24 [90/2841600] via 10.0.1.1, 00:18:54, Tunnel1l

D
&1

>

DMVPN R R HE AT 2hEE , AT S RE M/ ME IPsec VPN MEERIAE R,

- DMVPN A[{E 22 PR ZB 0 IR IPsec VPN RSl EFMAE R, Y932 XWHBER
REGMHE (Hlm, BN IHIETHRAMEEM D T RERE ) i, MBRARAEER, R
ESXZRFEEE IPEE , eRATFEMS XREMEMS X EZERERE,

. DMVPN X E585A ot ( 285, ISDN # DSL ) B9 IPsec T2, XERTEHME
AR PR 4%, DMVPN A ER A/ F 25 X I SEBR R IFIT RS

. DMVPN f&{t 7 VPN T KBV AR, ERMFH 2 XBEHSRN  EREREZS XKHSFHEHE
BAREEIT ({ERREEEEFROIHEE ERF DA ISAKMP ZRIUER ) » F OB
DHABARFIZFOINER , IXBBEDPNESTIRBAEER P ORBR[NATE Hib o 258
HEs.

- DMVPN E 27 VPN RGeS BB BN K/, XRE#HEA T GRE+IPsec XEE VPN
4%,

. DMVPN £/ GRE , Hitx#F VPN §9 IP ZEFMBSEBEBIER. XEWRE 0 RIS
MY, MBI AT TRAPOEEEE . W, EXFAENA,

- DMVPN X% #49 ZBH25#Y Split Tunneling.

HXER

. 31Z2% 5 VPN (DMVPN)
- IPSec T H
. BARF# - Cisco Systems
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