HZEASANFTDZ B & EIKEV2 IPv6lh R BTh S B

FTDELE
R R iR &)
i BENAT B

AR T 5 BB M B4R IR AS2(IKEV2) MU EASA ( BERZ£1RE ) M
FTD ( FirepowerE B BAfH ) ZEi& EIPvout S Bk SRR EMELE RHl. 1%ESTIESASATIFTDIER
VPNA w18 % 1Y i Bl is IPv6 I 48 1% 3

SR
ER
Cisco BWER TR T EA .

- ASA CLIE ERYE A AR

- IKEV2HIPSECIMY R E A AR
. THRIPv6Ymit FEE A

- BEFMCEXR T ##FTDELE

fERKAEL

ANHEFPNEEETEINE | ZEMURERMNFEEREREREFPNVRZLUNEN, RXEFFERR
Fgﬁiﬁ%%*ﬂﬁ%ﬁﬁﬁ#ﬁ (BN BB, MREHNFZEEEF , FEHRETHREIMGTNEER
Mo,

AXEPHEEETUTREME AR



. iB179.6.(4) 128 BRIASAV

1=
- 12176.5.009 BERIFTDv
1Z176.6.009 ERIFMCv

[T
R

2001:BBBB::0/64

i |

2001:AAAA::O/64  ASA

2001:CCCC::0/64

Internet Cloud

FMC

7

A B

ATNBEASALFTENEE,

ST1EBASAER,

\

interface G gabitEthernet0/0
nanei f outside
security-level 0O

i pv6 address 2001: bbbb: : 1/ 64
i pv6 enabl e

interface G gabitEthernet0/1
nanei f inside

security-level 100

i pv6 address 2001: aaaa:: 1/ 64
i pv6 enabl e

S G EBIPVERRIAKH.

ipv6 route outside ::/0 2001: bbbb::2

IKev2 VPN TUNNEL

HR3. BB IKEV2ER B H SN R 0 LS BIKEV2,

2001:DDDD::0/64



crypto i kev2 policy 1
encrypti on aes- 256
integrity sha256

group 14

prf sha256

lifetine seconds 86400

crypto i kev2 enabl e outside

HRRABERRESR.

tunnel - group 2001:cccc::1 type ipsec-12
tunnel - group 2001:cccc::1 ipsec-attributes

i kev2 renote-authentication pre-shared-key ciscol23
i kev2 | ocal -aut hentication pre-shared-key ciscol23

HPR5. B X R T7 R 2 55 R (ACL) A EE MR R E.

obj ect-group network local-network
net wor k- obj ect 2001: aaaa: :/ 64

obj ect - group network renote-network
net wor k- obj ect 2001: dddd: : / 64

access-1ist CRYPTO ACL extended pernmit ip object-group |ocal-network object-group renote-network

SR AMKRERE B 14 M &t ik 25 # (NAT)H N,

nat (inside, outside) source static |ocal-network |ocal-network destination static renote-network
renot e- net wor k no- proxy-arp route-|ookup

FSIR7 BEIKEV2 IPSecE 1,

crypto i psec ikev2 ipsec-proposal ikev2 aes256
protocol esp encryption aes-256
protocol esp integrity sha-1

PR8I B DN ZR ARG 5 LA A BISAEREE OO

crypto map VPN 1 match address CRYPTO ACL

crypto map VPN 1 set peer 2001:cccc::1

crypto map VPN 1 set ikev2 ipsec-proposal ikev2_aes256
crypto map VPN 1 set reverse-route

crypto map VPN interface outside

FTDE &
AT IRMAFEAFMCE EFTDAY A,

E VPN

1.Devices > VPN > Site To Site

“VPN"“Firepower”



AMP Intelligence

Device Management. NAT VPN » Site To Site| Qos Platform Settings FlexConfig Certificates.

(D)
S/ HIBIRFVPNAE, HVPNIER— 5 TR BH.
M A A
IKERRZS : IKEv2
HEABIT | BRI | ¥ SARFTD. T ABRASA, XHEEMESREFREFMIEI,
Create New VPN Topology T
e
Network Topology: ¥ Hub and Spoke | * Full Mesh

IKE Version:® IKEw1
[ enapors [ pec _ Asvnced

§
»
&

@ Ensure the protected networks are allowed by access control policy of each device.

SEIFGFTDRM N B — DML,

ERRNAMFREHED. Pt MNRERBES B3IER.

RKifiProtected Networks ( ZRF M ) THEENSER , ERBEIIVPNEEENZN FMN, 454 , FMCER T RE NENRTZIPV6FH
“2001:DDDD::/64",



Edit Endpoint ?

Device:* FTDwv ""’ .
Interface:® ' OUTSIDE w
IP Address:* 2001:0CCC: 11 v

This IP is Private
Connection Type: 'Bidirectlnnal v

Certificate Map: ' v '+ )

Frotected Networks:*

© Subnet [ IP Address (Network) = Access List (Extended)

(&= LocaL_proxy ) 3

OK || Cancel |



Network Objects ? X

Available Networks & ¥ | Selected Networks

i , Search [_-,g LOCAL. PFtﬂx‘r'J 5

i IF Y= MiUil_asL

& 1Pv4-Private-10.0.0.0-8

& |Pva-Private-172.16.0.0-12

& 1Pv4-Private-192.168.0.0-16

=4 IPv4-Private-All-RFC1918

& 1PvE-1Pv4-Mapped

&= 1Pv6-Link-Local

B IPvE-Private-Unique-Local-Address
& 1PvE-to-1Pva-Relay-Anycast

2 REMOTE_PROXY

Ok, Cancel

B ERSER , FTIDLIREE T Ko

SR RE T RBRNEZEMSER , T KQREERGIFHASA, THFMCEIRRIRZ MU N I
M, Apnig & & MAMIPHbL,

SRS IR R BN S EIRURINZ R B £



Edit Endpoint ? X

' i T

Device: ™ Extranet N
Device Name:* ASA
IP Address:* 0 Static Dynamic
2001:BBBB::1
Certificate Map: v O

Protected Networks:*

O Subnet / IP Address (Network) Access List (Extended)

(&2 REMOTE_PROXY) @

OK Cancel

HIR6.IE R T EMNBAASAT W FH R E AN DN B Finidt M 45

“ERARIE B AH B RASAF M 2001:AAAA:: /647,



Network Objects ?

Available Networks (5 + | Selected Networks

| Search [-E REHﬂTE_F‘HDJ{‘f] 5

: I YT NI -ao L

& 1Pv4-Private-10.0.0.0-8
& 1Pva-Private-172.16.0.0-12
& 1Pv4-Private-192.168.0.0-16
= IPv4-Private-All-RFC1918
== 1Pv6-IPv4-Mapped

& 1Pv6-Link-Local

22 1PvE-Private-Unique-Local-Address
22 1PvE-to-IPv4-Relay-Anycast
B LOCAL_PROXY

il

oK Cancel

EBIKESH

SR1EIKERTFT , HEMATIKEV2HIB RN S W, JAEEE IS EIRUGIEZHAYIKERE,



Edit WYPN Topology T X

Topology Name:® LZL_VPN
Network Topology: == point to Point =%
IKE Verslon: *® IKEw1 TKEw2
covores () voee dvanes
IKEv1 Settings
Palicy:™ . : "
Authenication T'l'lJEi 1 A fic Ky o
IKEv2 Sattings
Policy =™ Ikevd_ Policy e @
Authentication Type: Pre=shared Manual Key v
Eey:®™  assssess
Confirm Kéy:®  sssssses

Enforce hax-based pre-shared key only

Save Cancel

SR2EMVIKERRED , BELERES UREZF1INMBRNEFR. NEEERUTSHI T
TR -

B (SHA256).

INZR(AES-256),

PRF(SHA256)#1

Diffie-Hellman4 ( 4414 ) .

FTICFTIE R ED 2 PR B |, RE LB IKERBE X BIZEXN F4. HAVPNESEE
BN FhTEE -1

[FLEERMR LR FERERE RRIEHWERR. KRB XRE,



Edit IKEv2 Policy

MName;*

Description:

Priority:

Lifetime:

(integrity Algorithms )
Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

Ikev2_Policy

86400

Available Algorithms
¢ MD5

Lk SHA

b SHA512

b SHA384
&# NULL

(1-65535)

| seconds (120-2147483647)

Selected Algorithms

Save

J|

Cancel

J




Edit IKEv2 Policy ?

Name:* ! Tkev2_Policy
Description:
Priority: (1-65535)
Lifetime: -BE'#CID | seconds (120-2147483647)
Integrity Algorithms y Available Algorithms Selected Algorithms
— ' (G nes-2s6)

PRF Algorithms » BaES 15 B
Diffie-Hellman Group d

4k DES

&8 30ES

_ . Add
L5 AES-192
b AES-GCM

b AES-GCM-192
b AES-GCM-256

® NULL

|  save || cancel




Edit IKEv2 Policy ?

Mame:* Ikev2_Policy
Description:
Priority: ' | (1-65535)
Lifetime: 86400 | seconds (120-2147483647)
Integrity Algorithms Available Algorithms Selected Algorithms
Encryption Algorithms
o MD5S -
DR Alorithms QE ; . SHA256 G
LB SH
Diffie-Hellman Group ‘ﬁ'
# SHAS512

b SHA384 oo ]

[ Save ] [ Cancel




Edit IKEv2 Policy ?

Mame:™® Ikev2_Policy

Description:

Priority: (1-65535)

Lifetime: BE400 seconds (120-2147483647)
Integrity Algorithms Available Groups Selected Groups
Encryption Algorithms

. o 1 b 14
PRF Algorithims — =
2
( Diffie-Hellman Group ) w

-+ R

& 15 ( Add J

w16

o 19

o 20

o 21

Save | Cancel

S| AMSHE , GR LEREENRE  RAEEESFHRIERE,
BEEMAZFHRALRT. EREET , FATMHAEZFHcisco123,



Edit VPN Topology

Topolegy Name:™* LZL_VPH
Network Topology: == Point to Point % Hub and Spoke ";' Full Mesh
IKE Version:* IKEv1 IKEw2
Endpoints m IPsec Advanced
IKEv1 Settings
Policy: ™= preshared_sha_aes256_dhl4_3 o
Authentication Type: Pre-shared Automatic Key w
Pre-shared Key Length:*® Characters (Range 1-127)
IKEvZ Settings
r R
Policy:* Tkev2_Policy v
Authentication Type: Pre-shared Manual Key b d
Key:™ snesanns
Confirm Key:*® sEEsEEES
b r

Enforce hex-based pre-shared key only

Save

BB IPSec ¥

1.IPseclPsec

Cancel



Edit VPN Topology

Topology Mame:™ L2ZL_WPN
Network Topology: =+ point to Point % Hub and Spoke | & Full Mesh
IKE Version:* IKEvl [ IKEw2

Endpoints IKE | IPsec Advanced

Crypto Map Type: (@ Static Dynamic
IKEw2 Mode: Tunnel at

TR e IKEv1 IPsec Propasals IKEv2 IPsec Proposals<()
Tkev?  IPSec Proposal

Enable Security Association (SA) Strength Enforcement
& Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Modulus Group b
Lifetime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save

SE2BARBEEZEMEERIRIBIHIKEV2 IPsecEWUHBAMNE2SH , MTAR :
ESPI;% : SHA-1

ESP mn#:AES-256



Edit IKEv2 IPsec Proposal

Mame:* [Ikev:_lPSe:_Pmpnsal ]
Description:
. Available Algorithms Selected Algorithms
ESP Encryption .

¢ SHA-384

. SHA-256

[ Add
4 MD5
42 NULL

[ Save ] [ Cancel




Edit IKEv2 IPsec Proposal

Name:* Ikev2__ IPSec_Proposal
Description:

ESP Hash Available Algorithms
(ESP Encryption |

¢ AES-GCM-256

b AES-GCM-192
b AES-192

b AES-GCM

1k AES

4k 3DES

b DES

b AES-GMAC-256

Selected Algorithms

¢ AES-256 |

Add J]

Save

]
8

SR BEI B IPsecB T , FERMMBFMERRE,

IKEv2 IPsec Proposal

Available Transform Sets & o
| |, Search |

$ AES-GCM
§ AES-SHA
@ DES_SHA-1

- [

SBRAFIEFENIPsecB I ESIEIKEV2 IPsecEiL T

Selected Transform Sets

(G IkevZ_IPSec_Pmpnsal]




MRFE , THEMMREFNREGHMPFS, EARFF , £avRENRIAE , H APFSHER,

Edit VPN Topology T X
Topology Name:* L2L VPN
Metwork Topology: *= Point to Point % Hub and Spoke | *2* Full Mesh
IKE Version:* IKEw1 IKEv2
Endpoints IKE m Advanced
Crypto Map Type: D Static Dymamic
IKEv2 Mode: Tunnel b
Transform Sets: IKEvl IPsec Proposals IKEv2 IPsec Proposals®
(Ikev2__1PSec_Proposal )
Enable Security Association (SA) Strength Enforcement
Enable Reverse Route Injection
(— Enable Perfiect Forward Secmqrjl
Lifetime Duration™: 2B800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)
= ESPv3 Settings
Save Cancel

BB AT SRR GR T (A2 15 2 61 22 175 () 42 5 SR MG AU BA S VF B FTDRIVPNF M,

ERRin R

MR sysopt permit-vonK B , MARBIR T ERE KA YFVPNREBESFTDIE®E, NEE M T sysopt permit-vpn , BB SR G B EIFK, LWEEBER
1511455 R “ 3= B 5 A 42 4 SR T o

TEAdvanced > Tunnel ™ , AT A3 #sysopt permit-vpn,

BE  ILRTURR T EAGRZEFRBRERBRA S NREN TN, VPNEIESRH T TH
ACLIATRATRIEAFRE. SRERGT , WREALERE , NERTABVPN,



Edit VPN Topology 7T X

Topology NMame:*® LZL_WPN
Network Topology: = point to Point %% Hub and Spoke ‘E' Full Mesh
IKE Version: * IKEvl () IKEv2
e e (IR

IKE

P MAT Settings

Keepalive Messages Traversal

Interval: 20 Seconds  (Range 10 - 3600)
Access Control for VPN Traffic

Bypass Accass Control policy for decrypted traffic {s'ysnpl: p-ennrl:avpn]

N bypassss the nspechion,
Bul VPN 'rw' .-'I.-Cl'. .d'“\ﬂ' autharization .ﬂl'_'l. dawnioaded from m server are shill applied to VPN traffic.

Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
Use the certificate OU field to determing the tunnel
& use the TKE identity to determine the tunnel
0 Use the peer IP address to determine the tunnel

EENAT R

RAVPNAREERBNATRERER, BTEMNATEER , LB IEVPNRELE 3 —NATIE A HEIRERVPNRE,

SB1.SHZEDevices > NATHICHET & HNew Policy > Threat Defense NAT I3 5 B .

System Help v admin v

Overview Analysis Policies Objects | AMP Intelligence

Device Management (NAT ) VPN » QoS  Platform Settings  FlexConfig  Certificates
| &2 Mew Policy

S R T S — e
Threat Defense NAT



New Policy T X

MName: MAT_Exempt

Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

, Search by name or value a

Add to Policy

Save | Cancel
SE2 B HARMAM"

Device Hanegement  HAT  WRN w Qo5 Flaiform Seitngs  FewConfig Cerificases

MNAT_Exempt e e
—
' Gragital Wik " L Pakat Y
T S i L

W HAT Rukm Bafora
T i T ies

W HAT Rk #finr

SI3. QIR BSFIHINATAN,
SENATHN N ASBAAEBED. FRONKRETRFHEEED TR ILX LN Fmk B EEONRE,

SfiETranslationi£ B+ , FEFRFMMBFFM, HTXENATEEBRAN , FERRGF B RNFREHR BRER.



Add NAT Rule ? %

NAT Rule: Manual MAT Rule e Insert: In Category ¥ NAT Rules Before v
Type: Static > Enable
Description:

Interface Objects [ - U RGN PAT Pool  Advanced

Original Packet Translated Packet
Original Source: * [LOCAL_PRD}W w ]Q Translated Source: Address v
- LOCAL_PROXY v D
Original Destination: Address v
REMOTE_PROXY bd Translated Destination: [ REMOTE_PROXY w ]Q
Original Source Port: w -J‘ Translated Source Port: w Q
Original Destination Port: v g Translated Destination Port: v 2

& fAdvancedi£ I+ 3 /3 A no-proxy-arp Mroute-lookup.

Add NAT Rule 7 X
MNAT Rule: Manual NAT Rule w Insert: In Category ~ | NAT Rules Before |+
Type: Static v Enable
Description:

Interface Objects  Translation  PAT Pool [V 1C - 0

IPv6

Net to Net Mapping

Do not proxy ARP on Destination Interface ]

Perform Route Lookup for Destination Interface

Unidirectional

RIFHHN HFEIANATHR PR ANATIED,

Overview Analysis Policies JaVICl Objects AMP Intelligence b Bpl m  Help v admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates.

NAT_Exempt Show Warnings @ cancel
¥] Policy Assignments (1)
8 Fiter by Device @ AddRue
r iginal Packet N “
. Direction Type Source Destination Original Original Original Transiated Transiated Transiated Options
Interface Objects  Interface Objects  Sources Destinations. Services Sources Destinations Services

1 & Statie L LN s WAN & LOCAL_PROXY & REMOTE_PROXY & LOCAL_PROXY 8 REMOTE_PROXY & Dns:false 78
& route-lockup
& no-proxy-arp

SR4.BERRE , REREHFHBRIFTD,



Overview Analysis Policies Devices Objects AMP Intelligence IREGER Svstem Help v admin v
Deployment |  Deployment History

1 device selected

Davice Inspect Interruption Type Group Last Modified Time Praview Status

FTDv FTD 11/04/2020, 17:15:59 B Pending

L4

MLANITEHESHEXRE |, HEIETUIEASA LIE1TEL T packet-tracerfi o

packet-tracer input inside icnp 2001: aaaa::23 128 0 2001: dddd: : 33 det ai
EE : A Type = 128,Code=0% 'RICMPV6“Echo Request”,

LUTEDNEAEASAVEFTD LINA CLIEETUK EBIKEV2REZERSH S,

BT RASA%R HAYRHBI :

ci scoasa# show crypto ikev2 sa
| KEv2 SAs:

Session-id:3, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renvot e
St at us Rol e
6638313 2001: bbbb: : 1/ 500 2001: cccc:: 1/500
READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp: 14, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tinme: 86400/ 224 sec
Child sa: local selector 2001:aaaa::/0 - 2001:aaaa::ffff:ffff:ffff.ffff/ 65535
renote sel ector 2001:dddd::/0 - 2001:dddd::ffff:ffff:ffff.ffff/ 65535
ESP spi in/out: OxaOf d3fe6/0xd95ecdb8

ci scoasa# show crypto ipsec sa detail
interface: outside
Crypto map tag: VPN, seq num 1, local addr: 2001: bbbb::1

access-1ist CRYPTO ACL extended pernit ip 2001:aaaa::/64 2001: dddd: :/64
| ocal ident (addr/mask/prot/port): (2001:aaaa::/64/0/0)

renote i dent (addr/mask/prot/port): (2001:dddd::/64/0/0)

current _peer: 2001:cccc::1

#pkts encaps: 11, #pkts encrypt: 11, #pkts digest: 11

#pkts decaps: 11, #pkts decrypt: 11, #pkts verify: 11

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICWP Errors rcvd: 0, #lnvalid ICMP Errors rcvd: 0

#pkts no sa (send): 0O, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: 0O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O

#pkts invalid pad (rcv): O,

#pkts invalid ip version (rcv): O,



#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O

#pkts min mu frag failed (send): 0, #pkts bad frag offset (rcv): O
#pkts internal err (send): 0, #pkts internal err (rcv): O

l ocal crypto endpt.: 2001: bbbb::1/500, renpte crypto endpt.: 2001:cccc
path mu 1500, ipsec overhead 94(64), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: D95ECDB8

current inbound spi : AOFD3FE6

i nbound esp sas:
spi: OxAOFD3FE6 (2700951526)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 1937408, crypto-map: VP
sa timng: remaining key lifetime (kB/sec): (4055040/28535)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001
out bound esp sas:
spi: OxD95ECDB8 (3646868920)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 1937408, crypto-nmap: VPN
sa timng: remaining key lifetime (kB/sec): (4193280/28535)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

Cci scoasa# show vpn-sessiondb detail 121 filter name 200l:cccc::1

Session Type: LAN-to-LAN Detailed

Connection . 2001:cccc::1

| ndex . 473 | P Addr : 2001:cccc::1
Pr ot ocol : I KEv2 | Psec

Encryption : I KEv2: (1) AES256 | Psec: (1)AES256

Hashi ng : I KBEv2: (1)SHA256 | Psec: (1)SHAlL

Bytes Tx : 352 Bytes Rx ;352

Login Tinme : 12:27:36 UTC Sun Apr 12 2020

Duration : 0Oh: 06m 40s

| KEv2 Tunnels: 1
| Psec Tunnels: 1

| KEv2:
Tunnel ID : 473.1
UDP Src Port : 500 UDP Dst Port : 500

Rem Aut h Mode: preSharedKeys
Loc Auth Mode: preSharedKeys

Encryption : AES256 Hashi ng : SHA256
Rekey Int (T): 86400 Seconds Rekey Left(T): 86000 Seconds
PRF : SHA256 D'H G oup : 14
Filter Name
| Psec:
Tunnel 1D : 473.2
Local Addr : 2001: aaaa::/64/0/0

Renote Addr : 2001: dddd::/64/0/0

1.1/ 500



Encryption : AES256 Hashi ng : SHA1
Encapsul ati on: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28400 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4608000 K-Bytes
Idle Tine Qut: 30 M nutes Idle TO Left : 23 M nutes
Bytes Tx : 352 Byt es Rx : 352

Pkts Tx 11 Pkts Rx 11

TP B BR

EHEBRASANIFTD LWV IKEV2RZE M R , E1Z1T A T debugii © :

debug crypto condition peer <peer |IP>
debug crypto ikev2 protocol 255
debug crypto ikev2 platform 255

BT RIEIKEV2IRRH ROIAEHSZE -
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/115935-asa-ikev2-debugs.html

2%

https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-
configure-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa95/configuration/vpn/asa-95-vpn-
config/vpn-site2site.html



https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
https://www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-configure-ipsec-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa95/configuration/vpn/asa-95-vpn-config/vpn-site2site.html
https://www.cisco.com/c/zh_cn/td/docs/security/asa/asa95/configuration/vpn/asa-95-vpn-config/vpn-site2site.html
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