it B MASAFIFTDEIMicrosoft Azure i B F KB
METEHNVPN

FEREAH

BLiE

ASAEHWIKEVIEL B
HTIKEV2EEH A EASARTBI.SMNBES A FEBVTI
FTDEMIKEVIEE
FRHETEBUAEEESENIKEV2ETEH
Loang

£ 1M

52 B ER

H PE HEBR

IKEv1

IKEv2

fasr

AN B BRASAE BRI L 2B A& FMMicrosoft Azure =R 2 BN VPNH B S MBI .
B2

VPN &

IPSeciF2 EVPNRZERIPHHETE ., FAAREERENTEREIERETE L MBRE , LUiE
EIPSectlIR MMM At =2 FRSEE., EXVPNINZEHN A EERM  ETHRARE TR
W RE kRS,

HETRKA

MEZRIHIRE RN A FEAI#H A IPSechE B RE. IPSecA&th FIizfE R EIEFEIFIRIENO0.0.0.0, XZ0K
ERHBEEIPSechRENFIERERNSWEMNE , MAEZRF/ BTN,
BRBEENZEIRZ(ASA) X HFEARAKSRESHRAPWEMURERZO(VTINE TEHENVPN,

HFMC ( FirepowerZEB A ) EE K BRI L 2 Bh A Firepower & i B £ (FTD) 32 #5548 A MR A<
6.7RESRANVTINETERBENVPN,

HETRR



B IREN RNZFENBEFNEEIPEE. ETRENAEREBEARFNZERBEERER[IFAE
BEIPSecn B R E,

ASA #58. 21 & B 5 hR A A B0 22 AR 5 Y 2 T R BEBY VPN,

Microsoft Azure B3 BN E T RENREBEFHSIFETEH., ETERIETHRHENRE.
Azure HBIREFMENVPNE AR HI AT AR BN XN Z A IR (KE) K, ETHRHEEE

IKEv2 , METREFEEIKEVI, XEREWNRFEAIKEV2 , M AMEAzUure P EFETRER
ASAZERVTI , BERIMRASAH T RIEBRAMXZFMEBZRS , MAAERAE T RN REIEF
B AZUreBLE N E T H., X2@EiZPowerShell IS EEAzurel T TR , LASEI
Microsoftifl Ff UsePolicyBasedTrafficSelectorsBYi%£ I , #1 K AR : https://docs.microsoft.com/en-
us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps.

EMASATIFTDEESE#HITESE , FHITUUTRE !

- X FEA INZRERET B ERVASA/FTD , 24701 Fi UsePolicyBasedTrafficSelectors 1 & F KB HY
VPN E TR HEMNAzure#t 1T &,

- NTFEE TVTIASA |, 2500 E T HNVPNE EAzure,

- NFFTD , AR BEXRIMABEEVTINFEHAER
; https://www.cisco.com/c/en/us/td/docs/security/firepower/670/configuration/quide/fpmc-
config-quide-v67/firepower_threat_defense_site to_site_vpns.html#concept_ccj p4r cmb

TERF A
ER

Cisco BB THUTER :

. A F1EASA L B AVTIMIKEV2E T 5 B 9 VPN:ASAK B ER &R0 8( REBIRA. ( BANET
FHAVPNELEAzUre, )

- NI FASARIFTD LAt BR 5T A9 B FIKEV1 SREE I VPN ASAK T iR 28 .28 B S iR AR LA K FTD
6.2.0REESMA, (MSAAETRENVPNE EAzZUre, )

N TFTEEEETERBNREBERSBNASA L INZE RS IKEV2E T 3 B #YVPN: £ F hn 2 R
HEENASARIBRAB.2HESRA, ( LA UsePolicyBasedTrafficSelectors 3 & F & H
MVPNELEAzure, )

. THRFMCHWFTDEEBNEE.,

& AR A H
AR S BET U T AR ARA

.- Cisco ASA

- Microsoft Azure

- BRIFTD

. BRIFMC
AXEFNEEHRETREXRERREFNREEEN,. XXHEPFEANMERERVHRXAR
M (BN BE. MREHFMELTEIRS , FEREBTHAEGSWEER,

[


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
/content/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb
/content/en/us/td/docs/security/firepower/670/configuration/guide/fpmc-config-guide-v67/firepower_threat_defense_site_to_site_vpns.html#concept_ccj_p4r_cmb

TREESER, ERREIKEVI. FRAVTINIKEV2ERESFEAE T RSN REIERENIKEV2IEH
( ASA LRI INZRBRET )

ASA_ ERIKEV1 B K

X T MASAZIAzure Ry ¥4 R EIUE RIKEVT VPN |, i5HIT T —PMASAE B, BREAzurel 17 HEEE
TREEHEEE, EARHF Mz A FASA

BRASALHNZEIKEVIEEFE R , SR tkCiscoX #,
SB1 EHNERED LB BIKEVI,

Ci sco- ASA(confi g) #crypto ikevl enable outside
FIR2.BEBIKEVIRREE , ZRBEENATHI. FHRIE. Diffie-Hellmantl, £FHAMMBNEE
17,

AR FMYNEIMRIKEVIEMRRAZE HBET I A FF B Microsoft X4 #t, wFEH — L ik 8H
. 5Bk ZMicrosoft Azurex 15,

Ci sco- ASA(confi g) #crypto ikevl policy 1

Ci sco- ASA(confi g-i kevl-policy)#authentication pre-share
Ci sco- ASA(confi g-i kevl-policy)#encryption aes

Ci sco- ASA(confi g-i kevl-policy)#hash sha

Ci sco- ASA(confi g-i kevl-policy)#group 2

Ci sco- ASA(confi g-i kevl-policy)#lifetime 28800

HIR3.1EIPsecE = T G ZFREHH B EX FIPH U MERETRH Z R,

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121
Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes
Ci sco- ASA(confi g-tunnel -i psec) #ikevl pre-shared-key cisco

SRWAQIEILRGIR , EXEMBENBENLHRE, EARAFD , XREEKAMN10.2.2.0FME
10.1.1.00BENF R, WRWEAZRFREN T ,(MIZRETAIESIM%E,

ERABAREGRAS , JAOIEZAEMNSE., FM, EVIPHUFZSINRHBTFHNRINRA
o BIBFANEAAM NI ?E?WE’JXTSQ FARFENTR T INEE 15 [RH2 51 = (ACL) T R 45 3 3k 3% 46
(NAT)‘Ln’jo

Ci sco- ASA(confi g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

SRS EEHRRE(TS) , PS4 I ERBF ey R L LML ZERNTS,


https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/119141-configure-asa-00.html
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices

XX IR E2M ERIKEVIE E R R R D M2 FF B Microsoft SR, aNFE# — 253 8
, Ik R Microsoft Azurex 1%,

Ci sco- ASA(confi g) #crypto ipsec ikevl transform-set myset esp-aes esp-sha-hmac

SHRO.EEMBME I NENARAIED , ABZEOEBUTEHS -
ﬂ%mmm
EHXRENEE L HRFIE
TS
ZEEREETEEERZEPFS), RALNTFTANAzure XL . PFSTEAzure A X IKEV1EE
o ALEKIPFSIRE (! EHHZRTF%HE (EFE2M BBz 8l , Mim4as APFS ) B FiDiffie-
HellmanZ X)) AT LB LA FELE /S A © crypto map outside_map 20 set pfs .
SE2M ERIPSecHF IR BERE TN A ARAzure XX B, Bx#t —F 8 , EEKMicrosoft Azure X #F

o

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikevl transform-set myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 3600
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
102400000

Ci sco- ASA(confi g) #crypto map outside_map interface outside

FSR7 FWRVPNREF ZEMEMNATAUMNLIR, SIENATEERAN

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

AR HEASN TN BLTEZIEMERFNMERFROXNRA , FENATHLF
EAE].

Ci sco- ASA(confi g) #object-group network 10.x.x.x_SOURCE
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0

Ci sco- ASA(confi g) #object network 10.x.x.x DESTINATION
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x_ SOURCE 10.x.x.x_ SOURCE
destination static 10.x.x.x DESTINATION 10.x.x.x_ DESTINATION no-proxy-arp route-lookup

B FIKEv2i H B EASARTE.8(1) REM A LEFVTI

NTFEFASAKRBH I S EUE R IKEV2EEHVPN |, HEFENEE. WiRAzureBlB N E THEHMN
VPN , # BFE7EAzurel ] H it B UsePolicyBasedTrafficSelectors. ASALEE 7 VTl

BRTEMNASAVTIRERER , FSHERXHE,


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-vti.html

HE1EINEED LB AIKEV2:

Ci sco- ASA(confi g) #crypto ikev2 enable outside

S RINIKEV2E 1B R F BR o

XX Microsoft R I E B EAzureE RIS EIKEV2E 1M ERINE, TEMEMNEGAE M+
=, LEAFFHIMicrosoft XER DIBE T HIHIE M. B4t E RS Microsoftly IKEV2JE M 22y
EE., Bx#—FiHA | BB RMicrosoft AzureX o

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-pol i cy)#group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

SR ARIMIKEV2E 2 EXIPseciBE I, IEEINZIPseclRIIEZ 2S5 ikev2 ipsec-proposal Bl B3

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
protocol esp integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

X : Microsoft&x M BVE B SAzureF A MV S E 2B ERIPSecNZ M T M B M H IR, AT
BIMicrosoft MR HIRE THIHNE . ik E REMicrosoftty 52 ERIPSecE R E
B, Ax#t—F i , BB KEMicrosoft AzureX ¥,

Ci sco- ASA(conf i g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1

HRRADINIETE

. ZHIEEMikev2E 2/M ERIPSec i
- FOMERIPSecEFH (AL ) ( UARA/RTETH REN)
. PFS4 ( Wik )

XX : Microsoft X iV E B 5AzurefE AMSEFE2M ERIPSeck an A HAFPFSE MR, b
FFEIMicrosoft TR NI T HIHMHE M. L4k E RS Microsoftf) E 2/ ERIPSecE M R
EE. Bx#t—Fu |, BBk RMicrosoft AzureZ #,

Ci sco- ASA(confi g) #crypto ipsec profile PROFILE1

Ci sco- ASA(confi g-i psec-profil e)#set ikev2 ipsec-proposal SET1

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime seconds 27000

Ci sco- ASA(confi g-i psec-profil e)#set security-association lifetime kilobytes unlimited
Ci sco- ASA(confi g-i psec-profil e)#set pfs none

SB5 EIPsecBHETRIERRESR , HEEXNZIPH i MIKEV2AK # Mz 2R BT H Z 4R -


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

HIR6.BIEREE :

. FTVPREE O 4RS : interface tunnel [number]

- BB E#E OAFR : nameif [name]

- BREEN L REEMIPH#ELL  ip address [ip-address] [mask]

- VPNEAR# L IEWBREIRE D - R2ER#E O int-name]

- AzureM < |PHE it : B%3i& B #R[Azure Public IP]

. IPSec IPv41E R : BgiEE RKipsec ipv4

- AT LVTIBIPSecHt & XX F : tunnel protection ipsec profile [profile-name]

Ci sco- ASA(confi g) #interface tunnel 100

Ci sco- ASA(confi g-if)#nameif vti

Ci sco- ASA(config-if)#ip address 169.254.0.1 255.255.255.252

Ci sco- ASA(confi g-i f)#tunnel source interface outside

Ci sco- ASA(confi g-i f)#tunnel destination [Azure Public IP]

Ci sco- ASA(confi g-i f)#tunnel mode ipsec ipv4

Ci sco- ASA(confi g-i f)#tunnel protection ipsec profile PROFILE1

SR GRRREECRBENRSKE. EFMBSHESR , TRANUTHS

route if_name dest_ip mask gateway_ip [distance]

It dest_ip Ml mask BAzure=" B FrM KRV IPHAE | $12010.0.0.0/24, gateway_ipAMZ2REEE DO F
M EREMIPHLE ( FERFEE ) |, H120169.254.0.2, Ltkgateway_iphy B I E TR RE R BRRE
EO  BREMXIPAEHIEE,

Ci sco- ASA(confi g) #route vti 10.0.0.0 255.255.255.0 169.254.0.2

FTDEMIKEVIE B

3 FMFTDEIAZure iy 34 S EI¥E RIKEV1 VPN , EE L FFTDRZEMEIFMC,

*/F—BE;I%'] ﬁIJEﬁE)f—:"\EUﬁEK—:T\%H%o E’rﬂﬁg FMC dashboard > Devices > VPN > Site to Site.

Owverview Analysis Policdes BSIEEE Objects  AMP  Intelligence Daploy 0, System Help
Dévice Management  MAT VPN = Site To Site Qo8 Platform Settings  FlexConfig  Certificates
T~ e
Node A S Hode B
Troubleshcating
There are no VPN Topologies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device.

53%2@“@%&%%0 ijlﬁ Add VPN Tﬁﬁi#ﬁi& Firepower Threat Defense device .



Overview Analysis Policies JsLUTLSY Objects  AMP  Intelligence

Device Managernent NAT VPN = Site To Site Qas Platfarm Settings FlaxCanfig Certificates.

— O acavew -

MNode A  Nede B | | Frepowst D

Firepower Threat Defense Device

There are no VPN Topelogies. Create a topology by adding Firepower Device (or) Firepower Threat Defense Device.

S UR3.7E Create new VPN Topology B A, $§XE Topology Name, B & IKEV1 protocol EiX4E , AFB R KE
‘R, EARGGD , FAMAZTRAENSHRIES E.

ifﬁ Authentication Type Ti‘iﬁi , %EJ\@?;F Pre-shared manual key Etﬁk?ﬁlfﬁ/ﬂ\::‘i@?@ﬁ Key ﬂ
Confirm Key KZ'XE.T:EQo

Create New VPN Topology

Topology Name:* Policy-Based-to-Azure  S—

Metwork Topology: +—= Point to Point % Hub and Spoke + Full Mesh

IKE Version:* —— 0 IKEvl [ | IKEv2

Endpoints IPsec Advanced

IKEv1 Settings

Paolicy:= preshared_sha_szes256_dh5 5 L @

Authentication Type: Pre-shared Automatic Key hd

Pre-shared Key Length:= Pre-shared Automatic Key

Pre-shared Manual Key < mmm—

IKEv2 Settings Certificate
Policy:= AES-GCM-NULL-SHA v

Authentication Type: Pre-shared Automatic Key w



Endpoints m IPsec Advanced

IKEv]1 Settings

Policy: = preshared sha aes256 dh5 5 Ll
Authentication Type: Pre-shared Manual Key h
Key:* EEREREEE I

Confirm Key:* sessanng p—

PSR4 BEBIEFTSEREEISAKMPEREERE 1M RS, ERI—BE O , B green plus button 7~
IEFTISAKMPRES, IEERBEMHIEFRFAFNME, 15FH. Diffie-Hellmandl, £FHMNHHK
ERE, AFET save.

New IKEv1 Policy
MName:= | Azure-policy-based |_.
Description: ‘
Priority: | (1-65535)
Encryption:= 3des - v l
Hash:= SHA — |
Diffie-Hellman Group:™ . 2 — v l
Lifetime:= 86400 — | seconds (120-2147483647)
Authentication Method: > .Pre:hared Key ."l
[ sae || canca |

S5 B EIPsecREE N ER2S . FMME Psec iR |, &R static £ Crypto Map Type ZiEIE, B 5

edit pencil B#R IKEV1 IPsec Proposals [ Bt , Transform Sets LT



Create New VPN Topology

Topology Name:* Policy-Based-to-Azure
Network Topology: ~~ point to Point ¥ Hub and Spoke | %* Full Mesh
IKE Version:* IKEvl [ | IKEvZ

Endpoints IKE Advanced

Crypto Map Type: © Static ) Dynamic

Transform Sets: IKEv1 IPsec Pmpn IKEw2 IPsec Proposals,
‘ tunnel_aes256_sha

" | Enable Reverse Route Injection

" | Enable Perfect Forward Secrecy

Lifetime Duration®: 28800 Seconds (Range 120-2147483647)

Lifetime Size: 4603000 Kbytes (Range 10-2147483647)

| ESPv3 Settings

SIR6.BIEFHIPseci2i . TE IKEv1 IPSec Proposal B8 O A |, B green plus button NI —NET#tdt,
ESPINZBEFMESPHIELIEERKEBEMEEFMESH , ABE T save.



New IKEv1 IPsec Proposal ? X

Mame:* |Azure—IPse::—prupﬂsar — |

Description:

ESP Encryption:™

ESP Hash:=

S 7. 1£ IKEVL IPsec Proposal B A H |, FFEFTHYIPsecK B AN INZ Selected Transform Sets BP0 H 8 5 ok .

IKEv1 IPsec Proposal ? X

Available Transform Sets & @ Selected Transform Sets

|'-—£ Search | A\ tunnel_aes256_sha |
. ﬂ @ Azure-IPsec-proposal @

A tunnel_aes128_sha
#A tunnel_aes192_sha
'?ﬂ |

. tunnel_des_sha

HPRBIR[E ipsec IR , BEEFIFH LW ARMAN,



I Create New VPN Topology

Topology Name: * Policy-Based-to-Azure

|

K Metwork Topology: =~ point to Point % Hub and Spoke + Full Mesh
IKE Version:* IKEvl [ | IKEw2

Endpoints IKE m Advanced

Crypto Map Type: © Static ' Dynamic

Transform Sets: IKEv1 IPsec Proposals™® (_/" IKEv2 IPsec Proposals,
tunnel_aes?56_sha
Azure-IPsec-proposal

" | Enable Reverse Route Injection

| Enable Perfect Forward Secrecy

Lifetime Duration™: 28800 e Seconds (Range 120-2147483647)

Lifetime Size: 4608000 hh- Kbytes {(Range 10-2147483647)

| ESPv3 Settings

*59%9Jiﬁiluﬁ‘iiﬁ/ﬁiﬁﬁéﬁ/j’%ﬁ?)ﬁﬁ’ﬂﬂé%o %ﬂﬁ.fz Endpoints ﬁIJﬁ'Fo T:I_: Node A %Bﬁ$f5 green
plus button )‘?}&bu—¢¥ﬁi&i¢o EZIK/U?WJEF ) %,‘QAFﬁ'f’IEFTDE’taiﬁ.jFMO



Add Endpoint ? X

Device: [fravi  q— I~
Interface:* IEmﬂ n it 'o
IP Address:* [Empty m— |v|@

"] This IP is Private

Connection Type: Bidirectional [~

Certificate Map: | |V]°

Protected Networks:*
O Subnet / IP Address (Network) (! Access List (Extended)

ok [ s

$IR10.7E Add Endpoint AR | IEEEE LFERHMIFTD Device FHFIREEEFERWYEZOMIPH
3t

25%1 1 Eﬁiﬂxﬂﬁiﬁilﬁ#%ﬁ ) iﬁ%ﬂﬁﬁ Protected Networks ﬁlﬁ , %Eifﬁ green plus button ﬁ“E%ﬁ
POE S

5% 12.7E Network Objects B A H , B35 green plus button 1E Available Networks F T 8 22 3T HY Z< it 73 & 1%
BEEXNROXEK,

Network Objects 7

Available Networks & @ Selected Networks
|Q. Search

Byany

i any-ipvd
! any-ipvé
=2 1Pva-Benchmark-Tests

{3 1Pv4-Link-Local I]
55! IPva-Multicast

= IPv4-Private-10.0.0.0-8

5 IPv4-Private-172.16.0.0-12
5 1Pva-Private-192.168.0.0-16
2 IPvd-Private-All-RFC1918

ok

5P 13.7E New Network Object EAA |, HBENRAIBH , RAEEFBHEBH EN/MELSEE/FQDN, A
)ﬁ ) KRifi save.



New Network Object ?7 X

Name: 10CEl-TI0  —
Description:
Network: | Host | Range © Network s || FQDN

192.168.20.0/24] S —

Allow Owverrides:

SR1A TGN RN IE] Selected Networks BP0 Network Objects & H H B 5 ok . & ok £ Add Endpoint &
M.

Network Objects ? X

Available Networks & @ Selected Metworks

| -, Search | g local-ftd d

== local-ftd B
1% any

é any-ipvd

é any-ipve

é IPv4-Benchmark-Tests

= IPv4-Link-Local

=i IPv4-Multicast

=1 IPv4-Private-10.0.0.0-8

& IPva-Private-172.16.0.0-12
5 IPv4-Private-192.168.0.0-16

[ T I I o T et R Bz ]

559%15.@3(%)@5@%2%)& , Elttlj_‘@“q:' , iZé’&‘éEJf—:"\%Azure%%,@o ’T:I_: Create New VPN Topology %ﬂ H ':F'
, SE Node B B0 , RIFE T green plus button WINER LK IHREEERR. BT extranet N T2 H
ST RAMBNFMCEENAEVPNIEFRR. BARZNEN (XEARBERN ) RHEIPH#bL,



Add Endpoint ? X
Device:= [Extranet  pmm— =N |
Device Name:* | Azure — |

1P Address:= [17.17.17.17  Smm— |

Certificate Map: vl@

Protected Networks:=

© Subnet / IP Address (Network) (_‘:-Aomsust

ok || cance

TER16.BIETERBIEZEIZENR, SMMZ Protected Networks B0 FH B T5 green plus button A8 INFTXT &R

]

HIR17.7E Network Objects B A H , B35 green plus button TE Available Networks BIZEFT X RV LA, £
New Network Object B A | IEEXNRNBH , AR EBFMEMAOENSCE/MLE/FQDN |, ARFE T save.

New Network Object

Name: |Azu re-local m—

Description:

O Host o Range

172.16.200.0/2¢

Allow Overrides: ||

FIR18.3R[E Network Objects B A |, JFEFTHVIZEXS RN INE selected Networks EB 7 H E & ok . K7 ok
1£ Add Endpoint B H.



Network Objects ? X

Available Networks €& @ Selected Networks

| -, Search |

é Azure-local .ﬂ

1% any

é any-ipvd

é any-ipvs
I é IPvd-Benchmark-Tests

=l IPva-Link-Local

=l IPv4-Multicast

==l IPv4-Private-10.0.0.0-8

é IPvd-Private-172.16.0.0-12
I 5;;1IPvd--Private-lQl.lE-E.D.D-lE

[ T N s T AR T =Y = = W= s

S B19.9E Create New VPN Topology B A E A LB AN T R R EEFBHRELFR/ZRIPHNE,
}f—(_'\ﬁ Save .



I Create New VPN Topology ? % I

Topology Name:* Palicy-Based-to-Azure
|
Network Topology: >+ Point to Point %% Hub and Spoke <* Full Mesh
IKE Version:= IKEvl [ IKEv2
IKE IPsec Advanced
Node A: ]
Device Name VPN Interface Protected Metworks
1.1.1.1 m&:ﬁ-iﬁ & @
Node B: ]
Device Name VPN Interface Protected Metworks

17.17.17.17 Azure-10Cal < — ra:|

1) Ensure the protected networks are allowed by access control policy of each device.

SE20.EFMCEFIEMR L |, 85 peploy A LBEEAH | EBEFTDIRE , AR LT Deploy .
SBRANAEDSTHREL , VPNEEFREERKREASARZWE EHE,

FERAE T RN REERBNIKEV2E FEH

N FEAMBBRE WASA LR L S B3 RIKEV2 VPN |, HEELEE. BRAzureBEANETEAH
VPN , J B 2714 Fi PowerShellfEAzure| ] # it & UsePolicyBasedTrafficSelector.

3k BMicrosoft I R XN B E S ERAE TEHANAzure VPNEXELE
UsePolicyBasedTrafficSelector, MIRATRLLSER , H T MAzureZERHREERFRTTER , &
IR R BT I ASATE SRR 3T E 12

BRTEASA IKEV2HIINEZRHFBEERE S , FS L Cisco .

SE1.ENSEDO LB BIKEV2:

Ci sco- ASA(confi g) #crypto ikev2 enable outside

FER2.NINIKEV2EE 1/ R KBS o


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-rm-ps
/content/en/us/td/docs/security/asa/asa98/configuration/vpn/asa-98-vpn-config/vpn-site2site.html

EE: Microsoft K VS B S5AzureFRA IS EIKEV2E 1M ERNE, TEMEMEGALHEMF
R, WAFFEIMicrosoft MR NIRE THIHEE M., it E RK BMicrosofttVIKEV2EHEE
2R, WMFEH - | BB RMicrosoft Azurex .

Ci sco- ASA(confi g) #crypto ikev2 policy 1

Ci sco- ASA(confi g-i kev2-policy) #encryption aes

Ci sco- ASA(confi g-i kev2-policy)#integrity sha

Ci sco- ASA(confi g-i kev2-pol i cy) #group 2

Ci sco- ASA(confi g-i kev2-policy)#lifetime seconds 28800

HIR3.EIPsecBIE T RIZRREL , HEBEXNFIPH A MIKEV2A i MizEEET L ZZH

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 type ipsec-121

Ci sco- ASA(confi g) #tunnel-group 192.168.1.1 ipsec-attributes

Ci sco- ASA(confi g-tunnel -i psec) #ikev2 local-authentication pre-shared-key cisco
Ci sco- ASA(confi g-tunnel -i psec) #ikev2 remote-authentication pre-shared-key cisco

SERABIRIFRIER , EXEMHZMBEECHRE, EARHF , HXREEZXRBEMN10.2.2.0FRE
10.1.1.009 B& EE’J/)":EO MRERZEFIRZNFH Jr“J'LZ/JwE—JLX@E%/I\%Eo

HERABAREGRAF , T CIZRAEMNSE, FM, EHIPHUFSINRNBR[OINRINRA
o BIEMANEBEAMMNIZ &?ME’JR‘I% FRENER BT IMBEACLMNATIE A,

Ci sco- ASA(confi g) #object network 10.2.2.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.1.1.0_24
Ci sco- ASA( conf i g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0

Ci sco- ASA(conf i g) #access-1ist 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_24

S5 RNINIKEV25E 2/ EXIPseciZi, fEcrypto IPsec ikev2 ipsec-proposalBl BN TIEELZ S

protocol esp encryption {des | 3des | aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-
256 | aes-gmac | aes-gmac-192 | aes-gmac-256 | null}
protocol esp integrity {md5 | sha-1 | sha-256 | sha-384 | sha-512 | null}

E R Microsoft R iV E B 5 Azure fE RIS EE2M ERIPSecn Z B M B PR, AT
I Microsoft MR HIRE T I HME . MicrosoftiZ Ay ZE 2k ERIPSecB HE Bz a] I,
WMEH — LR | 5B RMicrosoft Azure Xz ¥,

Ci sco- ASA(confi g) #crypto ipsec ikev2 ipsec-proposal SET1
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp encryption aes
Ci sco- ASA(confi g-i psec- proposal ) #protocol esp integrity sha-1

SHOEENMZMGFHNENATIEUTARNATED -
X EE P b 31k

FEMRAXRREN S ENHRFIER

IKEV2EE 2B ER IPSeciz i


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

BE2R ERIPSecEFH ( AR AL )

ALERN T EBMREZR(PFS)RE , Sl A TRIPBIEMFDiffie-HellmanZiAX ( EE2MEREIM 2
Bl , FiRE SIS APFS )

Microsoftk #n S B 5 AzurefE AV 43 E B2/ ERIPSecE s A HIMPFSIE 4 3=,

FAEMHEREARE O T HIMicrosoft Y.

MicrosoftiZ LY B2k ERIPSecB HE B R AN, MEH —P 1A | FB REMicrosoft AzureX o

Ci sco- ASA(confi g) #crypto map outside_map 20 match address 100

Ci sco- ASA(confi g) #crypto map outside_map 20 set peer 192.168.1.1

Ci sco- ASA(confi g) #crypto map outside_map 20 set ikev2 ipsec-proposal myset

Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime seconds 27000
Ci sco- ASA(confi g) #crypto map outside_map 20 set security-association lifetime kilobytes
unlimited

Ci sco- ASA(confi g) #crypto map outside_map 20 set pfs none

Ci sco- ASA(confi g) #crypto map outside_map interface outside

SRS FEVPNEEFZEMEMNATRNNAR, QIZENATREMAN

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination
static 10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-lookup

AR HEASN TN BLTEZIEMERFNMERFROXNRA , FENATHLF
EAE].

Ci sco- ASA(confi g) #object-group mnetwork 10.x.x.x_ SOURCE

Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.4.4.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.2.2.0 255.255.255.0
Ci sco- ASA(confi g) #object network 10.x.x.x DESTINATION

Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.3.3.0 255.255.255.0
Ci sco- ASA( confi g- net wor k- obj ect - gr oup) #network-object 10.1.1.0 255.255.255.0

Ci sco- ASA(confi g) #nat (inside,outside) 1 source static 10.x.x.x_ SOURCE 10.x.x.x_ SOURCE
destination static 10.x.x.x DESTINATION 10.x.x.x DESTINATION no-proxy-arp route-lookup

Brir

EASARAzureM* FERELE G |, AzurelFBzIVPNRSE, B UEAUTHSRIIBERSER
W

B1HR

RIIRB DB BB R EREK(SA):
IKEv2

ETK, E RMUDPixO500 LMY At S\ 5 OIP 192.168.1.289 2 Fix 42 B #71P 192.168.2.2kY
IKEV2 SA. BBE—NERWFSA , NERLHNMEBREMAIE,


https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpn-devices#RouteBasedOffers
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-3rdparty-device-config-cisco-asa

Ci sco- ASA# show crypto ikev2 sa
| KEv2 SAs:

Session-id: 44615, Status: UP-ACTIVE, | KE count:1, CH LD count:1

Tunnel -id Local Renot e
St at us Rol e

3208253 192.168. 1. 2/ 500 192. 168. 2. 2/ 500
READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Lifel/Active Tine: 86400/ 142 sec
*-->Child sa: local selector 192.168.0.0/0 - 192.168. 0. 255/ 65535
renote sel ector 192.168.3.0/0 - 192. 168. 3. 255/ 65535
ESP spi in/out: 0x9b60edc5/ 0x8e7a2el2

LA BRI B AASAE RN KEFHENITZEIP 192.168.2.2 HRIRE M EI186388FHIIKEVT SA,

Ci sco- ASA# sh crypto ikevl sa detail
| KEvl SAs:
Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1 | KE Peer: 192.168.2.2

Type © L2 Rol e :initiator
Rekey : no State : MM_ACTI VE
Encrypt : aes Hash : SHA

Aut h . preshared Lifetime: 86400

Li feti me Remai ni ng: 86388

B2HB

WIFIPSecZE 2k R Z 2 R} BX 25 show crypto ipsec sa peer [peer-ip] .

Ci sco- ASA# show crypto ipsec sa peer 192.168.2.2
peer address: 192.168.2.2
Crypto map tag: outside, seq num 10, local addr: 192.168.1.2

access-1ist VPN extended permt ip 192.168.0.0 255.255.255.0 192.168. 3. 0 255. 255. 255.0
| ocal ident (addr/mask/prot/port): (192.168.0.0/255.255.255.0/0/0)

renote i dent (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

current _peer: 192.168.2.2

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 4, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICWP Errors rcvd: 0, #lnvalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.2/500, renpte crypto endpt.: 192.168.2.2/500
path ntu 1500, ipsec overhead 74(44), nedia mu 1500
PMIU tine remaining (sec): 0, DF policy: copy-df



ICVMP error validation: disabled, TFC packets: disabled
current outbound spi: 8E7A2E12
current inbound spi : 9B60EDC5

i nbound esp sas:

spi: O0x9B60EDC5 (2606820805)

SA State: active

transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, |KEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (4193279/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x0000001F

out bound esp sas:

spi: Ox8E7A2E12 (2390371858)

SA State: active

transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, |KEv2, }

slot: 0, conn_id: 182743040, crypto-nmap: outside
sa timng: remaining key lifetime (kB/sec): (3962879/28522)
1V size: 16 bytes

repl ay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

B IPSec SARENAM IR , RO KES &ﬁ iR, —/NWHESPI 0x9B60EDC5HY A ¥4
SAT —/NE B SPI 0x8E7A2E1ZE’JH:|'uESA&Tﬁ§J§

R LB K ERBUEHIE R B BT FEIE vpn-sessiondb 121 5B :

Ci sco- ASA#show vpn-sessiondb 121
Session Type: LAN-to-LAN

Connection : 192.168.2.2

Index : 44615 | P Addr : 192.168.2.2

Protocol : IKEv2 |Psec

Encryption : I KEv2: (1)AES256 |Psec: (1)AES256
Hashing : I KEv2: (1)SHAl |Psec: (1)SHAL

Bytes Tx : 400 Bytes Rx : 400

Login Time : 18:32:54 UTC Tue Mar 13 2018
Duration : Oh:05m 22s

FH T MZT HRx: ERETIPSec SAKIE MBI T IEITERES .

R HE R

S ITASATE R FAzure T AMEN AEEOD LRSI A FVPNIFRE, EFTNE , TUAMNAEEZE
P inblEELping , FEASALREHFESHRUBRIEREEWIIBES

capture [cap-name] interface [if-name] match [protocol] [src-ip] [src-mask] [dest-ip] [dest-mask]

show capture [cap-name]

Ci sco- ASAftcapture inside interface inside match ip host [local-host] host [remote-host]
Ci sco- ASA#tshow capture inside



2 packets captured

1: 18:50:42.835863 192.168.0.2 > 192.168.3.2: icnp: echo request
2: 18:50:42.839128 192.168.3.2 > 192.168.0.2: icnp: echo reply
2 packets shown

MREBIRBAzure I N ERE | WIEHEHEVPNHRIEIEBRE
MRFREFFE , BRIUEXMFAREERHKRHATIASA,
MRERIFERE , BRBAzure VA EREFFE , SZUERA,
HIR2. WIEASAR B 2 O LAY & © RASAIE B4 2 51 B8 B BIVPN:
EELICMPEINER , EHATUATERE

packet-tracer input [inside-interface-name] icmp [inside-host-ip] 8 0 [azure-host-ip] detail

SEERIPacket TracerfE g A E LA T E K ZE| : https://community.cisco.com:443/t5/security-
knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Ci sco- ASA# packet-tracer input inside icmp 192.168.0.2 8 0 192.168.3.2 detail

Phase: 1
Type: CAPTURE
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6cl9afb0al, priority=13, donmai n=capture, deny=fal se
hits=3, user_dat a=0x7f6c19af b9b0, cs_i d=0x0, | 3_type=0x0
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0000. 0000. 0000
i nput _i f c=i nsi de, output_ifc=any

Phase: 2
Type: ACCESS- LI ST
Subt ype:
Resul t: ALLOW
Confi g:
Implicit Rule
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c195971f0, priority=1, domai n=pernit, deny=false
hi ts=32, user_data=0x0, cs_id=0x0, |3_type=0x8
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst nac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i f c=i nsi de, output_ifc=any

Phase: 3

Type: ROUTE-LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

found next-hop 192.168.1.1 using egress ifc outside

Phase: 4
Type: NAT
Subt ype: per-session


https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976
https://community.cisco.com:443/t5/security-knowledge-base/troubleshooting-access-problems-using-packet-tracer/ta-p/3114976

Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19250290, priority=0, domai n=nat-per-session, deny=true

hits=41, user_data=0x0, cs_id=0x0, reverse, use_real _addr, flags=0x0, protocol =0

src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 5
Type: | P-OPTI ONS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1987c120, priority=0, domai n=inspect-ip-options, deny=true
hi t s=26, user_data=0x0, cs_i d=0x0, reverse, flags=0x0, protocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 6
Type: QCS
Subt ype:
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c19a60280, priority=70, donmai n=qos-per-cl ass, deny=false

hi t s=30, user_dat a=0x7f 6c19a5c030, cs_i d=0x0, reverse, use_real _addr, flags=0x0,

prot ocol =0
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=any

Phase: 7
Type: | NSPECT
Subt ype: np-inspect
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7f6c1983ab50, priority=66, donmai n=i nspect-icnp-error, deny=fal se

hi ts=27, user_dat a=0x7f6c1987af c0, cs_i d=0x0, use_real _addr, flags=0x0, protocol=1

src ip/id=0.0.0.0, nmask=0.0.0.0, icnp-type=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, icnp-code=0, tag=any, dscp=0x0
i nput _i fc=i nsi de, output_ifc=any

Phase: 8
Type: VPN
Subt ype: encrypt
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
out id=0x7f6cl9afelal, priority=70, domai n=encrypt, deny=fal se

hits=2, user_data=0x13134, cs_i d=0x7f6c19349670, reverse, flags=0x0, protocol =0

src ip/id=192.168. 0.0, nmask=255.255.255. 0, port=0, tag=any
dst ip/id=192.168.3.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
i nput _i fc=any, output _ifc=outside

Phase: 9



Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 43, packet dispatched to next nodul e
Modul e information for forward flow ...
snp_fp_tracer_drop

snp_fp_inspect _i p_options
snp_fp_inspect _icnp

snp_f p_adj acency

snp_f p_encrypt

snp_f p_fragnment

snp_i fc_stat

Modul e information for reverse flow ...
Resul t:

input-interface: inside

i nput -status: up

input-line-status: up

output-interface: outside

out put-status: up

out put-1line-status: up
Action: allow

FAEE  NATRIRRE (FHRTEN ) . RIEVPNRE ERBERRENATHER,

EESh | BAE output-interface IEHE — B AR N A MBS R Y EEOSELREERED,
BRAREIEMHRSIIREFR.

WMRVPN B & 7R ENCRYPT: ALLOw , RREEE B , BAINERIRE T HEMIPSec SA,

SPR2.1. 008 encrypT: ALLOw B FEpacket-tracer & Z,

£ show crypto ipsec sa.

BRI AEA SO ERATHER |, SRIEMZERIESRMASARIEN |, INZEWE R EMAzure IR
$ 2.2 008 encrypT:DROP A fEpacket-tracerd & El,

VPNESE I REZY , BIEEENE. XREXREABENNTZMA. E1TdebugsAEERENET
BABEREREVERKERR.

B RIIRRME T EENIKERE , URIKEBA#HERS S REXER

Ci sco- ASAtf{debug crypto ike-common 255

Ci sco- ASA# Mar 13 18:58: 14 [| KE COWON DEBUG Tunnel Manager di spatching a KEY_ACQU RE nessage to
| KEvl. Map Tag = outside. Map Sequence Number = 10.

MR FVPNRER K E Elike- commonﬂﬁﬁﬁﬂ:‘. XEREREETINENZHBRZAHESRE , IE
RIERF LB Acrypto ikev1/ikev2, FRREMERENKESER.

Rike-commonifiX E RMNBHECAL L , HIAIXIKER EWMA L EERRE N HEEHBEREH
Azure B I BEE T KM E



IKEV1

TENikev1 BT RN D AT AT SAELL K E,

Ci sco- ASA#debug crypto ikevl 127
Ci sco- ASA#debug crypto ipsec 127

IKEv2

TENikev2iF AT RN D AT ELL K E,

Ci sco- ASA#tdebug crypto ikev2 platform 127
Ci sco- ASA#tdebug crypto ikev2 protocol 127
Ci sco- ASA#tdebug crypto ipsec 127


https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/113574-tg-asa-ipsec-ike-debugs-main-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



