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. 1217 Cisco |I0S® Fh#FhR 7 12.2(6) B Cisco 1720 B&HES
ANEFHNEEHRETRESTRENREPINRREEN. AXEPEANMERZFVIEXAR
M(BA) BE, MREEANREXINEG , FRRECK THMEDSHEBERE,

A
BXXHAENESREER , 55 % Cisco FRETRAE,

HEBR PIX U fE

192.168.4.3
192.168.4.50 172.16.172.34 172.16.172.39 10.10.10.1
Internet 4@
' Router
PIX Firewall
Hast 171.69.89.120
WPHN Client

BRBENEE R

PIX 520

pi x520- 1#write terminal
Bui | di ng configuration..
. Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 2KFQnbNI dl . 2KYQOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane pi x520-1

domai n- nane vpn. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

nanes

!-—-—- Access-List "140” defines interesting traffic to
bypass NAT for VPN !--- and defines VPN interesting
traffic. This is incorrect. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0 255.255.255.0
access-list 140 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

nmtu outside 1500

nmu inside 1500

!--- IP addresses on the outside and inside interfaces.
ip address outside 172.16.172.34 255.255.255.240

ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netnmask 255.255. 255. 255
!--- The nat 0 conmand bypasses NAT for the packets
destined over the |Psec tunnel.

Nat (inside) 0 access-list 140

Nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip

0: 30: 00 si p_nedia 0:02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

AAA- server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA- server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps

fl oodguard enabl e

!--- The sysopt command bypasses conduits or ACLs that
check to be applied !--- on the inbound VPN packets
after decryption.

sysopt connection permit-ipsec

no sysopt route dnat

!--- The crypto ipsec command defines | Psec encryption
and aut hen al go.




crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynami c-map dynmap 10 set transform set nyset
!--- The ecrypto map conmands define the |Psec !---
Security Assocation (SA) (Phase Il SA) paraneters

crypto map nmymap 5 ipsec-isaknp

crypto map mymap 5 match address 140

crypto map nymap 5 set peer 172.16.172.39

crypto map nymap 5 set transformset mnyset

crypto map nynmap 10 i psec-i saknp dynami ¢ dynmap

crypto map nymap i nterface outside

i saknmp enabl e outsi de

!--- The isakmp key command defines the pre-shared key
for the peer address.

isakmp key ******** address 172.16.172.39 netmask
255.255.255.255 no-xauth

no- conf i g- node

i saknmp identity address

!--- The isakmp policy defines the Phase 1 SA

par anmeters

i saknmp policy 10 authentication pre-share
i sakmp policy 10 encryption des

i sakmp policy 10 hash sha

i sakmp policy 10 group 2

i sakmp policy 10 lifetime 86400

i sakmp policy 20 authentication pre-share
i sakmp policy 20 encryption Des

i sakmp policy 20 hash sha

i sakmp policy 20 group 1

i sakmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool i ppool
vpngroup vpn3000 idle-tinme 1800

vpngroup vpn3000 password ******xx

tel net 192.168.4.0 255.255.255.0 inside
telnet 171.69.89.82 255.255. 255. 255 i nsi de
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255. 255. 0 outside

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80

Crypt ochecksum 55948dc706cc700e9c10eld24a8b125¢c

EERBHNEES , ACL140EX THXRERENLANZILANBENMZNRE. ZEEFEHSnat
0 ACLMEREIHACL,

7 #R BB — R P

SIPEESEEPIXARBZEOR , REREM KU EIR(NAT), Rja , REMBERSAIACL,

. WA EAnat 0, nat 0 ACLEX TNATHANBENMNA. nat 0f S HEACLAPIX EHINATH
NHEZRAREREE R bt Btk , EBSnat 065 E LAY ACLITER B9 7R 3t 41t
MENUNIPEIEEL5EIPIX EMNFTENATAN , EEBFEUEPIXH S —VPNIRE Z
B SEMELANZEILANBSE |, 5/ Anat O S5 3NAT, PIXBhALE ERMN AR EFAE bt B S
ENATH | ErT X LEMNES IPsechd B 2T FZLAN,

- MMERAMBACL, ENATRER , PIXREZEEATEZOMNSNPRESHIRME Mtk |, 2L
CE &AM AINBZRE P EYHWACL, MBEPIXRKISACLEE |, PIXFHHITUTE—SE



C MR HFNEBE SN EIPsecit & — B AMREBE I IPsecE £ X Bk (SA),PIXFE 3 IPsect i,
SAE_LJ‘ , CEMEHRFED , HEL IPsechRBEFHRIEFIPsec Ek, MRELEF —MNAX
ZHHEBRNIPSec SA , PIXFamMZIPEESH EBMENEEBRIEEXNEMXKIPSeciR & .

. Z1Z& ACL.— BEVPNE Fim 8B IPseciE#EIPIX , PIXEIZ—1M3IASACL , ZACLEEERT
E Xk IPseciE# A MR R E R R 1k F B $Ritr it

THRPIX EWN—RY AEAEH

BB laEn-:EFH E#ACL B TNAT OMEBSMEBRE ., XEHFDHENTLALSBEEIRAKRM
AT 1E [F) &R

PIXBELEZ R , HIPHIEEMMLE192.168.4.0/2445 5 FIM ££10.10.10.0/24 1M £810.1.2.0/24 ( IPZ
i&/mupoolnhmxﬂﬁﬂﬁﬁimt ) BY , nat 0 ACL 1402 %eINAT, LS , ACL 1408 E X 7 X &4
172.16.172. 308 B 75 B BR ST AU AR S T B o

HIPHBEDEEPIXNEE O , NATRETTH , RRPIXEMZRI PHACL, PIXMNEHIHE
BEQMBBS T4, X REH L6 Q0 BAMERITTOIHSBIE , B SREACL 140, BT
%, REDSMERGFHHBACL, EHEET , ACL 1404E X MEMMLE192.168.4.0 24 %
EM#10.10.10.0/24 0F110.1.2.0 24M iR, 182 , X FLANEILANRSE , £ 248 s i %
1921682 R F . 4.0 /24F110.10.10.0 /24 X RIPsecHIZ 5 i 87E L E MIBACLAI S o

THRPIX LB — R 5l B B4

LUEPIRE T ZIPIXHIPseciEER , SMIPAM S EIPH, EAGF  AEFIKDET
10.1.2.1, PIX?&4ERENSACL , 215 Fshow crypto map@ R HFT R ¢

Crypto Map "nymap" 20 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl2 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)
dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N

Transform sets={ mnyset, }

Crypto Map "nymap" 30 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl3 permit ip any host 10.1.2.1 (hitcnt=0)
dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N

Transform sets={ mnyset, }

pi x520- 1( confi g)#

show crypto mapp 76 & RERS NS

Crypto Map: "nymap" interfaces: { outside }

Crypto Map "nymap" 5 ipsec-isaknmp

Peer = 172.16.172. 39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=45)

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.1.2.0 255.255.255.0
(hitcnt=84)

Current peer: 172.16.172.39

Security association lifetine: 4608000 kil obytes/ 28800 seconds



PFS (Y/N): N
Transform sets={ nyset,}

—BERFHRMPIXZEIZIIPsechfiE , B MM X E41192.168.4.30ping. ZHFEH
192.168.4. 3 B B R iERAT , F£41192.168.4. 32 LAE R M ZE#HTEE , tdebug icmp tracedn
PR o

27: Inbound ICMP echo request (len 32 id 2 seq 7680)
10.1.2.1 > 192.168.4.3> 192.168.4.3

28: Outbound ICMP echo reply (Len 32 id 2 seq 7680)
192.168.4.3 >192.168.4.3 > 10.1.2.1

29: Inbound ICMP echo request (Len 32 id 2 seq 7936)
10.1.2.1 > 192.168.4.3> 192.168.4.3

30: Outbound ICMP echo reply (Len 32 id 2 seq 7936)
192.168.4.3 >192.168.4.3 > 10.1.2.1

A , ECHOR &% X BIVPNEF IR (EN10.1.2.1) , FEERRETHE, £PIXE , &7
LAi@idshow crypto ipsec samn T EEIX— <. SiHE R , PIXB#ERBVPNE F I 120N 48
S, EFMBEEAHESENENRESRKEEET K. At , HEROBBEIBRE.

pi x520- 1( confi g) #show crypto ipsec sa

interface: outside

Crypto map tag: nymap, |local addr. 172.16.172.34

I ocal ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote i dent (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)
current _peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0

!-——- No packets encrypted and sent to client. #pkts decaps: 120, #pkts decrypt: 120, #pkts
verify 120

I-—— 120 packets received from client. #pkts compressed: 0, #pkts decompressed: 0
#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renote crypto endpt.: 171.69.89.120
path ntu 1500, ipsec overhead 56, nedia mtu 1500

current outbound spi: 33a45029

i nbound esp sas:

spi: 0x279f c5e9(664782313)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 5, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607985/27809)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound ESP sas:

spi: 0x33a45029(866406441)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 6, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4608000/27809)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

| ocal ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
renote i dent (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)



current_peer: 172.16.172.39

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#ipkts decaps: 23, #pkts decrypt: 23, #pkts verify 23
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renpte crypto endpt.: 172.16.172.39
path mu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: f264e92c

i nbound ESP sas:

spi: 0x2772b869(661829737)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607997/2420)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: Oxf264e92c(4066699564)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/2420)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

AR : HEAN192.168.4.3E E B RiFERAE |, IPEIEEZREIEPIXHAZREA,

38: Qutbound I CWP echo reply (Len 32 id 2 seq 8960)
192.168.4.3 >192.168.4.3 > 10.1. 2.1

—BHIPHESREAFED , PIXFHKLENat 0 ACL 140HHEIPHIE SR M B it 5
ACLISER, It , WIPEEALEPIX EWATENATALN, RS , REMBACL, T B MEBE
HRPIEERIEK , ALEEREHACL, RALRAIFEAACL 140 ITESIMBRS , FTUAPIXKE
XAMNACL, ITE | IPHIE AR U 9192.168.4.3 , BRItk 710.1.2.1, HFXEACL 140CH
 PDGAN HIPBUE S B F X 24N 172.16.18ILANEILAN IPsech8i&72.39 ( 55418 B brigis

) o Hib, ERESARERE , UEFURERBECHFEXNEMHN172.16.72.390 HHSA, Hshow
crypto ipsec sam SRR , WRETEESA, PIXTNBZSFHEEELEEVPNE iR, 18
Rk, E2BHEXEE172.16.172.390 5 — MPsecthE , ML T KR

crypto_i saknp_process_bl ock: src 172.16.172. 39, dest 172.16.172.34

return status is | KMP_NO ERR NO TRANS02303: sa_request, (key eng. nsg.)
src= 172.16.172. 34, dest= 172.16.172. 39,

src_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transfornmnr
ESP- Des esp-nmd5-hmac , |ifedur= 28800s and 4608000kb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

702303: sa_request, (key Eng. msg.) src= 172.16.172. 34, dest=
172.16.172. 39, src_proxy= 192.168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transfornmnmr
ESP- Des esp-nmd5-hmac , |ifedur= 28800s and 4608000kb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

I SAKMP (0): sending NOTI FY nmessage 36137 protocol 1

return status i s | KMP_NO ERR NO TRANSI PSEC(key_engi ne): request tiner
fired: count = 2,

(identity) local= 172.16.172.34, renpote= 172.16.172. 39



| ocal _proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
remot e_proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4)

IPsecth @ A M ERLT :

- NER172.16.172.390CRF M £810.10.10.0/24F1192.168.4.0/24 & X7 HN 27 MR & X S5 44
172.16.172.349ACLF X RE .

- EFRNN SRz BB IPsecthE iR , RIEFHTRTHE.

RN FEBEDNE , MAEEEERTEHRAREPFS) , NN EELMHPITPFSIKIR , BN
HEAM, MRAEBREEA , WRIRRIAA1 , HESEHIRA200RIN, MRERE B
Egroup2 , MZA XX EHBHEN —Z0 , BUHEEK, WRAMEEREEPFS , N
CEZ R BN EEWEMPFSIEM, 10241Diffie-Hellman E#E$Hgroup2ttgroup 1 IR IEESH
Ze2H | Bbgroup1 EEEZHAERE, FX : MRS set pfsin ik EIPsecLATEE KR itk in
ARG 5% H W FTSARTERPFS, £ Fno crypto map set pfsis S 18 EIPsec N ERPFS, i+
{X3E F FIPsec-ISAKMP N AR ST 5 B MzhASMEM S % B, BRIAMERT , TRER PFS, £
FAPFSH , XIhEFSAR | B4 X E£FHHDiffie-HellmanX i, XEEFIAILLETE,
PFSEMT S —1MNL22E5 , RANRREERRE T — B4 , WUREEZHA —ERENK
BEaZE R, EHEHE , kS EIPsectE N MBS % B ERIHSARERPFS, R set
pfsiBARIEEA , MRIEERIAE(groupl). FEK : HPIXPH X IEH T Z IR BPIXP X EHIP2E H
KIEFENEERNEAN , SEBNEENIKENETELER, YPFSKBA , HEEXXE
FEERGTZSEANENERZHERN , 2EEWRRZ, WREILEE , IKE SATEBIRHEE
Ficlear [crypto] isakmp safi B FFERE ZHF2RE. HEABFRLFMEE T FLMRBERS
MIEFRRFSHER —BENEFIRHPIXPAER T, WRENEEZE G , F6# Acrypto
map mapname seqnum set pfs@® 3 APFS.

PIXERNIPRESHRLAWEF.
T IRIRRTT R

4] IF AR IR IETR 75 55 2 Anat OMERS INZ MRS PR E2 N R IHAIACL, Rtk |, REIAnat 0GB E XL
ACL 190 , H R EaAINZZARE f6F IS RAYACL 140 , LA T P Ro

PIX520-1

pi x520-1(config)#

pi x520- 1(confi g) #write terminal
Bui | di ng configuration..

. Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

host nane pi x520-1

domai n- name vpn. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!--- Access 1list 140 defines interesting traffic in




order to bypass NAT for VPN. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
!--- Defines VPN interesting traffic. access-list 190
permit ip 192.168.4.0 255.255.255.0
10.10.10.0255.255.255.0

access-list 190 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 172.16.172. 34 255. 255. 255. 240
i p address inside 192.168.4.50 255.255. 255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no fail over

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netnmask 255.255. 255. 255
!--- The nat 0 conmand bypasses NAT for the packets
destined over the |Psec tunnel.

Nat (inside) 0 access-1list 190

Nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

AAA- server TACACS+ protocol tacacs+

AAA- server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA- server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps

fl oodguard enabl e

sysopt connection permnit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset ESP-Des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transformset nyset
!--- The crypto map conmmands define the | Psec SA (Phase
Il SA) paraneters.

crypto map nmymap 5 ipsec-isaknmp
crypto map mymap 5 match address 140
crypto map nymap 5 set peer 172.16.172.39




crypto map nymap 5 set transformset nyset
crypto map nmynmap 10 i psec-i saknp dynami ¢ dynmap
crypto map nmymap i nterface outside

i saknmp enabl e outsi de

i saknmp key ******** gddress 172.16.172. 39 net mask
255. 255. 255. 255 no-xaut h

no- conf i g- node

i saknp identity address

saknmp policy 10 authentication pre-share

saknmp policy 10 encryption Des

saknmp policy 10 hash sha

saknp policy 10 group 2

saknmp policy 10 lifetinme 86400

saknmp policy 20 authentication pre-share

saknmp policy 20 encryption Des

saknmp policy 20 hash sha

saknmp policy 20 group 1

saknmp policy 20 lifetinme 86400

vpngroup vpn3000 address-pool i ppool

vpngroup vpn3000 idle-tine 1800

vpngroup vpn3000 password ******x*

tel net 192.168.4.0 255.255.255.0 inside

tel net 171.69.89.82 255.255. 255. 255 inside
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255. 255. 255. 0 outsi de

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal wdth 80

Crypt ochecksum e2cb98b30d3899597b3af 484f ae4f 9ae
: end

[XK]

pi x520- 1(confi g)# pi x520-1(confi g) #show crypto map

EHTERH BEEFIRSPIXEIIPsech2E S , & Hishow crypto mapin G L TER , X T
AINZBE , ACL 140 LM FRXREIN 7 192.168.4.0/24F110.10.10.0/24 , X R R B4R, Ik
, B HEFIREREFEFH(10.1.2.1)FPIX (172.16.172.34)F LK i & M BIE R

pi x520- 1( confi g) #show crypto map

Crypto Map: "nymap" interfaces: { outside }

Crypto Map "nymap" 5 ipsec-isaknp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=57)

Current peer: 172.16.172.39

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ nyset, }

Crypto Map "nymap" 10 ipsec-isaknmp

Dynamic map tenplate tag: dynnap

Crypto Map "nymap" 20 ipsec-isaknmp

Peer = 171.69.89.120

access-list dynacl4 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)

dynamic (created from dynamic map dynmap/10)

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ nyset, }

Crypto Map "nymap" 30 ipsec-isaknmp

Peer = 171.69.89.120

access-list dynacl5 permit ip any host 10.1.2.1 (hitcnt=13)



dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds

PFS (Y/N): N

Transform sets={ mnyset, }

HVPNEF#10.1.2. 10 £ 41192.168.4.3K % pingdt , B M EFEEPIXBIAEPEO, PIXKRE
NAT 0 ACL 190 , 3} B EIPEE 2 MACLEL, Fit , BIEILEIPIX EHINATHRA, ETkK

, PIXREBSINEZEMRSACL 140 AEHREHEI, XX , IPEESHNREMBRSACL 1407 i, K
It , PIXREZHSACLHKREICED, RAfE , PXREHSABERE , LEERECEEFREY
IPsec SA. HT B IRESPIXEIPseci® , HitbF1EIPsec SA., AfE , PIXIMEHRESH[HH
RIEBIVPNEF U, FEAPIXKshow crypto ipsec samSHIHEEEESEEEBHMNBNER, EiX
MIBRT , PIXINET16MNRIES , AFEREIEF K. PIXEMNVPNE F im0 2 5= S M #
B 16N EIE S,

pi x520- 1( confi g) #show crypto ipsec sa

interface: outside

Crypto map tag: nymap, |local addr. 172.16.172.34

I ocal ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote i dent (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)
current _peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

PERM T, flags={}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest 16

#pkts decaps: 16, #pkts decrypt: 16, #pkts verify 16

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renote crypto endpt.: 171.69.89.120
path ntu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: 613d083d

i nbound ESP sas:

spi: Ox6adf 97df (1793038303)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 4, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607998/27420)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: 0x613d083d(1631389757)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 3, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/27420)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

| ocal ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
renote i dent (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin_is_acl,}

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9

#ipkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: 0
#send errors 1, #recv errors O

local crypto endpt.: 172.16.172.34, renote crypto endpt.: 172.16.172.39
path ntu 1500, ipsec overhead 56, nedia mtu 1500



current outbound spi: 58009c01

i nbound ESP sas:

spi: 0x2d408709(759203593)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap
sa timng: remaining key lifetime (k/sec): (4607998/3319)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas: outbound ESP sas:

spi: 0x58009c01(1476434945)

transform ESP-Des esp-nd5- hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap
sa timng: remaining key lifetime (k/sec): (4607999/3319)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

pi x520-1(config)# sh cr isa sa

Total : 2

Enbryonic : 0

dst src state pending created
172.16.172.39 172.16.172.34 QMIDLE 0 1
172.16.172.34 171.69.89.120 QM IDLE 0 2
pi x520-1(config)# sh cr ipsec sa

PR HERAE S show dp &

Cisco 1720-1

1720- 1#show run

Bui | di ng configuration..

Current configuration : 1592 bytes

|

I Last configuration change at 21:08:49 PST Mon Jan 7
2002

I NVRAM config | ast updated at 18:18:17 PST Mon Jan 7
2002

!

version 12.2

no parser cache

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

|

host nane 1720-1

!

no | oggi ng buffered

enabl e secret 5 $1$6j As$t Nx| 1a/ 2DYFAt PLyCDXj o/
enabl e password ww

!

usernane cisco password O cisco
menory-si ze i onem 15

clock tinmezone PST -8

i p subnet-zero

no i p domai n-1ookup

i p domai n-nanme ci sco.com

!

ip ssh time-out 120

ip ssh authentication-retries 3




!
!
!--- The crypto isakmp policy conmand defi nes the Phase
1 SA paraneters

crypto isaknmp policy 15

aut hentication pre-share

crypto isaknmp key ciscol23 address 172.16.172. 34
|
1
!--- The crypto ipsec transform-set command defi nes

| Psec encryption !--- and authentication al gorithins.

crypto ipsec transformset nyset ESP-Des esp-nd5-hmac
!
!
!--- The crypto map conmmand defines the | Psec SA (Phase
Il SA) paraneters..

crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.34
set transformset nyset

match address 150
!

interface FastEthernetO

i p address 172.16.172. 39 255. 255. 255. 240

speed auto

!--- The crypto map applied to the outbound interface.
crypto map vpn

interface EthernetO

i p address 10. 10.10.1 255. 255. 255. 240

speed auto

no i p route-cache

no i p nroute-cache

|
1
ip classless

iproute 0.0.0.0 0.0.0.0 172.16.172. 33

no ip http server

ip pimbidir-enable

|

!--- Access-list defines interesting VPN traffic.
access-list 150 permit ip 10.10.10.0 0.0.0.255
192.168.4.0 0.0.0.255

|

line con O

line aux O

line vty 0 4

exec-timeout 0 O

password cisco

no | ogin

line vty 5 15

| ogi n

!

no schedul er allocate

end

1720- 1#

1720- 1#show crypto isa sa



DST src state conn-id sl ot

172.16.172.39 172.16.172. 34 oM _IDLE 132 0

1720- 1#show crypto ipsec sa

interface: FastEthernetO

Crypto map tag: vpn, local addr. 172.16.172.39

local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
current_peer: 172.16.172.34

PERM T, flags={origin_is_acl,}

#pkts encaps: 9 #pkts encrypt: 9 #pkts digest 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: 0O
#send errors 7, #recv errors O

local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.34
path mtu 1500, media mtu 1500

current outbound spi: 2D408709

inbound ESP sas:

spi: 0x58009C01(1476434945)

transform: ESP-Des esp-nd5- hmac |,

in use settings ={Tunnel, }

!I-—-- IPsec SA 200 as seen in the show crypto engine connection active conmand

slot: 0, comnn id: 200, flow.id: 1, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: 0x2D408709(759203593)

transform: ESP-Des esp-nd5- hmac |,

in use settings ={Tunnel, }

!--- IPsec SA 201 as seen in the show crypto engine connection active conmmand

slot: 0, conn id: 201, flow.id: 2, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

1720- 1#

1720- 1#show crypto map

Interfaces using crypto nmap nymap

Crypto Map "vpn" 10 ipsec-isakmp

Peer = 172.16.172. 34

Extended | P access |ist 150

access-list 150 permt ip 10.10.10.0 0.0.0.255 192.168.4.0 0.0.0. 255
Current peer: 172.16.172.34

Security association lifetinme: 4608000 kil obytes/ 3600 seconds
PFS (Y/N): N

Transform set s={ myset, }

Interfaces using crypto map vpn: FastEthernet0

HXER
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