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di al -5(confi g) #crypto key generate dss dial5s
Generating DSS keys ...

[X]

di al - 5#show crypto key mypubkey dss
crypto public-key dial5 05679919

160AA490 5B9B1824 24769FCD EE5EOF46 1ABBD343 4COCAA03 4B279D6B OEES5F65F
F64665D4 1036875A 8CF93691 BDF81722 064B51C9 58D72E12 3E1894B6 64B1D145
quit

di al - 5#show crypto engine configuration

sl ot : 0

engi ne nane: dial5

engi ne type: sof tware

serial nunber: 05679919
platform rp crypto engine

crypto lib version: 10.0.0

Encryption Process I|nfo:
i nput queue top: 43
i nput queue bot: 43
i nput queue count: O

di al - 5%
HTEREER —MHABHRIZRAX , QLB TR2BEZREER  HETERLAEMEX
RPNESARBRETRE. UTREGSHEPERTHER -

St Hel en(confi g) #crypto key generate dss barney

% CGener ating new DSS keys will require re-exchangi ng
public keys with peers who already have the public key
nanmed bar ney!

Generate new DSS keys? [yes/no]: yes

Generating DSS keys ....

[ K]

St Hel en(config)#
Mar 16 12:13:12.851: Crypto engine 0: create key pairs.

SH|2 . EREEFHXMRDSSAH (HFA )

EREHBECHWDSSHANERBIMBESFXRKNE -, T—SE2REHMBARIIBRLH. &
AT LAF i A X EENA |, 53R R E %5 Ashow crypto mypubkeyin & 3R & REEHERAIDSS A 4H, A
&, BIMIX LN (HluEd B FiEkH ) |, HEAcrypto key pubkey-chain dssin 45X &3 H
SN NATI RN BB B R,

#8238 ] LAE A crypto key exchange dsstRitBEHER B RN H,. MRFEHEHFZE , FHRHA
FTEARBRMED LRENERSEY, BiANBBAELIFEEEA,

AR REFEZEXRBHZAping X F4&,



Loser #ping 19.19.19.20

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 19.19.19. 20,

ti meout

Loser (confi g) #crypto key exchange dss passive

Enter escape character to abort

Wait for connection from peer[confirni
Waiting ....

is 2 seconds:

if connection does not conplete.

St Hel en(confi g) #crypto key exchange dss 19.19.19.19 barney

Public key for
Nurmber 05694352

Seri al

Fi ngerpri nt

Wait for

bar ney:

309E D1DE B6DA 5145 D034

peer to send a key[confirni

Public key for

Seri al

Nunber

Fi ngerprint

bar ney:

05694352

309E D1DE B6DA 5145 D034

Add this public key to the configuration? [yes/no]:yes

16
16
16
16
16
16

12:
12:
12:
12:
12:
12:

Send peer
Wi ch one?

16:
16:
16:
16:
16:
16:

16
16
16
16

45.
45.
45.
45.
45.
45.

12: 16: 55. 343:
12: 16: 55. 343:
12: 16: 55. 343:
12: 16: 55. 347:

099:
099:
103:
103:
107:
111:

CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:

CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:

Recei
Recei
Recei
Recei
Recei
Recei

a key in return[confirni

fred? [yes]:

Public key for fred:
Nurnber

Seri al

Fi ngerprint

Waiting ....

02802219

2963 05F9 ED55 576D

Public key for fred:

Seri al
Fi ngerprint

Nunber

02802

219

Sent
Sent
Sent
Sent

2 bytes.
4 bytes.
2 bytes.

ved
ved
ved
ved
ved
ved

4 bytes.
2 bytes.
6 bytes.
2 bytes.
50 bytes.
14 bytes.

CF9D

2963 05F9 ED55 576D CF9D

64 bytes.

Add this public key to the configuration? [yes/no]:

Loser (config)#

16
16
16
16
16

12:
12:
12:
12:
12:

16:
16:
16:
16:
16:

55.
55.
55.
55.
55.

339:
343:
343:
343:
347:

CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:
CRYPTO- KE:

Sent
Sent
Sent
Sent
Sent

4 bytes.
2 bytes.
4 bytes.
2 bytes.
64 bytes.



Loser (config)#

Mar 16 12:16:56.083: CRYPTO KE: Received 4 bytes.

Mar 16 12:16:56.087: CRYPTO KE: Received 2 bytes.

Mar 16 12:16:56.087: CRYPTO KE: Received 4 bytes.

Mar 16 12:16:56.091: CRYPTO KE: Received 2 bytes.

Mar 16 12:16:56.091: CRYPTO KE: Received 52 bytes.

Mar 16 12:16:56.095: CRYPTO KE: Received 12 bytes.

Add this public key to the configuration? [yes/no]: yes
St Hel en(confi g) #4z

St Hel en#

RECSRLBDSSEY , FHAFEBHB[BERUNLERNA , BClEE , A TENSTHE
H T Ro

Loser #show crypto key mypubkey dss

crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
C0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
qui t

Loser #show crypto key pubkey-chain dss
crypto public-key barney 05694352

B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t

St Hel en#tshow crypto key mypubkey dss
crypto public-key barney 05694352

B407A360 204CBFA3 F9A0COBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CBO9F59 EE357477 91810341
qui t

St Hel en#show crypto key pubkey-chain dss

crypto public-key fred 02802219

79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
C0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E S5ABE182E
qui t

TPl 1. T HERBCisco IOSE B

EEAKHER LERDSSEAHRDSSLAE , AT crypto map s TR A TEO, MEXFS
SN SIS ARG RS REENRE.

Loser #write terminal
Bui | di ng configuration...

Current configuration:

!

! Last configuration change at 13:01:18 UTC Mon Mar 16 1998
I NVRAM config | ast updated at 13:03:02 UTC Mon Mar 16 1998
!

version 11.3

service tinmestanps debug datetinme nsec
no service password-encryption

|

host nane Loser
|

enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQVbeCO



ip subnet-zero
no i p domai n-1 ookup
crypto map ol dstyle 10
set peer barney
mat ch address 133
1
crypto key pubkey-chain dss
naned- key bar ney
seri al - number 05694352
key-string
B407A360 204CBFA3 F9AOCOBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
quit

nterface EthernetO
i p address 40.40.40.41 255. 255.255.0
no i p nroute-cache

nterface SerialO

i p address 18.18.18.18 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

shut down

nterface Seriall

i p address 19.19.19.19 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

cl ockrate 2400

no cdp enabl e

crypto map ol dstyle

1

ip default-gateway 10.11.19. 254

ip classless

ip route 0.0.0.0 0.0.0.0 19.19.19.20

access-list 133 pernit ip 40.40.40.0 0.0.0.255 30.30.30.0 0.0.0.255
!

line con O
exec-timeout 0 O
line aux O

no exec

transport input al
line vty 0 4
password ww

| ogin

!
end

Loser #

St Hel en#write terminal
Bui | di ng configuration...

Current configuration:

!
I Last configuration change at 13:03:05 UTC Mon Mar 16 1998
I NVRAM config | ast updated at 13:03:07 UTC Mon Mar 16 1998
|

version 11.3

service timestanps debug datetine nsec

no service password-encryption
1



host nane St Hel en

1

boot system flash ¢2500-i s56-

enabl e password ww

1

partition flash 2 8 8

1

no i p domai n-1 ookup

crypto map ol dstyle 10

set peer fred

mat ch address 144

1

crypto key pubkey-chain dss

naned- key fred

seri al - nunber 02802219

key-string
79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
C0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
quit

!

!

nterface EthernetO

i p address 30.30.30.31 255.255.255.0

nterface Ethernetl
no i p address
shut down

nterface SerialO
no i p address
encapsul ati on x25
no i p nroute-cache
shut down

nterface Seriall

i p address 19.19.19.20 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

| oad-interval 30

conpress stac

no cdp enabl e

crypto map ol dstyle

1

ip default-gateway 10.11.19. 254

ip classless

ip route 0.0.0.0 0.0.0.0 19.19.19.19

access-list 144 pernit ip 30.30.30.0 0.0.0.255 40.40.40.0 0.0.0.255
!

line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4
password ww
| ogin
!
end

St Hel en#

TPl 2 : 2R ECisco IOSHE B
LT aotmb REk B ELIZHRARS,




Loser #write terminal
Bui | di ng configuration...

Current configuration:

1
I Last configuration change at 10:45:20 UTC Wed Mar 11 1998
I NVRAM config | ast updated at 18:28:27 UTC Tue Mar 10 1998
1
version 11.3
service timestanps debug datetine nsec
no service password-encryption
1
host nane Loser
1
enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQvbeCO
1
ip subnet-zero
no i p domai n-1 ookup
1
crypto map ol dstuff 10
set peer barney
mat ch address 133
crypto map ol dstuff 20
set peer wilnm
mat ch address 144
1
crypto key pubkey-chain dss
naned- key bar ney
seri al - number 05694352
key-string
1D460DC3 BDC73312 93B7E220 1861D55C EOODA5D8 DB2B04CD FABD297C 899D40E7
D284F07D 6EEC83B8 E3676EC2 D813F7C8 F532DC7F 0A9913E7 8A6CB7E9 BE18790D
quit
named- key wi |l ma
seri al - number 01496536
key-string
C26CB3DD 2A56DD50 CC2116C9 2697CE93 6DBFD824 1889F791 9BF36E70 7B29279C
E343C56F 32266443 989B4528 1CF32C2D 9E3F2447 ASDBE054 879487F6 26A55939
quit
!
crypto cisco pregen-dh-pairs 5
1
crypto cisco key-timeout 1440
1
interface EthernetO
i p address 190.190. 190. 190 255. 255. 255.0
no i p nroute-cache
1
interface Seriall
i p address 19.19.19.19 255. 255.255.0
encapsul ati on frame-rel ay
no i p nroute-cache
cl ockrate 500000
crypto map ol dst uff
1
1
ip default-gateway 10.11.19. 254
ip classless
ip route 200.200.200.0 255.255.255.0 19.19.19.20
ip route 210.210.210.0 255.255.255.0 19.19.19.21
access-list 133 permt ip 190.190.190.0 0.0.0.255 200.200.200.0 0.0.0. 255
access-list 144 permt ip 190.190.190.0 0.0.0.255 210.210.210.0 0.0.0. 255



1
line con O
exec-timeout 0 O
line aux O

no exec

transport input al
line vty 0 4
password ww

| ogin

!
end

Loser #

BAF an 5 i R ISR BIZ AR UE RA.

WAN- 2511a#write terminal
Bui | di ng configuration...

Current configuration:
!
version 11.3
no service password-encryption
!
host nane WAN- 2511a
!
enabl e password ww
!
no i p domai n-1 ookup
!
crypto map nmymap 10
set peer fred
mat ch address 133
!
crypto key pubkey-chain dss
naned- key fred
seri al - number 02802219
key-string
56841777 4F27A574 5005E0F0 CF3C33F5 C6AADO00 5518A8FF 7422C592 021B295D
DO5AAB73 01235FD8 40D70284 3A63A38E 216582E8 ECLF8BOD 0256EFF5 OEE89436
qui t
!
interface EthernetO
i p address 210.210.210. 210 255. 255. 255.0
shut down
!
interface SerialO
i p address 19.19.19.21 255.255.255.0
encapsul ation frame-rel ay
no fair-queue

crypto map nynap
|

i p default-gateway 10.11.19.254
ip classless
ip route 190.190.190.0 255.255.255.0 19.19.19.19
access-list 133 permt ip 210.210.210.0 0.0.0.255 190.190.190.0 0.0.0. 255
|
line con O

exec-timeout 0 O
line 1

no exec

transport input al
line 2 16



no exec

line aux O

line vty 0 4
password ww
| ogin

!

end

WAN- 2511a#

BAF an 5 i R ISR BIZ A2 35 RB.

St Hel en#fwrite terminal
Bui | di ng configuration...

Current configuration:

!

! Last configuration change at 19:00: 34 UTC Tue Mar 10 1998
I NVRAM config | ast updated at 18:48:39 UTC Tue Mar 10 1998
!

version 11.3

service tinestanps debug datetine nsec
no service password-encryption

|

host nane St Hel en
!
boot system flash ¢2500-i s56-
enabl e password ww
!
partition flash 2 8 8
!
no i p domai n-1 ookup
!
crypto map wabba 10
set peer fred
mat ch address 144
!
crypto key pubkey-chain dss
naned- key fred
seri al - nunber 02802219
key-string
56841777 4F27A574 5005E0F0 CF3C33F5 C6AADO00 5518A8FF 7422C592 021B295D
DO5AAB73 01235FD8 40D70284 3A63A38E 216582E8 ECLF8BOD 0256EFF5 OEE89436
qui t
!
interface EthernetO
i p address 200. 200. 200. 200 255. 255. 255.0
!
interface Seriall
i p address 19.19.19.20 255.255.255.0
encapsul ation frame-rel ay
no i p nroute-cache
crypto map wabba
!
i p default-gateway 10.11.19.254
ip classless
ip route 190.190.190.0 255.255.255.0 19.19.19.19
access-list 144 permt ip 200.200.200.0 0.0.0.255 190.190.190.0 0.0.0. 255
!
line con O
exec-timeout 0 O
line aux O
transport input al



line vty 0 4
password ww
| ogin

!

end

St Hel en#

LAF an 4 it 7 515K B o o 48 3R 4 AL

Current configuration:

!
version 11.2

no service password-encryption
no service udp-snall-servers
no service tcp-snall-servers

!

host nane wan- 4700a

!

enabl e password ww

!

no i p domai n-1 ookup
frame-relay sw tching

!

interface SerialO

no i p address

encapsul ati on frame-rel ay

cl ockrate 500000

frame-relay intf-type dce
frame-relay route 200 interface Seriall 100
!

interface Seriall

no i p address

encapsul ati on frame-rel ay
frame-relay intf-type dce
franme-relay route 100 interface Serial 0 200
frame-relay route 300 interface Serial2 200
!

interface Serial 2

no i p address

encapsul ati on frame-rel ay

cl ockrate 500000

frame-relay intf-type dce

frame-relay route 200 interface Seriall 300
!

Al 3 ;X B Eh 88 3% 17 b 2R MBS B eh 88 1T I ER

NERARTL—B, EANEZERBERVUENSRE, EUTRAS , B2 NE
180.180.180.0/24#140.40.40.0/24 2 [A] 2A % 180.180.180.0/24F130.30.30. 0/24ZIEH HWATEMSRE
o IN%40.40.40.0/247130.30.30.0/24 Z BRIV R E R T E R,

% 83wan-4500b 5 LoserMIStHelenB M H & 1E KBk, BT 0% Mwan-4500b8Y SA AR M EX E
StHeIenE’JJ«XkWEﬁE’J‘JﬁE , BT T ELoserlb MITTA ML ENBRBRI TR, AMEREHEMBNR
BRI E|StHelenW B TED , AREZEOFR., XARLBHFANE LIPBIESFCPUER
HNHREBIER, EEENZ EH?%”E%%&E'L%HYMLE AR ARARRETREN LTS, NMRERKE
BERE  NBRZNEEE JRERER,

[ wan- 4500b] <Ser 0>- - ---<Ser0> [Loser] <Ser1>-- ----<Ser 1>[ St Hel en]
I I I



180. 180. 180/ 24 40. 40. 40/ 24

wan- 4500b#write terminal
Bui | di ng configuration...

Current configuration:
|
version 11.3
no service password-encryption
!
host nane wan- 4500b
!
enabl e password 7 111EOE
!
usernane cse password 0 ww
no i p domai n-1 ookup
!
crypto map toworld 10
set peer |oser
mat ch address 133
crypto map toworld 20
set peer sthelen
mat ch address 144
!
crypto key pubkey-chain dss
naned- key | oser
serial - number 02802219
key-string

30. 30. 30/ 24

FOBE2128 752D1A24 F394B355 3216BA9B 7CAE8677 29C176F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24

quit

named- key st hel en
seri al - number 05694352
key-string

5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB D3964C10
A23848CA 46003A94 2FC8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618

quit
!
interface EthernetO
i p address 180.180. 180. 180 255. 255. 255.0
1
interface SerialO
i p address 18.18.18.19 255.255.255.0
encapsul ati on ppp
crypto map toworld
1
router rip
network 18.0.0.0
net wor k 180.180.0.0
1
ip classless
ip route 0.0.0.0 0.0.0.0 30.30.30.31
ip route 171.68.118.0 255.255.255.0 10.11.19. 254

access-list 133 pernit ip 180.180.180.0 0.0.0.255 40.40.40.0 0.0.0. 255
access-list 144 pernit ip 180.180.180.0 0.0.0.255 30.30.30.0 0.0.0.255

1
line con O
exec-timeout 0 0O
line aux 0O
password 7 044ClC
line vty 0 4



I ogin | oca
1

end

wan- 4500b#

Loser #write terminal
Bui | di ng configuration...

Current configuration:

!

I Last configuration change at 11:01:54 UTC Wed Mar 18 1998
I NVRAM config | ast updated at 11:09:59 UTC Wed Mar 18 1998
!

version 11.3
service timestanps debug datetine nsec
no service password-encryption
|
host nane Loser
!
enabl e secret 5 $1$AeuFSMk7Q Dhpgj LKc2VQvbeCO
!
ip subnet-zero
no i p domai n-1 ookup
ip host StHel en.cisco.com19.19.19. 20
i p domai n-nane ci sco.com
!
crypto map towan 10
set peer wan
mat ch address 133
!
crypto key pubkey-chain dss
nanmed- key wan
seri al - number 07365004
key-string
A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7E6AEB 86269A5B
quit

nterface EthernetO
i p address 40.40. 40.40 255. 255.255.0
no i p nroute-cache

nterface SerialO

i p address 18.18.18.18 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

cl ockrate 64000

crypto map towan

nterface Seriall

i p address 19.19.19.19 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

priority-group 1

cl ockrate 64000

1

1

router rip
network 19.0
network 18

.0.0
.0.0
network 40.0.0.0

.0
.0



ip default-gateway 10.11.19. 254
ip classless
access-list 133 permt ip 40.40.40.0 0.0.0.255 180.180.180.0 0.0.0. 255
1
line con O

exec-timeout 0 O
line aux O

no exec

transport input al
line vty 0 4

password ww

| ogin

!
end

Loser #

St Hel en#write terminal
Bui | di ng configuration...

Current configuration:

!
! Last configuration change at 11:13:18 UTC Wed Mar 18 1998
I NVRAM config | ast updated at 11:21:30 UTC Wed Mar 18 1998
!
version 11.3
service timestanps debug datetinme nsec
no service password-encryption
!
host nane St Hel en
!
boot system flash ¢2500-i s56-
enabl e password ww
|
partition flash 2 8 8
|
no i p domai n-1 ookup
|
crypto map towan 10
set peer wan
mat ch address 144
!
crypto key pubkey-chain dss
nanmed- key wan
seri al - number 07365004
key-string
A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4ASFB 9089556C 7464D2B4 AF7E6AEB 86269A5B
quit
!
interface EthernetO
no i p address
!
interface Ethernetl
i p address 30.30.30.30 255.255.255.0
!
interface Seriall
i p address 19.19.19.20 255.255.255.0
encapsul ati on ppp
no i p nroute-cache
| oad-interval 30



crypto map towan
!
router rip
network 30.0.0.0
network 19.0.0.0
!
ip default-gateway 10.11.19. 254
ip classless

access-list 144 pernit ip 30.30.30.0 0.0.0.255 180.180.180.0 0.0.0.255

1
line con O
exec-timeout 0 O
line aux O
transport input al
line vty 0 4
password ww
| ogin
!
end

St Hel en#

wan- 4500b#show crypto cisco algorithms
des cfb-64
40-bit-des cfb-64

wan- 4500b#show crypto cisco key-timeout

Session keys will be re-negotiated every 30 m nutes

wan- 4500b#show crypto cisco pregen-dh-pairs
Nurmber of pregenerated DH pairs: O

wan- 4500b#show crypto engine connections active

1D Interface | P-Address State Algorithm
1 SerialO 18.18. 18. 19 set DES_56_CFB64
5 SerialO 18.18. 18. 19 set DES_56_CFB64

wan- 4500b#show crypto engine connections dropped-packet
Interface | P- Addr ess Drop Count

SerialO 18.18.18.19 52
wan- 4500b#show crypto engine configuration
sl ot: 0

engi ne nane: wan

engi ne type: sof tware

serial numnber: 07365004

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:
i nput queue top: 303
i nput queue bot: 303
i nput queue count: O

wan- 4500b#show crypto key mypubkey dss
crypto public-key wan 07365004

Decr ypt
1682
1693

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4ASFB 9089556C 7464D2B4 AF7EGAEB 86269A5B

quit

wan- 4500b#show crypto key pubkey-chain dss
crypto public-key | oser 02802219



FOBE2128 752D1A24 F394B355 3216BA9B 7CAE8677 29C176F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24

quit
crypto public-key sthel en 05694352

5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB D3964C10
A23848CA 46003A94 2FC8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618

quit

wan- 4500b#show crypto map interface serial 1
No crypto nmaps found

wan- 4500b#show crypto map
Crypto Map "toworld" 10 cisco
Connection Id = 1 (1 established, 0 fail ed)
Peer = | oser
PE = 180. 180. 180.0
UPE = 40.40.40.0
Extended | P access list 133
access-list 133 permt ip
source: addr = 180.180.180.0/0.0.0. 255
dest : addr = 40.40.40.0/0.0.0. 255

Crypto Map "toworld" 20 cisco
Connection Id = 5 (1 established, 0 fail ed)
Peer = sthel en
PE = 180. 180. 180.0
UPE = 30.30.30.0
Extended | P access list 144
access-list 144 permt ip
source: addr = 180.180.180.0/0.0.0. 255
dest : addr = 30.30.30.0/0.0.0. 255

wan- 4500b#

Loser #show crypto cisco algorithms
des cfb-64
des cfb-8
40-bit-des cfb-64
40-bit-des cfb-8

Loser #show crypto cisco key-timeout
Session keys will be re-negotiated every 30 m nutes

Loser #show crypto cisco pregen-dh-pairs
Nurmber of pregenerated DH pairs: 10

Loser #show crypto engine connections active
1D Interface | P-Address State Algorithm Encrypt
61 SerialO 18. 18. 18. 18 set DES_56_CFB64 1683

Loser #show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
SerialO 18.18. 18. 18 1

Seriall 19.19.19.19 90

Loser #show crypto engine configuration

sl ot : 0

engi ne nane: | oser

engi ne type: sof tware

serial numnber: 02802219

pl atform rp crypto engine

crypto lib version: 10.0.0

Decrypt
1682



Encryption Process |nfo:
i nput queue top: 235
i nput queue bot: 235
i nput queue count: O

Loser #show crypto key mypubkey dss
crypto public-key | oser 02802219

FOBE2128 752D1A24 F394B355 3216BA9B 7CAE8677 29C176F9 A047B7D9 7D03BDA4
6B7AFDC2 2DAEF3AB 393EE7C7 802ClA95 B40031D1 908004F9 8A33A352 FF19BC24

quit

Loser #show crypto key pubkey-chain dss
crypto public-key wan 07365004

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E6G6F
2ED5CA76 CFF234D3 3842BC98 3CA4ASFB 9089556C 7464D2B4 AF7EGAEB 86269A5B

quit

Loser #show crypto map interface serial 1
No crypto maps found

Loser #show crypto map
Crypto Map "towan" 10 cisco
Connection Id = 61 (0 established, 0 fail ed)
Peer = wan
PE = 40.40.40.0
UPE = 180.180. 180.0
Extended | P access list 133
access-list 133 permt ip
source: addr = 40.40.40.0/0.0.0. 255
dest: addr = 180.180.180. 0/0. 0. 0. 255

St Hel en#show crypto cisco algorithms
des cfb-64

St Hel en#show crypto cisco key-timeout
Session keys will be re-negotiated every 30 mnutes

St Hel en#show crypto cisco pregen-dh-pairs
Nurmber of pregenerated DH pairs: 10

St Hel en#show crypto engine connections active

1D Interface | P-Address State Algorithm Encrypt
58 Seriall 19. 19. 19. 20 set DES_56_CFB64 1694

St Hel en#show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
Et hernet 0O 0.0.0.0 1

Seriall 19.19.19.20 80

St Hel en#show crypto engine configuration

sl ot : 0

engi ne nane: st hel en

engi ne type: sof tware

serial numnber: 05694352

pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |nfo:

Decrypt
1693



i nput queue top: 220
i nput queue bot: 220
i nput queue count: O

St Hel en#show crypto key mypubkey dss

crypto public-key sthel en 05694352

5C401002 404DC5A9 EAED2360 D7007E51 4A4BB8F8 6F9B1554 51D8ACBB D3964C10
A23848CA 46003A94 2FCB8C7D6 OB57AE07 9EBSEF3A BD71482B 052CF06B 90C3C618
quit

St Hel en#show crypto key pubkey-chain dss

crypto public-key wan 07365004

A547B701 4312035D 2FC7DOF4 56BC304A 59FA76C3 B9762E4A F86DED86 3830E66F
2ED5CA76 CFF234D3 3842BC98 3CA4A5FB 9089556C 7464D2B4 AF7E6AEB 86269A5B
quit

St Hel en#show crypto map interface serial 1
Crypto Map "towan" 10 cisco
Connection Id = 58 (1 established, 0 fail ed)
Peer = wan
PE = 30.30.30.0
UPE = 180.180. 180.0
Extended | P access list 144
access-list 144 permt ip
source: addr = 30.30.30.0/0.0.0. 255
dest: addr = 180.180.180. 0/0. 0. 0. 255

St Hel en#show crypto map
Crypto Map "towan" 10 cisco
Connection Id = 58 (1 established, 0 failed)
Peer = wan
PE = 30.30.30.0
UPE = 180.180. 180.0
Extended | P access list 144
access-list 144 permt ip
source: addr = 30.30.30.0/0.0.0. 255
dest: addr = 180.180.180. 0/ 0. 0. 0. 255

St Hel en#

=¥l 4 : DDRINER

BT Cisco IOSHKHICMPREM IE 1% , Rt @ T DDREERIHITINZEE , ICMPREXSMIEIR
SERFIRPWD RN MR

AR : EZETECisco IOSHAMRA 1 IFHIAY , EXMBHEMS , ©HIEFEFTR, BTNHR
HHEARSREN , ERRQREREE, B2, N TEMBRE , TR ZUBERENTIFRES.

EREBERT , AFEERSERIIE —AKAR. flU, HAFPHFENRLEEWANRE P RFESR X
EWER , XA ERER. URAMNEOKIE—XNEF4& , WAANED LT SUERHERA N
BRET, HAEAZMED , WIS EEREEZT. MRFMZITERHSFRATROAE , WRAIE
T E B AN BR &Y H A Br 1% EXS 4K, FE#E , MEAbackup interfaceii &

di al - 5#write terminal
Bui | di ng configuration...

Current configuration:

!

version 11.3

no service password-encryption



service udp-smal |l -servers
service tcp-small-servers
!
host nane dial -5
!
boot system c1600-sy56-1 171.68.118.83
enabl e secret 5 $1$0NelwDbhBdcN6x9Y5gf uM qhl0
|
usernane dial -6 password 0 cisco
isdn switch-type basic-nil
|
crypto map dial 6 10
set peer dial6
mat ch address 133
!
crypto key pubkey-chain dss
naned- key di al 6
seri al - number 05679987
key-string
753F71AB E5305AD4 3FCDFB6D 47AA2BB5 656BFCAA 53DBE37F 07465189 06E91A82
2BC91236 13DCAAA8 7EC5B48C D276E5FE 0D093014 6D3061C5 03158820 B609CA7C
quit

nterface EthernetO
i p address 20.20.20.20 255.255.255.0

nterface BRI O

i p address 10.10.10.11 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

| oad-interval 30

dialer idle-timeout 9000

dialer map ip 10.10.10.10 nane dial -6 4724118
di al er hol d- queue 40

dialer-group 1

i sdn spidl 919472417100 4724171

i sdn spid2 919472417201 4724172
conpress stac

ppp aut hentication chap

ppp multilink

crypto map dial 6
1

ip classless

ip route 40.40.40.0 255.255.255.0 10.10.10. 10
access-list 133 permt ip 20.20.20.0 0.0.0.255 40.40.40.0 0.0.0. 255
dialer-list 1 protocol ip permt

1

line con O

exec-timeout 0 O
line vty 0 4

password ww

| ogin

!
end

di al - 5#

di al - 6#write terminal
Bui | di ng configuration...

Current configuration:
!



version 11.3
no service password-encryption
service udp-smal |l -servers
service tcp-small-servers
!
host nane dial -6
!
boot system c1600-sy56-1 171.68.118.83
enabl e secret 5 $1$VdPYuA/ Bl VeEnBUAFEm PPJFc.
!
usernane dial -5 password 0 cisco
no i p domai n-1 ookup
isdn switch-type basic-nil
!
crypto map dial5 10
set peer dial5
mat ch address 144
!
crypto key pubkey-chain dss
naned- key di al 5
seri al - number 05679919
key-string
160AA490 5B9B1824 24769FCD EE5EQ0F46 1ABBD343 4C0CAA03 4B279D6B OEE5F65F
F64665D4 1036875A 8CF93691 BDF81722 064B51C9 58D72E12 3E1894B6 64B1D145
quit
!

nterface EthernetO
i p address 40.40. 40. 40 255.255.255.0

nterface BRI O

i p address 10.10.10.10 255. 255.255.0
encapsul ati on ppp

no i p nroute-cache

dialer idle-timout 9000

dialer map ip 10.10.10.11 nane dial -5 4724171
di al er hol d- queue 40

di al er | oad-threshold 5 outbound
dialer-group 1

i sdn spidl 919472411800 4724118

i sdn spid2 919472411901 4724119
conpress stac

ppp aut hentication chap

ppp multilink

crypto map dial5
1

ip classless
ip route 20.20.20.0 255.255.255.0 10.10.10.11
access-list 144 permt ip 40.40.40.0 0.0.0.255 20.20.20.0 0.0.0.255
dialer-list 1 protocol ip permt

1
line con O

exec-timeout 0 O

line vty 0 4

password ww

| ogin

!

end

di al - 6#

RHl 5 : IPRRERIPXREEY &




EARGH |, IPRRERWIPXREHINE.
AR QULRRE(IPX)FHRES N, FRAEBIPRERDREFMIL,

WAN- 2511a#write terminal
Bui | di ng configuration...

Current configuration:

!

version 11.2

no service password-encryption

no service udp-small-servers

no service tcp-small-servers

!

host nane WAN- 2511a

!

enabl e password ww

!

no i p domai n-1 ookup

i px routing 0000.0c34. aaba

!

crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECADS0 03D354B1 9012C80E 0Cl1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBABS5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

!

crypto map wan2516 10

set peer wan2516
mat ch address 133

!

!

nt erface Loopbackl
i p address 50.50.50.50 255. 255. 255.0

nterface Tunnel 1

no i p address

i px network 100

tunnel source 50.50.50.50
tunnel destination 60.60.60.60
crypto map wan2516

nterface EthernetO
i p address 40.40. 40. 40 255.255.255.0
i px network 600

nterface SerialO

i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp

no i p nroute-cache

crypto map wan2516

nterface Seriall

no i p address

shut down

1

ip defaul t-gateway 10.11.19. 254

ip classless

ip route 0.0.0.0 0.0.0.0 20.20.20.20

access-list 133 pernmit ip host 50.50.50.50 host 60.60.60.60
!

line con O
exec-tinmeout 0 O



password ww
| ogin

line 1 16
line aux O
password ww
| ogin

line vty 0 4
password ww
| ogin

!

end

WAN- 2511a#

WAN- 2516a#write terminal
Bui | di ng configuration...

Current configuration:
!
version 11.2
no service pad
no service password-encryption
service udp-smal |l -servers
service tcp-small-servers
!
host nane WAN- 2516a
!
enabl e password ww
!
no i p domai n-1 ookup
i px routing 0000.0c3b.ccle
!
crypto public-key wan2511 01496536
C8EA7C21 DF3E48F5 C6C069DB 3A5E1B08 8B830AD4 4F1DABCE D62F5F46 EDO8C81D
5646DC78 DDC77EFC 823F302A F112AF97 668E39A1 E2FCDCO5 545E0529 9B3C9553
qui t
!
crypto map wan2511 10
set peer wan2511
mat ch address 144
!
!
hub ether 0 1
l'i nk-test
auto-polarity
!
I <other hub interfaces snipped>
!
hub ether 0 14
l'i nk-test
auto-polarity
!
interface Loopbackl
i p address 60. 60. 60. 60 255.255.255.0
|
interface Tunnel 1
no i p address
i px network 100
tunnel source 60. 60. 60. 60
tunnel destination 50.50.50.50
crypto map wan2511



nterface EthernetO
i p address 30.30.30.30 255.255.255.0
i px network 400

nterface SerialO

i p address 20.20.20.20 255.255.255.0
encapsul ati on ppp

cl ockrat e 2000000

crypto map wan2511

nterface Seriall
no i p address
shut down

nterface BRI O

no i p address

shut down

1

i p default-gateway 20.20.20.21

ip classless

ip route 0.0.0.0 0.0.0.0 20.20.20.21

access-list 144 permit ip host 60.60.60.60 host 50.50.50.50

access-list 188 permt gre any any
|

line con O
exec-timeout 0 O
password ww
| ogin

line aux O
password ww
| ogin
nmodem | nCut
transport input al
fl owcontrol hardware

line vty 0 4
password ww
| ogin

!

end

WAN- 2516a#

WAN- 2511a#show ipx route

Codes: C - Connected prinmary network, ¢ - Connected secondary network

S - Static, F - Floating static, L - Local (internal), W-
R- RP, E- EIGRP, N- NLSP, X - External, A - Aggregate
s - seconds, u - uses

3 Total IPX routes. Up to 1 parallel paths and 16 hops al |l owed.

No default route known.

C 100 ( TUNNEL), Tul
C 600 (NOVELL- ETHER), EtO
R 400 [151/01] via 100. 0000. 0c3b. ccle,  24s, Tul

WAN- 2511a#show crypto engine connections active
1D Interface | P-Address State Algorithm Encrypt
1 SerialO 20. 20. 20. 21 set DES_56_CFB64 207

WAN- 2511a#ping 400.0000.0c3b.ccle

I PXWAN

Decrypt
207



Transl ati ng "400. 0000. Oc3b. ccle"

Type escape sequence to abort.
Sendi ng 5, 100-byte | PX ci sco Echoes to 400. 0000.0c3b.ccle, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/35/48 s

WAN- 2511a#show crypto engine connections active
1D Interface | P-Address State Algorithm Encrypt Decrypt
1 SerialO 20. 20. 20. 21 set DES_56_CFB64 212 212

WAN- 2511a#ping 30.30.30.30

Type escape sequence to abort.
Sendi ng 5, 100-byte | CMP Echos to 30.30.30.30, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/5/8 ns

WAN- 2511a#show crypto engine connections active

1D Interface | P-Address State Algorithm Encrypt Decrypt
1 SerialO 20. 20. 20. 21 set DES_56_CFB64 212 212
WAN- 2511a#

P 6 : INFL2FERE

EARGS , XZBEHANBEANWAFPHLEREFHTINE . Ei , “user@cisco.com” M H AT fE 35
& N DEMO2 K A 1th M 2% 32 A RS58F(NAS) , H BT PREEZFIREMXCD, FIEDEMO2TRE
( AR HAML2FFUSHRE ) HEME, ATFL2FEAUDPIKO1701 , EIbiX 21 E RN
BARX , BTRENZNRE.

AR MRERREMBRE , BIFWLERE - NFEAFCIEL2FBERN A |, MFWEATESRER
B INFXERAVIEE M EF . HCPUIREBMIRMARR EAIRT2REXMITR, L, &R
SEEMBAER , UENFRENFRRIEFES R RHRIT,

LA 65 5 % R BI5R BIZRENAS,

DEMX2#write terminal
Bui | di ng configuration...

Current configuration:

!

version 11.2

no service password-encryption

no service udp-small-servers

no service tcp-small-servers

!

host nanme DEMO2

!

enabl e password ww

!

user nane NAS1 password O SECRET

user nane HomeGat eway password O SECRET
no i p domai n-1 ookup

vpdn enabl e

vpdn out goi ng ci sco.com NAS1 i p 20.20.20. 20



1
crypto public-key wan2516 01698232

B1C127B0 78D79CAA 67ECADS0 03D354B1 9012C80E 0Cl1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBABS5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962
qui t

!
crypto map vpdn 10

set peer wan2516

mat ch address 133

1
crypto key-tineout 1440

1
interface EthernetO

i p address 40.40. 40. 40 255. 255.255.0

1

nterface SerialO

i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp

no i p nroute-cache
crypto map vpdn

nterface Seriall
no i p address
shut down

nterface G oup-Asyncl

no i p address
encapsul ati on ppp
async node dedi cat ed

no peer default ip address

no cdp enabl e

ppp authentication chap pap
group-range 1 16

1
ip default-gateway 10.11.19. 254
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.20
access-1list 133 permt udp host 20.20.20.21 eq 1701
host 20.20.20.20 eq 1701

1

!
line con O

exec-timeout 0 O

password ww

| ogin
line 1 16

nodem | nQut

transport input al

speed 115200

fl owcontrol hardware
line aux O

I ogin | oca

nodem | nQut
transport input al
fl owcontrol hardware

line vty 0 4
password ww
| ogin

!

end

DEMOR #

LA 5 &5 R BIR B REM X,



CDHfwrite terminal
Bui | di ng configuration...

Current configuration:

!

version 11.2

no service pad

no service password-encryption

service udp-smal |l -servers

service tcp-small-servers

!

host nane CD

!

enabl e password ww

!

user nane NAS1 password O SECRET

user nane HomeGat eway password O SECRET
user nane user @i sco. com password 0 ci sco
no i p domai n-1 ookup

vpdn enabl e

vpdn incom ng NAS1 HoneGateway virtual -tenplate 1
!

crypto public-key wan2511 01496536
C8EA7C21 DF3E48F5 C6C069DB 3A5E1B08 8B830AD4 4F1DABCE D62F5F46 EDO8C81D
5646DC78 DDC77EFC 823F302A F112AF97 668E39A1 E2FCDCO5 545E0529 9B3C9553
qui t

|

crypto key-tineout 1440

|

crypto map vpdn 10

set peer wan2511
mat ch address 144

|

|

hub ether 0 1
l'i nk-test

auto-polarity
!

nt erface LoopbackO
i p address 70.70.70.1 255.255.255.0

nterface EthernetO
i p address 30.30.30.30 255.255.255.0

nterface Virtual - Tenpl atel

i p unnunber ed LoopbackO

no i p nroute-cache

peer default ip address pool default
ppp aut hentication chap

nterface SerialO

i p address 20.20.20.20 255. 255.255.0
encapsul ati on ppp

cl ockrat e 2000000

crypto map vpdn

nterface Seriall
no i p address
shut down

nterface BRI O
no i p address



shut down

1
ip local pool default 70.70.70.2 70.70.70.77
i p default-gateway 20.20.20.21
ip classless
ip route 0.0.0.0 0.0.0.0 20.20.20.21
access-list 144 permt udp host 20.20.20.20 eq 1701 host 20.20.20.21 eq 1701
1

line con O

exec-timeout 0 O

password ww

| ogin

line aux 0

password ww

| ogin

nmodem | nCut

transport input al

fl owcontrol hardware

line vty 0 4
password ww
| ogin

!

end

BB HEER

BERFERLTshows TERFR , UTHRENREIHREE, 25 () RTIEINEANSD S,
SESH P ZEHEHER - THNER debug B85 . LIREINEMESR,

wOHRHBREFIE (XEEMAS ) ZFFE L show 9 , EAL T REATLIZEEY show v
W BT,

AEXE : £ Hdebug@ S Z2Hl , TS HEXDebugin THEEEE,

O A
AP T

show crypto cisco algorithms show crypto cisco key-

timeout
show crypto cisco pregen-dh- |* show crypto engine
pairs connections active
show crypto engine show crypto engine

connections dropped-packet | configuration
show crypto key mypubkey * show crypto key

dss pubkey-chain dss
show crypto map interface e =

cerial 1 T R mst

debug crypto engine R NFE

debug cry key clear crypto connection
crypto zerize no crypto public-key

- show crypto cisco algorithms— % 51/8 A A T S H At 33 ZF N2 88 A 2R B E N AT A BiEmE
VHEDES)E L, MRRBADESE L , WFELAFERZE L , AIEREEANELZS B2 M
FRSTRML, MRENEHBZ XN ERHBREINBERE2E , AP EARESHIAR
XBEHAMERMNDESEZE , NIMBELFQLAM. MRARELBSHT —NBEMADESEE , N
BRAEALAGkEE, ¥ : Cisco IOSEHFRA11.3FER T H S KciscoF , EEZFRX D
IPSecHCisco IOSEHRRZA11.2H K Ciscor B I


//www.cisco.com/warp/customer/707/ipsec_debug.html
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml 

Loser #show crypto cisco algorithms
des cfb-64
des cfb-8
40-bi t-des cfb-64
40-bit-des cfb-8
- show crypto cisco key-timeout — EE U MZBERIERE , Z2BEERENBEREANER. £
LEAEE , 2iEF8ER, XAMEHEE , FEXTERFDES (2% ) B , MBBEEFaedt
%, ERALGSTERNBEELFEINPZHBENTE (B ).
Loser #show crypto cisco key-timeout
Session keys will be re-negotiated every 30 minutes
FAXEHTSHEEHNNEHDESEL ZHM M EKE,
St Hel en#show crypto conn
Connecti on Tabl e
PE UPE Conn_id New.id Al gorithm Ti me
0.0.0.1 0.0.0.1 4 0 DES 56_CFB64 Mar 01 1993 03: 16: 09
flags: TI ME_KEYS

St Hel en#show crypto key
Session keys will be re-negotiated every 30 m nutes

St Hel en#show clock
*03:21:23.031 UTC Mon Mar 1 1993

- show crypto cisco pregen-dh-pairs — 8 MNNBXEEAK - —XNDHES . BXEBIFXE
i, EBRTERFIDHES X, 2ETHE , XESBHEER. EHFHDHESX =
CPUEZKRED , RFEQXFERERETIE , LHEN T RREASE. EMERFRE , BT
EREMERHRBEERENDHES X, AF , SEUNBBEXEN , NZKRBRMADHE
53, EEMADHESX G , MAMNWDHES N Bt RRE , AEKRLE — /1 DHERS XTI Al it
FH. BETEEMERZSNHIANDHESH , RIFCHEHBLERESIMMEBRXE , UH
— NHHNDHES I MERRBLIRER,

Loser #show crypto cisco pregen-dh-pairs
Nurber of pregenerated DH pairs: 10

show crypto cisco connections active A T 2+ 51 tH =5l

Loser #show crypto engine connections active

I D Interface | P-Address State Algorithm Encrypt Decrypt
16 Seriall 19.19.19. 19 set DES 56_CFB64 376 884

- show crypto cisco engine connections dropped-packet:A T 2 a5+ i =6l

Loser #show crypto engine connections dropped-packet

Interface | P- Addr ess Drop Count
Seriall 19.19.19.19 39
- show crypto engine configuration(7£Cisco IOSH #Fhx4%11.27 &show crypto engine brief, )34
TR wHHRE,
Loser #show crypto engine configuration
sl ot: 0
engi ne nane: fred
engi ne type: sof t war e
serial number: 02802219
pl atform rp crypto engine

crypto lib version: 10.0.0

Encryption Process |Info
i nput queue top: 465
i nput queue bot: 465
i nput queue count: O

- show crypto key mypubkey dss A T~ 2 a5 5l =6l
Loser #show crypto key mypubkey dss
crypto public-key fred 02802219



79CED212 AF191D29 702A9301 B3E06602 D4FB26B3 316E58C8 05D4930C CE891810
0064492 5F6684CD 3FC326E5 679BCA46 BB155402 D443F68D 93487F7E 5ABE182E
qui t
- show crypto key pubkey-chain dssEA T 2 5 i i R 61
Loser #show crypto key pubkey-chain dss
crypto public-key barney 05694352
B407A360 204CBFA3 F9A0COBO 15D6185D 91FD7D3A 3232EBA2 F2D31D21 53AE24ED
732EA43D 484DEB22 6E91515C 234B4019 38E51D64 04CB9F59 EE357477 91810341
qui t
. show crypto map interface serial 154 T 2 &5 % H =61,
Loser #show crypto map interface serial 1
Crypto Map "ol dstyle" 10 cisco
Connection Id = 16 (8 established, 0 failed)
Peer = barney
PE = 40.40.40.0
UPE = 30.30.30.0
Extended | P access list 133
access-list 133 permt ip
source: addr = 40.40.40.0/0.0.0. 255
dest: addr = 30.30.30.0/0.0.0. 255
FEHpingf TE , FEENBEER.
wan- 5200b#ping 30.30.30.30

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 30.30.30.30, tineout is 2 seconds
Success rate is 100 percent (5/5), round-trip nin/avg/ max = 52/54/56 ms
wan- 5200b#

wan- 5200b#ping 30.30.30.31

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 30.30.30.31, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/ max = 52/53/56 s

wan- 5200b#ping 19.19.19.20

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 19.19.19.20, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/ max = 20/21/24 s

. show crypto map interface serial 150 T 2 &5 5 i i =~ flo
Loser #show crypto map
Crypto Map "ol dstyle" 10 cisco
Connection Id = 16 (8 established, 0 failed)
Peer = barney
PE = 40.40.40.0
UPE = 30.30.30.0
Extended I P access |ist 133
access-list 133 permt ip
source: addr = 40.40.40.0/0.0.0.255
dest: addr = 30.30.30.0/0.0.0. 255

- debug crypto engine A T 2 & i i =4l
Loser #debug crypto engine
Mar 17 11:49:07.902: Crypto engine 0: generate al g param

Mar 17 11:49:07.906: CRYPTO ENG NE: Dh phase 1 status: O
Mar 17 11:49:07.910: Crypto engine O: sign nessage using crypto engi ne
Mar 17 11:49:09.894: CRYPTO ENG NE: packets dropped: State =0



Mar 17 11:49:11.758: Crypto engine O: generate alg param

Mar 17 11:49:12.246: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:13.342: CRYPTO ENG NE 0: get syndrome for conn id 25

Mar 17 11:49:13.346: Crypto engine O: verify signature

Mar 17 11:49:14.054: CRYPTO ENG NE: packets dropped: State = 0

Mar 17 11:49:14.402: Crypto engine O: sign nessage using crypto engi ne
Mar 17 11:49:14.934: Crypto engine 0: create session for conn id 25
Mar 17 11:49:14.942: CRYPTO ENG NE 0: clear dh nunber for conn id 25

Mar 17 11:49:24.946: Crypto engine O: generate alg param
=P

. debug crypto sessmgmtiA T 2 a5 5 i =51,

St Hel en#debug crypto sessmgmt

Mar 17 11:49:08.918: |P: s=40.40.40.40 (Seriall), d=30.30.30.30, len 328,
Found an | CVP connecti on nessage.

Mar 17 11:49:08.922: CRYPTO Dequeued a message: CIM
Mar 17 11:49:08.926: CRYPTO SDU:. Key Ti meout, Re-exchange Crypto Keys
Mar 17 11:49:09.978: CRYPTQO Verify done. Status=CK
Mar 17 11:49:09.994: CRYPTO DH gen phase 1 status for conn_id 22 slot 0: K
Mar 17 11:49:11.594: CRYPTO DH gen phase 2 status for conn_id 22 slot 0: K
Mar 17 11:49:11.598: CRYPTO Syndrone gen status for conn_id 22 slot 0: K
Mar 17 11:49:12.134: CRYPTO Sign done. Status=CK
Mar 17 11:49:12.142: CRYPTO |CWMP nessage sent: s=19.19.19.20, d=19.19.19.19
Mar 17 11:49:12.146: CRYPTO SDU. act_on_nnc_req: NNC Echo Reply sent
Mar 17 11:49:12.154: CRYPTO Create encryption key for conn_id 22 slot 0: K
Mar 17 11:49:15.366: CRYPTO Dequeued a message: CCM
Mar 17 11:49:15.370: CRYPTO Syndrone gen status for conn_id 22 slot 0: K
Mar 17 11:49:16.430: CRYPTQO Verify done. Status=CK
Mar 17 11:49:16.434: CRYPTO Replacing -23 in crypto maps with 22 (slot 0)
Mar 17 11:49:26.438: CRYPTO Need to pregenerate 1 pairs for slot O.
Mar 17 11:49:26.438: CRYPTO Pregenerating DH for conn_id 32 slot O
Mar 17 11:49:28.050: CRYPTO DH phase 1 status for conn_id 32 slot 0: K
~~ Cemmee e This is good ---------- > ~~

MRMEMRS FIRE THIRANEME , LZFRIERER,
Mar 2 12:19:12.639: CRYPTO SDU: Far end aut hentication error:

Connecti on nmessage verify failed
MBMEEATE , FOFUE LIRS,
Mar 2 12:26:51.091: CRYPTO SDU: Connection
failed due to inconpatible policy
MRDSSEAEXRT LN , BLWBILERE R
Mar 16 13:33:15.703: CRYPTO SDU:. Far end authentication error:

Connecti on nessage verify failed

- debug crypto key A T 2 a5 #i tH = 5l

St Hel en#debug crypto key

Mar 16 12:16:45.795: CRYPTO KE: Sent 4 bytes.
Mar 16 12:16:45.795: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:45.799: CRYPTO KE: Sent 6 bytes.
Mar 16 12:16:45.799: CRYPTO KE: Sent 2 bytes.
Mar 16 12:16:45.803: CRYPTO KE: Sent 64 bytes.

Mar 16 12:16:56.083: CRYPTO KE: Received 4 bytes.
Mar 16 12:16:56.087: CRYPTO KE: Received 2 bytes.
Mar 16 12:16:56.087: CRYPTO KE: Received 4 bytes.
Mar 16 12:16:56.091: CRYPTO KE: Received 2 bytes.
Mar 16 12:16:56.091: CRYPTO KE: Received 52 bytes.
Mar 16 12:16:56.095: CRYPTO KE: Received 12 bytes.

clear crypto connection A T 2 &5 % 5 i R 61,
wan- 2511#show crypto engine connections act

I D Interface | P-Address State Algorithm Encrypt Decrypt
9 SerialO 20. 20. 20. 21 set DES_56_CFB64 29 28



wan- 2511#clear crypto connection 9

wan- 2511#

*Mar 5 04:58:20.690: CRYPTO Replacing 9 in crypto maps with 0 (slot 0)
*Mar 5 04:58:20.694: Crypto engine 0: delete connection 9

*Mar 5 04:58:20.694: CRYPTG Crypto Engine clear conn_id 9 slot 0: K

wan- 2511#

wan- 2511#show crypto engine connections act

I D Interface | P-Address State Algorithm Encrypt Decrypt
wan- 2511#

. crypto zerize AT 2 i i R Bl
wan- 2511#show crypto mypubkey
crypto public-key wan2511 01496536
11F43C02 70C0ADB7 5DD50600 A0219E04 C867A5AF CAOA4AFE5S CE99CCAB ASECA840
EBO95FBEE D727ED5B FOA6F042 BDB5529B DBB0698D DB0OB2756 F6CABES8F O05E4B27F
qui t

wan- 2511#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
wan- 2511(confi g) #crypto zeroi ze

War ni ng! Zeroize will renove your DSS signature keys.

Do you want to continue? [yes/no]: yes

% Keys to be renpved are naned wan2511

Do you really want to renove these keys? [yes/no]: yes

% Zer oi ze done.

wan- 2511(confi g) #+z

wan- 2511#

wan- 2511#show crypt o mypubkey

wan- 2511#

- no crypto public-key XA T 2% 4 tH =B,

wan- 2511#show crypto pubkey

crypto public-key wan2516 01698232
B1C127B0 78D79CAA 67ECAD80 03D354B1 9012C80E 0C1266BE 25AEDE60 37A192A2
B066D299 77174D48 7FBAB5FC 2B60893A 37E5CB7B 62F6D902 9495733B 98046962

qui t

wan- 2511#configure terminal
Enter configuration conmands, one per line. End with CNTL/Z.
wan- 2511(confi g) #crypto public-key ?

WORD Peer nane

wan- 2511(confi g) #

wan- 2511(confi g) #no crypto public-key wan2516 01698232
wan- 2511(confi g) #+2

wan- 2511#

wan- 2511#show crypto pubkey

wan- 2511#

{f FHESA#EBRCisco 72004 B

BREERMEREHHHENAT , A T1ECisco 7200 R 5B H2R ( HRANESA ) LHITIME. ESARAVIP2-
40+~ By iw A EE 2R S Cisco 72000930 i OB B BRI . MR AV ERB B IRHVIP2E 45
Z @ Mg =B Cisco 7500 VIP2+ LRV ZE O & ASE HIVEHE. Cisco 720078 VFRE 4170 By Hn 2
Cisco 7200058 LAEAZOMNRE., EANEHFATEERNCPURH  XEFHTHTHMEA
&, B0 EE B R EttCisco I0OSTIEE,

1£Cisco 7200 L , 3 7% O ERE S ELE S Cisco IOSHEMMBR S| B4 ME , BE —EFHAR SN
BATFREAMREBNSIZ ( RELEH ) [T NE,



B, NEHMBEREEHES

wan- 7206a(confi g) #

%0 R- 6- REMCARD: Card renmpoved fromslot 3, interfaces disabl ed
*Mar 2 08:17:16.739: ...switching to SWcrypto engine

wan- 7206a#show crypto card 3

Crypto card in slot: 3

Tanper ed: No
Xtracted: Yes
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
wan- 7206a#

wan- 7206a(confi g) #

wan- 7206a( confi g) #crypto zeroize 3

War ni ng! Zeroize will renmove your DSS signature keys.
Do you want to continue? [yes/no]: yes

% Keys to be renpved are naned hard.

Do you really want to renove these keys? [yes/no]: yes
[ K]

ERSEREHNE , TR :

wan- 7206a( confi g) #crypto esa shutdown 3
...switching to SWcrypto engine

wan- 7206a( confi g) #crypto esa enable 3
There are no keys on the ESA in slot 3- ESA not enabl ed.

BTk , B AESAZ A £ FRESA B4R,

wan- 7206a( confi g) #crypto gen-signature-keys hard

% Initialize the crypto card password. You will need
this password in order to generate new signature
keys or clear the crypto card extraction |atch.

Passwor d:

Re-ent er password:

Generating DSS keys . ...
[XK]

wan- 7206a( confi g) #

wan- 7206a#show crypto mypubkey

crypto public-key hard 00000052

EE691A1F BD013874 5BA26DC4A 91F17595 C8CO6F4E F7F736F1 ADOCACEC 74AB8905
DF426171 29257F8E B26D49B3 A8E11FB0 A3501B13 D3F19623 DCCE7322 3D97B804
quit

wan- 7206a#
wan- 7206a( confi g) #crypto esa enable 3
...switching to HWcrypto engine

wan- 7206a#show crypto engine brie
crypto engi ne nane: har d
crypto engi ne type: ESA



serial numnber: 00000052
crypto engine state: installed
crypto firmmvare version: 5049702
crypto engine in slot: 3

wan- 7206a#

fE HESAHERRVIP2 ¥

VIP2+ EWESARE 4 is QBB R A T B M@ R EIVIP2+ LR O£ A& W H#E. SCisco
7200—% |, ERAMBHB AT EERNCPURAR., EXMHERT |, crypto esa enablefi & RN FHE

, IANIRESAEEA , ESAL OEE S AXNVIP2< Liis O TR, MRESAKOERBEE
REREN , WEEHNBERYNFRNAZEE  EFEBRATNIZE.

Router#show crypto card 11

Crypto card in slot: 11

Tanper ed: No

Xt ract ed: Yes
Password set: Yes

DSS Key set: Yes

FW ver si on 0x5049702
Rout er #

AT EMREESAIMZER , L EX ZIEEH {Terypto clear-latchis T 2 81 , B FI A T HiRE
B, TR,

*Jan 24 02:57:09.583: CRYPTO Sign done. Status= Extraction |atch set. Request not all owed.

Rout er (confi g) #crypto clear-latch ?
<0- 15> Chassis sl ot nunber

Rout er (confi g) #crypto clear-latch 11
% Enter the crypto card password.
Passwor d:

Rout er (confi g) #+2

MRSIET 2B 2 E M FRS |, 5 FHcrypto zeroize® © M Zcrypto clear-latchit S EEESA. X
tHerypto zeroize@ R /g , XMEHERH EFKIMDSSEH, EMEKDSSHLAN , REXRTE
BIEFHE, ROIMTARAR,

Rout er #
Y8YS-5- CONFI G | : Configured fromconsol e by consol e
Rout er #show crypto card 11

Crypto card in slot: 11

Tanper ed: No
Xtracted: No
Password set: Yes

DSS Key set: Yes

FW versi on 0x5049702

Rout er #



Rout er #show crypto engine brief

crypt o engi ne nane: TERT

crypto engi ne type: sof tware

serial nunber: 0459FC8C

crypto engine state: dss key generated
crypto lib version: 5.0.0

crypto engine in slot: 6

crypt o engi ne nane: WAAA

crypto engi ne type: ESA

serial nunber: 00000078

crypto engine state: dss key generated
crypto firmmvare version: 5049702
crypto engine in slot: 11

Rout er #

Rout er (confi g) #crypto zeroize

War ni ng! Zeroize will renmove your DSS signature keys
Do you want to continue? [yes/no]: yes

% Keys to be renoved are naned TERT.

Do you really want to renove these keys? [yes/no]: yes
% Zer oi ze done

Rout er (confi g) #crypto zeroize 11

War ni ng! Zeroize will renove your DSS signature keys
Do you want to continue? [yes/no]: yes

% Keys to be renpved are naned WAAA

Do you really want to renove these keys? [yes/no]: yes

[ K]

Rout er (confi g) #+2z
Rout er #show crypto engine brief

crypt o engi ne nane: unknown

crypto engi ne type: sof tware
serial numnber: 0459FC8C
crypto engine state: installed

crypto lib version: 5.0.0
crypto engine in slot: 6

crypt o engi ne nane: unknown
crypto engi ne type: ESA
serial numnber: 00000078
crypto engine state: installed

crypto firmmvare version: 5049702
crypto engine in slot: 11

Rout er #

Rout er (confi g) #crypto gen-signature-keys VIPESA 11

% lInitialize the crypto card password. You will need
this password in order to generate new signature
keys or clear the crypto card extraction |atch.

Passwor d:
Re- ent er password:
Generating DSS keys ....

[ ]

Rout er (confi g) #
*Jan 24 01:39:52.923: Crypto engine 11: create key pairs.
nZ



Rout er #

Rout er #show crypto engine brief

crypt o engi ne nane: unknown

crypto engi ne type: sof tware
serial nunber: 0459FC8C
crypto engine state: installed

crypto lib version: 5.0.0
crypto engine in slot: 6

crypt o engi ne nane: VI PESA

crypto engi ne type: ESA

serial nunber: 00000078

crypto engine state: dss key generated
crypto firmmvare version: 5049702
crypto engine in slot: 11

Rout er #

Rout er #show crypto engine connections active 11

1D Interface | P-Address State Algorithm Encrypt Decrypt
2 Serial 11/0/0 20. 20. 20. 21 set DES_56_CFB64 9996 9996
Rout er #

Rout er #clear crypto connection 2 11

Rout er #

*Jan 24 01:41:04.611: CRYPTO Replacing 2 in crypto maps with 0 (slot 11)
*Jan 24 01:41:04.611: Crypto engine 11: del ete connection 2

*Jan 24 01:41:04.611: CRYPTO Crypto Engine clear conn_id 2 slot 11: K
Rout er #show crypto engine connections active 11

No connecti ons.

Rout er #
*Jan 24 01:41:29.355: CRYPTO ENG NE: Nunber of connection entries
received fromVIP 0O

Rout er #show crypto mypub

% Key for slot 11:

crypto public-key VI PESA 00000078

CF33BA60 56FCEEQ01 2D4E32A2 5D7ADE70 6AF361EE 2964F3ED A7CE08BD A87BF7FE
90A39F1C DF96143A 9B7B9C78 5F59445C 27860F1E 4CD92B6C FBCACBCC 32D64508
quit

Rout er #show crypto pub
crypto public-key wan2516 01698232

C5DE8CA6 8A69932C 70C92A2C 729449B3 FD10ACAD 1773A997 7F6BA37D 61997AC3
DBEDBEA7 51BF3ADD 2BB35CB5 B9126B4D 13ACF93E ODFOCD22 CFAACLA8 9CE82985
quit

Rout er #

interface Serial 11/0/0

i p address 20.20.20.21 255.255.255.0
encapsul ati on ppp

i p route-cache distributed

no fair-queue

no cdp enabl e

crypto map test

Rout er #show crypto eng conn act 11
1D Interface | P-Address State Algorithm Encrypt Decrypt
3 Serial 11/0/0 20. 20. 20. 21 set DES_56_CFB64 761 760



Rout er #
*Jan 24 01:50:43.555: CRYPTO ENG NE: Nunber of connection
entries received fromVIP 1

Rout er #

HXER

. Cisco B EMFBHN & B SHEHEER : IPSec #l ISAKMP - 58 2 #49
- REEREESHARTIZEF (NIST) Z458 DES FIPS 46-2

- REEREHASE AR (NIST) M8 DSS FIPS 186

- RSA =W E X F HarnBARK E WA=

. |IETF REHAE

- BLE Internet AWM E LD

. BB IPSec ML

- IPSec T MH

. BARF# - Cisco Systems
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//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
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