BLEREMBEIFAE MERY IPSec BB HERREE
, USRI NAT MEA

B =%

T

FREM

BEXR

fi£ A B9 4R 1

AN

R4 ACL H#) deny IBAIEE NAT 8 ?

B NAT WIER I . A ARTEEN IPsec BRIE TR Ztbat ?

BE

) 4% [

BE

£ iF

HEEHER

HEHBRD S
x{E8

f&T

Lt 7R B B i o) 4% 1 B e
- MEFNEAME (10.1.1.x M 172.16.1.x ) ZHB T &,
o JSEA IP it ( SAEBiRUE 200.1.1.25 ) HEATTF 10.1.1.3 WINEEE,

ATBAE ARG R HI 5 FR (ACL) B REEHIBITN T AMEEIT MK R EN T i1t 3%

(NAT) , EZREEFRHIBNEEANERTMEHETREE L, FUHTRFEES , 10.1.1.x NE
FHAIARSERIEE — NS NAT, LEROIEEFER NAT @S route-map &I , MT7EET 0
ZBE KX NAT FRERPEIEER A NAT,

FERF M

B3R
AXAEEABENER,
152 R B9 4B 4

AXEPHEEETUT R FE SR
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AXEBNESFRLET BEXREFAPNREREH, AEFEAOFERE R RAR
(BN ) BE. NRCEANLESRS  BRRESETRTAH S 0RERN,

A

BRXERAVBFMRESR , FSH Cisco BRARERAM,

N A ACL Y deny IEAIEE NAT RE ?

FE{EH Cisco 10S IPsec 5 VPN Bt , A \BES M EBRABEZE, ELLRF , EAHF Internet
M= E#NSTEM 200.1.1.1 ] 100.1.1.1 B Cisco 10S IPsec &8, fELtMENBEFEESEEE—
EHNFENETH LANNAEXREREHN., FHit, BELZFHFEN —MNAETH LAN #AZETH
LAN BURER A NAT, EHRESEEANZEEHEET 3 MEH , BFELEEFREKHR 2 NEHHE
S, XEHESEERE 10.1.1.0/24 ML ( T2 200.1.1.1 ) BIR IP ik,

BXRIMABE NAT HIEARES |, BSH NAT BTI0F. 25300 BA B4R e M &R EE A SN SRR 7E 40
BREZHQHIT NAT, XRREXNEREFEELEENERR.

<{froot>

ip nat inside source list 122 interface Ethernet0/1 overl oad

<#root>

access-list 122 deny ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0. 255
access-list 122 permt ip 10.1.1.0 0.0.0.255 any

AR A LERBEFMAEANAT, EEBERT , EALUR NAT REREEN AT IPsec RI4E
KRE" (A EAE 2 R ACL 101) £ NAT &b F7E a0 RS B o 22 37 BRIE A9 13
HEE  BEZHEWESEE LAN FHHEXMR FFE IPSec fRiE,

5 NAT BRI , A AERTEEETE IPsec B8 Fik 1% 31
?

MNFAZF 10.1.1.3 FIIRSFE S , LREXL SIEEHEDS—X — NAT, ERE NAT'd Z 200.1.1.25 , KA
& Internet AP AT EBTIHR, KEUTHS :

<{froot>

ip nat inside source static 10.1.1.3 200.1.1.25
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HEEZS NAT B inZBRERE L 172.16.1.x MK EMAF 25X 10.1.1.3, XERNEEEET ACL
122 EELMBRER A NAT'd. T, ﬂ?ufm113u&MﬂM13kmMﬁﬁﬁ§,#M
NAT S S ERE T EM NAT B4, 88 NAT BAFRETITHELINBZHRE B NAT'd,
172.16.1.x ME LR AFEREE 10.1.1.3 8% , kB 10.1.1.3 WEE N NATd = 200.1.1.25 , it E
SEFRLBEBIMZPHEIRE ( EMFETEE NAT ) -

BB ERAS NAT B A route-map S RIELEMNBREK N NATI ( BEEBS—X—
NAT'd ) o

EE : {XIECisco IOSEHFIRAR12.2(4) TR E S RA A X iF5 ASNAT LW route-mapikil, A< HAt
R , BSH NAT — g

BRMAEA TGS , FEEATFME R 10.1.1.3 ( #35 NATd E£41)

<{froot>

ip nat inside source static 10.1.1.3 200.1.1.25 route-map nonat
!

access-1ist 150 deny ip host 10.1.1.3 172.16.1.0 0.0.0. 255

access-list 150 permit ip host 10.1.1.3 any
|

route-map nonat permt 10
match i p address 150

XEEAE RSB ES NAT NAT5 ACL 150 IEEARE. ACL 150 R/ NAT A
FTREE 10.1.1.3 ABIMERRERTE 172.16.1.x BWRE. B2 , & NAT MATIEE 10.1.1.3 B9Fr
EHMRE (ET Internet WRE )

[

REo REA R WA E B A AR ShEER E B

AR ERABTERTEREMES)ERBRAXEPERANBTHEAES.
R 4% B

AXHEER AT MERE
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172.16.1.x

®

&00.1.1.1

10.1.1.x

io0.1.1.1
Intemet
R2 ) _
10.1.1.3
istatic HAT'd
to 200.1.1.25)
[
ANEERUATERE :
- BXERER 2
- BREHES 3
R2 - BRHERELE
<#root>
R2#

wite term nal

Building configuration...

Current configuration : 1412 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
I

host nane R2

!

boot-start-marker
boot-end-marker

!

!

no aaa new-model

!

resource policy

!

clock timezone EST 0O
ip subnet-zero

no ip domain lookup
!

!




crypto isaknmp policy 10
aut henti cation pre-share

!
crypto isaknp key ci scokey address 200.1.1.1

crypto ipsec transformset nyset esp-3des esp-nmd5- hnac

crypto map nmyvpn 10 i psec-i saknp
set peer 200.1.1.1
set transformset nyset

I--- Include the private-network-to-private-network traffic !--- in the encryption process:

mat ch address 101

!

[

[

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly
I

interface Ethernetl/0
ip address 100.1.1.1 255.255.255.0

ip nat outside

ip virtual-reassembly

crypto map nyvpn

ip classless

ip route 0.0.0.0 0.0.0.0 100.1.1.254
I

ip http server

no ip http secure-server
I

!--- Except the private network from the NAT process:

ip nat inside source list 175 interface Ethernetl1/0 overl oad

!I--- Include the private-network-to-private-network traffic !--- in the encryption process:

access-list 101 permit ip 172.16.1.0 0.0.0.255 10.1.1.0 0.0.0. 255




!--- Except the private network from the NAT process:

access-list 175 deny ip 172.16.1.0
access-list 175 permt ip 172.16.1.0

0.0.0.255 10.1.1.0 0.0.0. 255
0. 0. 0. 255 any
!

!

!

control-plane

!

!

Tine con 0O

exec-timeout 0 O

Tine aux 0

Tine vty 0 4

Tlogin

!

end

R3 - FRHRELE

<{#froot>
R3#

wite term nal

Building configuration...

Current configuration : 1630 bytes

I

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

I

hostname R3

I

boot-start-marker

boot-end-marker

I

I

no aaa new-model

I

resource policy

I

clock timezone EST 0O

ip subnet-zero

no ip domain lookup
!

crypto isaknmp policy 10
aut hentication pre-share
crypto isaknp key ci scokey address 100.1.1.1




crypto ipsec transformset nyset esp-3des esp-nd5-hnac

crypto map nmyvpn 10 i psec-i saknp
set peer 100.1.1.1
set transformset nyset

!I--- Include the private-network-to-private-network traffic !--- in the encryption process:

mat ch address 101

!

!

|

interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual-reassembly
I

interface Ethernetl/0
ip address 200.1.1.1 255.255.255.0
ip nat outside

ip virtual-reassembly

crypto map nyvpn

[
!
ip classless

ip route 0.0.0.0 0.0.0.0 200.1.1.254
[

no ip http server

no ip http secure-server
I

!--- Except the private network from the NAT process:
ip nat inside source list 122 interface Ethernetl/0 overl oad
I--- Except the static-NAT traffic from the NAT process if destined !--- over the encrypted tunnel:

ip nat inside source static 10.1.1.3 200.1.1.25 route-map nonat
!

access-list 101 pernmit ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0. 255

!--- Except the private network from the NAT process:

access-list 122 deny ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0. 255




access-list 122 permt ip 10.1.1.0 0.0.0.255 any

I--- Except the static-NAT traffic from the NAT process if destined !--- over the encrypted tunnel:

access-1ist 150 deny ip host 10.1.1.3 172.16.1.0 0.0.0. 255
access-list 150 pernit ip host 10.1.1.3 any

route-map nonat permit 10
match i p address 150

|

!

!
control-plane
1

|

Tine con 0O
exec-timeout 0 O
Tine aux 0
Tine vty 0 4
Togin

!

end

56 UE
LR TAT R BNRIELE,

HUEHEER

AR T RE B,

BXEMES , WSH 1P Z2KEHE - THAEA debug B,
HEBEBR e T

TR HERER (EEMAS ) (OIT) XEE LY show 5. FH OIT TEEX show S
HE D47,

EE . EAdebugii T2 Hl . BEZ B XDebugin THEERFE.

- debug crypto ipsec sa — £ RHTEX 2 B9 IPSec .
- debug crypto isakmp sa — EEFH B 1 B9 ISAKMP 117,

« debug crypto engine — E RINBZELE,

EESEYS
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