ERARBEMLOHMEZBESIHELE, NAT
AR EEHERER IPSec

AN

show #i i 7= 51
i PE HEBR
PR T
HXEE

1Lk

I RGIEE S RIMAGE A IPSec BT AML (10.103.1.x) F2N ML (98.98.98.x) Z B EIE R
» 98.98.98.x M A @iT & A utiR Al 10.103.1.x WM&, 10.103.1.x ML AET 2 A #thukiR B
08.98.98.x M4,

KRR
BEXR

AXHEFERN IPSec tMUABELN TH#E, BX IPSec HIFHEE , HZ M IP £2 (IPSec) &

Er.
{E A
AXEPHEEETUTREME AR

. Cisco I0S® B #HhR7A 12.3(5)

. Cisco 3640 M H25
AXEANEEHMEETEEXRRENREFNEZREN, AXEFERANMERZERIEXAR
(BN BE, MREFEANREXENG , FHAECLTHRAMETSHNEERM,
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y |
BXRXHEANBFERES , 55 Cisco HFARERAN,

EE

A E 3 R A R AT ES B AN AL P IR S BERVE B

A BEERAXRAXHEPEANGSHNEMES  EEARTERTIBBUEMRER).

R&EE
AR A4 R LB AR R R AR E.

9898581 9999992 9999991 9595951

9595952 10.103.1.75

T e

"public™ router
S8.9898.x

public network

Aol
AXREEAUTERE :

- 3640-2b“% "B HH B
- 3640-6a"% A"E H 88

3640-2b" .2 "B I R

r p- 3640- 2b#show running config
Bui | di ng configuration..

Current configuration:

!

version 12.3

servi ce tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!

host nane rp-3640-2b

!

i p subnet-zero
!

!
!--- Defines the Internet Key Exchange (IKE) policies.
crypto isakmp policy 1

!--- Defines an IKE policy. Use the crypto isakmp policy
I--- command in global configuration node. |IKE policies
I--- define a set of paraneters !--- that are used

364063
"private” router
10.103.1.x
private network
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during the | KE phase | negotiation.

hash md5
authentication pre-share

!--- Specifies preshared keys as the authentication
method. crypto isakmp key ciscol23 address 95.95.95.2

!--- Configures a preshared authentication key, used in
!-—- global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

!--- Defines a transform-set. This 1s an acceptable !---
combination of security protocols and algorithms, !---
which has to be matched on the peer router. ! crypto map
rtp 1 ipsec-isakmp

!--- Indicates that IKE is used to !--- establish the
IPSec security associations (SAs) that protect !--- the
traffic specified by this crypto map entry. set peer
95.95.95.2

I--- Sets the IP address of the remote end. set
transform-set rtpset

!--- Configures IPSec to use the transform-set !---
"rtpset" defined earlier. match address 115

!--- This is used to assign an extended access 1list to a

!--- crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto
protection. ! interface Ethernet0/0 ip address

98.98.98.1 255.255.255.0 no ip directed-broadcast !
interface Ethernet0/1

ip address 99.99.99.2 255.255.255.0

no i p directed-broadcast

no ip route-cache

!--- Enable process switching for !--- IPSec to encrypt
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

!--- Configures the interface to use !--- the crypto map
"rtp" for IPSec. ! . . !--- Output suppressed. . . ip
cl assl ess ip route 0.0.0.0 0.0.0.0 99.99.99.1

!--- Default route to the next hop address. no ip http
server ! access-list 115 permit ip 98.98.98.0 0.0.0.255
10.103.1.0 0.0.0.255

!--- This access-1ist option causes all IP traffic !---
that matches the specified conditions to be !---
protected by IPSec using the policy described by !---
the corresponding crypto map command statenments.

access-list 115 deny ip 98.98.98.0 0.0.0.255 any

|

line con O

transport input none
line aux 0O




line vty 0 4
| ogi n
!

end

3640-6a"% "M 7%

r p- 3640- 6a#show running config
Bui | di ng configuration..

Current configuration
!
version 12.3

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
|

host nane rp- 3640- 6a
!

!
i p subnet-zero

!--- Defines the IKE policies. ! crypto isakmp policy 1
!--- Defines an IKE policy. !--- Use the crypto isakmp
policy !--- command in gl obal configuration node. |KE
policies !--- define a set of paraneters !--- that are

used during the | KE phase | negotiation

hash md5
authentication pre-share

!--- Specifies preshared keys as the authentication
method. crypto isakmp key ciscol23 address 99.99.99.2

!--—- Configures a preshared authentication key, !---
used in global configuration mode. ! crypto ipsec
transform-set rtpset esp-des esp-md5-hmac

!--- Defines a transform-set. This 1is an !--- acceptable
combination of security protocols and algorithms, !---
which has to be matched on the peer router. crypto map
rtp 1 ipsec-isakmp

!--- Indicates that IKE is used to establish !--- the
IPSec SAs that protect the traffic !--- specified by

this crypto map entry. set peer 99.99.99.2

I--- Sets the IP address of the remote end. set
transform-set rtpset

!--- Configures IPSec to use the transform-set !---
"rtpset" defined earlier. match address 115

!--- Used to assign an extended access list to a !---

crypto map entry which is used by IPSec !--- to
determine which traffic should be protected !--- by
crypto and which traffic does not !--- need crypto

protection. . . !--- Output suppressed. . . ! interface




Et hernet3/0 ip address 95.95.95.2 255.255.255.0 no ip
di rect ed- broadcast ip nat outside

!--—- Indicates that the interface is !--- connected to
the outside network. no ip route-cache

!--- Enable process switching for !--- IPSec to encrypt
outgoing packets. !--- This command disables fast
switching. no ip nroute-cache crypto map rtp

!--- Configures the interface to use the !--- crypto map
"rtp" for IPSec. ! interface Ethernet3/2 ip address
10.103. 1. 75 255.255.255.0 no ip directed-broadcast ip
nat inside

!--- Indicates that the interface is connected to !---
the inside network (the network subject to NAT
translation). ! ip mnat pool FE30 95.95.95.10 95.95.95.10
netmask 255.255.255.0

!--- Used to define a pool of IP addresses for !--- NAT.

Use the ip nat pool command in !--- global configuration
node.

ip nat inside source route-map nonat pool FE30 overload

!--- Used to enable NAT of !--- the inside source

address. Use the ip nat inside source !--- commmand in
gl obal configuration node. !--- The 'overload' option
enabl es the router to use one global !--- address for

many | ocal addresses.

ip classless
ip route 0.0.0.0 0.0.0.0 95.95.95.1

!--- Default route to the next hop address. nho ip http
server | access-list 110 deny ip 10.103.1.0 0.0.0.255
98.98.98.0 0.0.0.255

access-list 110 permit ip 10.103.1.0 0.0.0.255 any

!--- Addresses that match this ACL are NATed while !---
they access the Internet. They are not NATed !--- if
they access the 98.98.98.0 network. access-list 115
permit ip 10.103.1.0 0.0.0.255 98.98.98.0 0.0.0.255

!--- This access-1ist option causes all IP traffic that
! --—- matches the specified conditions to be !---
protected by IPSec using the policy described !--- by
the corresponding crypto map command statenments.

access-list 115 deny ip 10.103.1.0 0.0.0.255 any

route-map nonat permit 10

match ip address 110
!

|
line con O

line vty 0 4




end

Wi

AEBDFrRHENEETATRINENEEREER T/,

mTAHBEREFTE (NRIMA,T ) ZHHELYL show BH , BALTEAUEEX show i
RN

ERITHESE , F2RRREETAKMAES 10.103.1.75 ELULAMBZBONY & ping % , ZHTE%
EENFEBES 98.98.98.1 LR LLAMED,

- ping - AT UM EARMEERE,
r p- 3640- 6a#ping
Protocol [ip]:
Target | P address: 98.98.98.1
Repeat count [5]:
Dat agram si ze [ 100] :
Ti meout in seconds [2]:
Ext ended conmmands [n]: y
Source address or interface: 10.103.1.75
Type of service [0]:
Set DF bit in IP header? [no]:
Validate reply data? [no]
Data pattern [ OXABCD]:
Loose, Strict, Record, Tinmestanp, Verbose[none]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 98.98.98.1, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 64/ 64/ 68 s

- show crypto ipsec sa - £ RE i (IPsec) SA FIRAMRE.

- show crypto isakmp sa - & R F& LRI FE 28 IKE SA.

. show crypto engine - £ RINZSIZBHEEF LS, BEEFN EXEC EX TEH show crypto
engine I

show % i R4

e 2O S E & A show crypto ipsec sa ih SR H.

r p- 3640- 6a#show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 95.95.95.2

protected vrf:
|l ocal ident (addr/nmask/prot/port): (10.103.1.0/255.255.255.0/0/0)
renote ident (addr/nmask/prot/port): (98.98.98.0/255.255.255.0/0/0)
current _peer: 99.99.99.2:500
PERM T, flags={origin_is_acl,}
#pkts encaps: 5, #pkts encrypt: 5, #pkts digest 5
#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
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#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 95.95.95.2, remote crypto endpt.: 99.99.99.2
path mu 1500, nedia ntu 1500
current outbound spi: 75B6D4D7

inbound esp sas:
spi: Ox71E709E8(1910966760)
transform esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4576308/3300)
1V size: 8 bytes
repl ay detection support: Y

i nbound ah sas:
i nbound pcp sas:

outbound esp sas:
spi: 0x75B6D4D7(1974916311)
transform esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4576310/3300)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:

out bound pcp sas:

Wt RATERTNERZEWERN IPSec SA, MNZRZETE5.95.95.25199.99.99.2 2 HEY , AF
P ££98.98.98.07110.103.1.0 2 B MR E, BALLBEHFNHERELAF(ESP)SABEY MBI, H
F3&%8 AH , Atk , RERAIAERL (AH) SA,

P B BR

AERENEE T AT EE T HEDEER.

S P R T

mEAHBEREFTE (NRIMAFT ) ZHHELYL show H , BALTEAUEEX show i f
BN,

AEE  ExHdebugli T 28l , B2 HBEXDebugin THEEEE,

- debug crypto ipsec sa - ATE®RE 2 BB #Y IPSec HiF.
- debug crypto isakmp sa - A TZEEE 1 Bt BRI ISAKMP fHHE.
. debug crypto engine - A FE RIMFLE,

HXER

- NAT Z1TIIR
- IPE2 M ELERR- T N5 Hdebug T
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