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Current configuration:

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname routerl

!

boot-start-marker

boot-end-marker

1

!

clock timezone EST 0

no aaa new-model

ip subnet-zero

1

!

ip audit po max-events 100

no ftp-server write-enable
1

!--- Configure Internet Key Exchange (IKE) policy and !-
-- pre-shared keys for each peer. !--- IKE policy
defined for peers. crypto isakmp policy 4

authentication pre-share

!--- Pre-shared keys for different peers. crypto isakmp
key xxxxxx1234 address 100.228.202.154

crypto isakmp key xxxxxx1234 address 200.154.17.130

1

!--- IPSec policies: crypto ipsec transform-set encrypt-
des esp-des

1

1

crypto map combined local-address SerialO

!--- Set the peer, transform-set and encryption traffic
for tunnel peers. crypto map combined 20 ipsec-isakmp
set peer 100.228.202.154
set transform-set encrypt-des
match address 106
crypto map combined 30 ipsec-isakmp
set peer 200.154.17.130
set transform-set encrypt-des
match address 105
1
!
interface Serial0
ip address 100.232.202.210 255.255.255.252
ip nat outside
serial restart-delay 0

!--- Apply the crypto map to the interface. crypto map
combined




1

interface FastEthernetO
ip address 192.168.1.1 255.255.255.0
ip nat inside

ip classless

ip route 0.0.0.0 0.0.0.0 100.232.202.209
no ip http server

no ip http secure-server

!--- Define traffic for NAT. ip nat inside source route-
map nonat interface Serial0 overload

!--- Access control list (ACL) that shows traffic to
encrypt over the tunnel. access-list 105 permit ip
192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255
access-list 106 permit ip 192.168.1.0 0.0.0.255
192.168.2.0 0.0.0.255

!--- ACL to avoid the traffic through NAT over the
tunnel. access-list 150 deny ip 192.168.1.0 0.0.0.255
192.168.2.0 0.0.0.255

access-list 150 deny ip 192.168.1.0 0.0.0.255
192.168.3.0 0.0.0.255

!--- ACL to perform NAT on the traffic that does not go
over the tunnel. access-list 150 permit ip 192.168.1.0
0.0.0.255 any

!--- Do not perform NAT on the IPSec traffic. route-map
nonat permit 10
match ip address 150
!
control-plane
!
!
line con 0
line aux 0
line vty 0 4
!
1

end

PR ER 2

Current configuration:

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname router2

!

boot-start-marker

boot-end-marker

1

!

clock timezone EST 0

no aaa new-model

ip subnet-zero
1




1
ip audit po max-events 100

no ftp-server write-enable
1

!--- Configure IKE policy and pre-shared keys for each
peer. !--- IKE policy defined for peers. crypto isakmp
policy 4

authentication pre-share

!-—-- Pre-shared keys for different peers. crypto isakmp
key xxxxxx1234 address 100.228.202.154

crypto isakmp key xxxxxx1234 address 100.232.202.210

1

!--- IPSec policies. crypto ipsec transform-set encrypt-
des esp-des

1

1

crypto map combined local-address Ethernetl

!--- Set the peer, transform-set and encryption traffic
for tunnel peers. crypto map combined 7 ipsec-isakmp
set peer 100.232.202.210
set transform-set encrypt-des
match address 105

crypto map combined 8 ipsec-isakmp
set peer 100.228.202.154
set transform-set encrypt-des
match address 106
1
1
!
interface Ethernet0
ip address 192.168.3.1 255.255.255.0
ip nat inside
!
interface Ethernetl
ip address 200.154.17.130 255.255.255.224
ip nat outside

!--- Apply the crypto map to the interface. crypto map
combined

!

ip classless

ip route 0.0.0.0 0.0.0.0 200.154.17.129

no ip http server

no ip http secure-server
1

!--- Define traffic for NAT. ip nat inside source route-
map nonat interface Ethernetl overload

!--- ACL shows traffic to encrypt over the tunnel.
access-1list 105 permit ip 192.168.3.0 0.0.0.255
192.168.1.0 0.0.0.255

access-list 106 permit ip 192.168.3.0 0.0.0.255
192.168.2.0 0.0.0.255

!--- ACL to avoid the traffic through NAT over the
tunnel. access-list 150 deny ip 192.168.3.0 0.0.0.255
192.168.1.0 0.0.0.255




access-list 150 deny ip 192.168.3.0 0.0.0.255
192.168.2.0 0.0.0.255

!--- ACL to perform NAT on the traffic that does not go
over the tunnel. access-list 150 permit ip any any

!--— Do not perform NAT on the IPSec traffic. route-map
nonat permit 10
match ip address 150
!
1
!
control-plane
!
!
line con 0
line aux 0
line vty 0 4
!
1

end

PR IR

Current configuration:

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname router3

!

boot-start-marker

boot-end-marker

1

!

clock timezone EST 0

no aaa new-model

ip subnet-zero

1

!

ip audit po max-events 100

no ftp-server write-enable
1

!--- Configure IKE policy and pre-shared keys for each
peer. !--- IKE policy defined for peers. crypto isakmp
policy 4

authentication pre-share

!--- Pre-shared keys for different peers. crypto isakmp
key xxxxxx1234 address 100.232.202.210

crypto isakmp key xxxxxx1234 address 200.154.17.130

1

!--- IPSec policies: crypto ipsec transform-set encrypt-
des esp-des
1




!--- Set the peer, transform-set and encryption traffic
for tunnel peers. crypto map combined local-address
Serial0
crypto map combined 7 ipsec-isakmp
set peer 100.232.202.210
set transform-set encrypt-des
match address 106
crypto map combined 8 ipsec-isakmp
set peer 200.154.17.130
set transform-set encrypt-des
match address 105
1
!
interface Serial0
ip address 100.228.202.154 255.255.255.252
ip nat outside
serial restart-delay 0

!--- Apply the crypto map to the interface. crypto map
combined
!
interface FastEthernetO
ip address 192.168.2.1 255.255.255.0
ip nat inside
!
ip classless
ip route 0.0.0.0 0.0.0.0 100.228.202.153
no ip http server

no ip http secure-server
1

!--- Define traffic for NAT. ip nat inside source route-
map nonat interface Serial0 overload

!--—- ACL that shows traffic to encrypt over the tunnel.
access-1list 105 permit ip 192.168.2.0 0.0.0.255
192.168.3.0 0.0.0.255

access-1list 106 permit ip 192.168.2.0 0.0.0.255
192.168.1.0 0.0.0.255

!--- ACL to avoid the traffic through NAT over the
tunnel. access-list 150 deny ip 192.168.2.0 0.0.0.255
192.168.3.0 0.0.0.255

access-1list 150 deny ip 192.168.2.0 0.0.0.255
192.168.1.0 0.0.0.255

!--- ACL to perform NAT on the traffic that does not go
over the tunnel. access-list 150 permit ip 192.168.2.0
0.0.0.255 any

!--- Do not perform NAT on the IPSec traffic. route-map
nonat permit 10
match ip address 150
!
1
!
control-plane
!
!
line con 0
line aux 0
line vty 0 4
login
1




AEBDFrRHENEETATRINENEEREER T/,

mTAHBEREFTE (NRIMA, ) ZHHELYL show H , FALTEAUEEX show i
RHND

. show crypto engine connections active - &£ 7R IPSec W& 2 BN MBNRBZHES.
- show crypto isakmp sa — £ RN &4 LA 248 IKE R£<Ek (SA).
- show crypto ipsec sa - R Hl (IPsec) SA PR ARZE.

R P HE R
A4 RIS BT AT X 4T MR RR
B BR T

moHEEREFIE (XEEMAS ) XFFE LY show 9 , FALITETTLIEEX show i
w2,

AEXE : £ A Hdebug@e S 2Hl , TS HEXDebugin THEEE L,

AR UTRRSMERNPSecE MR ( NEHE ) £E1T, SAERMIXF4H4 LB SA.

- debug crypto isakmp - RIEM R 1 BRI EIR,

. debug crypto ipsec -& RTEHT B 21AE Y 1R

- debug crypto engine - E RRBMZESIEHNESR.

- clear crypto connection connection-id [slot | rsm | vip] — £ 1IE ¥ETEER TR MNE LT, Y4
ERBEE , MZRSFEEFEA%IE, £ show crypto cisco connections a5 AIZR B2 ID {H,

- clear crypto isakmp - EBREE 1 BrERHY SA,

. clear crypto sa - EEREE 2 BBV SA.
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. |IPSec T MH
- BARX# - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	使用私有地址配置三台路由器之间的 IPSec
	目录
	简介
	先决条件
	要求
	使用的组件
	规则

	配置
	网络图
	配置

	验证
	故障排除
	故障排除命令

	相关信息


