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IKEWD Rz2% L BARER AR IPHutet , EEERIMIER T4 , BEAMEBNIPBIt2SHE -1
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X

X

BRlCLI 2488 (CERATEMEF ) XIFEL show BF. EEFX show R HN DT
, EEAER CLI B4R,

£/ debug R ZHl , WSHFHAX Debug FHTHEEREE.

i

Router1(R1)#Router2(R2)E A E B &EE O (VTI) ( BABHBIHE[GRE]) #OXRBEEKREEOD
o ZVTIZBEMIBHILE 2 (IPSec) R,

lo0: 192.168.100.1/24 lo0: 192.168.200.1/24
E0/0: 192.168.0.1/24 E0/0: 192.168.0.2/24

Tun(: 10.0.0.1/24 Tun0: 10.0.0.2/24

R1 R2

RIFR2BEFRNISAKMPEEX # , M EEXHERTRENRHAR, AAEZATHZEDHAR.

R1M&HMVPN

RIMEMVPNRHIE BT :

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco
1

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp profile profilel

keyring keyringl

match identity address 192.168.0.102 255.255.255.255 !non existing host
crypto isakmp profile profile2

keyring keyring2

match identity address 192.168.0.2 255.255.255.255 IR2
!
crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel
!
crypto ipsec profile profilel

set transform-set TS

set isakmp-profile profile2
1

interface Loopback0



description Simulate LAN

ip address 192.168.100.1 255.255.255.0
1

interface Tunnell

ip address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
1

interface Ethernet0/0

ip address 192.168.0.1 255.255.255.

ip route 192.168.200.0 255.255.255.0 10.0.0.2

R2M & FVPN

R2M G FVPNII BB I T :

crypto keyring keyringl

pre-shared-key address 192.168.0.1 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.1 key cisco
1

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp profile profilel
keyring keyringl
match identity address 192.168.0.1 255.255.255.255 !R1
crypto isakmp profile profile2
keyring keyring2
match identity address 192.168.0.100 255.255.255.255 !non existing host
1
crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel
!
crypto ipsec profile profilel
set transform-set TS
set isakmp-profile profilel
1
interface Loopback0
ip address 192.168.200.1 255.255.255.0
!
interface Tunnell
ip address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profilel
1
interface Ethernet0/0
ip address 192.168.0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

FrEZ AR M E X FIP#b it HE A B 5 “cisco”s

HR1E , REBXH2ATVPNERE, BENHM2REETNE - IMREXH  eEAREFHE=-/
ZAR, WMIEFRN , BARIFEXREE,



THIER

EE—MIFRF , RIZISAKMPR TS, RBREEBDE , REZETMBEIRE,
BN REAMBNAI BB 1MRMEARUE , R2IENISAKMPE 325,

BEERMZARBRRA1(KEV) EEMAEZHARITERZY , ZZAATHRE/NZEEEIBIES
5(MM5) MG £EIKEV1 EiE . &."%HEElefle HeIIman(DH)l‘l‘ﬁ*ﬂf\,\——,a{:.‘ﬁﬁﬂﬂio EEWMM3 (g
RigR ) MM (KRR ) fa , FEEBEEZMHAZHMA , LMETSLTEMM5/MM6H £ AR E4A.

ST FMM3FRISAKMPIE R85 | AR EREISAKMPE B X4 , RAEMMSFIZRIKEIDEA X
EbER. MR, ?%%Fﬁ*ﬁ‘&\%ﬂﬂxuéﬁ IHER  HNERBEEFERE NS RETEHNER
IR, wﬁ%ﬂﬂ\ﬁﬁ%ﬁa)ﬂ?mmwﬂﬂummﬂuiﬁa’@%ﬂo EMMSERE | EHEEISAKMPELE X
1¢$ﬁ$ﬁ§j§ﬁ%25 , ISAKMPI B 251 1%1% T R M B AR EIRITRAE ; MR KIERRE —FHK
, DU B2 B FF

it , X FISAKMPIgR 2R , MR AJREEAHE S MR ENENERAR,

RIENIKERE ( IEH )
I SEEASERIZIKERE SR ZENER :
1. RIFMR2FEA LU T EIR :

R1# debug crypto isakmp
R1# debug crypto ipsec
R1# debug crypto isakmp aaa

2. R1IEmRE , REEERBEWNIMMIEES , ARRMM2ER G, REEZMMS:

Rl#ping 192.168.200.1 source l1lo0 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte ICMP Echos to 192.168.200.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

*Jun 19 10:04:24.826: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 192.168.0.1:500, remote= 192.168.0.2:500,
local_proxy= 192.168.0.1/255.255.255.255/47/0,
remote_proxy= 192.168.0.2/255.255.255.255/47/0,
protocol= ESP, transform= esp-aes esp-sha256-hmac (Tunnel) ,
lifedur= 3600s and 4608000kb,
spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Jun 19 10:04:24.826: ISAKMP: (0): SA request profile is profile2
*Jun 19 10:04:24.826: ISAKMP: Found a peer struct for 192.168.0.2, peer
port 500
*Jun 19 10:04:24.826: ISAKMP: Locking peer struct 0xF483A970, refcount 1
for isakmp_initiator
*Jun 19 10:04:24.826: ISAKMP: local port 500, remote port 500
*Jun 19 10:04:24.826: ISAKMP: set new node 0 to QM _IDLE
*Jun 19 10:04:24.826: ISAKMP: (0) :insert sa successfully sa = F474C2ES8
*Jun 19 10:04:24.826: ISAKMP: (0) :Can not start Aggressive mode, trying
Main mode.
*Jun 19 10:04:24.826: ISAKMP: (0) :Found ADDRESS key in keyring keyring?2
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-rfc3947 ID
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-07 ID



*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-03 ID
*Jun 19 10:04:24.826: ISAKMP: (0): constructed NAT-T vendor-02 ID
*Jun 19 10:04:24.826: ISAKMP: (0) :Input = IKE_MESG_FROM_IPSEC,
IKE_SA REQ_MM

*Jun 19 10:04:24.826: ISAKMP: (0):01d State = IKE_READY New State =
IKE_ I MM1

*Jun 19 10:04:24.826: ISAKMP: (0): beginning Main Mode exchange

*Jun 19 10:04:24.826: ISAKMP: (0): sending packet to 192.168.0.2 my_port
500 peer_port 500 (I) MM_NO_STATE

*Jun 19 10:04:24.826: ISAKMP: (0):Sending an IKE IPv4 Packet.

*Jun 19 10:04:24.827: ISAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 Global (I) MM _NO_STATE

*Jun 19 10:04:24.827: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jun 19 10:04:24.827: ISAKMP: (0):01d State = IKE_I_MM1 New State =
IKE I _MM2

*Jun 19 10:04:24.827: ISAKMP: (0): processing SA payload. message ID = 0
*Jun 19 10:04:24.827: ISAKMP: (0): processing vendor id payload

*Jun 19 10:04:24.827: ISAKMP: (0): vendor ID seems Unity/DPD but major 69
mismatch

*Jun 19 10:04:24.827: ISAKMP (0): vendor ID is NAT-T RFC 3947

*Jun 19 10:04:24.827: ISAKMP: (0) :Found ADDRESS key in keyring keyring2
*Jun 19 10:04:24.827: ISAKMP: (0): local preshared key found

*Jun 19 10:04:24.827: ISAKMP : Looking for xauth in profile profile2
*Jun 19 10:04:24.827: ISAKMP: (0):Checking ISAKMP transform 1 against
priority 10 policy

*Jun 19 10:04:24.827: ISAKMP: encryption 3DES-CBC

*Jun 19 10:04:24.827: ISAKMP: hash MD5

*Jun 19 10:04:24.827: ISAKMP: default group 2

*Jun 19 10:04:24.827: ISAKMP: auth pre-share

*Jun 19 10:04:24.827: ISAKMP: life type in seconds

*Jun 19 10:04:24.827: ISAKMP: life duration (VPI) of 0x0 0x1 0x51 0x80

*Jun 19 10:04:24.827: ISAKMP:
*Jun 19 10:04:24.827: ISAKMP:
*Jun 19 10:04:24.827: ISAKMP:
*Jun 19 10:04:24.827: ISAKMP:
*Jun 19 10:04:24.827: ISAKMP:
*Jun 19 10:04:24.827: ISAKMP:
*Jun 19 10:04:24.827: ISAKMP:

:atts are acceptable. Next payload is 0
:Acceptable atts:actual life: 0
:Acceptable atts:1life: 0

:Fill atts in sa vpi_length:4

:Fill atts in sa life_in_seconds:86400
:Returning Actual lifetime: 86400
::Started lifetime timer: 86400.

O O O O O O o

*Jun 19 10:04:24.827: ISAKMP: (0): processing vendor id payload

*Jun 19 10:04:24.827: ISAKMP: (0): vendor ID seems Unity/DPD but major 69
mismatch

*Jun 19 10:04:24.827: ISAKMP (0): vendor ID is NAT-T RFC 3947

*Jun 19 10:04:24.827: ISAKMP: (0) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MATIN_MODE

*Jun 19 10:04:24.827: ISAKMP: (0):01d State = IKE_I_MM2 New State =
IKE I MM2

*Jun 19 10:04:24.828: ISAKMP: (0): sending packet to 192.168.0.2 my_port
500 peer_port 500 (I) MM_SA_SETUP

R1M—FF R HIE B AISAKMP profile2 , R ESHEER T ZVTIBNIPSecE EXH T,

\-

Hit , ERFEBRNRAR (BHKE2 ) . SHEZFMMIBEN , RAT2NALZZHARE
DHit &R ZHMF

HR2WEZMM3BE R, ENFREMERBNMNSAKMPEEX# , BEEFEMHA ZHH
REMKDH, Flt , REBRMBZHIRUERZINFHNTALEES -



*Jun 19 10:04:24.828: ISAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 Global (R) MM_SA_SETUP

*Jun 19 10:04:24.828: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jun 19 10:04:24.828: ISAKMP: (0):01d State = IKE_R_MM2 New State =
IKE_R_MM3

*Jun 19 10:04:24.828: ISAKMP: (0): processing KE payload. message ID = 0
*Jun 19 10:04:24.831: ISAKMP: (0): processing NONCE payload. message ID = 0
*Jun 19 10:04:24.831: ISAKMP: (0):found peer pre-shared key matching
192.168.0.1

EE-—NENNERR (BHAH1) PKE192.168.0. 1K FH.

. RER2EADHIt EMZ AR 18 “cisco" B A EZMMABRIED

*Jun 19 10:04:24.831: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.831: ISAKMP: (1011): vendor ID is DPD

*Jun 19 10:04:24.831: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.831: ISAKMP: (1011): speaking to another IOS box!

*Jun 19 10:04:24.831: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.831: ISAKMP: (1011): vendor ID seems Unity/DPD but major

32 mismatch

*Jun 19 10:04:24.831: ISAKMP: (1011): vendor ID is XAUTH

*Jun 19 10:04:24.831: ISAKMP:received payload type 20

*Jun 19 10:04:24.831: ISAKMP (1011): His hash no match - this node
outside NAT

*Jun 19 10:04:24.831: ISAKMP:received payload type 20

*Jun 19 10:04:24.831: ISAKMP (1011): No NAT Found for self or peer
*Jun 19 10:04:24.831: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jun 19 10:04:24.831: ISAKMP: (1011):01d State = IKE_R_MM3 New State =
IKE R_MM3

*Jun 19 10:04:24.831: ISAKMP: (1011): sending packet to 192.168.0.1 my_ port
500 peer_port 500 (R) MM_KEY_EXCH
*Jun 19 10:04:24.831: ISAKMP: (1011) :Sending an IKE IPv4 Packet.

. HR1KEIMMAR |, EERIKEIDM 2 slE R EBER ( MNBRAR2 ) EEMMSHES

*Jun 19 10:04:24.831: ISAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 Global (I) MM_SA_SETUP

*Jun 19 10:04:24.831: ISAKMP: (0) :Input = IKE_MESG_FROM_PEER, IKE_MM EXCH
*Jun 19 10:04:24.831: ISAKMP: (0):01d State = IKE_I_MM3 New State =
IKE I _MM4

*Jun 19 10:04:24.831: ISAKMP:
*Jun 19 10:04:24.837: ISAKMP:
*Jun 19 10:04:24.837: ISAKMP:
*Jun 19 10:04:24.837: ISAKMP: (1011): processing vendor id payload

(0) : processing KE payload. message ID = 0

(

(

(
*Jun 19 10:04:24.837: ISAKMP: (1011

(

(

(

(

0
0) : processing NONCE payload. message ID = 0
0) :Found ADDRESS key in keyring keyring2

vendor ID is Unity

)
*Jun 19 10:04:24.837: ISAKMP: (1011): processing vendor id payload
*Jun 19 10:04:24.837: ISAKMP: (1011): vendor ID is DPD
*Jun 19 10:04:24.837: ISAKMP: (1011): processing vendor id payload

*Jun 19 10:04:24.837: ISAKMP: (1011): speaking to another IOS box!
*Jun 19 10:04:24.837: ISAKMP:received payload type 20

*Jun 19 10:04:24.838: ISAKMP (1011): His hash no match - this node
outside NAT

*Jun 19 10:04:24.838: ISAKMP:received payload type 20

*Jun 19 10:04:24.838: ISAKMP (1011): No NAT Found for self or peer
*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE



*Jun 19 10:04:24.838: ISAKMP: (1011):01d State = IKE_I_MM4 New State =
IKE_I_MM4

*Jun 19 10:04:24.838: ISAKMP: (1011):Send initial contact
*Jun 19 10:04:24.838: ISAKMP: (1011):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10:04:24.838: ISAKMP (1011): ID payload
next-payload : 8

type 1

address : 192.168.0.1
protocol . 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP: (1011):Total payload length: 12
*Jun 19 10:04:24.838: ISAKMP: (1011): sending packet to 192.168.0.2 my_ port
500 peer_port 500 (I) MM_KEY_ EXCH

.R2IBWMMMSEIEE , HF I EIKEID 192.168.0.1, MtAt | R2EE R R R £ 48 E B B
ISAKMPL & 324 (match identity address@n ):

*Jun 19 10:04:24.838: ISAKMP (1011): received packet from 192.168.0.1 dport
500 sport 500 Global (R) MM_KEY_EXCH

*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jun 19 10:04:24.838: ISAKMP: (1011):01d State = IKE_R _MM4 New State =
IKE_R_MM5

*Jun 19 10:04:24.838: ISAKMP: (1011): processing ID payload. message ID = 0
*Jun 19 10:04:24.838: ISAKMP (1011): ID payload
next-payload : 8

type : 1
address : 192.168.0.1
protocol : 17
port : 500
length : 12
*Jun 19 10:04:24.838: ISAKMP: (0):: peer matches profilel profile

*Jun 19 10:04:24.838: ISAKMP
*Jun 19 10:04:24.838: ISAKMP
*Jun 19 10:04:24.838: ISAKMP:
protocol 1

spi 0, message ID = 0, sa = 0xF46295E8
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA authentication status:

(1011) : Found ADDRESS key in keyring keyringl
(1011) : processing HASH payload. message ID = 0
(1011) : processing NOTIFY INITIAL_CONTACT

authenticated
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA has been authenticated with
192.168.0.1
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA authentication status:
authenticated

B, RREWMITIRIE , RAIMMAKIE ST B RN BRAHRE N ISAKMPE & XA EE /&
HHREME. HTkeyringt REEEFHNE - , Rt aI#HiES , EREF, BIEKTD
, AIBLRIEMMEIE S ¢

*Jun 19 10:04:24.838: ISAKMP: (1011):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10:04:24.838: ISAKMP (1011): ID payload

next-payload : 8

type 1

address : 192.168.0.2
protocol . 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP: (1011):Total payload length: 12



*Jun 19 10:04:24.838: ISAKMP: (1011): sending packet to 192.168.0.1
my_port 500 peer_port 500 (R) MM_KEY_EXCH

*Jun 19 10:04:24.838: ISAKMP: (1011) :Sending an IKE IPv4 Packet.

*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jun 19 10:04:24.838: ISAKMP: (1011):01d State = IKE_R MM5 New State =
IKE Pl _COMPLETE

8. RIREIMME , TEXNHAREITRIE , RAECRMNE-—ITREIHRAN ; RESHLXE
EEANISAKMPE B X UKk EZEENXHREBENZHE, FHRIEMK , Phase! EFETT K

*Jun 19 10:04:24.838: ISAKMP
dport 500 sport 500 Global (I
*Jun 19 10:04:24.838: ISAKMP:
*Jun 19 10:04:24.838: ISAKMP
next-payload : 8

1011) : received packet from 192.168.0.2
MM_KEY_EXCH
1011) : processing ID payload. message ID = 0

(
)
(
(1011): ID payload

type 1

address : 192.168.0.2
protocol 17

port : 500

length : 12

*Jun 19 10:04:24.838: ISAKMP: (1011): processing HASH payload. message ID = 0
*Jun 19 10:04:24.838: ISAKMP: (1011) :SA authentication status:

authenticated
*Jun 19 10:04:24.838: ISAKMP: (1011):SA has been authenticated with
192.168.0.2

*Jun 19 10:04:24.838: ISAKMP AAA: Accounting is not enabled

*Jun 19 10:04:24.838: ISAKMP: (1011) :Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

*Jun 19 10:04:24.839: ISAKMP: (1011):01d State = IKE_I_MM5 New State =
IKE_I_MM6

*Jun 19 10:04:24.839: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jun 19 10:04:24.839: ISAKMP: (1011):01d State = IKE_I_MM6 New State
IKE_I_MM6

*Jun 19 10:04:24.843: ISAKMP: (1011) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jun 19 10:04:24.843: ISAKMP: (1011):01d State = IKE_I_MM6 New State
IKE_P1l_COMPLETE

*Jun 19 10:04:24.843: ISAKMP: (1011) :beginning Quick Mode exchange, M-ID
of 2816227709

9. B2 BRIEF B H BT Ko
WA RAUBEERZT , AREARZEE LN ZARINFER. NATVPNEIEREE S AH6EA
Be B & SEfE AR B ATR

R2ENIKEREBA ( FIEH )

L7 SR TR2EZHE —RBENRENER , HERT AT LATREURBE, N TERXNALLRSE
EEt— 1 RblzEfER , ERER—LBE .

| —

1. R2ZIBZHBEIE



R2#ping 192.168.100.1 source 1lo0 repeat 1
.HTR2ZE# , ALISAKMPEEXHMZRHREH, BHRAMWMAEZTZHARTOHITE
, FEMM3H K%, R2ZEFEZEKRMM2 | HEFZEHHAEZMMS:

*Jun 19 12:28:44.256: ISAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 Global (I) MM_NO_STATE

*Jun 19 12:28:44.256: ISAKMP: (0) : Input = IKE_MESG_FROM_PEER, IKE_MM_EXCH
*Jun 19 12:28:44.256: ISAKMP: (0):01d State = IKE_I_MM]1 New State =
IKE_I_MM2

*Jun 19 12:28:44.256: ISAKMP: (0): processing SA payload. message ID = 0
*Jun 19 12:28:44.256: ISAKMP: (0): processing vendor id payload

*Jun 19 12:28:44.256: ISAKMP: (0): vendor ID seems Unity/DPD but major
69 mismatch

*Jun 19 12:28:44.256: ISAKMP (0): vendor ID is NAT-T RFC 3947

*Jun 19 12:28:44.256: ISAKMP: (0) :Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.256: ISAKMP: (0): local preshared key found

*Jun 19 12:28:44.256: ISAKMP : Looking for xauth in profile profilel
*Jun 19 12:28:44.256: ISAKMP: (0) :Checking ISAKMP transform 1 against
priority 10 policy

*Jun 19 12:28:44.256: ISAKMP: encryption 3DES-CBC

*Jun 19 12:28:44.256: ISAKMP: hash MD5

*Jun 19 12:28:44.256: ISAKMP: default group 2

*Jun 19 12:28:44.256: ISAKMP: auth pre-share

*Jun 19 12:28:44.256: ISAKMP: life type in seconds

*Jun 19 12:28:44.256: ISAKMP: life duration (VPI) of 0x0 0x1
0x51 0x80

*Jun 19 12:28:44.256: ISAKMP: (0):atts are acceptable. Next payload is 0

*Jun 19 12:28:44.256: ISAKMP: (0) :Acceptable atts:actual life: 0

*Jun 19 12:28:44.257: ISAKMP: (0) :Acceptable atts:1life: 0

*Jun 19 12:28:44.257: ISAKMP: (0):Fill atts in sa vpi_length:4

*Jun 19 12:28:44.257: ISAKMP: (0)

*Jun 19 12:28:44.257: ISAKMP: (0)
(0)

*Jun 19 12:28:44.257: ISAKMP:

:Fill atts in sa life_in_ seconds:86400
:Returning Actual lifetime: 86400
::Started lifetime timer: 86400.

*Jun 19 12:28:44.257: ISAKMP: (0): processing vendor id payload

*Jun 19 12:28:44.257: ISAKMP: (0): vendor ID seems Unity/DPD but major
69 mismatch

*Jun 19 12:28:44.257: ISAKMP (0): vendor ID is NAT-T RFC 3947

*Jun 19 12:28:44.257: ISAKMP: (0) : Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Jun 19 12:28:44.257: ISAKMP: (0):01d State = IKE_I_MM2 New State =
IKE_I_MM2

*Jun 19 12:28:44.257: ISAKMP: (0): sending packet to 192.168.0.1 my port
500 peer_port 500 (I) MM_SA_SETUP

. RIMAR2#ZBMM3, HILHE , RITHEZERBNSAKMPE EXH , At ERHEEER
WANZAR, Wik , RIEAEREETHNE-—NMRAR , EAHR1, RIERAZTMAZTRRAG®
{TDHIT & H# RIEMM4:

*Jun 19 12:28:44.263: ISAKMP: (0) :found peer pre-shared key matching
192.168.0.2

*Jun 19 12:28:44.263: ISAKMP: (1012): processing vendor id payload

*Jun 19 12:28:44.263: ISAKMP: (1012): vendor ID is DPD

*Jun 19 12:28:44.263: ISAKMP: (1012): processing vendor id payload

*Jun 19 12:28:44.263: ISAKMP: (1012): speaking to another IOS box!

*Jun 19 12:28:44.263: ISAKMP: (1012): processing vendor id payload

*Jun 19 12:28:44.263: ISAKMP: (1012): vendor ID seems Unity/DPD but major

151 mismatch



*Jun 19 12:28:44.263: ISAKMP: (1012): vendor ID is XAUTH

*Jun 19 12:28:44.263: ISAKMP:received payload type 20

*Jun 19 12:28:44.263: ISAKMP (1012): His hash no match - this node
outside NAT

*Jun 19 12:28:44.263: ISAKMP:received payload type 20

*Jun 19 12:28:44.263: ISAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.263: ISAKMP: (1012) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MATIN_MODE

*Jun 19 12:28:44.263: ISAKMP: (1012):01d State = IKE_R_MM3 New State =
IKE_R_MM3

*Jun 19 12:28:44.263: ISAKMP: (1012): sending packet to 192.168.0.2 my_port
500 peer_port 500 (R) MM_KEY_EXC

R2MRTEZIRMMA | 5 M B4R T B4R EDH | S MMSBIESHIKEID:

*Jun 19 12:28:44.269: ISAKMP:
*Jun 19 12:28:44.269: ISAKMP: (1012): processing vendor id payload
*Jun 19 12:28:44.269: ISAKMP: (1012

(0) :Found ADDRESS key in keyring keyringl
(
(
*Jun 19 12:28:44.269: ISAKMP: (1012
(
(
(

vendor ID is Unity
processing vendor id payload
vendor ID is DPD

processing vendor id payload

*Jun 19 12:28:44.269: ISAKMP: (1012
*Jun 19 12:28:44.269: ISAKMP: (1012
*Jun 19 12:28:44.269: ISAKMP: (1012): speaking to another IOS box!

*Jun 19 12:28:44.269: ISAKMP:received payload type 20

*Jun 19 12:28:44.269: ISAKMP (1012): His hash no match - this node
outside NAT

*Jun 19 12:28:44.269: ISAKMP:received payload type 20

*Jun 19 12:28:44.269: ISAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.269: ISAKMP: (1012) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MATIN_MODE

*Jun 19 12:28:44.269: ISAKMP: (1012):01d State = IKE_I_MM4 New State =
IKE_I_MM4

)
) :
) :
)

*Jun 19 12:28:44.270: ISAKMP: (1012):SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 12:28:44.270: ISAKMP (1012): ID payload

next-payload : 8

type 1

address : 192.168.0.2
protocol . 17

port : 500

length : 12

*Jun 19 12:28:44.270: ISAKMP: (1012) :Total payload length: 12
*Jun 19 12:28:44.270: ISAKMP: (1012): sending packet to 192.168.0.1
my_port 500 peer_port 500 (I) MM_KEY_EXCH

R1KEIRBR1BIMMS, B FIKEIDZETF192.168.0 , Bt EikiZprofile2. fEprofile2d EE T
B2 | B Tkeyring2, BT , ¥ FMM4BHIDHITE | R1ER T E— 1M EENZH
5, Blkeyring1, BIfEZBBT2MHE , ZAFNRIELSRXK , RABHATRNTRAE :

*Jun 19 12:28:44.270: ISAKMP (1012): received packet from 192.168.0.2
dport 500 sport 500 Global (R) MM_KEY_ EXCH

*Jun 19 12:28:44.270: ISAKMP: (1012) :Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

*Jun 19 12:28:44.270: ISAKMP: (1012):01d State = IKE_R_MM4 New State =
IKE_R_MM5

*Jun 19 12:28:44.270: ISAKMP: (1012): processing ID payload. message ID = 0
*Jun 19 12:28:44.270: ISAKMP (1012): ID payload

next-payload : 8

type 1

address : 192.168.0.2



protocol : 17

port : 500
length : 12
*Jun 19 12:28:44.270: ISAKMP: (0):: peer matches profile2 profile

*Jun 19 12:28:44.270: ISAKMP: (1012) :Found ADDRESS key in keyring keyring2
*Jun 19 12:28:44.270: ISAKMP: (1012) :Key not found in keyrings of profile ,
aborting exchange

*Jun 19 12:28:44.270: ISAKMP (1012): FSM action returned error: 2

TRMAERAN R

LIy RER MR B (“cisco”)e HIt , BMEER 7T A ERMNZERAR , MMSIKIE S th 7] LUIEH
BEAREHTERARRIERMAMESR.

EEATEZHANERT , MMSTEER , FEHIAUTHIRHES

*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM_KEY_EXCH

*Jul 16 20:21:25.317: ISAKMP: reserved not zero on ID payload!

*Jul 16 20:21:25.317: %CRYPTO-4-IKMP BAD MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed

FHAIP IR

XRZARERIVENRE, BXESWAEE , HSHT T,

BoE MRS
BEEREIPHINS TR CEE, NRABHEERERIHEN £ 5 kA
B HEIP AL 5 B4R TR %@%@ﬁﬂﬁﬁgfgg EEE/TTHNEFTEXR. TNY pyym

AFENERNBRAR (2/EE ) MIBEFATNFETRSBAENRRE , HHBAN T LER
IKE V218 A 3 52 1L 2K 8] &5

IKEJZ ) 88 L i 2 SA TR % BRI e

MTFVIIERE , RS EAENSEIPSecE EXHRFEREZN. ATIPSecBEEXHEMER
BEZATNNEEKEREXH , BT 2BEBEEABNZHR,

MERS (tBiEMEFRERAINBEIKEEREXH ) LERARIEZET.

B  MBEETFHREZFEABNTNZARHATER TR, S, SREEKEREEXHITRREXH
Bn —E, *EﬂﬁlPSecﬁﬂgiﬁﬂ«MﬁﬂﬂIKE@EE’SSE#F ;

crypto keyring keyringl

pre-shared-key address 192.168.0.0 255.255.255.0 key cisco
crypto keyring keyring?2

pre-shared-key address 192.168.0.2 key cisco

crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel

crypto ipsec profile profilel
set transform-set TS



interface Tunnell

ip address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

WMREIKEREFEZHRKIEMM |, BRERREANZEAR

*Oct 7 08:13:58.413: ISAKMP: Locking peer struct 0xF4803B88, refcount 1 for
isakmp_initiator

*Oct 7 08:13:58.413: ISAKMP: (0):Can not start Aggressive mode, trying Main mode.
*Oct 7 08:13:58.413: ISAKMP: (0):key for 192.168.0.2 not available in default
*Oct 7 08:13:58.413: ISAKMP: (0):key for 192.168.0.2 found in keyringl

*Oct 7 08:13:58.413: ISAKMP: (0) :ISAKMP: Selecting 192.168.0.0,255.255.255.0

as key

*Oct 7 08:13:58.413: ISAKMP: (0):key for 192.168.0.2 found in keyring2

*Oct 7 08:13:58.413: ISAKMP: (0):ISAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

*Oct 7 08:13:58.413: ISAKMP: (0) :found peer pre-shared key matching 192.168.0.2

BT REHEVREIMMeR AEEKERBEX#H , Rt A2 PEEXH , FFERARIN S HK
UE A BRI K (QM):

Oct 7 08:13:58.428: ISAKMP: (0):: peer matches *none* of the profiles
*Oct 7 08:13:58.428: ISAKMP: (1005): processing HASH payload. message ID = 0
*Oct 7 08:13:58.428: ISAKMP: (1005) :SA authentication status:
authenticated
*Oct 7 08:13:58.432: ISAKMP: (1005) :Input = IKE_MESG_INTERNAL,
IKE PROCESS_COMPLETE

IKEW R18% £ 9 B4R RN — TRIPiat
RINEZERBHENNE L. YRFEATRNIPHILN  ERIRFRHEL,
BRIKEMNBEAATEE

crypto keyring keyringl

pre-shared-key address 192.168.0.0 255.255.0.0 key cisco
crypto keyring keyring?2

pre-shared-key address 192.168.0.2 key cisco2

bk 37 5 MIPH#EHE 9 192.168.0. 2 IKEX 2 5 W EIMMAEIE 2/t , &R &E ( REMK ) TE
, BB E IR F R E B2 antt,

IR PRER

1. REZE R B APt HIB34A,
2. REEARIFESNELRABME L (VRF) ( B1%VRF [fVRF] ) o
3. MEHBFEBEBRIAVRFH , NIE AR ELRZHHAN, EEEERNEH (FNEBEKE ).
4. MBREBRINFAR PR KREBZEH |, W CE LVRFIFTE ZHHR G ER,
5. EﬁﬂmFiﬁmﬁ%ﬂ(mﬁﬂiﬁiﬁﬂ)o a0 | Lthi#g/24 132 R & ik,
B EIAER

Rl#debug crypto isakmp detail
Crypto ISAKMP internals debugging is on



*Oct 2 11:57:13.301: ISAKMP: (0):key for 192.168.0.2 not available in default
*Oct 2 11:57:13.301: ISAKMP: (0) :key for 192.168.0.2 found in keyringl

*Oct 2 11:57:13.301: ISAKMP: (0):ISAKMP: Selecting 192.168.0.0,255.255.255.0
as key

*Oct 2 11:57:13.301: ISAKMP: (0) :key for 192.168.0.2 found in keyring2

*Oct 2 11:57:13.301: ISAKMP: (0):ISAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

IKEN Bz 88 K #B4ATRERIRF — HE Pt

LEAREARRENIPHIAEN , SHTFAE, RIRIKEWNFEEUATEE

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco

crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

WEREETSAUFTMNERSHE, FTNAE—IPHitBEFRNZE , ENR2F IR B BUFER
IKE & #EF2 (T IE ),

FHRARER

E2REEDELHNISAKMPEARE TRRIAZEAL

crypto keyring keyringl

pre-shared-key address 192.168.0.0 255.255.0.0 key cisco
crypto keyring keyring?2

pre-shared-key address 192.168.0.2 key cisco2

crypto isakmp key cisco3 address 0.0.0.0

BIEISAKMPERAEREFREE— , EMNMENIKEMRIR EHE —MHTAE !

Rl#show crypto isakmp key

Keyring Hostname/Address Preshared Key
default 0.0.0.0 [0.0.0.0] cisco3
keyringl 192.168.0.0 [255.255.0.0] cisco
keyring2 192.168.0.2 cisco?2

Hit , FALREBNRERATHRREBA , TESHAE,
IKEv2 L iy #4A3F — MER&E
REIKEV2IMNERA SIKEVIR B HE , BRATERET S HEMAH,

EEEFRT  ARBREMRED, WBENERNER LEFEWHNKEV2EEXHHIKEIDRE =M
REPHNRBARE. E=/MBEIEME,

XA DA RAX A RIKEV2IREADHER#THRAITE, A TIHERATNE/REZNESR , 1B
FEMHAZENR,

IKEv2 RFC ( 5996 , 52.14% ) i8H :



http://tools.ietf.org/html/rfc5996
http://tools.ietf.org/html/rfc5996

HERPAMWITE RN T, MTEIKE_SA_INITR i HA 8] 32 # B IEBR FN1E 1% X ¥ HA 18] 22 3 B Diffie-
Hellman£ Z &A1+ E# I SKEYSEEDI I E .,

£ E , RFCIEEE 3
SKEYSEED = prf (Ni | Nr, g~ir)

BIANBEERRETAMEXERER |, ITESKEYSEEDR THEEAMAZEA,
BRI SIKE REC (2409 , 383.2% ) #{THR , HhigH :
SKEYIDR M 32k Hr & 2 B 3R F1E 1 M B AT BHRE Y F /T &
‘AQEFRDRT HMENBEMR RARZEH, £HEST2 , RFCEEET

NFMHEZE4A : SKEYID = pri(fi X ER4A,Ni_b | Nr_b)

Lﬁﬁiﬁﬂﬁﬂuﬁ HEZFHAPIKEVIIRITSSHNEZEE, HiEBATEHRRIER |, IKEVIRRE
1EiX LR &

IKEHC B X ¢3R4

XRIKEREEXHERERMHNEE. AXESHARGE , BZET -1,

B3
B B T iR NMEET ( EIPSecEEXHMBRHFFIRE ) . MRKEE , FEEMNEEFTE,
T B RRN & 4 RIAR PC B — A'ﬁmlSAKMPEﬂﬁiFF R L H B AEF MSAKMPE B 344

AT RS R T IE VR0 BB ST A T A SRR,
IKE 875 £ K9 IKEES B3 H- % FIm

VTIEOBEERESREIKER B X HIVSEEIPSecEBBEX ., RfF , HSFLAEEZFERA BN
IKEHEL & 344

B, INZERBRETEE 45 E IKEES B XX | F BB i 25 FE f T & 1 2 6 A RN B i S 4o

BR , TREFEREEEEXHURTEZEENEEFHEZERA BN EEXHNER ; EARHH
, RFEIPSeckt & 3 IR IKEE B3 :

crypto isakmp profile profilel

keyring keyring

match identity address 192.168.0.0 255.255.255.0
crypto isakmp profile profile2

keyring keyring

match identity address 192.168.0.2 255.255.255.255

crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel

crypto ipsec profile profilel
set transform-set TS


http://tools.ietf.org/html/rfc2409

interface Tunnell

ip address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

HtE R W FMMIBIEEREE192.168.0.28¢ , FHEF &R EARVEE X4 -

*Oct 7 07:53:46.474: ISAKMP: (0): SA request profile is profile2

IKE N 5188 A IKEED B 34 i% %2 I
IKEN BI85+ Y FR B Sk B IR F R B F RIGERIRF | Hh S EM444 %,
BEXANTEE :

crypto isakmp profile profilel

keyring keyring

match identity address 192.168.0.0 255.255.255.0
crypto isakmp profile profile2

keyring keyring

match identity address 192.168.0.1 255.255.255.255

HINBIk §192.168.0. 18V ERERT | ik profile2,

EENEESXHNIRFHTEE, show running-configit T HENFTEENEEXHE TIERAKRRE

o

B, WS ATREA M NMERMEEEAANIKEREX 4. MR\ EEFRNEE X4 IER
, BFTEMVZARER , NS HRIPRIEHETEE

*Oct 7 06:46:39.893: ISAKMP: (1003): processing ID payload. message ID = 0
*Oct 7 06:46:39.893: ISAKMP (1003): ID payload
next-payload : 8

type 1

address : 192.168.0.1
protocol : 17

port : 500

length : 12

*Oct 7 06:46:39.893: ISAKMP:
*Oct 7 06:46:39.893: ISAKMP:
*Oct 7 06:46:39.893: ISAKMP:
*Oct 7 06:46:39.893: ISAKMP:
as final key

:: peer matches profile2 profile

:key for 192.168.0.1 not available in default
:key for 192.168.0.1 found in keyring

:ISAKMP: Selecting 192.168.0.1,255.255.255.255

*Oct 7 06:46:39.893: ISAKMP: (1003):SA authentication status:

authenticated
*Oct 7 06:46:39.893: ISAKMP: (1003):SA has been authenticated with 192.168.0.1
*Oct 7 06:46:39.893: ISAKMP: (1003):SA authentication status:

authenticated

*Oct 7 06:46:39.893: ISAKMP: (1003):01d State = IKE_R_MM5 New State =
IKE_P1_COMPLETE

M B R H EZQVME U HZ R ERIPSecEE£SHESI(SP). EARFIF , HTEELN |, MER
T — L

*Oct 7 06:46:39.898: ISAKMP: (1003) :Checking IPSec proposal 1



*Oct 7 06:46:39.898: ISAKMP: (1003) :atts are acceptable.
*Oct 7 06:46:39.898: IPSEC(validate_proposal_request): proposal part #1

BeEt | MR REME |, HIRE EBNISAKMPE & XX 4T TE :

(key eng. msg.) INBOUND local= 192.168.0.2:0, remote= 192.168.0.1:0,
local_proxy= 192.168.0.2/255.255.255.255/47/0,
remote_proxy= 192.168.0.1/255.255.255.255/47/0,
protocol= ESP, transform= NONE (Tunnel),
lifedur= 0s and 0kb,
spi= 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Oct 7 06:46:39.898: map_db_check_isakmp profile profile did not match
*Oct 7 06:46:39.898: Crypto mapdb : proxy_match

src addr : 192.168.0.2
dst addr : 192.168.0.1
protocol . 47
src port : 0
dst port : 0

*Oct 7 06:46:39.898: map_db_check_isakmp profile profile did not match
*Oct 7 06:46:39.898: Crypto mapdb : proxy_match

src addr : 192.168.0.2
dst addr : 192.168.0.1
protocol . 47
src port : 0
dst port : 0

*Oct 7 06:46:39.898: map_db_check_isakmp profile profile did not match
*Oct 7 06:46:39.898: map_db_find_best did not find matching map

*Oct 7 06:46:39.898: IPSEC (ipsec_process_proposal): proxy identities not
supported

*Oct 7 06:46:39.898: ISAKMP: (1003): IPSec policy invalidated proposal with
error 32

*Oct 7 06:46:39.898: ISAKMP: (1003): phase 2 SA policy not acceptable!
(local 192.168.0.2 remote 192.168.0.1)

*Oct 7 06:46:39.898: ISAKMP: set new node 1993778370 to QM_IDLE

R2#

*Oct 7 06:46:39.898: ISAKMP: (1003) :Sending NOTIFY PROPOSAL_NOT_CHOSEN
protocol 3

HTIKEERE X HERFER |, RE4Ei1R32 , WA K% EEPROPOSAL NOT _COSEN,

HE

FFIKEV! , A ZERAEDHE R —FER , LITEMMMSF AN A T MZN 4. EEKRMM3E
, ISAKMPEH&%%ﬁ%;HﬁEfEFHWBAISAKMPEE%I#F ( MXBXP AL ) , AAIKEIDTE
MM5FIMM6 & 3% .

ZRE |, ISAKMPIIRZR=HBRFAAELRENNERR , LERBFENSENRR. X TTERHN
IPibit |, ERRITENZRAL (&KEME ) ; ITE—IP#it , FRAEEFHE-—IMTEZH, BH
HATITEATBEZMMSH #H,

HEWEIMMS/E | ISAKMP& 75 B EISAKMPEL B XX MR ER B AR, MR ZZAHRSHMM4
DHIt Eie R EZAHMEE , NREBFSHTRIE ; BN , EEFAK

EEREETEENZATRNINFEXEE. Bt , X TISAKMPIERZE , ERAREAEESA
B ENEHER,

E2REEREX TEUNTMAZEAR THNdefault WFUE L EHAR, EHFMANEER.



X TR IKEREX iR , CREEANEEX . N TEFR  CAREPNEEXXH
,BE  MRTERE , WEARETE,

X FEISAKMPE B X EAFEHEB A7 R P& IR R B, ERHMIERY , FOKIE
A gE2 E“ca trust-point" Bt i AR UE T K WMo b B BURFIE B IRAY AR T 4B

AXH R EET RERMFENRE , MESIKEVIPIRITHEREEX. SiEH—E2ERAN
IKEVURBXLRS , ATRAZEHMEPNIKEV2 R B X LR,

HXRfER

- Internet Key Exchange for IPsec VPNsEL [ 5 B Y Certificate to ISAKMP Profile MappingZ8 4
, Cisco |IOSKRZA<15M&T

. ca trust-pointEclear eou#f B Cisco I0OSELH S S E : HHARIC

- BARZTEHERH - Cisco Systems
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