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*Mar 12 18:22:10.706: %CRYPTO 4- RECVD _PKT_I NV_SPI: decaps: rec'd | PSEC packet
has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669),
srcaddr=11.1.1.3, input interface=Ethernet0/0
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debug crypto condition peer ipv4d <peer IP address> debug crypto isaknp debug crypto ipsec debug
crypto engine

EEMBIZR B EMATHTURE

1. BEERF-PMREATHEBEWE18YE , xAEKHF LB, ATEERERER T
, XEURT £ B B SHE,
2. @8, eEARER , LTaNFREKIESNMPREB , ARZEAXNFRE LAFE,

SNMP B

] 52 P 45 B ER I I (SNMP)BL E 0 R AR

Recei ver:

snnp- server enabl e traps event-manager
snnp-server host 11.1.1.3 public event-manager
snnp- server manager

snnp- server enabl e traps event-nmanager
snnp- server host 213.163.222.7 public event-nanager
snnp- server manager
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Recei ver:

!I-—- To test if this output gets logged to the file called "hub" sh ip int bri | tee /append
di skO: hub.txt conf t ! event nmanager applet conmmand_hub event syslog pattern "CRYPTO 4-
RECVD _PKT_INV_SPI . *srcaddr=11.1.1.3" action 1 cli command "enabl e" action 2 syslog nsg

"command_hub is running ..." priority informational action 3 cli command "show crypto sockets
append di skO: hub. txt" action 4 cli command "show crypto isa sa | append di skO: hub.txt" action 5
cli command "show crypto i psec sa detail | append di skO: hub.txt" action 6 cli command "show
dnmvpn detail | append di skO: hub.txt" action 7 wait 18 action 8 cli command "undebug all" action

8.1 snnp-trap intdatal 2323232 strdata "" action 9 syslog priority informational nsg "DONE ON
HUB" ! end

Sender :

event nanager appl et spoke_app
event snnp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.09.
oi d-val "2323232" op eq src-ip-address 213.163.222.7 naxrun 35
action 1.0 syslog nsg "Received trap fromHub..."
action 2.0 cli comand "enabl e"
action 3.0 cli comrand "undebug al I "
action 4.0 syslog nsg "DONE ON SPCKE'
|
end
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Recei ver:

*Mar 12 18:22:10.706: %CRYPTO 4- RECVD_PKT_I NV_SPI: decaps: rec'd | PSEC packet
has invalid spi for destaddr=213.163.222.7, prot=50, spi=0x68842105(1753489669),
srcaddr=11.1.1.3, input interface=Ethernet0/0

*Mar 12 18:22:10.727: %A EM 6- LOG command_hub: command_hub is running ...

hub#

*Mar 12 18:22:30.026: %A EM 6-LOG command_hub: DONE ON HUB

Sender :

spoke#
*Mar 12 18:22:30.542: %A EM 6- LOG spoke_app: Received trap from Hub. ..
*Mar 12 18:22:30.889: %A EM 6- LOG spoke_app: DONE ON SPOKE
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hub# show debug

Sender :

spoke# show debug
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