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R, BVRANENEAEE

S HEBR

HEEHEBR T T

PIX i1zt 7R 451
FRVPNE P 4. x B 71
@i VPN Client 1.1
HXER

fifr

WE B RAE RN A EBE AT, EXEE. sysopt connection permit-ipsecii Y & & 171 E
(Xauth)fFVPNE F imiE 2 2IPIXEs A i,

EEEPIX6.3RE S RAHTACACS+FRADIUSEE , 3 HPIX 6.3F1PIX/ASA 7.xH
TACACS+HIRADIUSHL & =l

VPNE P if X 55 R INFIRHEAES)ER Cisco VPNE P ik iR A<3.6.1 R 5B & AR A LA K2 PIXBR A 1
6.3 M MBRE X, VPNEF IR ZIF128 M256 I BA K/, BXUNAE BAESHFMER
, B R a1 F FIAESHEL & Cisco VPNE F % EIPIX,

B S FEPIX/ASA 7.xHCisco VPN Client 4.x for Windows with Microsoft Windows 2003 IAS
RADIUS B 3 P FEL & 7R 5l , BAFECisco VPNZ P i (4.x for Windows)FIPIX 500%& 5| & 4% % 2 8]
R EBIZZTH A VPNIEEET Xo

BSREMER RADIUS EN AP B/ KB IEAMICK A XA VPN 3000 £F28F VPN & F iR 4.x for
Windows Z [BIZ 3 IPsec WELE R~H] . A TR EAH RADIUS E8 A S KUEFic K AR TE
Cisco VPN 3000 £+ 85%0 Cisco VPN & F i 4.x for Windows Z [ 3] IPsec B&iE,

ESFEEHA RADIUS fEN AP 5K UE S RAE Cisco 10S B§HES A Cisco VPN & i 4.x for
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Windows Z [BIELE IPsec , LA T f#f0fa{E F RADIUS ¥ERN AP S RiF A RERKHEEH Cisco VPN
Z P 4.x for Windows 2 8] fit i@ i 12,

FEREH
EX
YRR ETRENER,

{58 FA B9 4. 4
XGRS BE T U T SRS -

. BRIVPNE P4 x R EESRVPNIIEE , SERELLSVPNEF I XTE,

. PlXBHKi%515EH&Z|§6.3(3)o
X MEEARZTHOES, SERETTHRENZRRSHEERNZE, AXEE , 5oHEOEE
ERL . MREXNSHZEHEEAER |, FEREEFHHZE export@cisco.coms

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANMERZHZNERAR
(BN ) BE, MRAEEANREXINEG , FRRARLKELTHRAEG THEERN,

40
BRXERVBFRESR , FSH Cisco RARE RN,

BERER

sysopt connection permit-ipsec & H BRI 21K B IPsech2iE R M IE S5 E X IPseciE /Y < Bk
WE%IER. conduitsaccess-group T BHIRE, XauthEHAEBTACACS+ERRADIUSHR S 225 IE
IPsecAF. REBEMAMAZZEAN , AR EXNRERAFB/FHE,

BBEVPNEFIHHNA R MNEISPERIPHIL, XEKBPIX LIP#ut i IPH it Bik, AP ENIAGIE
FrREBEEN—1 , BFEME, TETVPNEFHENAFS REERABRA D EIREN NS ERES
Webﬂﬁ%%%o

EE
AEB 7 R < WA B B A ST AL P Id Zh RE A1
AR FRABTERTIE(RIMES)TEREXRARNEFREANG TR EAER.

/%\ o

il

R &

AXHEEARTHEIRE
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Webserver
1089 129131 28

(192.168.1.11 /24 outside) .
AT f’f k.
10.69.129.128", = i’ [ External ‘1

. 125 /10,89.129.194 192.168.1.1, _ Metwork _ %

N~ 28 PIX 124 . /7 VPN Client

(Inside) {Outside) e

Firewall

TACACS* or
RADIUS Server
1089129 134 128

PR £ B Ui B

- A2 BIP#1E192.168.1.177 A WeblRF 2sf Internet =N L T B A UE |, BIERENT
VPNiE#E, LLRERMNER,

- VPNE PR IPsech2iE S5 , BN Al 5B AEEM L% (10.89.129.128 /25) LA FIE M. MVPNE
FPimBIPIXBs KIER B REH S NE, WREEIPsechziE , MEMNREEBEIHEFHIPHULTS
BmWebfR2: , BEMEE#HTE ORI,

. VPNEFim3K Binternet , HIP#b it R~ 2 L HER o

[
AXHEERAATERIE,

- PIXBLE6.3(3)

- VPNE P iw4.0.500 &
- VPN B/ 3.5 BLiE
- VPN &% 1.1 BLiE

PIXECE6.3(3)

pixfirewall#show run
: Saved

PIX Version 6.3(3)

interface ethernet0 100full

interface ethernetl 100full

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname pixfirewall

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719




fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!--- Do not use Network Address Translation (NAT) for
inside-to-pool !--- traffic. This should not go through
NAT. access-1list 101 permit ip 10.89.129.128
255.255.255.240 10.89.129.192 255.255.255.240 !/---
Permits Internet Control Message Protocol (ICMP) !---
Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) !--- traffic from any host on the
Internet (non-VPN) to the web server. access-list 120
permit icmp any host 10.89.129.131 access-list 120
permit tcp any host 10.89.129.131 access-1list 120 permit
udp any host 10.89.129.131 pager lines 24 mtu outside
1500 mtu inside 1500 ip address outside 192.168.1.1
255.255.255.0 ip address inside 10.89.129.194
255.255.255.240 ip audit info action alarm ip audit
attack action alarm !--- Specifies the inside IP address
range to be assigned !--- to the VPN Clients. ip local
pool VPNpool 10.89.129.200-10.89.129.204 no failover
failover timeout 0:00:00 failover poll 15 no failover ip
address outside no failover ip address inside pdm
history enable arp timeout 14400 !--- Defines a pool of
global addresses to be used by NAT. global (outside) 1
192.168.1.6-192.168.1.10 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 0 O !--- Specifies which
outside IP address to apply to the web server. static
(inside,outside) 192.168.1.11 10.89.129.131 netmask
255.255.255.255 0 0 !--- Apply ACL 120 to the outside
interface in the inbound direction. access-group 120 in

interface outside !--- Defines a default route for the
PIX. route outside 0.0.0.0 0.0.0.0 192.168.1.3 1 !---
Defines a route for traffic within the PIX's !--- subnet

to reach other inside hosts. route inside 10.89.129.128
255.255.255.128 10.89.129.193 1 timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00 timeout h323 0:05:00 mgcp 0:05:00
sip 0:30:00 sip_media 0:02:00 timeout uauth 0:05:00
absolute aaa-server TACACS+ protocol tacacs+ aaa-server
RADIUS protocol radius aaa-server LOCAL protocol local
!--- Authentication, authorization, and accounting (AAA)
statements !--- for authentication. !--- Use either of
these statements to define the protocol of the group
AuthInbound. !--- You cannot use both.

aaa-server AuthInbound protocol tacacs+

!--- OR aaa-server AuthInbound protocol radius !---
After you define the protocol of the group AuthInbound,
define !--- a server of the same type. !--- In this case
we specify the TACACS+ server and key of "secretkey".
aaa-server AuthInbound (inside) host 10.89.129.134
secretkey timeout 10 !--- Authenticate HTTP, FTP, and
Telnet traffic to the web server. aaa authentication
include http outside 10.89.129.131 255.255.255.255
0.0.0.0 0.0.0.0 AuthInbound aaa authentication include
ftp outside 10.89.129.131 255.255.255.255 0.0.0.0
0.0.0.0 AuthInbound aaa authentication include telnet




outside 10.89.129.131 255.255.255.255 0.0.0.0 0.0.0.0
AuthInbound no snmp-server location no snmp-server
contact snmp-server community public no snmp-server
enable traps floodguard enable !--- Trust IPsec traffic
and avoid going through ACLs/NAT. sysopt connection
permit-ipsec !--- IPsec and dynamic map configuration.
crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap ![---
Assign IP address for VPN 1.1 Clients. crypto map mymap
client configuration address initiate crypto map mymap
client configuration address respond !--- Use the AAA
server for authentication (AuthInbound). crypto map
mymap client authentication AuthInbound !--- Apply the
IPsec/AAA/ISAKMP configuration to the outside interface.
crypto map mymap interface outside isakmp enable outside
! --—- Pre-shared key for VPN 1.1 Clients. isakmp key
FAFxxxxxx gddress 0.0.0.0 netmask 0.0.0.0 isakmp identity
address !--- Assign address from "VPNpool" pool for VPN
1.1 Clients. isakmp client configuration address-pool
local VPNpool outside !--- ISAKMP configuration for VPN
Client 3.x/4.x. isakmp policy 10 authentication pre-
share isakmp policy 10 encryption des isakmp policy 10
hash md5 isakmp policy 10 group 2 isakmp policy 10
lifetime 86400 !--- ISAKMP configuration for VPN Client
1.x. isakmp policy 20 authentication pre-share isakmp
policy 20 encryption des isakmp policy 20 hash md5
isakmp policy 20 group 1 isakmp policy 20 lifetime 86400
!--- Assign addresses from "VPNpool" for VPN Client
3.x/4.x. vpngroup vpn3000 address-pool VPNpool vpngroup
vpn3000 idle-time 1800 !--- Group password for VPN
Client 3.x/4.x (not shown in configuration). vpngroup
vpn3000 password ****x*x*** telnet timeout 5 ssh timeout 5
console timeout 0 terminal width 80
Cryptochecksum:ba54c063d94989cbd79076955dbfeefc : end
pixfirewall#

VPNZ /74%4.0.500 &

TR T SRR EVPNE Fi54.0.5,

1. 1%&$% Start > Programs > Cisco Systems VPN Client > VPN Client.
2. #5 New LABZh Create New VPN Connection Entry B0,



# ¥PN Client - Yersion 4.0.5 {(Rel)
Conneckion Entries - Skatus: Cerkificates: Log Opkions: Help

e

F 1 .
) = £ =) N Cisco SysTems
LA 7 e
Connect Me Impart b ccdify Delete I
iConnection Entries; I Certificates I Log l
Connection Entry: / Hiozt Tranzport

i

| Mot connecked,

A VPN AMNEHAOS |, H %3 Save.

. % A Connection Entry &5 UiEH, £ Host EARH A PIX B KIERISER 1P sk, RS

# ¥PN Client | Create New YPN Connection

Connection Ent: | pisepn

Descrption: | connection to pisvpn

Host {192 168.11

i Group Authentication

(™ Mutual Group Authentication

Authentication ITran&pDrt Backup Servers I Chial-Up I

S

X

Mams: vpn 3000

HEREE

Fagzaword:

I:Ehhfl'l'l Paszmnpd:  ==ss=

" Certificate Authentication

=111== I

Send L5 Certficate Chat

i ==

Erase User Pagawnrd I

Cancel

J‘f?“’ﬁc

4. VPN ClientxBE O H , R HEMFHANER , A5 £ THConnectiz 4,



# ¥PHN Client - Yersion 4.0.5 {(Rel)

Conneckion Entries - Skatus: Cerkificates: Log Opkions: Help

=100 x]

- : = B
5 45 B R
Confect Mew [mpat b ccdify Delete

Connection Entries IEertifin:ates I Log I

Cisco Svstims

Connection Entry: / Hiost

piXYpn 19216811

i

Tranzport
IPSec/UDP

| i

| Mot connecked, |

4

5. BIR R, # A BT xauth B9 Username # Password 58 , ARF#§ OK LUEEIZIEM &

Cormection Entrlies  Status Terfificates Log Cptions  Help

=10l i

Q9 & F B A

Cisto SvsTENS

# ¥PN Client | User Authentication for "puﬂd'

LCancel Connect e I ot b aclifys Delete ]
Connection Entries | Certificates | Log I
Conrection Entry -/ Host Tranzport
pix¥pn 19216811 IP5ec/UDP

Cisco SYSTEMS Sl | ———

5

. Pazzword: I““““““““

| #
i
I

|.ﬂ.l.||:ha DHQ E |
A5
VPN #F i 3.5 B

SERU T SERBLEVPN Client 3.58 &,

1. %&FFF > F> Cisco Systems VPN Client > VPN Dialer.
2. B HNewll /3 31“New Connection Entry Wizard”,



3.RANERFENENR , REEHET—F"

Mew Connection Entry Wizard > El

The WPM Client letz pou create secure connections to
remate networks. Thiz wizard helps pou create a
Cisco SvsTems connection entry for connecting to a specific remate
riebaairk.

Mame of the new connection entry:

Ipi:-wpn

Description of the new connection entry [optional):

In:u:nnne::tin:un to pix

¢ Back I Mleut » I Cancel | Help |

4. mARTERITERSF/NRS BN ENBSHIPHE I , RJ5E HNext

Mew Connection Entry Wizard El

The following informiatior identifies the server to which
noly connect for accezs to the remote netwarlk,

Cisco SysTEMS
Host name ar IP address of the server;

I1EIE.1EE.1.1|

< Back I ﬂeft::} | Cancel Help

5. %£$%Group Access Information i A B F 1AL & X 2 AR S5 25 89 15 Rl B Name M Password,




& & Next.

Mew Connection Entry Wizard >

r'our adrministratar may have provided pou with group
parameters or a digital certificate to authenticate pour
access bo the remote zerver. If 2o, select the appropriate
authentication method and complete your entries .

Gisco SysTEms

% Group Access Information

M arne: wpra00

FPaszward, |

Coanfirm ““““’1
Fazzword:

£ Certificate

M are: l Mo Certificates Installed e

YWalidate Eerfificate.

< Back I Mleut » I Cancel | Help

6. £ LFinishSAREF#F B,

Mew Connection Entry Wizard -

You have successfully created a new wirtual private
niebworking connechion entry named:

Fics

Chk. Finish to zave thiz entry.

Gisco SysTEMs

To connect ta the remate network., select the Connect
buttan from the main window.

T o modify thiz connechion entry, click Optionz on the main
window and zelect Properties from the menu that appears.

£ Back, I Finizh I Cancel Help

7. £ B85k ¥ Connection Entry , /5 % $Connect,



# Cisco Systems ¥YPN Client |

Cisco Srsrems

Conrection Enfo:

Pl -

Mew... ﬁpﬂu:nﬂ&_rr

Hast name ar IP address of remate server:

192.168.1.1)
Carped | Close |

8. IR RS , AT xauth #Y Username #] Password 58 , REHE & OK LUEEIZEM
» Cisco Systems YPN E“En‘tr',' . = EI

| Cisco SveTems _
Connecting to 192.168.1.1.

User Authentication for pixypn : _

The zerver has requested the information
@ specified below to complete the uzer
authentication.

sername:

clsco_mistomer

Fazzward:

HEENEE

[T Save Password

aE Cancel |

Eannect Close |




VPN ZF % 1.1 Bl

Network Security policy:
1- TACconn
My Identity

Connection security: Secure
Remote Party Identity and addressing
ID Type: IP subnet
10.89.129.128
255.255.255.128
Port all Protocol all

Connect using secure tunnel

ID Type: IP address
192.168.1.1

Pre-shared Key=ciscol234

Authentication (Phase 1)

Proposal 1
Authentication method: pre-shared key
Encryp Alg: DES
Hash Alg: MD5
SA life: Unspecified
Key Group: DH 1

Key exchange (Phase 2)

Proposal 1
Encapsulation ESP
Encrypt Alg: DES
Hash Alg: MD5
Encap: tunnel
SA life: Unspecified
no AH

2- Other Connections
Connection security: Non-secure
Local Network Interface

Name: Any
IP Addr: Any
Port: All

inig

AT ARMEKN S TEERN

aaa accounting include acctg service inbound|outbound 1_ip 1 mask [f_ip f _mask] server tag

Flin | EPIXEED , FIMTUT&HS :

aaa accounting include any inbound



0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound

X : ¥ A sysopt connection permit-ipsec#s ¥ (1 IEsysopt ipsec pl-compatible®s ) & Xauthig ik
TEFRAER . Xauthidik ~{XSsysopt ipsec pl-compatiblefif—{#E A, Xauthid k3 TCPIE#2
B , HICMPZHUDPEL X,

PATR i R TACACS+ig ik id R =B

07/27/2004 15:17:54 cisco_customer Default Group 10.89.129.200 stop 15 .. 99 1879 .. ..
0x5 .. PIX 10.89.129.194 telnet

07/27/2004 15:17:39 cisco_customer Default Group 10.89.129.200 start .. .. .. .. .. ..
0x5 .. PIX 10.89.129.194 telnet

1riur
ERRES THNRE &S E R

oM EERER (XEEMAS ) (OIT) XEFFEL show tiH. A OIT AIEEX show S %
HE D,

XX EFAdebugin T2 Bl . iHZ R BXDebugin THEEELR.
B ACiscoR£ AEERRUEETET iR,

- debug crypto ipsec — Al TE& £ 20 ERAYIPsecth i,
- debug crypto isakmp — Al TE & E 1/ RHISAKMP#7

B BB PR

MO RENEETHTNEEH THEDR, WAREIERHET debug Fi i RHl
B BR T

ORHERER (REMAF ) (OIT) ZFEL show tiH. FH OIT AIEEX show T4
HE Do

AXE : EFEAdebugin T2 Hl , BZFEABXRDebugi FHEEFE L,

- debug crypto engine — A T i#i{ N2 5| B# =,

PIX i i 7= 5l

pixfirewall#show debug
debug crypto ipsec 1
debug crypto isakmp 1
debug crypto engine
debug fover status

tx Off
rx Off
open Off

cable Off
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txdmp Off
rxdmp Off

ifc Off
rxip Off
txip Off
get Off
put Off

verify Off
switch Off
fail Off
fmsg Off

E FAVPNE 1~ tiw4 . xHY 18 15

pixfirewall#

crypto_isakmp_process_block: src 192.168.1.2, dest 192.168.1.1
VPN Peer: ISAKMP: Added new peer: ip:192.168.1.2

Total VPN Peers:1

VPN Peer: ISAKMP: Peer ip:192.168.1.2 Ref cnt incremented

to:1 Total VPN Peers:1

OAK_AG exchange

ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 10 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: extended auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 0Oxcd4 0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 2 against priority 10 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 2

ISAKMP: extended auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxcd4 0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 3 against priority 10 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: auth pre-shared

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxcd4 0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 4 against priority 10 policy

ISAKMP: encryption 3DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 2

ISAKMP: auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 0Oxcd4 0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3
ISAKMP (0): Checking ISAKMP transform 5 against priority 10 policy

ISAKMP: encryption DES-CBC

ISAKMP: hash SHA

ISAKMP: default group 2

ISAKMP: extended auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxcd4 0x9b

ISAKMP (0): atts are not acceptable. Next payload is 3



ISAKMP (0): Checking ISAKMP transform 6 against priority 10 policy

ISAKMP: encryption DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 2

ISAKMP: extended auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

ISARKMP (0): atts are acceptable. Next payload is 3
!--- Attributes offered by the VPN Client are accepted by the PIX. ISAKMP (0): processing KE
payload. message ID = 0 ISAKMP (0): processing NONCE payload. message ID = 0 ISAKMP (0):
processing ID payload. message ID = 0 ISAKMP (0): processing vendor id payload ISAKMP (0):
processing vendor id payload ISAKMP (0): remote peer supports dead peer detection ISAKMP (0):
processing vendor id payload ISAKMP (0): speaking to a Unity client ISAKMP (0): ID payload next-
payload: 10 type : 1 protocol : 17 port : 500 length : 8 ISAKMP (0) : Total payload length: 12
return status is IKMP_NO_ERROR crypto_isakmp_process_block: src 192.168.1.2, dest 192.168.1.1
OAK_AG exchange ISAKMP (0): processing HASH payload. message ID = 0 ISAKMP (0): processing
NOTIFY payload 24578 protocol 1 spi 0, message ID = 0 ISAKMP (0): processing notify
INITIAL_CONTACT IPSEC (key_engine): got a queue event... IPSEC (key_engine_delete_sas): rec'd
delete notify from ISAKMP IPSEC (key_engine_delete_sas): delete all SAs shared with 192.168.1.2
ISAKMP (0): SA has been authenticated return status is IKMP_NO_ERROR ISAKMP/xauth: request
attribute XAUTH_TYPE ISAKMP/xauth: request attribute XAUTH_USER_NAME ISAKMP/xauth: request
attribute XAUTH_USER_PASSWORD ISAKMP (0:0): initiating peer config to 192.168.1.2. ID =
1623347510 (0x60c25136) crypto_isakmp_process_block: src 192.168.1.2, dest 192.168.1.1
ISAKMP_TRANSACTION exchange ISAKMP (0:0): processing transaction payload from 192.168.1.2.
message ID = 84 ISAKMP: Config payload CFG_REPLY return status is IKMP_ERR_NO_RETRANS ISAKMP
(0:0): initiating peer config to 192.168.1.2. ID = 2620656926 (0x9c340dle)
crypto_isakmp_process_block: src 192.168.1.2, dest 192.168.1.1 ISAKMP_TRANSACTION exchange
ISAKMP (0:0): processing transaction payload from 192.168.1.2. message ID = 60 ISAKMP: Config
payload CFG_ACK return status is IKMP_NO_ERROR crypto_isakmp_process_block: src 192.168.1.2,
dest 192.168.1.1 ISAKMP_TRANSACTION exchange ISAKMP (0:0): processing transaction payload from
192.168.1.2. message ID = 0 ISAKMP: Config payload CFG_REQUEST ISAKMP (0:0): checking request:
ISAKMP: attribute IP4_ADDRESS (1) ISAKMP: attribute IP4_NETMASK (2) ISAKMP: attribute IP4_DNS
(3) ISAKMP: attribute IP4_NBNS (4) ISAKMP: attribute ADDRESS_EXPIRY (5) Unsupported Attr: 5
ISAKMP: attribute APPLICATION_VERSION (7) Unsupported Attr: 7 ISAKMP: attribute UNKNOWN (28672)
Unsupported Attr: 28672 ISAKMP: attribute UNKNOWN (28673) Unsupported Attr: 28673 ISAKMP:
attribute UNKNOWN (28674) ISAKMP: attribute UNKNOWN (28676) ISAKMP: attribute UNKNOWN (28679)
Unsupported Attr: 28679 ISAKMP: attribute UNKNOWN (28680) Unsupported Attr: 28680 ISAKMP:
attribute UNKNOWN (28677) Unsupported Attr: 28677 ISAKMP (0:0): responding to peer config from
192.168.1.2. ID = 177917346 return status is IKMP_NO_ERROR crypto_isakmp_process_block: src
192.168.1.2, dest 192.168.1.1 OAK_QM exchange oakley_process_gquick_mode: OAK_QM_IDLE ISAKMP (0):
processing SA payload. message ID = 942875080 ISAKMP : Checking IPSec proposal 1 ISAKMP:
transform 1, ESP_3DES ISAKMP: attributes in transform: ISAKMP: authenticator is HMAC-MD5 ISAKMP:
encaps is 1 ISAKMP: SA life type in seconds ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4d 0x9b
IPSEC (validate_proposal): transform proposal (prot 3, trans 3, hmac_alg 1) not supported ISAKMP
(0): atts not acceptable. Next payload is 0 ISAKMP (0): skipping next ANDed proposal (1) ISAKMP
Checking IPSec proposal 2 ISAKMP: transform 1, ESP_3DES ISAKMP: attributes in transform:
ISAKMP: authenticator is HMAC-SHA ISAKMP: encaps is 1 ISAKMP: SA life type in seconds ISAKMP: SA
life duration (VPI) of 0x0 0x20 0xc4 0x9b IPSEC(validate_proposal): transform proposal (prot 3,
trans 3, hmac_alg 2) not supported ISAKMP (0): atts not acceptable. Next payload is 0 ISAKMP
(0) : skipping next ANDed proposal (2) ISAKMP: Checking IPSec proposal 3 ISAKMP: transform 1,
ESP_3DES ISAKMP: attributes in transform: ISAKMP: authenticator is HMAC-MD5 ISAKMP: encaps is 1
ISAKMP: SA life type in seconds ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4d 0x9b
IPSEC (validate_proposal): transform proposal (prot 3, trans 3, hmac_alg 1) not supported ISAKMP
(0): atts not acceptable. Next payload is 0 ISAKMP: Checking IPSec proposal 4 ISAKMP: transform
1, ESP_3DES ISAKMP: attributes in transform: ISAKMP: authenticator is HMAC-SHA ISAKMP: encaps 1is
1 ISAKMP: SA life type in seconds ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4 0x9b
IPSEC (validate_proposal): transform proposal (prot 3, trans 3, hmac_alg 2) not supported ISAKMP
(0): atts not acceptable. Next payload is 0 ISAKMP : Checking IPSec proposal 5 ISAKMP: transform
1, ESP_DES ISAKMP: attributes in transform: ISAKMP: authenticator is HMAC-MD5 ISAKMP: encaps 1is
1 ISAKMP: SA life type in seconds ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4 0x9b ISAKMP
(0): atts are acceptable. ISAKMP (0): bad SPI size of 2 octets! ISAKMP: Checking IPSec proposal
6 ISAKMP: transform 1, ESP_DES ISAKMP: attributes in transform: ISAKMP: authenticator is HMAC-
SHA ISAKMP: encaps is 1 ISAKMP: SA life type in seconds ISAKMP: SA life duration (VPI) of 0xO0
0x20 0Oxc4 0x9b IPSEC(validate_proposal): transform proposal (prot 3, trans 2, hmac_alg 2) not



supported ISAKMP (0): atts not acceptable. Next payload is 0 ISAKMP (0): skipping next ANDed
proposal (6) ISAKMP : Checking IPSec proposal 7 ISAKMP: transform 1, ESP_DES ISAKMP: attributes
in transform: ISAKMP: authenticator is HMAC-MD5 ISAKMP: encaps is 1 ISAKMP: SA life type in
seconds ISAKMP: SA life duration (VPI) of 0x0 0x20 Oxc4 Ox9b ISAKMP (0): atts are
acceptable.IPSEC (validate_proposal_request): proposal part #1, (key eng. msg.) dest=
192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168.1.1/255.255.255.255/0/0 (type=1l), src_proxy=
10.89.129.200/255.255.255.255/0/0 (type=1), protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and Okb, spi= 0x0(0), conn_id= 0, keysize= 0, flags= O0x4 ISAKMP (0): processing
NONCE payload. message ID = 942875080 ISAKMP (0): processing ID payload. message ID = 942875080
ISAKMP (0): ID_IPV4_ADDR src 10.89.129.200 prot 0 port 0 ISAKMP (0): processing ID payload.
message ID = 942875080 ISAKMP (0): ID_IPV4_ADDR dst 192.168.1.1 prot 0 port O0IPSEC (key_ engine) :
got a queue event... IPSEC(spi_response): getting spi 0x64d7a518(1691854104) for SA from
192.168.1.2 to 192.168.1.1 for prot 3 return status is IKMP_NO_ERROR
crypto_isakmp_process_block: src 192.168.1.2, dest 192.168.1.1 OAK_QM exchange
oakley_process_qguick _mode: OAK_QM IDLE ISAKMP (0): processing SA payload. message ID =
3008609960 ISAKMP: Checking IPSec proposal 1 ISAKMP: transform 1, ESP_3DES ISAKMP: attributes in
transform: ISAKMP: authenticator is HMAC-MD5 crypto_isakmp_process_block: src 192.168.1.2, dest
192.168.1.1 OAK_QM exchange oakley process_qguick_mode: OAK_ QM AUTH_AWAITmap_alloc_entry:
allocating entry 2 map_alloc_entry: allocating entry 1 ISAKMP (0): Creating IPSec SAs inbound SA
from 192.168.1.2 to 192.168.1.1 (proxy 10.89.129.200 to 192.168.1.1) has spi 1691854104 and
conn_id 2 and flags 4 lifetime of 2147483 seconds outbound SA from 192.168.1.1 to 192.168.1.2
(proxy 192.168.1.1 to 10.89.129.200) has spi 1025193431 and conn_id 1 and flags 4 lifetime of
2147483 seconds IPSEC (key_engine): got a queue event... IPSEC(initialize_sas): , (key eng. msg.)
dest= 192.168.1.1, src= 192.168.1.2, dest_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1l), src_proxy=
10.89.129.200/0.0.0.0/0/0 (type=1l), protocol= ESP, transform= esp-des esp-md5-hmac , lifedur=
2147483s and Okb, spi= 0x64d7a518(1691854104),conn_id= 2, keysize= 0, flags= 0x4
IPSEC(initialize_sas): , (key eng. msg.) src= 192.168.1.1, dest=192.168.1.2, sSrc_proxy=
192.168.1.1/0.0.0.0/0/0 (type=1l), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1l), protocol= ESP,
transform=esp-des esp-md5-hmac , lifedur= 2147483s and Okb, spi= 0x3d1b35d7(1025193431),conn_id=
1, keysize= 0, flags= 0Ox4 VPN Peer: IPSEC: Peer ip:192.168.1.2 Ref cnt incremented to:2 Total
VPN Peers:1 VPN Peer: IPSEC: Peer ip:192.168.1.2 Ref cnt incremented to:3 Total VPN Peers:1
return status is IKMP_NO_ERROR crypto_isakmp_process_block: src 192.168.1.2, dest 192.168.1.1
OAK_QM exchange oakley_process_qgquick_mode: OAK_QM_AUTH AWAITmap_alloc_entry: allocating entry 4
map_alloc_entry: allocating entry 3 ISAKMP (0): Creating IPSec SAs inbound SA from 192.168.1.2
to 192.168.1.1 (proxy 10.89.129.200 to 0.0.0.0) has spi 3415657865 and conn_id 4 and flags 4
lifetime of 2147483 seconds outbound SA from 192.168.1.1 to 192.168.1.2 (proxy 0.0.0.0 to
10.89.129.200) has spi 2383969893 and conn_id 3 and flags 4 lifetime of 2147483

secondsIPSEC (key_engine): got a queue event... IPSEC(initialize_sas): , (key eng. msg.) dest=
192.168.1.1, src=192.168.1.2, dest_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4), src_proxy=
10.89.129.200/0.0.0.0/0/0 (type=1l), protocol= ESP, transform=esp-des esp-md5-hmac , lifedur=
2147483s and Okb, spi= 0xcb96cd89(3415657865),conn_id= 4, keysize= 0, flags= 0x4
IPSEC(initialize_sas): , (key eng. msg.) src= 192.168.1.1, dest=192.168.1.2, sSrc_proxy=
0.0.0.0/0.0.0.0/0/0 (type=4), dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1l), protocol= ESP,
transform=esp-des esp-md5-hmac , lifedur= 2147483s and Okb, spi= 0x8el87e65(2383969893),conn_id=
3, keysize= 0, flags= 0x4 VPN Peer: IPSEC: Peer 1p:192.168.1.2 Ref cnt incremented to:4 Total
VPN Peers:1 VPN Peer: IPSEC: Peer ip:192.168.1.2 Ref cnt incremented to:5 Total VPN Peers:1
return status is IKMP_NO_ERROR pixfirewall#show uauth

Current Most Seen

Authenticated Users

1 1

Authen In Progress

0 1

ipsec user 'cisco_customer' at 10.89.129.200, authenticated

pixfirewall#

i VPN Client 1.1

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
VPN Peer: ISAKMP: Added new peer: ip:192.168.1.3

Total VPN Peers:1

VPN Peer: ISAKMP: Peer ip:192.168.1.3 Ref cnt incremented to:l
Total VPN Peers:1

OAK_MM exchange



ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 10 policy
encryption DES-CBC

ISAKMP: hash MD5
ISAKMP: default group 1
ISAKMP: auth pre-share

ISAKMP (0): atts are not acceptable. Next payload is 0
ISAKMP (0): Checking ISAKMP transform 1 against priority 20 policy

ISAKMP: encryption DES-CBC
ISAKMP: hash MD5

ISAKMP: default group 1
ISAKMP: auth pre-share

ISAKMP (0): atts are acceptable. Next payload is 0

ISAKMP (0): SA is doing pre-shared key authentication

using id type ID_IPV4_ADDR

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
OAK_MM exchange

ISAKMP (0): processing KE payload. message ID = 0

ISAKMP (0): processing NONCE payload. message ID = 0

ISAKMP (0): processing vendor id payload

ISAKMP (0): processing vendor id payload

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
OAK_MM exchange

ISAKMP (0): processing ID payload. message ID = 0

ISAKMP (0): processing HASH payload. message ID = 0

ISAKMP (0): processing NOTIFY payload 24578 protocol 1

spi 0, message ID = 0

ISAKMP (0): SA has been authenticated

ISAKMP (0): ID payload
next-payload : 8

type 1
protocol . 17
port : 500
length : 8

ISAKMP (0): Total payload length: 12

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
ISAKMP: Created a peer node for 192.168.1.3

OAK_QM exchange

ISAKMP (0:0): Need XAUTH

ISAKMP/xauth: request attribute XAUTH_TYPE

ISAKMP/xauth: request attribute XAUTH_USER_NAME

ISAKMP/xauth: request attribute XAUTH_USER_PASSWORD

ISAKMP (0:0): initiating peer config to 192.168.1.3.

ID = 3196940891 (0xbe8d725b)

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
ISAKMP_TRANSACTION exchange

ISAKMP (0:0): processing transaction payload

from 192.168.1.3. message ID = 84

ISAKMP: Config payload CFG_REPLY

return status is IKMP_ERR_NO_RETRANS

ISAKMP (0:0): initiating peer config to 192.168.1.3.

ID = 3196940891 (0xbe8d725b)

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
ISAKMP_TRANSACTION exchange



ISAKMP

(0:

0) : processing transaction payload

from 192.168.1.3. message ID = 60
ISAKMP: Config payload CFG_ACK

ISAKMP

(0:

0): initiating peer config to 192.168.1.3.

ID = 1647424595 (0x6231b453)

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
ISAKMP_TRANSACTION exchange

ISAKMP

(0:

0) : processing transaction payload

from 192.168.1.3. message ID = 60
ISAKMP: Config payload CFG_ACK

ISAKMP

(0:

0) : peer accepted the address!

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
OAK_QM exchange

oakley_process_guick_mode:

OAK_QM_ TIDLE

ISAKMP

ISAKMP

ISAKMP:
ISAKMP:
ISAKMP:
ISAKMP:

ISAKMP

(0):

processing SA payload. message ID = 802013669

Checking IPSec proposal 1

transform 1, ESP_DES

(0):

attributes in transform:

authenticator is HMAC-MD5

encaps is 1

atts are acceptable.IPSEC (validate_proposal_request)

:proposal part #1,

(key eng. msg.) dest= 192.168.1.1, src = 192.168.1.3,
dest_proxy= 10.89.129.128/255.255.255.128/0/0 (type=4),
src_proxy= 10.89.129.200/255.255.255.255/0/0 (type=1),
protocol= ESP, transform=esp-des esp-md5-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize=0, flags= 0x4

ISAKMP

ISAKMP
ISAKMP
ISAKMP
ISAKMP

(0):

(0):

(0):
(0):
(0)

processing NONCE payload. message ID = 802013669

processing ID payload. message ID = 802013669
ID_IPV4_ADDR src 10.89.129.200 prot 0 port O
processing ID payload. message ID = 802013669
ID_TPV4_ADDR_SUBNET dst 10.89.129.128/255.255.255.128

prot 0 port OIPSEC (key_ _engine): got a queue event...
IPSEC (spi_response) : getting spi Oxd7cef5ba(3620664762) for SA
from 192.168.1.3 to 192.168.1.1 for prot 3

return status is IKMP_NO_ERROR

crypto_isakmp_process_block: src 192.168.1.3, dest 192.168.1.1
OAK_QM exchange

oakley_process_guick_mode:

OAK_QM_AUTH_AWAITmap_alloc_entry: allocating entry 1
map_alloc_entry: allocating entry 2

ISAKMP

(0):

Creating IPSec SAs

inbound SA from 192.168.1.3 to 192.168.1.1

(proxy 10.89.129.200 to 10.89.129.128)

has spi 3620664762 and conn_id 1 and flags 4
outbound SA from 192.168.1.1 to 192.168.1.3

(proxy 10.89.129.128 to 10.89.129.200)

has spi 541375266 and conn_id 2 and flags 4
IPSEC (key_engine): got a queue event...

IPSEC(initialize_sas): ,
(key eng. msg.) dest= 192.168.1.1, src=192.168.1.3,
dest_proxy= 10.89.129.128/255.255.255.128/0/0 (type=4),
src_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1),



protocol= ESP, transform=esp-des esp-md5-hmac ,

lifedur= 0s and Okb,

spi= 0xd7cefbba (3620664762) ,conn_id= 1, keysize= 0, flags= 0x4
IPSEC (initialize_sas): ,

(key eng. msg.) src= 192.168.1.1, dest=192.168.1.3,

src_proxy= 10.89.129.128/255.255.255.128/0/0 (type=4),

dest_proxy= 10.89.129.200/0.0.0.0/0/0 (type=1),

protocol= ESP, transform=esp-des esp-md5-hmac ,

lifedur= 0s and Okb,

spi= 0x2044bb22 (541375266) ,conn_id= 2, keysize= 0, flags= 0x4

VPN Peer: IPSEC: Peer ip:192.168.1.3 Ref cnt incremented
to:2 Total VPN Peers:1l

VPN Peer: IPSEC: Peer ip:192.168.1.3 Ref cnt incremented
to:3 Total VPN Peers:1

return status is IKMP_NO_ERROR
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