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AP HEBEETIZ1T9.20.189Cisco ASA,

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,
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IKEV2ZZARBLEFUTRE :
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FEFINRHRmR

REFIHENNIRARZERGEHERTERNNE , LEEBEERALARBHNRE, BFITEN
AR HBEAERAITEIN NN EERENZD S E. Bt , AMIFERQFNEFRMNLE, B
MANEERTFEBRPQC)EZE, BNRBEIEAS N EARXRKIEEIPsecBENRZ S, XPRF
REBARKNEETBARRMEE S, LFEZTBRTENIRELERXEZATR—HFEX

, NI R BTN Z2FRY

THEE IR SN BA IR T RERBEIKEV2, XEFANZARR AT UL ERZE TR
BE. NTXBMBRXEMMBZRANEE , SIAT —FHN P ERAVFEERE, XERFARR
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ASA-Local | I ASA-Remote

5 & A | \ A A
I’\_ -/
192.168.0.10/24 172.16.10.20/24
192.168.0.1/24 10.10.10.10 10.20.20.20 172.16.10.1/24
ASA Bt &
BlEASAEEN

MRREEASAED , FRAELEEIPH, BOBHNRELRH

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
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RN EHAERE, ATUERpingS TRIEEAEE M,
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EAZRATIRE B IKEV2R I H E/NEBE A LS AIKEV2

ERIXLEEREBIKEV2ER , FRMAUTHS :

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400

{8 FH additional-key-exchange® 4 , BT BUEcrypto ikev2 policy FER B EL A BM4AK bR, Bt AR B LR/ Bexchangekt i, AR



Plsp | BET BN REHR (EADHA21M31 ) .

additional-key-exchange 1 key-exchange-method 21 additional -key-exchange 2 key-exchange-method 31

BRANIKEV2RB N TR :

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31



AR NMRREAFAIANZENFNERBLSHEBRNFHRIE. MR, 85, DiffieHdimanSHMEtBRARIRSHE
, MFEIKEV2EK IS TEL,

MHPIELIEVPNRREMED LB AIKEV2, BE , XA (REEKN ) #0, EEAIKE , BESRBEEER T Acrypto ikev2

enable outside®s 55 o

B BRZiEA

X F iR B A BRE | EEERE X RE N IPSec-12l, BEREIKEV2IRHAZRA , TRAUTHS :



tunnel-group 10.20.20.20 type ipsec-12|
tunnel-group 10.20.20.20 ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco

B EAERREMMBFEACL

ASAfE A 17 B4 H1 5I:R(ACL)SR X 3 A HUBT IPSec N B R IF W RESTEERFHNIRE. SR Hpermit Application Control Engine
(ACE)LE B H b #iE R , AR Spermit ACELE M A MBIESEE R,

object-group network local-network
network-object 192.168.0.0 255.255.255.0
object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-list asa-vpn extended permit ip object-group local-network object-group remote-network



R VPNAEMMAMEEEGENMERIACL,

BB B NAT ( Alik )

BE , EESONATUBLLAXREZEZSNAT, EXFHERT , BENSBNATH :



nat (inside,outside) source static local-network |ocal-network destination static remote-network remote-network no-proxy-arp route-lookup

BB IKEV2 |PSeciZiX

IKEV2 IPSecRUATENL —AMBRMTBMUE L , MR BIERE. WEUSMITE R NVPNI F4 S 8ER TR IPSec SA, <4
EANGER

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

B E R Y R H P E RO

MBERGEHMBELENRE , AELAEE

o EBEXTMFBMNRECEMNIFRSIE (BEMHRAMBACL)
o FEFIRIR

o EH—ANIKEV2 IPSeciE i

BAMERNEEMNT

crypto map outside_map 1 match address asa-vpn crypto map outside_map 1 set peer 10.20.20.20 crypto map outside_map 1 set ikev2 ipsec-proposal |IKE'

B&J5 — % 2 F A crypto map outside_map interface outsidedy R L INZZBRE B A FANER ( 0% ) #0,

AibASAR LB B

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
|



crypto ikev2 policy 10

encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31

|

crypto ikev2 enable outside
!
tunnel-group 10.20.20.20 type ipsec-12
tunnel-group 10.20.20.20 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco

ikev2 local-authentication pre-shared-key cisco

!
object-group network local-network

network-object 192.168.0.0 255.255.255.0

!

object-group network remote-network

network-object 172.16.10.0 255.255.255.0

!

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
!

nat (inside,outside) source static local-network local-network destination static remote-network remote-network no-proxy-arp route-lookup
!

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET

protocol esp encryption aes-256

protocol esp integrity sha-256

!

crypto map outside_map 1 match address asa-vpn

crypto map outside_map 1 set peer 10.20.20.20

crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
!

crypto map outside_map interface outside

ZERRASARLKE B

interface GigabitEthernet0/0 nameif outside security-level 0 ip address 10.20.20.20 255.255.255.0 ! interface GigabitEthernet0/1 nameif inside security-lev
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ERIEBERECEANRREEEEAERECH  B4MBREXRECREIIASA,



& : Packet Tracer A THEEVRE. © W LUEN Packet-tracerfn 5 58X ; packet-tracer input inside icmp192.168.0.11 8 0
172.16.10.11 , H4A{E B iEZ HLoca-ASA,

ERIFEMBARGR , B LEAshow crypto ikev2 safi o MEH PR , BUUKRBEAKESHURIEATEIRE X,

<#froot>

Local-ASA# show crypto ikev2 salKEv2 SAs: Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1 Tunnel-id Local Remote fvrf/ivrf Status R

AKEl: 21 AKE2: 31

Life/Active Time: 86400/7 sec Child sa: Tocal selector 192.168.0.0/0 - 192.168.0.255/65535 remote sele



R BR

ERBA T A T 3 IKEV2RSE 3 TR HERR

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127




AR MRBHFLEIAN N RBEHTHEDR ( WRIEFZL T EFRSNU AL ) , M 24704 A debug crypto condition
peer X X X X#n 58 &Mt 5 AR,
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