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el lo0: 192.168.200.1/24
lo0: 192.168.100.1/24 ol 168.200.1/
@ E0/0: 192,168.0.1/24 EQ/D: 192.168.0.2/24 @

Tun(: 10.0.0.1/24 TunO: 10.0.0.2/24
R1

R2

XN TFURIKEVIRA , BAEARZNSFMEBRRIBCARERMEER , FEABNMEERKKILES
#HEM

HR1ZISAKMPREF R , BBESEBHEHRPRE, XETMRZPHIAR, HR2EISAKMPX
wrAEE , F1MERDERK.

AE XN TARXEFWIKEV2RE , MLt SIKEVIROIFT RO AFNNIRULAEE



FREIARMTE
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EBZMEBHIKEV

UTRE#HEZMEPHIKEVIRIMEFMVPNEE :

crypto isakmp policy 10
encr 3des

hash md5

group 2

crypto isakmp profile profl
self-identity fqgdn
ca trust-point IOSCA1l
match identity host R2.cisco.com
1
crypto ipsec transform-set TS esp-aes esp-sha256-hmac
mode tunnel
!
crypto ipsec profile profl
set transform-set TS
set isakmp-profile profl
1
interface Loopback0
description Simulate LAN
ip address 192.168.100.1 255.255.255.0
!
interface Tunnell
ip address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profl
1
interface Ethernet0/0
ip address 192.168.0.1 255.255.255.0

ip route 192.168.200.0 255.255.255.0 10.0.0.2

LT REHEZMEPHIKEVIHR2MEFMVPNEE :

crypto isakmp policy 10
encr 3des

hash md5

group 2

crypto isakmp profile profl
self-identity fqgdn
match identity host Rl.cisco.com
1

crypto ipsec transform-set TS esp-aes esp-sha256-hmac



mode tunnel

!
crypto ipsec profile profl

set transform-set TS

set isakmp-profile profl

1

interface Loopback0

ip address 192.168.200.1 255.255.255.0
1

interface Tunnell

ip address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 192.168.0.1

tunnel protection ipsec profile profl
1

interface Ethernet0/0

ip address 192.168.0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

EARGH , RIEFMEER | —MEAIOSCAT , 5 —MERAIOSCA2:

crypto pki trustpoint IOSCAl

enrollment url http://192.168.0.3:80
serial-number

fgdn Rl.cisco.com

ip-address 192.168.0.1

subject-name CN=R1,0U=IT,O=cisco,O=com
revocation-check crl

!

crypto pki trustpoint IOSCA2

enrollment url http://192.168.0.4:80
serial-number

fgdn Rl.cisco.com

ip-address 192.168.0.1

subject-name CN=R1,0U=IT,O=cisco,O=com
revocation-check crl

EARFH , RREEWMEER | —MEAIOSCAT , 5 —/MEAIOSCA2:

crypto pki trustpoint IOSCAl

enrollment url http://192.168.0.3:80
serial-number

fgdn R2.cisco.com

ip-address 192.168.0.2

subject-name CN=R2,0U=IT,O=cisco,O=com
revocation-check crl

!

crypto pki trustpoint IOSCA2

enrollment url http://192.168.0.4:80
serial-number
fgdn R2.cisco.com

ip-address 192.168.0.2

subject-name CN=R2,0U=IT,O=cisco,O=com
revocation-check crl

BIBEUTHEFMNE —Z7 : R1 ISAKMPELE X #4531 I0SCA1 EF = Hca trust-point &5 H , iX



RRRIXEEHZBECERRIENIES, HR , REEFMELRENHNEERRIENAEIES.

R1ERIKEVI KB
BT RRIFMR2HF G S

- R1# debug crypto isakmp
- R1# debug crypto ipsec
- R1# debug crypto pki validation

it , RUBZEEEH AMM3RIEIEBER :

*Jun 20 13:00:37.609: ISAKMP: (0): SA request profile is profl

*Jun 20 13:00:37.610: ISAKMP (0): constructing CERT_REQ for issuer
cn=CAl,o=cisco, o=com

*Jun 20 13:00:37.610: ISAKMP: (0): sending packet to 192.168.0.2

my_port 500 peer_port 500 (I) MM_SA_SETUP

*Jun 20 13:00:37.610: ISAKMP: (0):01ld State = IKE_I_MM2 New State = IKE_I_MM3

BFEE , HESNEE—NMEBER , ZBERNATIOSCAIEER. XRISAKMPEL & 34 X Al
iE(CN=CA1, O=cisco , O=com)yFA{TH. FTREHMIEFER , B UEABRARNBIESH

IRINBERMUEIX £F R



Mc~ | Time Source Destination I Protocol | Lengthl Info

18 2613-06-20 192,168.8.1 192.168.0,2 ISAKMP 192 Tdentity Protection (Main Mode)
19 2613-06-20 192.168.08.2 192.168.0,1 TSAKMP 132 Tdentity Protection (Main Mode)
-06-200 192, 168.6.1 192.168.0,2 355 Tdentity Protection (Main Mode)

21 2003-86-20 192.168.0.2 192.168.0.1 ISAKHP 755 Identity Protection (Main Mode)

22 20013-06-20 192.168.0.1 192.168.0.2 TSAKMP 736 Identity Protection (Main Mode)
23 20013-06-20 192.168.0.2 192.168.0.1 TISAKHP 712 Tdentity Protection (Main Mode)
24 20013-06-20 192.168.6.1 192.168.0.2 TISAKHP 192 Quick Hode

50003 -06-20 192 TAR.A.2 192 16R.0. 1T TSAKMP 192 tnick Mode
Frame 28: 355 bytes on wire (2848 bits), 355 bytes captured (2848 bits)
Raw packet data
Internet Protocol Yersion 4, Src: 192,168.68.1 (192.168.0.1), Dst: 192.168.6.2 (192.168.0.2)
User Datagram Protocol, Src Port: isakmp (588), Dst Port: isakmp (5688)
Internet Security Association and Key Management Protocol
Initiator cookie: 2a718318c5500119
Responder cookie: G2717993a5ch95ad
Mext payload: Key Exchange (4)
Yersion: 1.0
Exchange type: Identity Protection {(Main Mode) (2)
Flags: ©x00
Message ID: BxEO0O0000O
Length: 327
¢ Type Payload: Key Exchange (4)
¢ Type Payload: Nonce (18)
= Type Payload: Certificate Request (7)
Mext payload: Vendor TID (13)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

4 % v v =

k-4

© rdnSequence: 3 items (id-at-commonMame=CAl,id-at-organizationName=cisco,id-at-organizationName=com)
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: ¥endor ID (13) : Unknown Yendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (2@)

T oT v oW W

HR2WBIFEER , eHBLEBIERER , ZERKBUE—ANTEDR , BTHEMMSFAT SRR
1IEE’J1=.1L“$H9€E9E1IE=I% &LIEJIIxF'—-?ISAKMP?&E@ﬂFE’JLH% s‘kﬁfﬂﬁﬂo XEREEAE -
TE, FLHEF  RE—IPEE , AARTBEETHEEER , HEREE— /\'—-_JEE,\“?@H?EE%E
FER,

*Jun 20 13:00:37.617: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.617: ISAKMP: (1010): peer wants cert issued

by cn=CAl,o=cisco, o=com

*Jun 20 13:00:37.617: Choosing trustpoint IOSCAl as issuer

2E , R2EZBMMA, XREEFMEZEEEEANIIPERNERFEE. AHTR2RISAKMPIY R 25
, AtFrE 2 R EN N EEREBEZEEH (ca trust-pointleBF 2K iEF). FHELFMEES
(IOSCA1HIIOSCA2) , ERFIE Lo

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer cn=CAl,o=cisco,o=com

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer cn=CA2,o=cisco,o=com

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer ou=Class 3 Public Primary Certification Authority,



o=VeriSign, Inc.,c=US

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco SSCA2,0=Cisco Systems

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 20 13:00:37.617: ISAKMP (1010): constructing CERT_REQ
for issuer cn=Cisco Root CA M1l,o=Cisco

*Jun 20 13:00:37.617: ISAKMP: (1010): sending packet to
192.168.0.1 my _port 500 peer_port 500 (R) MM_KEY_EXCH

*Jun 20 13:00:37.617: ISAKMP: (1010):Sending an IKE IPv4 Packet.
*Jun 20 13:00:37.617: ISAKMP: (1010) :Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Jun 20 13:00:37.617: ISAKMP: (1010):01d State = IKE_R_MM3

New State = IKE_R_MM4

& LAfE A Wireshark @ IFHIE R, RER2HMMABEEEE EMNEBFEREE

Me~ | Time |SGUHE Destination PnﬂnculLengHﬂlnﬁ:

18 2613-06-26 192.168.0,1 192,168.8.2 ISAKMP 192 Identity Protection (Main Mode)
19 2013-06-20 192.168.0,2 192,168.8,1 ISAKMP 132 Identity Protection (Main Mode)
20 2013-06-20 192.168.0,1 192,168.08,2 ISAKMP 355 Identity Protection (Main Mode)
212013-086-20 B.0.2 192,168.0.1 755 Identity Protection

22 2013-06-20 192.168.0,1 192,168.8.2 ISAKMP 736 Identity Protection (Main Mode)
23 2013-96-20 192.168.0,2 192.168.0.1 ISAKMP 712 Identity Protection (Main Mode)
24 2013-06-26 192.168.0.1 192.168.6.2 ISAKMP 192 Quick Mode

25 2013-06-28 192.168.0.2 192.168.8.1 TSAKMP 192 Duick Made

- Frame 21: 755 bytes on wire (60640 bits), 755 bytes captured (6040 bits)
¢ Raw packet data
» Internet Protocol Version 4, Src: 192.168.6.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
» User Datagram Protocel, Src Port: isakmp (560), Dst Port: isakmp (500)
= Internet Security Association and Key HManagement Protocol
Initiator cookie: 2a710318c¢5500119

Responder cookie: 62717993a5ch95ad
Hext payload: Key Exchange (4)
Yersion: 1.8
Exchange type: Identity Protection (Main Mode) (2)
b Flags: 0x88
Message ID: Ox80000000
Length: 727
Type Payload: Key Exchange (4)
Type Payload: Nonce (10)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Certificate Request (7)
Type Payload: Yendor ID (13) : CISCO-UNITY 1.6
Type Payload: Yendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Vendor ID (13) : Unknown Vendor ID
Type Payload: Vendor ID (13) : XAUTH
Type Payload: NAT-D (RFC 3947) (20)
Type Payload: NAT-D (RFC 3947) (20)

T T T T T T T T T T T T ™ T W



ARE , RINR2EZEKMMA , EEBEZMEBERFTE :

*Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by

cn=CAl, o=cisco, o=com

*Jun 20 13:00:37.623: ISAKMP: Examining profile list for trustpoint IOSCAl
*Jun 20 13:00:37.623: ISAKMP: Found matching profile for IOSCAl

*Jun 20 13:00:37.623: Choosing trustpoint IOSCAl as issuer

*Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by
cn=CA2,o0=cisco, o=com

*Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by ou=Class 3
Public Primary Certification Authority,o=VeriSign, Inc.,c=US

*Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by

cn=Cisco SSCA2,o0=Cisco Systems
*Jun 20 13:00:37.623:
*Jun 20 13:00:37.623:
*Jun 20 13:00:37.623:
cn=Cisco Manufacturing CA,o=Cisco Systems

ISAKMP: (1010) :
ISAKMP: (1010) :
ISAKMP: (1010) :

processing
peer wants
peer wants

CERT_REQ payload. message
a CT_X509_SIGNATURE cert
cert issued by

ID

*Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 20 13:00:37.623: ISAKMP: (1010): processing CERT_REQ payload. message ID
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants a CT_X509_SIGNATURE cert
*Jun 20 13:00:37.623: ISAKMP: (1010): peer wants cert issued by

cn=Cisco Root CA M1l,o=Cisco

R1EME—NTEMANGE —MERIEREIOSCAIEEATE., XBERIEASEER
IOSCA1XBXHIEBEMMS T HHRIE, T2REERE(FQDN)AEIKE ID, X2HF
ISAKMPEL E X 4PN E 5 5 HiqdnBl & :

*Jun 20 13:00:37.624: ISAKMP (1010):
100+ipaddress=192.168.0.1+hostname=Rl.cisco.com,cn=R1,ou=IT,o=cisco, o=com

constructing CERT payload for serialNumber=

*Jun 20 13:00:37.624:
keypair to sign

MM5ER2#ZUR FILL B, U B IKE ID(R1.cisco.com)5ISAKMPER & St #prof1 IEER .

ISAKMP: (1010) :

RYIEH FH ST B WAL -

*Jun 20 13:00:37.625:

ISAKMP: (1010) :

using the IOSCAl trustpoint's

processing

*Jun 20 13:00:37.625: ISAKMP (1010): ID payload
next-payload 6
type 2
FQDN name Rl.cisco.com
protocol 17
port 500

ID payload. message ID =

0

ARERIEER



length : 20
*Jun 20 13:00:37.625: ISAKMP: (0):: peer matches profl profile

*Jun 20 13:00:37.626: CRYPTO_PKI: (A0013) Certificate validation succeeded
*Jun 20 13:00:37.626: ISAKMP: (1010):SA authentication status:
authenticated

ARfa , R2EA5I0SCA1XERHY L F 4 & MM6:

*Jun 20 13:00:37.627: ISAKMP (1010): constructing CERT payload for serialNumber=
101+ipaddress=192.168.0.2+hostname=R2.cisco.com,cn=R2,ou=IT,o=cisco,o=com

*Jun 20 13:00:37.627: ISAKMP: (1010): using the IOSCAl trustpoint's keypair to sign
*Jun 20 13:00:37.632: ISAKMP: (1010): sending packet to 192.168.0.1

my_port 500 peer_port 500 (R) MM_KEY_EXCH

RIKEIZERZ , RIRIEIEB B RIE

*Jun 20 13:00:37.632: ISAKMP (1010): received packet from 192.168.0.2
dport 500 sport 500 Global (I) MM_KEY_ EXCH
*Jun 20 13:00:37.632: ISAKMP: (1010): processing ID payload. message ID = 0
*Jun 20 13:00:37.632: ISAKMP (1010): ID payload

next-payload : 6

type : 2

FQDN name : R2.cisco.com
protocol . 17

port : 500

length : 20

*Jun 20 13:00:37.632: ISAKMP: (0): Creating CERT validation list: IOSCAl

*Jun 20 13:00:37.633: CRYPTO_PKI: (80013) Certificate validation succeeded

*Jun 20 13:00:37.637: ISAKMP: (1010):SA authentication status:
authenticated

*Jun 20 13:00:37.637: ISAKMP: (1010):01d State = IKE_I_MM6
New State = IKE_Pl_COMPLETE

XM T EIB R F2MBEBENADE. BERNEY , REGIRY,

R24ER IKEVI &R S
A RBIEIAR2B3E —IKEVIBRER TR | HiLBAREL ZBRENER,

ii!; :ﬁwﬁkﬁ ﬁ} Aﬁ, kiﬁﬁfﬂ?é Ei_t quqﬂﬁﬁiﬁ§@UN§;€Egiégio

R2EEHATMEBFERARHNMMS , AARZXEEISAKMPEEXHXENEER (FIEGER
HEEE) -



*Jun 17 18:08:44.321: ISAKMP (0): comnstructing CERT_REQ for
issuer cn=CAl,o=cisco,o=com

*Jun 17 18:08:44.321: ISAKMP (0): comnstructing CERT_REQ for
issuer cn=CA2,o0=cisco,o=com

*Jun 17 18:08:44.321: ISAKMP (0): comnstructing CERT_REQ for
issuer ou=Class 3 Public Primary Certification Authority,
o=VeriSign, Inc.,c=US

*Jun 17 18:08:44.321: ISAKMP (0): comstructing CERT_REQ for
issuer cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:44.321: ISAKMP (0): comstructing CERT_REQ for
issuer cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:44.321: ISAKMP (0): comstructing CERT_REQ for
issuer cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:44.321: ISAKMP (0): comstructing CERT_REQ for
issuer cn=Cisco Root CA M1l,o=Cisco

*Jun 17 18:08:44.321: ISAKMP (0): sending packet to 192.168.0.1
my port 500 peer_port 500 (I) MM _SA_ SETUP

HRIKFRER2ZHEIEZR , oL BIERERHTEIOSCAT1 EER , ZEELBELEMM6H
RIEHRIUEH -

*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

cn=CAl, o=cisco,o=com

*Jun 17 18:08:14.321: Choosing trustpoint IOSCAl as issuer

*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

cn=CA2, o0=cisco,o=com

*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:14.321: ISAKMP: (1099): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:14.321: ISAKMP: (1099): peer wants cert issued by

cn=Cisco Root CA M1,o0=Cisco



ZE , RIEREFEFERABEBMMABEZ, REASMEFBERAR :

*Jun 17 18:08:14.321: ISAKMP (1099): constructing CERT_REQ for issuer
cn=CA2,o0=cisco, o=com

*Jun 17 18:08:14.321: ISAKMP (1099): constructing CERT_REQ for issuer
cn=CAl, o=cisco, o=com

*Jun 17 18:08:14.322: ISAKMP (1099): constructing CERT_REQ for issuer
ou=Class 3 Public Primary Certification Authority,

o=VeriSign, Inc.,c=US

*Jun 17 18:08:14.322: ISAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:14.322: ISAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:14.322: ISAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA 2048,0=Cisco Systems

*Jun 17 18:08:14.322: ISAKMP (1099): constructing CERT_REQ for issuer
cn=Cisco Root CA M1,o=Cisco

*Jun 17 18:08:14.322: ISAKMP: (1099): sending packet to 192.168.0.2
my_port 500 peer_port 500 (R) MM_KEY_EXCH

FABRARNBITFESHIR(EPC) MWireshark¥ i B & :

No. |Time ‘Source |Destination |Proto:ol|Length|Inl‘u
22013-06-17 192.168.0.2 192.168.0.1 ISAKMP 192 Identity Protection (Main Mode)
3 2013-06-17 192.168.08,1 192.168.0.2 ISAKMP 132 Identity Protection (Main Mode)
4 2013-06-17 192.168.08,2 192.168,0.1 ISAKMP 735 Identity Protection (Main Mode)
0.1 2 755 Identity Protection
6 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
7 2013-06-17 192,168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
8 2013-06-17 192,168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
9 2013-06-17 192,168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
10 2013-06-17 192,168.0.2 192.168.0.1 TISAKMP 736 Identity Protection (Main Mode)
11 20613-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)
12 2013-06-17 192.168.0.2 192.168.0.1 ISAKMP 736 Identity Protection (Main Mode)
13 2013-06-17 192.168.0.1 192.168.0.2 ISAKMP 755 Identity Protection (Main Mode)

¥ Flags: ©Gx00

Message ID: OxBOOOOBOO

Length: 727

Type Payload: Key Exchange (4)

Type Payload: Nonce (10)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: Certificate Request (7)

Type Payload: VYendor ID (13) : CISCO-UNITY 1.0
Type Payload: Vendor ID (13) : RFC 3706 DPD (Dead Peer Detection)
Type Payload: Yendor ID (13) : Unknown Vendor ID
Type Payload: Vendor ID (13) : XAUTH

Type Payload: NAT-D (RFC 3947) (20)

Type Payload: NAT-D (RFC 3947) (20)

- - - - - - - - - R



BNER1EISAKMPE B X HEE 7T 2 NMSER(OSCAT) , e X EZSMEPER, XE2ENR
ISAKMPEL & S 4 A B ca trust-pointin SHEE TIEBIER AR , BN LHBEHZZISAKMPALEN X
ERFoeRkE, MRBABEWNE , NS+ B RN W ELAHE S MEBERAR , BAR1E
TEE A FIKESFEHISAKMPE B XX 4

FEWMMS (2EIKEID) &, AWIKESTENSER B EISAKMPEEXH. 2/ , ﬁmﬁﬂ X
fmatch identityin T FIKEREHRERRE X4, B2 , BEFIE , RHFSTHEBEX— K. A
BEZNSAKMPELEXH , B/ EEXHER T FREH ca trust-pointii Fo

Hit , RIBFANFFEEREENEERRSIERFER,

&S ca trust-pointin TGRS E -

ﬂlKEm%mﬁﬁﬂﬂnﬂlKEﬂim%m%ﬁﬁEﬁﬂmﬁfﬁﬁmio Bl | LITRSAZEE INZEM &
BRI EES (EIKEEERX T ) ATeEAELIXCERT- REQAZE 2 BE B E Y HE
£5. BER E%EH%ETﬁE%@J%ElSAKMPEEEI#Fq:EME’J REEKIIRFTIEPRIE, R
FHEHE ( KE£ 827 ) BB 7 A EE R T S5 RS2 3 53R {8 12 I 5738 25 /Y
ISAKMPEL B SCHFHRYES |, NIELIEH, (ER , NRABHEASTNERNNEHEBNSRIEE
FREES , WA ER#TEHRIUE, )

NERBEMMABIESFAEEARIE —MEBERAR :

= Type Payload: Certificate Request (7)
Mext payload: Certificate Request (7)
Payload length: 51
Certificate Type: X.509 Certificate - Signature (4)
= Certificate Authority Signature: @

- rdnSequence: 3 items (id-at-commonMame=CA2,id-at-organizationName=cisco,id-at-organizationNamescom
r Type Payload: Certificate Request (7)
P Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)
b Type Payload: Certificate Request (7)

MR1EIZEHMMABIE BESE —MEBERAFE P B EIOSCA2 trust-point , E 1 IiEPHY LN F
. E— 1 HIOSCA2EERESR :

Rl#sh crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
Issuer:
cn=CA2
o=cisco
o=com
Subject:
Name: Rl.cisco.com
IP Address: 192.168.0.1
Serial Number: 100
serialNumber=100+ipaddress=192.168.0.1l+hostname=R1l.cisco.com
cn=R1


//www.cisco.com/en/US/partner/docs/ios-xml/ios/security/a1/sec-cr-c1.html

ou=IT
o=cisco
o=com
Validity Date:
start date: 13:25:01 CET Jun 17 2013
end date: 13:25:01 CET Jun 17 2014
Associated Trustpoints: IOSCA2

<output omitted, 1 more Rl cert signed by CAl, 2 more CA certs>

FFIOSCAIEERBEEE —MEBERAT P , EMR2ZRIZHMMIBIE#HTHR

R2#sh crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:
cn=CAl
o=cisco
o=com
Subject:
Name: R2.cisco.com
IP Address: 192.168.0.2
Serial Number: 101
serialNumber=101+ipaddress=192.168.0.2+hostname=R2.cisco.com
cn=R2
ou=IT
o=cisco
o=com
Validity Date:
start date: 13:23:49 CET Jun 17 2013
end date: 13:23:49 CET Jun 17 2014
Associated Trustpoints: IOSCAL
Storage: nvram:CAl#2.cer

<output omitted, 1 more R2 cert signed by CA2, 2 more CA certs>

W , RMARTEBMMABEEH T IR BIEBER, E—MEBFERAESIOSCA2EERTE :

*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

cn=CA2, 0=cisco,o=com

*Jun 17 18:08:44.335: Choosing trustpoint IOSCA2 as issuer

*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

cn=CAl, o=cisco,o=com

*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

ou=Class 3 Public Primary Certification Authority,o=VeriSign, Inc.,c=US
*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.



message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

cn=Cisco SSCA2,o0=Cisco Systems

*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

cn=Cisco Manufacturing CA,o=Cisco Systems

*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

cn=Cisco Root CA 2048,o0=Cisco Systems

*Jun 17 18:08:44.335: ISAKMP: (1100): processing CERT_REQ payload.
message ID = 0

*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants a CT_X509_SIGNATURE cert
*Jun 17 18:08:44.335: ISAKMP: (1100): peer wants cert issued by

cn=Cisco Root CA M1,o0=Cisco

HR2OEZMMSEIE N , ©EMASIOSCA2EFERXEMIES -

*Jun 17 18:08:44.335: ISAKMP: (1100):SA is doing RSA signature authentication
using id type ID_FQDN
*Jun 17 18:08:44.335: ISAKMP (1100): ID payload

next-payload : 6

type : 2

FQDN name : R2.cisco.com
protocol . 17

port : 500

length : 20

*Jun 17 18:08:44.335: ISAKMP: (1100):Total payload length: 20

*Jun 17 18:08:44.335: ISAKMP: (1100): IKE->PKI Get CertificateChain to be sent
to peer state (I) MM_KEY_EXCH (peer 192.168.0.1)

*Jun 17 18:08:44.335: ISAKMP: (1100): PKI->IKE Got CertificateChain to be sent
to peer state (I) MM_KEY_EXCH (peer 192.168.0.1)

*Jun 17 18:08:44.336: ISAKMP (1100): comnstructing CERT payload for
serialNumber=101+ipaddress=192.168.0.2+hostname=R2.cisco.com,cn=R2,
ou=IT,o=cisco,o=com

R2#

*Jun 17 18:08:44.336: ISAKMP: (1100): using the IOSCA2 trustpoint's
keypair to sign

*Jun 17 18:08:44.336: ISAKMP: (1100): sending packet to 192.168.0.1
my_port 500 peer_port 500 (I) MM_KEY_EXCH

*Jun 17 18:08:44.336: ISAKMP: (1100) :Sending an IKE IPv4 Packet.

MM5# IR B HRR1EW. BTRI1REEIOSCA1EER (T TISAKMPEL & X #prof1) , i HHIE KK

*Jun 17 18:08:44.337: ISAKMP (1100): received packet from 192.168.0.2

dport 500 sport 500 Global (R) MM_KEY_ EXCH

*Jun 17 18:08:44.337: ISAKMP: (1100) :Input = IKE_MESG_FROM_PEER, IKE_MM EXCH
*Jun 17 18:08:44.337: ISAKMP: (1100):01d State =IKE_R_MM4 New State = IKE_R_MM5

*Jun 17 18:08:44.337: ISAKMP: (1100): processing ID payload. message ID = 0
*Jun 17 18:08:44.337: ISAKMP (1100): ID payload
next-payload : 6



*Jun
*Jun
*Jun
*Jun
(R)
*Jun
*Jun
(R)
*Jun
(R)
*Jun
(R)
*Jun
*Jun
*Jun
*Jun
(R)
*Jun
*Jun
*Jun
*Jun
*Jun
(R)
*Jun

192.

R1#
*Jun

WRR1 EIEFEMBIFRE , WHEEAR , ANE

type

FODN name

protocol

port

length
17 18:08:
17 18:08:
17 18:08:
17 18:08:
MM_KEY_EXCH

17 18:08:44.
17 18:08:44.

MM_KEY_ EXCH

17 18:08:44.

MM_KEY_ EXCH

17 18:08:44.

MM_KEY_EXCH
17
17
17
17
MM_
17
17
17

KEY_EXCH
18:08:
18:08:
18:08:
17 18:08:
17 18:08:
MM_KEY EXCH

17 18:08:44.

44 .
44 .
44 .
44 .

18:08:44.
18:08:44.
18:08:44.
18:08:44.

44 .
44 .
44 .
44 .
44 .

2

: R2.cisco.com

17

: 500

: 20
337: ISAKMP: (0):: peer matches profl profile
337: ISAKMP: (1100): processing CERT payload. message ID = 0
337: ISAKMP: (1100): processing a CT_X509_SIGNATURE cert
337: ISAKMP: (1100): IKE->PKI Add peer's certificate state
(peer 192.168.0.2)
337: CRYPTO_PKI: (900C5) Adding peer certificate
337: ISAKMP: (1100): PKI->IKE Added peer's certificate state
(peer 192.168.0.2)
337: ISAKMP: (1100): IKE->PKI Get PeerCertificateChain state
(peer 192.168.0.2)
337: ISAKMP: (1100): PKI->IKE Got PeerCertificateChain state
(peer 192.168.0.2)
337: ISAKMP: (1100): peer's pubkey isn't cached
337: ISAKMP: (1100) :Profile has no keyring, aborting key search
337: ISAKMP: (0): Creating CERT validation list: IOSCA1l,
337: ISAKMP: (1100): IKE->PKI Validate certificate chain state
(peer 192.168.0.2)
337: CRYPTO_PKI:ip-ext-val:IP extension validation not required
341: CRYPTO_PKI: (900C5) Check for identical certs
341: CRYPTO_PKI: (900C5) Create a list of suitable trustpoints
341: CRYPTO_PKI: (900C5) No suitable trustpoints found
341: ISAKMP: (1100): PKI->IKE Validate certificate chain state

(peer 192.168.0.2)
341: %CRYPTO-5-IKMP_INVAL_CERT: Certificate received from

168.0.2 is bad: unknown error returned in certificate validation

17 18:08:44.

g, MM4HRYEE —
¥ur,

341: ISAKMP: (1100): Unknown error in cert validation, -1

—NMNETRWIERHIOSCAIEERE R, It

MIEPIER 1 RIOSCA1 trust-point , AFHR2IER , HEMM6H IR LRI

B R SR #ea trust-pointis S HIKEV1

NFEESMREXHNEEREREXHFEERESERDE
SRBEWiFHca trust-p0|nt‘ﬁ?:“%ﬁ'r.‘,ﬂﬁiEI@J4‘%?%1= £, B2

LEMZR , AEEEMRE , B
, ERERTUREATHE, BREFIR

BENKEE  ARRESIMOIIFEH S AR IETRERTRNES.

B, REEEN—
VPNEEE R

U (BIHOX509MRAS ) SIHEH , ZRATRATERN AR HEHY.

{HEM $¢§H’J—JWE_LO

IKEVIBIRFCS&

LAUR RRFC4945H 1Y 1 B8

3.2.7 1. FEEINEANME

HiF REABRAMBRES | KEM N ESR

AERMAR A RBEABIANZEENEINE SEE


http://www.ietf.org/rfc/rfc4945.txt

i S £ X CERTREQ,

RFCTEAH, Z<ih SERE 7T 8t 512 IBISAKMPE B X4 F Bl B Y ca trust-pointdas S 1%, B2

, EREBHMMIFIMMAM ER |, BRIEN EHMNEFEERIPHE | BN T EERISAKMPHE & X4

, RS E R EREAMMSAIMMGM B TEHRIE, Hit , AN RMEE B 58E FEENFT
BEEEMEX

AEXE HEETHEETEN , BRBETIKEVI,

ERERFRRIKEV2EL B X ik

HEHRIKEV2H ZMEB 28T , BT BRERALTESDEREEXHN AN |, XX EEE X+
HEHREN. ITRHEENTR , ANKEVPENERIRRTSIMNER, 4EREENERENH
B, IKEv1 B Z1E B8y B

LT RIKEV2Z 3185 B Rl

crypto ikev2 proposal prop-1
encryption 3des

integrity mdb

group 2

!
crypto ikev2 policy pol-1

match fvrf any

proposal prop-1

1
crypto ikev2 profile profilel
match identity remote address 192.168.0.2 255.255.255.255
identity local address 192.168.0.1
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint TP1

crypto ipsec transform-set trans esp-3des esp-sha-hmac
mode tunnel
!
crypto ipsec profile profilel
set transform-set trans
set ikev2-profile profilel
1
interface Loopback0
ip address 192.168.100.1 255.255.255.255
!
interface Tunnell
ip address 10.0.0.1 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.2
tunnel protection ipsec profile profilel
1
interface Ethernet0/0
ip address 192.168.0.1 255.255.255.0

ip route 192.168.200.1 255.255.255.255 10.0.0.2



BOREMIATEENME, BRIEBRTEHRIE (tLAURMAEERN ) WEARHITFEER.
MR HFESNMEREXHS  XEREXHEEAWIKEV2RE L

crypto ikev2 proposal prop-1

encryption 3des

integrity md5

group 2

!
crypto ikev2 policy pol-1

match fvrf any

proposal prop-1

1
crypto ikev2 profile profilel

match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

1
crypto ikev2 profile profile2

match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

1

crypto ikev2 profile profile3

match identity remote address 192.168.0.1 255.255.255.255
identity local address 192.168.0.2

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint TP1

crypto ipsec transform-set trans esp-3des esp-sha-hmac
mode tunnel
!
crypto ipsec profile profilel
set transform-set trans
set ikev2-profile profilel
1
interface Loopback0
ip address 192.168.200.1 255.255.255.255
!
interface Tunnell
ip address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profilel
1
interface Ethernet0/0
ip address 192.168.0.2 255.255.255.0

ip route 192.168.100.1 255.255.255.255 10.0.0.1

RiBHREFBB=ZNMKEVEIES , MR 5 AR TEREIN & MIEREE X4, FRIRZIPv4ibit
(192.168.0.1):



IKEv2: (SA ID = 1):Searching policy based on peer's identity '192.168.0.1' of
type 'IPv4 address'

FIEREXHEHFZLLEH , AANERE T match identity@i . IOSIEBREREBEFHNRRE—1 , FEAH
A H profile3:

IKEv2: found matching IKEv2 profile 'profile3’

ERIFIT# |, % Ashow crypto ikev2 profiled o

AR FEREXHPEEMAME(0.0.0.0), BHLERE, IOSTERERFZELER ; ©if

?iﬂ%—/l\lﬁﬁﬂo BER , XRARENFIELE X4 HEE T 8 E W match identity remotedn

T-‘o HNFEETRLTESHRNMIKEVIMIKEV2E B X4 , MAFERAREFNHN, CiscokE
WEREME A EEmatch identityds - Et A B4 , B0 RMETN PRI &4

i ES , WRIFIER T profile3 , {Bprofile1 A FBRERE O, X2SHMEAEIDR HIEIR

*Jul 17 09:23:48.187: map_db_check_isakmp_profile profile did not match
*Jul 17 09:23:48.187: map_db_find_best did not find matching map

*Jul 17 09:23:48.187: IPSEC (ipsec_process_proposal):

proxy identities not supported

*Jul 17 09:23:48.187: IKEv2:(SA ID = 1) :There was no

IPSEC policy found for received TS

*Jul 17 09:23:48.187: IKEv2:(SA ID = 1):

*Jul 17 09:23:48.187: IKEv2:(SA ID = 1):Sending TS unacceptable notify

&£ LB R RV IKEV2TE

HIEBATIKEV2URHATH ORI , REATREF M RBEEPRELERFERAR

IKEv2 IKE_SA_INIT Exchange REQUEST

Payload contents:

SA KE N VID VID NOTIFY (NAT_DETECTION_SOURCE_IP)
NOTIFY (NAT_DETECTION_DESTINATION_IP)

W R 75 EEAEBIE R (E=NRIES ) MAAECARITNE , BRI 7 &3E BI7E Lo B BR 3£ A
MEEXH, SEEENHBEIRREIRES

IKEv2 IKE_SA_INIT Exchange RESPONSE
Payload contents:

SA KE N VID VID NOTIFY (NAT_DETECTION_SOURCE_IP) NOTIFY
(NAT_DETECTION_DESTINATION_IP) CERTREQ NOTIFY (HTTP_CERT_LOOKUP_SUPPORTED)



REFLERFESHEREEEWUNCAEENFEER

IKEv2: (SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s) from
received certificate hash (es)
IKEv2: (SA ID = 1):[PKI -> IKEv2] Retrieved trustpoint(s): 'TP1’'

AE , ARARETEIERERMEPABNE=AKES. LEHIESEME AR EDiffie-
Hellman(DH)R EX By 2 57 #F Rl 17 N 2R

IKEv2: (SA ID = 1) :Building packet for encryption.

Payload contents:

VID IDi CERT CERTREQ NOTIFY (HTTP_CERT_ LOOKUP_SUPPORTED) AUTH CFG SA TSi

TSr NOTIFY (INITIAL_CONTACT) NOTIFY (SET_WINDOW_SIZE) NOTIFY (ESP_TFC_NO_SUPPORT)
NOTIFY (NON_FIRST_FRAGS)

FEONMEEMNBNFRERRES  BEXESEHAE

IKEv2 IKE_AUTH Exchange RESPONSE

Payload contents:

VID IDr CERT AUTH SA TSi TSr NOTIFY (SET_WINDOW_SIZE) NOTIFY (ESP_TFC_NO_SUPPORT)
NOTIFY (NON_FIRST_FRAGS)

AR R EIKEVI RS, MR F5 A0 FE A &8 B 68 A 9 Bl B SUHF RV IBOR T IR AT & X IEHiER
N, XEFESZHIAIKEVIERNRE (M AE ) HEMNRE, B2 , I0SEHEEIT
IKEV2LE 3t IKEV1 B F

EBREFNKEVEHEER

BT RIKEV2RER =R EREFIESFHRIEBAREZEE X4 TEEEFES/IEE X4 RE

crypto ikev2 profile profilel

match identity remote address 192.168.0.2 255.255.255.255
identity local address 192.168.0.1

authentication remote rsa-sig

authentication local rsa-sig

WMEIATR , REE - N HEENFL2REEMEBFERAR,. WESHNRNSFEELREEERXT
EXHFRBEEERNERERAE. RBFRIATHES

*Jul 17 17:40:43.183: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash(es)



*Jul 17 17:40:43.183:

trustpoint(s):

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

17
17
17
17
17
17
17

17:
17:
17:
17:
17:
17:
17:

40:
40:
40:
40:
40:
40:
40:

43.
43.
43.

43

43.
43.
43.

from received certificate hash(es)

*Jul 17 17:40:43.183:

trustpoint(s):

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

17
17
17
17
17
17
17

17:
17:
17:
17:
17:
17:
17:

40:
40:
40:
40:
40:
40:
40:

43.
43.
43.
43.
43.
43.
43.

IKEv2: (SA ID = 1):[PKI -> IKEv2] Retrieved
'TP1'
183: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject ()
183: CRYPTO_PKI: Found a subject match
183: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject ()
.183: CRYPTO_PKI: Found a subject match
183: CRYPTO_PKI: Trust-Point TPl picked up
183: CRYPTO_PKI: 1 matching trustpoints found
183: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
IKEv2: (SA ID = 1):[PKI -> IKEv2] Retrieved
'TP2"'
183: CRYPTO_PKI: Trust-Point TP2 picked up
183: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject ()
183: CRYPTO_PKI: Found a subject match
183: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject ()
183: CRYPTO_PKI: Found a subject match
183: CRYPTO_PKI: 1 matching trustpoints found
183: IKEv2:(SA ID = 1):Failed to build certificate payload

REFFHNENZEABNMEERRES, XEFIKEV2ZERIMESIKEVIZET RN EEXS],

IKEV2& 2 ARIEIKEV2 R B BREXH TEESES , BIKEV2IIN S FEERBEES.
LLTHEEmSSE

MRIKEVEEXHEEFRENEES , WRAEA2BEEES BRYWAMEFERLRRIEIES
AUELFENEER ; —TMRTESR

__/\Fﬁ:}:&iﬂfo

58 IS £ R T A BRI R &2

R2/ENIKEV2E B
EXFIH | R2ERIKEV2EFES :

crypto ikev2 profile profilel

match identity
identity local
authentication
authentication
pki trustpoint
pki trustpoint

remote address 192.168.0.1 255.255.255.255
address 192.168.0.2

remote rsa-sig

local rsa-sig

TP1

TP2

EAXFIH | R1RIKEV2IME S :

crypto ikev2 profile profilel

match identity
identity local
authentication
authentication
pki trustpoint

it , REEE-IMHES , MAREEMERER, WNFUHNAEEEEFERMNIERER

remote address 192.168.0.2 255.255.255.255
address 192.168.0.1

remote rsa-sig

local rsa-sig

TP1

BERNE , FIKEV2EEXH TEER



AR, ABIFSIKEVIZREL , H EEURTREMIES !

Rl#show crypto pki certificates
Certificate
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
cn=CA2

Associated Trustpoints: TP2

R1EE-NMEENIEBETP2EERXRE , RtE —NMERBERABERA T ETP2EERKREKMN
CA, Eitt , RZEFEHITHMWIE (55— NEEMAN )

R2#

*Jul 17 18:09:04.542: IKEv2:(SA ID = 1) :Processing IKE_SA INIT message

*Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash (es)

*Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[PKI -> IKEv2] Retrieved
trustpoint(s): 'TP2'

*Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for
the trustpoint TP2

*Jul 17 18:09:04.542: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain

for the trustpoint PASSED

RiE , RREAETP2ARBMIEPERAFHERIIL ( BIEE3 ) . RITEEEZIIES , ENECER
BRNHRTPIEELIFITRIL ;

*Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Retrieving trustpoint(s)
from received certificate hash(es)
*Jul 17 18:09:04.550: IKEv2:(SA ID
trustpoint(s): 'TP1l'

*Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Getting cert chain for
the trustpoint TP1

*Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[PKI -> IKEv2] Getting of cert chain

for the trustpoint PASSED

*Jul 17 18:09:04.550: IKEvV2:(SA ID = 1):Get peer's authentication method

*Jul 17 18:09:04.550: IKEv2:(SA ID = 1):Peer's authentication method is 'RSA'
*Jul 17 18:09:04.550: IKEv2:(SA ID = 1):[IKEv2 -> PKI] Validating

certificate chain

*Jul 17 18:09:04.554: IKEv2:(SA ID = 1):[PKI -> IKEv2] Validation of certificate
chain FAILED

*Jul 17 18:09:04.554: IKEv2:(SA ID = 1):Verification of peer's authentication
data FAILED

*Jul 17 18:09:04.554: IKEv2:(SA ID = 1):Sending authentication failure notify
*Jul 17 18:09:04.554: IKEv2:(SA ID = 1):Building packet for encryption.
Payload contents:

NOTIFY (AUTHENTICATION_ FAILED)

1]
=

:[PKI -> IKEv2] Retrieved

weiFrd  BREWEFEE-—NMKEVEEXH TEASNMEER, HEBERASMERN , &
MEREN A TLEEHRNEER. H , RIFR2HEEXHHHEE TTP1MTP2,



BE

AER 4 R ERLR A SR R N EE R

FREFERABNBERTEE. NWRNISAKMPEEXHEE THEEES , HEKHER
ISAKMP.#27 , IIMM3FHIERERNBESEERKKNCA, B2 , MRE—KHER
ISAKMPII R 75 |, MR AENMMABIES LB EMELRENNEESNZSMEBIERAF(H
¥ [Eca trust-point A FEY). KEXFTERZEJISAKMPIE R 75 7] S E X £ Y EIMMS A
MM4FR B & IEPiERE S RERISAKMPEL & XX 44,

MM3FMIMMAF AV IEBERABIFFEEE , BAE—NEEAN, F—NMTEANEER TIEHiER
MEESR , EMMSAMMERH# T HHRIEFEEZEER.

ERERARNINFER T LZRNIEPWIRF, B 5% &KIEEREshow crypto pki certificatedn % i tH
PRE—MEBPHMEE, F—NMEBRHRE—NEMESR,
AILLAISAKMPE.EXHEEZ MNMEER. MERITIERME , W RWFrERNMEA,

AR F IR E RIBE MBS FHRTIKEVIUZ T, FHRIEM R EEEMMSFTIMM6H | 5
PERIEEW (EPER ) XTEREMER (81H ) KX , MAFEREANISAKMPE B X ., X
FTREEMEZEENRE , SIKEVITHURITH RS A X,

IKEV2IMU SIKEVIFEIE B E SR A EE L, B2 , FIOSLERELBFNKEAEABSEEER
o XTEEMAFTBE B, HNENREXHEET ZNMEERHEES —HEE T2 MEESN

, MATEEBE FHRIERE, BRNENETEZNAREANHREER/EE ( AFHNMKEV2EE
XHERENHEREER ) .

UTREXARXEFFIREEN —LEEHA :

- W TFHEENIKEVIEEX M , EAFNHEEREERN , BETRNMEBERN —KE3.
IKEV1EL & XAV EE RECE R TR

- W TFHFENIKEVZEEXH , EAFNHEEREE , BB RXMBEN —RE3,
IKEV2EEEXHHNEEREENREBARLEN.

- AEBERAFIRFEUR T Eshow crypto pki certificate®s © ( 58 —NEE ) #V% HF R RES
9B

+ E 5 7 SR S B B T i R 5 G SR VAR S (BB —NITECT )

- HENKEVIMIKEV2ERA SN REXHHEE T AR EE SRR , REMUER (FK
MRZEARZ ),

- BREWNIKEVIMIKEV2EANMEEREE.

HXRfER



. IPsec VPN BBk R 2240 M BB #5R3 , Cisco IOSARZ<15M&T — if $ BIISAKMPEL i ST 4-R

5
. Cisco |I0SZ2mHE#E : 8P AZFIC - ca trust-pointZEclear eou

- BARFT M - Cisco Systems
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