ZEMBFRZHE

TEDNAC E 4 B Al 2 SSLIEH
DHCP fR&eaflE
HXEE

s
ALAAEERREBEDNSER RS MARAH 2 S 7%,
FRFM

EXR

. Cisco DNA Center(DNAC) & 2 E it &1i7
- SSLIEBHEARHR

fE RV A4

A HSE F Cisco DNA Center(DNAC)ARZAR2.1.X,

AXHEPNEERRETREXRENEFNRZEEFEEN, A XEFEANMAERZHNERAR
(AN ) BRE. MRENMELTEIRS , FHRRETHAERSRBERE,

BRER

HMEixZ M ESDNAR O (DNAC)EFIZR U TIZRER |, FELFLEE T N BB IFE M &R
&0, HEEADNSEREITE .

A LAERA BRI EEENASEORNBEEMAMBZIRE |, FESHSH,

- DHCPH N 3 E LT
- DNS&E#)
- BR=EEM

NTESARBEBEMHITELEE , FEEEDNACLELERSIUP, BREBAHIREDHCPRS
25. DNSHRSSES , £ A LRSSLIEP, NRECLPEIEP+F4 , HAERENHEREREDNACL
, MR B S B11 PR SR TIRE, AR



. Cat9Kix & BPNPHE,
- pnpserver.cisco.comZDNAC#Z#|25HIFQDN A #ro
. CiscoRR L & I DNS R 525 MIDHCPBR 585 -

#DNAC L £ B MR FESSLIEH

%ﬁi}\%/RT DNACHIHIZENBERILES , TATETRAMETRAMEZRE., B2, BpE
WIEMN A EBCAS A HHIX. 509iEH , AEBI LA HERMMNZEUNER S ERBIMEREBER

o

LT R2T &M% BERZEDNAC LM A B Open SSLIEHHIRHI,
ETEHIER , BXME TREBCSR,

el

LB FEHSSHE F im & FX FCisco DNA Center(e&f |, 3 7£/home/maglev T S22 I B ST | 540
, EXHB %qﬂi‘ﬁ‘nkmkdlr tIs cert;cd tls-cert@n o

B4 EHRERECE |, BEHRECisco DNA Centerfit & A &£ Fimaglev cluster network
display#n 1% B Cisco DNA CenterE 414 (FQDN):

I nput :

$maglev cluster network display
Qut put :

cl uster_network:

cluster_dns: 169.254. 20. 10
cl uster _hostnanme: fqdn. ci sco.com

i BEEEHrootRFREE TS,

R 5 F B cluster_hostname N ZH A ZEIEER |, 5 Amaglev cluster config-updateds i
Bk &tk Cisco DNA CenterE#1% (FQDN):

I nput :
$maglev-config update
Cut put :

Magl ev Config Wzard GU

F  BEEEBrootNBETREEITIHT .

B #HNext , EEF B AMAGLEV CLUSTER DETAILSH SR , 2T BRI H AR R Cluster
hostname, FEHZIRE RN ATEM Cisco DNA Center FQDN, #H#HENextH k4t | EEFERAEHMN
FQDNZE ¥t & Cisco DNA Center,



=5 ERABERRNXARESR Q12— 18 Nopenssl.enfiy X4+ , RRFHE LEFEEL—
RO E R, FRILREIAERER  BEXNERTRARIGENENETE,

- MBEHIEPTA LY EERH R FEE2048/sha256 , & iARdefault_bitsFldefault_md,

. ¥§%Ereq_distinguished_name#lalt_namesZp o P ENFEHE., HE—WHIAROUFE , ZF
BRAIEN., REWEPMANUNEEANTTELFE , BEKOUFE,

- BFERF b F R R ANER ; MREHIEPMEAVHNEEAAKRTETEZTR , BERZFR

(o]

. alt_names# 5 : IFPELE ERE Cisco DNA CenterhR 24 o
MCisco DNA Center 2.1.1F7F#5 , Cisco DNA Centerif HHIHFQDNWE2XHF. XTETF
2.1.189Cisco DNA Centerhz A& , 2 FEE B B £ Subject Alternative Name(SAN)F EX # 7E X #Y IP i 1iF
HIE+, Cisco DNA Center 2.1 .1%&%%%2&1«1&2.1 AR Z BI#Y Cisco DNA Centerhix A< #Y
alt_namesZBrEELNT :

Cisco DNA CenterixA<2.1. 1R E SR~ :

1. B YERalt_namesEfy , ZEo LN BEATEIWebX RN B #HRE ( HlWPnP Cisco
ISE ) iR Cisco DNA Centerf#FADNS % ¥ ( @F&ECisco DNA Center FQDN ) ., alt_namesZp%
B EE —NDNS% B #4718 & Cisco DNA Center FQDN(DNS.1 = FQDN-of-Cisco-DNA-Center)s
"‘%/iiﬁbﬂﬁﬁﬂﬁDNS% B 3k {8 & Cisco DNA Center FQDN , {E &7 LA7E 5 £2DNS % B #alt-
namesER o ABERF ( N FPnPFIEMDNSEE ), #l0 , *.example.com2BEH%E.

BEEGE . RENE—IEHATRERERE , N Ealt_namesEBn A 1 RIS K 5 vk SO0
DNS"EH‘T TRFERABERF. ER , RMNBNWEEHA L MNIEPHTAEMERE, BXRIFEH
E8 i%%QIECisco DNA Center"éi@ﬁfﬁﬁiqﬂE’\J“%WDTX’EW’EE%”%B%‘

2. alt_namesZB 42 EFQDN-of-Cisco-DNA-CenterfE A DNS& B , HAMX MBS REBEE S ( 1
# A FEX“Cluster hostname”® ) #£Cisco DNA Centerfit & £ 1& & # Cisco DNA CenterEH A&
(FQDN), Cisco DNA CenterZsi{X XxFBEE O — P EH B (FQDN), 1R fFCisco DNA
Center L EEE Rl % O A FEEFINE P BRIDNAFOKIRE |, M AT EGeoDNSKRE |, LA
E*EE?%H&DNSﬁl’@E’JﬂQ%ﬁﬁ*ﬁﬁEE'?‘4DNAFF/L,\£$IL%(FQDN)E’JMIEIP/f‘?LllPﬁ W IP/EHLIP,
RN A Cisco DNA Center & #9 4l O 32 2B W & F B B RIDNA Center , MIFEERE
GeoDNSXKHE,

EE . iR 2R Cisco DNA Center/3 A 7 RMEWRE |, N AMBLEGeoDNSEKEE | LAMERIERE
W DNSZE i #Y B £& 5 Cisco DNA Center=E#H1 % (FQDN) T R Mk & B E #LIPF K MR E 1
A AP,

3.2F2.1.189Cisco DNA Centerix 4~ :

BEYERalt_namesEfy , HH 408 E A FihRICisco DNA Centerfy Fr B IP#h it KIDNS A #7

( iEiSf_Web,XIJ”"%EZRQZJJJ&& BlIPnP= Cisco ISE ) » (LRHIRIR =77 =K Cisco DNA Centerfe
B, WREEMIEE , uaﬂj]l?ﬁf RAMVIPEASAN, MRBENRFHTER , WEEEH
Eﬁ%ﬂ@%ﬁ%ﬁmﬁmmmmo)

NRABE=END , BFAKSHOFER,

. f£extendedKeyUsage B , |8 tEserverAuthFclientAuth2 4 EM, NRZHE—BM
, Cisco DNA Centerf#E4 SSLIEF$,
MRS ABZSRIES ( THE ) |, ZERBMXIEEX.509 Basic Constraints "CA:TRUE"S B,


https://www.cisco.com/c/zh_cn/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

openssl.cnf~" il ( 5&F FCisco DNA Center 2. 1. 1MRRESRA ) -

reg_extensions = v3_req

di stingui shed_nane = req_di sti ngui shed_nane
default_bits = 4096

default _nd = sha512

pronpt = no

[ reqg_di stingui shed_nane]

C = <two-letter-country-code>

ST = <state-or-province>

L = <city>

O = <conpany- nane>

QU = MyDivi sion

CN = FQDN- of - G sco- DNA- Cent er

emai | Address = responsi bl e-user @ryconpany.tld

[ v3_req ]

basi cConstrai nts = CA: FALSE

keyUsage = digital Signature, keyEnci phernent
ext endedKeyUsage=ser ver Aut h, cl i ent Aut h

subj ect Alt Nane = @l t_nanes

[al t _nanes]

DNS. 1 = FQDN- of - G sco- DNA- Cent er
DNS. 2 = pnpserver. Domai nAssi gnedByDHCPDur i ngPnP. t1 d
DNS. 3 = *. exanpl e. com

1--- Exanpl e openssl.cnf (Applicable for Csco DNA Center versions earlier than 2.1.1)

reg_extensions = v3_req

di stingui shed_nane = req_di sti ngui shed_nane
default_bits = 4096

default_nd = sha512

pronpt = no

[ req_di stingui shed_nane]

C = <two-letter-country-code>

ST = <state-or-province>

L = <city> O = <conpany- nanme>

QU = MyDivi sion

CN = FQDN- of - G sco- DNA- Cent er

emai | Address = responsi bl e-user @ryconpany.tld

[ v3_req ]

basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnci phernent
ext endedKeyUsage=ser ver Aut h, cl i ent Aut h

subj ect Alt Nane = @l t_nanes

[al t _nanes]

DNS. 1 = FQDN- of - G sco- DNA- Cent er

DNS. 2 = pnpserver. Domai nAssi gnedByDHCPDur i ngPnP. t1 d
IP.1 = Enterprise port |IP node #1

I1P.2 Enterprise port |P node #2

I1P.3 Enterprise port |P node #3



IP. 4
IP.5
I P.6
I1P.7
I1P.8
I1P.9
I P.10
IP. 11
I P. 12
I P.13
I P. 14
I P. 15
I P. 16

Enterprise port VIP
Cluster port |IP node #1
Cluster port |IP node #2
Cluster port |IP node #3
Cluster port VIP

QU port |IP node #1

QU port |IP node #2
QU port |IP node #3
QU port VIP

Cloud port |P node #1
Cloud port |P node #2
Cl oud port |P node #3
Cl oud port VIP

SEE : MR Eopenssl.onfI AR EMBIPIEA , M Tk MM AHERERE. BRAULAE
 EFEBHIPHIHE N SANRINENE 7.

ERLERN A RmERR , 82— Nopenssl.enfli X , RiEHEH ELEFEEL-SHOIEN
B, BRLREIAEER , EBEXNHEHH#TRAELENENITE,

- MBRIEHIEP M AV I EE FARNEE2048/sha256 , & & default_bitsFdefault_md.

- ¥§Ereq_distinguished_name#lalt_names&EBn P BN FERNE. E—HHAROUFE , &F
BRUEN, IRENIEPMANNERARTESELFE , BEBKOUFE,

. emailAddress FER 2 AIIEH ; MREBVIEPMAVNHERERARTEEZFER , BRAKZTER

. alt_namesZPy : IEPEEERE Cisco DNA CenterhR A i &

- MCisco DNA Center 2.1.1F7F % , FQDNX&F A, X FFTF2.1.18Cisco DNA CenterhR s

, BREEFAEEZABM(SAN)F I EIPH#EAYIEF, Cisco DNA Center 2.1. 1Mk & B & R4
LAK2.1.1hx 2 BiBYCisco DNA Centerfx A< #alt_namesZ BB T :

. Cisco DNA Centerfi 2.1, 1R EEMRA : ZYERalt_namesEfy , ZHr 4B EHATES
Webixl 2558 B3 #t#2 ( HlEPnPECisco ISE ) 1B Cisco DNA CenterfyFTEDNSE 1 ( 238
Cisco DNA Center FQDN ) , alt_names&B2 R 28 —N\DNSZ B #471‘@ & Cisco DNA
CenterfJFQDN(DNS.1 = FQDN-of-Cisco-DNA-Center), &R R INEE FFDNSK B K E
Cisco DNA Centerf9FQDN, B2 , &AL fEalt-namesEZB o MY G LEDNSS B R ERBE AT (X
FPnPHMEMDNSEE ) . #l0 , *.example.com2EM%E

BEEEFER  REBFE-EHATRERERE , N7Ealt_namesZP 7 v RIS R 55 L7500
DNS& B , TAUFERAEERR, ER , RNBWWEFEA RN IERRTIRERERE, BXiF4A
fEB , 12 R Cisco DNA CenterEE R I5F P RN IR S UEB"EB 5 -

. alt_names&B 5 %2 & FQDN-of-Cisco-DNA-CenterfE A DNSS B , } B A4/ LB iE S B
B[S (#AFER Cluster hostname” ) £Cisco DNA Centerfit & 1% & #9Cisco DNA
CenterE 1% (FQDN),

Cisco DNA CenterHal{X X FAMAEZ O — N ENL B (FQDN), BAIEEGeoDNSHKEE LR TE
WDNSZE i1 Y P £% i 47 Cisco DNA Center=E 415 (FQDN)K B IP/E UPFI 4l IP/EE #LIP,

EE . MR 2R Cisco DNA Center/g A 7 RMEWRE |, N HAMBELEGeoDNSEKEE | LAERIERE
W DNSE ##9 F £& 7 Cisco DNA CenterE 415 (FQDN) 4 X 3k S & 12 B #LIP A 7 R S 1
A B AP,

. BF2.1.189Cisco DNA Centerix 7~ :
BEYEZalt_namesEpn , E XM B E A FinEICisco DNA Centerfy FT & 1P it FIDNSE #i


https://www.cisco.com/c/zh_cn/support/cloud-systems-management/dna-center/products-maintenance-guides-list.html

( BEWebi W25l BEh B FE |, HlWPnPECisco ISE ) o (L RHIRIE =75 = Cisco DNA Centerf
B, MREB/MIEE , BARNZTAMVIPEASAN, RBENRZHTER , WEZEHO
BB ESHERKIMIPHLE, )

- MRAREERED , BRAKIROFR.
. fEextendedKeyUsaged B , & tEserverAuthFclientAuth2 X EW, MEZE—FEMH
, Cisco DNA Centerf4E4ESSLIEF,
- MREABZRIUP ( FH#HE ) | ZIEPAIEEX.509 Basic Constraints "CA: TRUE"H™
o
A Plopenssl.cnf(i& A F Cisco DNA Center 2.1. 1kt % B & iR AS)

req_extensions = v3_reqdi stingui shed_name = req_di stingui shed_namedefaul t_bits = 4096defaul t _nd

= shab12pr onpt no[ req_di sti ngui shed_nanme] C = <two-letter-country-code>ST = <state-or-

provi nce>L

= <city>0 = <conpany-nane>0U = M/Di vi si onCN = FCDN- of - Ci sco- DNA- Cent er emai | Address =

responsi bl e-user @wyconpany.tld [ v3_req ]basicConstraints = CA: FALSEkeyUsage = digital Signature,
keyEnci pher ment ext endedKeyUsage=ser ver Aut h, cl i ent Aut hsubj ect Al t Name = @l t _nanes[al t _names] DNS. 1

FQDN- of - Ci sco- DNA- Cent er DNS. 2 = pnpserver. Domai nAssi gnedByDHCPDur i ngPnP. t | dDNS. 3 = *. exanpl e. com
openssl.cnfR I (G& A F2.1.1 2 H# Cisco DNA Centerhx Z%)

req_extensions = v3_reqdistingui shed_name = req_di stingui shed_namedefaul t _bits = 4096def aul t _nd
= sha512pr onpt no[ req_di sti ngui shed_name] C = <two-letter-country-code>ST = <state-or-

provi nce>L

= <city> O = <conpany-nane>0U = MyDi vi si onCN = FQDN- of - G sco- DNA- Cent eron- GUl - port erai | Address =
responsi bl e-user @wyconpany. tld[ v3_req ]basicConstraints = CA FALSEkeyUsage = nonRepudi ati on,

di gi tal Si gnature, keyEnci phernment ext endedKeyUsage=server Aut h, cl i ent Aut hsubj ect Al t Name =

@l t_nanes[alt_nanes] DNS. 1 = FQDN- of - Ci sco- DNA- Cent er-on- GUl - port DNS. 2 =

FQDN- of - G sco- DNA- Cent er-on-ent erpri se-portDNS. 3 =

pnpserver. Domai nAssi gnedByDHCPDur i ngPnP. t1dIP. 1 =

Enterprise port |P node #11P.2 = Enterprise port |P node #2IP.3 = Enterprise port |P node #3IP.4

Enterprise port VIPIP.5 = Cluster port |IP node #1IP.6 = Cluster port |IP node #2IP.7 =

Cluster port IP node #3IP.8 = Cluster port VIPIP.9 = GJ port |IP node #11P.10 = GJ port |P node
#21 P. 11

= @ port IP node #31P.12 = GJ port VIPIP.13 = Coud port |P node #1IP.14 = doud port |P node
#2I P. 15

= G oud port IP node #3IP.16 = Coud port VIP

EE . R 7Eopenssl.enfX AT IFEREIPHbIE | WTTE TR RGREGEUE. EffRIEER
, B RFEEEFIP 3 1k 4E 9 SANR N BIE B A,

EARFIF , T—/ N H Ropenssl.confiV L iE

reg_extensions = v3_req

di stingui shed_nane = req_di sti ngui shed_nane
default_bits = 4096

default_nd = sha512

pronpt = no

[ reqg_di stingui shed_nane]
C=Us

ST = California
L = Mlpitas



O = Cisco Systens Inc.

QU = MyDivi sion

CN = noc-dnac. ci sco. com

emai | Address = sit-noc-team@i sco. com

[ v3_req ]

basi cConstrai nts = CA: FALSE

keyUsage = digital Signature, keyEnci phernment
ext endedKeyUsage=ser ver Aut h, cl i ent Aut h

subj ect Alt Nane = @l t_nanes

[al t _nanes]

DNS. 1 noc- dnac. ci sco. com
DNS. 2 pnpserver.ci sco. com
IP.1 = 10.10.0. 160

IP.2 = 10.29.51. 160

FOY WAL SUCIELA. WRENIPMEANEEERAREE , NEAKEFEEN2048,
openssl genrsa -out csr.key 4096

S804 : Hopenssl.enfX P ERXEFRE , FRAEE LS P EENLAERIEBERFR,

openssl req -config openssl.cnf -new -key csr.key -out DNAC. csr

FARL  RINEPLERBERND , HERESubject Alternative NameFEXF IEFHIEFEDNSE#5 ( A
K Cisco DNA Center 2.1.1 Z BIAR A IPH#E 1L ) o

openssl req -text -noout -verify -in DNAC. csr

SR 7T EFNEBLRZERIFFEREMEICA ( HlanCisco Open SSL ) o

B EHEELTEIEPH, Cisco SSLIEP

R i“Request Certificate” T 87k AE .

=& R ifi“Request Limited Test certificate” ( &R Z RNRIER ) LABRS HiE,


https://sslcerts.cisco.com/sslrequest/

5] QTR R SRR

’
= . d Bocimarin [ Actvs-nin B eOC R e B oica B DHAC-svsrs B pecral B wiedy B P s Wil o

Request Cerificate

CHTITI ans Tepndng Reipartl’

RAPRISSIEBERNEFIRE, ARETHEEICABMETRAA=ZANPEMX 4, EARHIH
, RIE 73N RIAy |, BRI EBES IR H SR B TR,

SR 8 MFIEP MR EEp7bPIRAIE P TEEE ( RFI]|/MCA )
TEHDERE XM p7bil4a , 7 3 FNdnac-chain.p7b.

B SSH¥Fdnac-chain.p7bif 5 & #l % Cisco DNA CenterfE &,

WAL S

openssl pkcs7 -in dnac-chain. p7b -inform DER -out dnac-chain. pem -print_certs
SR QW RIUE R & MBI A R R AHE B R AR ECALE

T #HPEM(base64)3 44 2% f£ FopenssIfFDER % 1 PEM,

EEEBREMAECA , UERFL , FRMECA , —EEIRCA , AN HEH EH Fldnac-
chain.pem3 #

cat certificate.cer subCA cer rootCA cer > dnac-chain. pem

SR 109 E 18 A B i AP 49 X dnac-chain.pem & # 2| L H 81 2 #Ytls-cert dirf Y Cisco DNA
Center,

PR 117£Cisco DNA Center GUIFR , RiEXEBHR() , ARBIEFER L (System)>1R & (Settings)>iE
#$ (Certificates)o

S 122 HiReplace Certificates

S 131 Certificate FEH , REPEMBERIZHAHNITRETS.



. X} FCertificate FE , 155 Adnac-chain.pem3 ¥ , ARG 4#EHE|Drag n' Drop a File
Here=F B H,

- X} FPrivate KeyFE , § AFA#A(csr.key) , REF L XA R ZEIDrag n' Drop a File HereFE&
.,

- NFLAMEncrypted FRIBI R FIE B H .

ertificate

| PEM
1 PECS

£ VREC -  CU, D

ST, M

MO s

$ ] 142 HUpload/Activate, S48 H EFHEXDNAC,

DHCP fE#rEl R
B BDHCPAR S 285t LU P it 5 FRADUT. BB BDHCPARS 88

KIA1EE FIDNS RS 2= P 1t

ip dhcp pool PNP-A4

network 192.0.2.0 255.255. 255. 252
default-router 192.0.2.2
donmai n- nane ci sco. com

dns-server 203.0.113.23

DNSHRS2RECE . & M 4% H AYDNSAR S5 25 LAEATDNACHIFQDN S o

i p dns server
i p host pnpserver.cisco.com <dnac-controller-ip>

SR ELENFIRZEEEAESLE, HTFNVRAMAHEZEREBERNZ , AttafitZPnPRIE |, H&
DHCP DISCOVERH 2 RIDHCPI&I607 & i%“Cisco PnP”,



F=F : DHCPRRS B2 RECE N IR BIETE0F K “Cisco PnP” , TR ZBEIEI60, DHCPRS 88 7 B
IPth 31t H & X DHCPHR fi LA K Bt & #9335 MIDNS R S5 27 1P 1t

=% PnPREFZEEEHAFERTLEREPIPIRSSRENS , FHREAMMEIFRFHR
“onpserver’, IR B E“example.com” , NIPNPRRFZ MW TELREENE N
“pnpserver.example.com”, PnPEE £ i FEDHCPIE I A Yt F I DNS AR S5 85 8 HIPith sit f 4
“‘pnpserver.example.com”,

N BEMAL R pnp KB RA
IR BFER BRER” , RAEEHMNR , URRENZHE
BIER LS A LB T - TERE.

Wuld you like to enter the initial configuration dialog? [yes/no]:

*Jan 19 22:23:21.981: % OSXE-0- PLATFORM RO/ 0: udev: disk0: has been inserted
Autoi nstall trying DHCPv6 on VI anl

Autoi nstall trying DHCPv4 on VI anl

Autoi nstall trying DHCPv6 on VI anl

Redundant RPs -

Aut cinstall trying DHCPv6 on VIanll9

Aut cinstall trying DHCPv6 on VIanll9

Acquired | Pv4 address 192.0.2.3 on Interface Vl anll19

Recei ved fol |l owi ng DHCPv4 opti ons:

donmai n- nane . cisco.com
dns-server-ip : 203.0.113.23
si - addr : 203.0.113.21

stop Autoi p process

K to enter CLI now...

pnp-di scovery can be nonitored wi thout entering enabl e node
Entering enable node will stop pnp-discovery

Aut cinstall trying DHCPv6 on VIanll9

Guestshel | destroyed successfully

Aut ci nstall trying DHCPv6 on VIanll9

Press RETURN to get started!

HXRfER

- PnPRRSS 28 R E
- ERIDNAR O R £ R{ERERIERE



https://developer.cisco.com/site/open-plug-n-play/learn/learn-open-pnp-protocol/
/content/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html#Cisco_Concept.dita_6b42a5a9-5e77-4bf2-b05b-78a742b6888b

- BARFT M - Cisco Systems



https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



