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) F'_ https:fAab-dc-ns.michamen.com/fcertsry,

Microsoft Active Directory Certificate Semices — LAB-DC-RTP

Welcome

Use this Web site to request a certificate for your Web browser,
depending upon the type of certificate you request, perform oth

You can also use this Web site to download a certificate authon

For more information about Active Directory Certificate Services
Select a task:

Request a cerlificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

[certsrv/certrgxt.asp

Icertsrv/certrgxt.asp URLA T X EFUE B iER, ESTE F iffE A/certsrv/certrgxt.aspiZ 3ZCSR,
EPERE HRFEAEE .

T B RWebixl 5 85 1 #Y/certsrv/certrgxt.asp =~ Bl
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Microsoft Actve Directory Certificate Seraces — LAB-DC-RITF

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-684-encoded CMI
Web server) in the Saved Request box.

Saved Request:

Basa-6d-encodad
celficate request
(CMEC or

FECS #10 or
PKCS #7)

Certificate Template:
CiscoRA -

Additional Attributes:

Annbutes:

Submit > |

[certsrv/certfnsh.asp

Icertsrv/certfnsh.asp URLA TRIZIEFIERWHE ; BECSR, EFEREBMNEMAMERME. E
BEERERX , FEAXNEENTEARIE EBETcertraxt.asp T IR R IR 2 B §T I % #2502 & &

o

TEZEX K2R H A P ERBIE R,

|P;|1.' BEEEs S lab-de- DL alchasen, coafcertirv certfask, asg T

Headers Caokies Paraes Redponse Timings  Security

+ Fora deta

FOOED NEwreq

- - -BEAE RS R TEN ICATE SR QUEST - - - - METETTOSAUS Al Swali Lol il Bhsd et za ) Bl ag T Akl
PRATSUF Aol A g UGB YLD 2N et P YEVOOL EwALCLMe T DAL B P B AMTF SUE Y St sl E bl 1 958 t Tk
CENARERtkRAC G oML LT 1B Iy e Bed s Vit wUnn INLEIPEGRECTEZ =530 DIBr SaSyM=ThI D ab/ gus
PP g ool B PR E TR BEE MR SR T LI AR EE R R REAVERF S P Ml 1A 1A SEPTOUMEAEF A AT g
IhAdaB ol aniged Bol T ACEDMTEwL 240 Bgivmtuld | il p rig FBGODagy Ice v Bl GLman Tulig virah B AGw

CE5Q5SI bICGERD WL A TEAGR oA r SomF O r 1D EAP20 | SPgeYpERYERdunm+L0m  THFESUN) Sya 3R a g Rt
Wy Iet AT TewNgEs pe i PRoMp Linx poiwf L IL S TvDw T Bod Fephe 0 35 bbemgau] Bpssyrtaduixlurar ] foss
Y E TR T YOy R A By ON0e o F R QL FFEURIWY L/ MOMERTOS gAML TB52WET |1 vaowgil /v A S E= T 700

certattribdCertificateTenp late :Cscoma liseragent ;Mo i 11005 e {Hingout suT+ 10, §; *HLNES; <354, +r v 165.,8

FrierdlyType: Seved-Request+Dertificete«(3/14/2009, <008 030 02=4M

ENUEeFT IR

Tarpetatererlags: @

5k B /certsrv/certfnsh.aspRY iR 32 1 N B IECAM A KL BHIERID, BEREHIRRIBE , EWebi
W ES AT A E BERID,



0] E., https:/lab-de-iis.michamen.com/certsrv/certinsh.asp

Microsoft Active Directory Certificate Senaces -~ LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

O DER encoded or ® Base 64 encoded

=== Download certificate
e==x1 Download certificate chain

R BERAERUERK ReqlD”

(1) &, view-sourcechitps:/lab-de-iis.michamen.com/certsrv/certinsh.asp

l||'|.l'---.--- Emm ==

Af LINY HAWDLERS

flmmmmmmmmmeemesesasesseesseeseesesesese—s——s———eeeee——————

ff Get the requested cert
function handleGacsarse() {
location="cercnew.cer {GlepE=7T4"+gecEncoding () ;
}
= ============cm==m=emmsomme—os=os=c=ss=s=some—se—sss=os=sc=—==omn
ff Ger che regquesced cercificace chain
funetion handleGecChain() |
location="certnew. pTh i EEME=T7Te"+getEncoding ()
}

T

S/ recurn the scoding parameter basesd gpon che radioc buctcon
functicn getEncodingl() |
if [eruassgscument.TIFarm. rbEnceding (0] . chackad) {
recturn "Ence=bin®;
I slac i
recurn "Enc=ka4Y;
}

[certsrv/certnew.cer

et ESTEFIRAEHEPHIERID, ESTHEF infE A/certsrv/icertnew.cer i K IDF X 44w 3
ERSBULE |, LTHT BB RN . certViE B X4,

XY TERET T RIS SRR ENERPREN.



B @ £, https://lab-dc-iis.michamen.com/certsrv/certfnsh.asp

Microsoft Active Directory Certificate Services - LAB-DC-RTP

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or O Base 64 encoded

Download cert@ﬁc% _
==4 Download certificd._’ chain

Opening certnew.cer

You have chosen to open:

@ certnew.cer

which is: CER file (1.4 KB)
from: https://lab-dc-iis.michamen.com

What should Firefox do with this file?
() Open with Browse...

@Egaue File

[Joe this autcmatically for files like this from now on,

Cancel

EERFFHRURLNSH , BERARKRIZEFE

X : MR%EER TDERES , NN KA NRESEISEDINER , Baseb4mBFERA

b64.,
w* GET https://lab-dec-iis.michameén.comfcertsry/certnew. cerReqiD=77&Enc=bin
Headers Cookies Response  Timings  Security
Filger request parametars;

= Query string
Reqib: 77

Enc: bin

B HEBR M X R IR/ B &
XA EEHTREASKAL,
CAPFH

CAPFH X EESHIEN XA MCiscoESTEs MR A B EiCF.



AR XEAXRTESG S ITRECL)IENEZRTIERTMT)#TRE, AT
CSCv028048, CAPFHJRER 2 FERTMTH MRS FI R & Ro

CiscoRAH &
CiscoRAHEBEHWFINCESHE, CiscoRAHEBECESHHBBIED , HEREHRITCAEHLRK

UER AT REH LAV AR IR, MNRCANAIA F BRI , NEFHEMHNELEI FRIERELL, it
, CiscoRA B ERHF R FER RIF 18 Ko

AR XEREXAER R A BT CLIKE,

NGINX error.log

NGINX error.log2ttIEERBAMN AL , RATIERT Ba BB EESI ARNGINXSCAlRZ
B WEAHTTPR E ; DIEMNCAREIR IR R A EE R G HCiscoRAYE B IR,

sy

AR EOEAXHE , MEMNCLIETEREXLERE, X&BEREEAZEEFKS
(R]) T

CA WebfR$88 B &

CA Webﬂﬁﬂﬁﬁﬂﬁ HEEREMHTTPES) (@¥EERURL, MBS, o B3 4E At (E) 0@ 5 K/
) EREE, BALERIXLE R EXBCiscoRAFICAZ IR B,

ER AP HICA Web ServerBHEEZMS IISHE, MRMRZIFHMWeb CA , MEA]H]
REE BT EIM B ESHENCA WebfRS 251 B &

A& AR

CAPFE :

- MR : /var/log/active/cm/trace/capf/sdi/capf<number>.txt
- MCLI:file get activelog cm/trace/capf/sdi/capf*

IR : FHCAPFIRERR AR E H ‘Detailed” , FEHRITNIR 28I EFT S ICAPFARS .
ENRA:

- MR : /var/log/active/cm/trace/capf/sdi/nginx<number>.txt
- MCLI:file get activelog cm/trace/capf/sdi/nginx*

Nginx$&ix B &

- MR : Jusr/local/thirdparty/nginx/install/logs/error.log
- TTEMCLIERA


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo28048

MS IISB :

. fFIFFMMC

. 1&FInternetfE B IRF(I1S)EEE T
- BERSFHREWNR

- BERRIAR S

- MiTLogging AE & A& 12 FKIET
CEREREPEREEAEIH

1 Console Root
b g Active Darnctory Domaing and Truit

@ r LAB-DC » Stes ¢ DefoullWebS2e »

b Ol Active Diectory Users and Compat
b L) Comtification Authanty (Lezal)

v il
T . S M=l
I [ i - - [
nitermet ledormtesn eraoes (15 = LAB-DC (MG in.r ) ¥ oo - s
aa Apphication Pooks @ HET Globalization
PRk [ HET Profile
o Delault Wb Ste 175 JHET Roclies
b dapnet_chesd (B MET Teust Levels
b Certfnrel (A, HET Usess
':‘ Certiey (5 Applecation Settings
o AP
o, Buthentication
Sl Compression
[T Contiguration Edes
| < Connection Sbnngs
l,ﬂ.l:h:ﬂul'l ELEITT S
[ Deextory Brawding
[ Eeree Pages
g Faited Regutst Tracing Rules
] Handler Mappings
o HTTP Radinet
#. HTTF Recponse Headers.
ik ISAPIF
0 Logging
Uise this feature to configure bow 15 logs requests on the Web: server. =
o - Ed Disable
= Sy Sepe Yiew Log Files...
te
0 Hep
Lag File
Frzeias:
Wi v | Select Fields... |
-_—
Dhrestony
| SSystemDrive NimetpubliogeLogFies | Bt
Encoding
UTF-8 u
=
Leg Evertt Destsnation

Select the destinaticn where I will wiite bog events.

) Log file anky
) ETW event only

@) Both log Fle and ETW event




HED Rl
RS EXE
CESE# , MINGINXH &R

Mt B & W E R4
, B—NHTFEST:

o

BRD, HAAUEIMBIHEEENTREILERE  HP—IMHTWebR 2R

ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

ngi nx: [warn] ossl _init_cert_store: Adding cert to store (/O=C sco/ CN=ACT2 SUDI CA)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-

eb606ac0/ ST=nc/ L=rt p)

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/C=US/ O=ci sco/ OU=t ac/ CN=CAPF-

eb606ac0/ ST=nc/ L=rt p)
ngi nx: [warn] ossl _init_cert_store: Adding cert to store (/O=Ci sco
Manuf act uri ng CA)

Syst ens/ CN=Ci sco

ngi nx: [warn] ossl _init_cert_store: Adding cert to store (/O=C sco/ CN=Ci sco Manufacturing CA

SHA2)
ngi nx: [warn] ossl _init_cert_store: Adding cert to store (/O=Ci sco
2048)

Syst ens/ CN=Ci sco Root CA

ngi nx: [warn] ossl_init_cert_store: Adding cert to store (/0O=C sco/ CN=Ci sco Root CA M)
ngi nx: [warn] ossl _init_cert_store: Adding cert to store (/DC=coni DC=ni chanen/ CN=l ab-

ca. m chanen. con)
***EST [INFQ| [ est _| og_version:216]--> libest 2.2.0 (APl |evel 4)

***EST [I NFQ| [ est _| og_version: 220]--> Conpi |l ed agai nst C scoSSL 1.0.2n.6.2.194-fi ps

***EST [INFQ| [ est _| og_version:221]--> Linking to C scoSSL 1.0.2n. 6.
***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
CA)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
(/ C=US/ O=ci sco/ OU=t ac/ CN=CAPF- eb606ac0/ ST=nc/ L=rt p)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
Syst ens/ CN=Ci sco Manuf acturing CA)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
Manuf act uri ng CA SHA2)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
Syst ens/ CN=Ci sco Root CA 2048)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
CA M)

***EST [INFO [ossl _init_cert_store_fromraw 182]--> Adding cert to
(/ DC=coni DC=m chanen/ CN=l ab- ca. m chanen. con)

2.194-fips
store (/O=C sco/ CN=ACT2 SUDI

store

store

store (/O=Ci sco

store (/O=C sco/ CN=Gi sco
store (/O=Ci sco

store (/O=C sco/ CN=Ci sco Root

store

ngi nx: [warn] pop_enabl ed off in nginx.conf. Disabling EST Proof of Possession
***EST [INFQ| [ set _ssl _option: 1378]--> Usi ng non-default ECDHE curve (nid=415)

***EST [INFQ| [ set _ssl _option: 1432]--> TLS SRP not enabl ed
Enrol | ment Servi ce.sh : nginx server PID value = 31070

CESREZh , MINGINX error.logFfi R

ERERRREENTIUERFREATRBHMTHIE

2019/03/05 12:31: 21 [info] 31067#0: login_to_certsrv_ca: Secure connection to MS Cert Serv

conpl eted successfully using the follow ng URL
https://1ab-dc. m chamen. com 443/ certsrv



CAEBH#NKREATRB T HTFHE

2019/03/05 12:31: 21 [info] 31067#0: retrieve_cacerts: Secure connection to M5 CertServ conpl et ed
successfully using the follow ng URL
https://1ab-dc. m chamen. com 443/ certsrv/ certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

[.]
2019/03/05 12:31: 21 [info] 31067#0: ra_certsrv_ca_plugin_postconf: CA Cert chain retrieved from
CA, will be passed to EST

BRI , FFIREXcertnew.p7b3 . EFERZIEMNMEREURLA AT MWebix ¥ 253K BX
certnew.p7b X #

CESiE3) MIISHERFTR

FEISAEFBLMEEINGINX error.logF ERWIEEICESEZEH ; ER , ISBEHEEE2N
HTTP GETE X , B E—MERIFET 4012 EWeblS BHRA | BLEBRILE , 96
FA301 MR EE ME K :

2019-03-05 17:31:15 14.48.31.152 GET /certsrv - 443 - 14.48.31.128 CiscoRA+1.0 - 401 1
2148074254 0

2019-03-05 17:31:15 14.48.31.152 GET /certsrv - 443 M CHAMEN ci scora 14.48.31.128 Ci scoRA+1.0 -
301 0 0 16

2019-03-05 17:31: 15 14.48.31.152 CET /certsrv/certnew. p7b Reql D=CACert &Renewal =0&Enc=bi n 443

M CHAMEN\ ci scora 14.48.31.128 Ci scoRA+1.0 - 200 0 0 2

CAPFEzb , INICAPF B EH AR

CESEZFMCAPFEEHR RENAKSHIBERSHM BEHRENTRER ; BELTEBICAPFIRS
KN B ELCAN T EMEE

12: 31: 03. 354 CServiceParaneters::Init() Certificate Generati on Met hod=Onli neCA: 4
12: 31: 03. 358 CServiceParaneters::Init() TAM password al ready exists, no need to create.
12: 31: 03. 358 | -->CServi ceParaneters::OnlineCAlnit()

I
I
I
12: 31: 03. 388 | CServiceParaneters::OnlineCAlnit() Online CA hostnane is |ab-dc. nm chanen.com
I
I
I

12: 31: 03. 389 CServiceParaneters::OnlineCAlnit() Online CA Port : 443

12: 31: 03. 390 CServiceParaneters::OnlineCAlnit() Online CA Tenplate is Ci scoRA

12: 31: 03. 546 CServiceParaneters::OnlineCAlnit() nginx.conf Updated and Credential.txt file
is created

12: 31: 03.546 | CServiceParaneters::OnlineCAlnit() Reading CAPF Service Paraneters done

12: 31: 03.546 | <--CServi ceParaneters::OnlineCAlnit()

12: 31: 03. 547 | CServiceParaneters::Init() OnlineCA Initialized

12:32:09. 172 | CServiceParaneters::Init() Csco RA Service Start Initiated. Please check NG NX

logs for further details

BEFHN T —NEENERCAPFIRS AR #HBILEESTE F i,

12: 32: 09. 231 | debug cA Type is Online CA, setting up EST Connection
12: 32: 09. 231 | <--debug

12:32: 09. 231 | -->debug

12: 32: 09. 231 | debug I nside set UpESTC i ent

[-]



12: 32: 09. 231 | - - >debug

12: 32: 09. 231 | debug cacert read success. cacert length : 1367
12: 32: 09. 231 | <--debug

12: 32: 09. 232 | - - >debug

12: 32: 09. 232 | debug EST context ectx initialized

12: 32: 09. 232 | <--debug

12: 32: 09. 661 | -->debug

12: 32: 09. 661 | debug CA Credentials retrieved

12: 32: 09. 661 | <--debug

12: 32: 09. 661 | -->debug

12: 32: 09. 661 | debug est_client_set_auth() Successful!!
12: 32: 09. 661 | <--debug

12: 32: 09. 661 | -->debug

12:32: 09. 661 | debug EST set server details success!!
BIELSCRERE
CAPFHE

BUWKRERBELENBE , ABIEBCAPFATT RO M. X, BMAMEA T 45 E B iEAVATE
Z%&,

ERNNESs SEMCAPFTEANANAE , ECAPFIRS PIZTHESTE P infHEN H 4 R AT
( EEE:-LE?EL\CSRE ) ?R?TCES/Eﬂﬂ-O

14: 05: 04. 628 | -->debug

14: 05: 04. 628 | debug 2: SEP74A02FCOA675: CA Mode is OnlineCA, Initiating Automatic Certificate
Enrollment

14: 05: 04. 628 | <--debug

14: 05: 04. 628 | -->debug

14: 05: 04. 628 | debug 2: SEP74A02FC0A675: calling enrollCertUsingEST()
csr_file=/tmp/capf/csr/SEP74A02FCO0A675.csr

14: 05: 04. 628 | <--debug

14: 05: 04. 628 | -->debug

14: 05: 04. 628 | debug 2: SEP74A02FCOA675: | nside X509_REQ *read_csr ()

14: 05: 04. 628 | <--debug

14: 05: 04. 628 | -->debug

14: 05: 04. 628 | debug 2: SEP74A02FCOA675: Conpl et ed action in X509_REQ *read_csr()
14: 05: 04. 628 | <--debug

CESKRRIFBFENERIERE , EFIBRHEALREH , 2FHERNDERKK,

14: 05: 05. 236 | -->debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Enrol Il ment rv = O (EST_ERR NONE) with pkcs7 length =
1963

14: 05: 05. 236 | <--debug

14: 05: 05. 236 | -->debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Signed Cert witten to /tnp/capf/cert/ location..
14: 05: 05. 236 | <--debug

14: 05: 05. 236 | -->debug

14: 05: 05. 236 | debug 2: SEP74A02FC0A675: I nside wite_binary_file()

14: 05: 05. 236 | <--debug

14: 05: 05. 236 | -->debug

14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Conpl eted action in wite_binary file()

14: 05: 05. 236 | <--debug

14: 05: 05. 236 | -->debug



14: 05: 05. 236 | debug 2: SEP74A02FCOA675: Converting PKCS7 file to PEM format and PEM to DER
14: 05: 05. 236 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCO0A675: Return val ue fromenroll CertUsi ngeST() : O

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: Online Cert Signing successful

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | -->fi ndAndPost

14: 05: 05. 289 | fi ndAndPost Device found in the cache map SEP74A02FCOA675

CAPFIREZBIREE H NHE ALE (tmp/capf/cert/) EEK F ERF INECSR, ARFE , CAPFIREF
LEBHLSCIREALBIE, FMBEREFENCSR,

14: 05: 05. 289 | <--fi ndAndPost

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug addded 6 to readset

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug Recd event

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: CA CERT RES certificate ready
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCO0A675: CAPF CORE: Rcvd Event: CAPF_EV_CA CERT_REP in State
CAPF_STATE_AWAI T_CA CERT_RESP

14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: CAPF got device certificate
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug loadFile('/tmp/capf/cert/SEP74A02FCO0A675.der")
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug | oadFil e() successfully loaded file: '/tnp/capf/cert/SEP74A02FCOA675. der'
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug 2: SEP74A02FCOA675: Read certificate for device
14: 05: 05. 289 | <--debug

14: 05: 05. 289 | - - >debug

14: 05: 05. 289 | debug LsSCc is verified. removing CSR at /tmp/capf/csr/SEP74A02FCOA675.csr
14: 05: 05. 289 | <--debug

14: 05: 05. 290 | - - >debug

14: 05: 05. 290 | debug 2: SEP74A02FCO0A675: Sendi ng STORE_CERT_REQ nsg

14: 05: 05. 419 | <-- Sel ect ( SEP74A02FCOA675)
14: 05: 05. 419 | -->Set Operati onSt at us( Success: CAPF_OP_SUCCESS) : 0
14: 05: 05. 419 | Set Qper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status Value is '0'

14: 05: 05. 419 | - - >CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
14: 05: 05. 419 | CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc
=>DbSt at us=CERT_STATUS_UPGRADE_SUCCESS

14: 05: 05. 419 | <- - CAPFDevi ce: : MapCapf _OpSt at usToDBLTypeCerti fi cat eSt at us( OPERATI ON_UPGRADE, Suc

14: 05: 05. 419 | Set Qper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 Operation status is set to 1
14: 05: 05. 419 | Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0 Operation status is set to
Success:CAPF_OP_SUCCESS

14: 05: 05. 419 | Set Qper ati onSt at us( Success: CAPF_OP_SUCCESS): 0 sql query - (UPDATE Devi ce SET

tkCertificateOperation=1, tkcertificatestatus="3" WHERE
ny_| ower (nane) =y _| ower (' SEP74A02FCOA675' ) )
14: 05: 05. 503 | <-- Set Oper ati onSt at us( Success: CAPF_OP_SUCCESS) : 0



14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: I n capf _ui _set _ph_public_key()
14: 05: 05. 503 | <--debug

14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCOA675: pubKey: O,

[.]
14: 05: 05. 503 | <--debug
14: 05: 05. 503 | - - >debug

14: 05: 05. 503 | debug 2: SEP74A02FCO0A675: pubKey | ength: 270
14: 05: 05. 503 | <--debug
14: 05: 05. 503 | - - >Sel ect ( SEP74A02FCOA675)

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) devi ce exists

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) BEFORE DB query Aut hentication Mbde=AUTH BY _STR 1
14: 05: 05. 511 Sel ect ( SEP74A02FC0A675) KeySi ze=KEY_SI ZE 2048: 3

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) ECKeySi ze=I NVALI D: 0

I
I
I
I
I
14:05:05.511 |  Sel ect (SEP74A02FCOA675) KeyOr der =KEYORDER_RSA_ONLY: 1
I
I
I
I

14:05: 05. 511 Sel ect ( SEP74A02FC0A675) Oper ati on=0OPERATI ON_NONE: 1

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operation Status =CERT_STATUS_UPGRADE_SUCCESS:3
14:05: 05. 511 Sel ect ( SEP74A02FC0A675) Aut henti cati on Mbde=AUTH BY_NULL_STR: 2

14: 05: 05. 511 Sel ect (SEP74A02FC0A675) Operation Shoul d Fini sh By=2019: 01: 20: 12: 00

[.]
14: 05: 05. 971 | - - >debug
14: 05: 05. 971 | debug MsgType ! CAPF_MSG_END_SESSION

ISH&

UTRBRERBELSCRERSRNISAEFHNEHN , W LR,

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1
2148074254 0

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 M CHAMEN ci scora 14.48.31. 125 C scoRA+1.0 -
301000

2019-01-16 14:05:02 14.48.31.152 CET /certsrv/certrgxt.asp - 443 M CHAMEN ci scora 14.48.31.125
Ci scoRA+1.0 - 200 0 0 220

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 - 14.48.31.125 CiscoRA+1.0 - 401 1
2148074254 0

2019-01-16 14:05:02 14.48.31.152 CET /certsrv - 443 M CHAMEN ci scora 14.48.31. 125 C scoRA+1.0 -
300000

2019-01-16 14:05:02 14.48.31. 152 POST /certsrv/certfnsh.asp - 443 M CHAMEN\ ci scora 14.48.31.125
Ci scoRA+1.0 https://I|ab-dc. m chamen. com 443/ certsrv/certrgxt.asp 200 0 0 15

2019-01-16 14:05: 02 14.48.31.152 CET /certsrv/certnew.cer Reql D=10&ENC=b64 443 M CHAMEN\ ci scor a
14.48.31.125 CiscoRA+1.0 - 200 00 0

= I [R5

154 CESIK I ILBHIRAT , CAPF B A MM A5 TEMNRBEALL, H5 L 0T R AEUE
ZONCT SR

12:37:54. 741 | -->debug

12:37:54. 741 | debug 2: SEPO01F6C81118B: CA Mbde is OnlineCA, Initiating Automatic Certificate
Enrol | ment

12:37:54. 741 | <--debug

12:37:54. 741 | -->debug

12:37:54. 741 | debug 2: SEPO01F6C81118B: Cal Ii ng enrol | Cert Usi ngEST()
csr_file=/tnp/capf/csr/SEPOO1F6C81118B. csr

12:37:54. 741 | <--debug

12:37:54. 741 | -->debug



12: 37:54.742 | debug 2: SEPOO01F6C81118B: I nside X509 _REQ *read_csr()

12: 37:54. 742 | <--debug

12: 37:54. 742 | - - >debug

12: 37:54.742 | debug 2: SEPO01F6C81118B: Conpl eted action in X509_REQ *read_csr()

12: 37:54. 742 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPOO1F6C81118B: Enrol I nent rv = 35 (EST_ERR_SSL_READ) with pkcs7 |length
=0

12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPOO1F6C81118B: est _client _enroll _csr() Failed! Could not obtain new
certificate. Aborting.

12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPO01F6C81118B: Ret urn val ue from enroll CertUsi ngeST() : 35
12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug 2: SEPOO1F6C81118B: Online Cert Signing Failed

12:38: 04. 779 | <--debug

12:38: 04. 779 | -->debug

12:38: 04. 779 | debug addded 10 to readset

12:38: 04. 779 | <--debug

1S & 43-E 5 B9 B R & €& P iR D CAIEH

HEBEPPRIEB AP EEBFZCESEEN , nginx BEFR2E REEIR“Unable to retrieve CA
Cert chain from CA” ( T EMCAKRZRCAIEH4E )

nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc. m chamen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

RUEBERERNWebBS R

FAEZEBEISLERBZSEIES |, BIFECUCMLELCAPF-trustV R EfE |, h&EETIH T, B
TREBERAENINXE®E , EERISEABEERIIPRNEINAR.

ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 60 (SSL
certificate problem unable to get local issuer certificate)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://|ab-dc.m chanmen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

URLEHAN AR FEE

ISTE #9233 4 (lab-dc) 5 CAKIWebiE A FR S I URL R (9 FQDNR LB, ZEE1E 30 1E A 31
, URLAHYFQDNAIR S CAEARE PV A B FRTEL



ngi nx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 51 (SSL:
certificate subject nanme 'l ab-dc' does not match target host nane 'l ab-dc.m chamen. com)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://I|ab-dc.m chamen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl

DNS#E 472 &
CiscoRATE AT 1E IR S S B B BB HLCAM EHL A

ngi nx: [warn] CA Chain requested but this value has not yet been set

ngi nx: [warn] CA Cert response requested but this value has not yet been set

nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 6 (Could
not resolve: |ab-dcc.m chanmen.com (Donai n nane not found))

ngi nx: [warn] login_to_certsrv_ca: URL used: https://I|ab-dcc. m chamen. com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_pl ugi n_postconf: Unable to retrieve CA Cert chain from CA

A A MR E

S MEEREIPNTP) TR IEE TIERY , IERAR A LA AR, RERCESTERIHIT ,
ENGINXBEHFMEEH,

ngi nx: [warn] login_to_certsrv_ca: Curl call for MS CAlogin failed with return code 60 (SSL
certificate problem certificate is not yet valid)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://lab-dc-iis.n chamen.com 443/ certsrv

ngi nx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugi n_postconf: Unable to retrieve CA Cert chain from CA

UE PR W R

BRSSP EMRNBELE RTSEME. CAPFAINGINXKBEF AR IEREMER , REFEERE
NGINX error.loge

***EST [INFQ| [ est _enrol | _aut h: 356]--> TLS: no peer certificate

2019/ 02/ 27 16:53:28 [warn] 3187#0: *2 ossl _init_cert_store: Adding cert to store

(/ DC=coni DC=mi chanen/ CN=LAB- DC- RTP) whil e SSL EST handshaking, client: 14.48.31.128, server
0.0.0.0: 8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_ch: Rcvd data |l en: 163
whil e SSL EST handshaki ng, client: 14.48.31.128, server: 0.0.0.0:8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 login_to_certsrv_ca: Secure connection to M5 CertServ
conpl et ed successfully using the foll ow ng URL

https://1ab-dc-iis.mchanmen. com 443/ certsrv

whil e SSL EST handshaki ng, client: 14.48.31.128, server: 0.0.0.0:8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 ra_certsrv_auth_curl _data_ch: Rcvd data len: 11771
whil e SSL EST handshaki ng, client: 14.48.31.128, server: 0.0.0.0:8084

2019/ 02/ 27 16:53:28 [info] 3187#0: *2 navigate_to_certsrv_page: Secure connection to M5 CertServ
conpl et ed successfully using the foll ow ng URL
https://1ab-dc-iis.nmchanen.com 443/ certsrv/certrqxt.asp



whil e SSL EST handshaking, client: 14.48.31.128, server: 0.0.0.0:8084
***EST [WARNING] [est_enroll_auth:394]--> HTTP authentication failed. Auth type=1
***EST [WARNING] [est_http_request:1435]--> Enrollment failed with rc=22 (EST_ERR_AUTH FAIL)

***EST [INFO] [mg send http_error:389]--> [Error 401l: Unauthorized
The server was unable to authorize the request.

]

***EST [ERROR] [est_mg handler:1234]--> EST error response code: 22 (EST_ERR_AUTH_FAIL)
***EST [ WARNI NG [ handl e_r equest: 1267] --> Inconi ng request failed rv=22 (EST_ERR_AUTH FAIL)
***EST [INFQ [ | og_access: 1298] --> 14.48. 31. 128 [ 27/ Feb/ 2019: 16: 53: 28 -0500] "POST /.wel | -
known/ est/sinmpl eenrol | HTTP/1.1" 401 O

***EST [INFQ| [l og_header: 1276]--> -

***EST [INFQ| [l og_header: 1278]--> "Cisco EST client 1.0"
***EST [ WARNI NG [ est _server _handl e_request: 1716]--> SSL_shut down fail ed

CESH 3Rt

LT #EE/RCES ESTEFimE M RcertsvEHRIELES , ERIAT2R10W G,

nginx: [warn] login_to_certsrv_ca: Curl call for M5 CAlogin failed with return code 28
(Operation tined out after 10000 milliseconds with 0 bytes received)

ngi nx: [warn] login_to_certsrv_ca: URL used: https://l|ab-dc. m chamen.com 443/ certsrv

nginx: [error] retrieve_cacerts: Unable to execute login to certsrv with curl
ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA

XX : CSCv058656 M CSCv83629#F 5 CES & 4 il AT X,

CES i rt
CES ESTHF i S HWIERI/ERA , {8 EESEEAEROMAL

ngi nx: [warn] retrieve_cacerts: Curl request failed with return code 28 (Operation tinmed out
after 10001 milliseconds with O bytes received)

ngi nx: [warn] retrieve_cacerts: URL used: https://I|ab-
dc. m chamen. com 443/ certsrv/ certnew. p7b?Reql D=CACer t &Renewal =0&Enc=bi n

ngi nx: [warn] ra_certsrv_ca_plugin_postconf: Unable to retrieve CA Cert chain from CA
NS A
& & 7] i B

CSCv028048 CAPFEREABHIERTMTWE X HF & f

CSCvo058656 CAPF Online CA needsit I A Ft i@ RAFICA Z [B] B9 & A& =88 Bt

CSCvf83629 ESTHRSs Rr#E X M HARIZREXEST_ERR_HTTP_WRITE

HXRfER


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo58656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf83629
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo28048
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo58656
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf83629

- BARFT M - Cisco Systems



https://www.cisco.com/c/zh_cn/support/index.html

	排除CAPF在线CA故障
	目录
	简介
	先决条件
	要求
	使用的组件

	功能组件概述
	注册机构(RA)
	通过安全传输(EST)注册
	libEST
	引擎X(NGINX)
	证书注册服务(CES)
	证书颁发机构代理功能(CAPF)

	消息流图
	消息流说明
	/.well-known/est/simpleenroll
	/certsrv
	/certsrv/certrqxt.asp
	/certsrv/certfnsh.asp
	/certsrv/certnew.cer

	故障排除的相关跟踪/日志
	CAPF日志
	CiscoRA日志
	NGINX error.log
	CA Web服务器日志

	日志文件位置
	CAPF日志：
	思科RA:
	Nginx错误日志：
	MS IIS日志：

	日志分析示例
	服务正常启动
	CES启动，如NGINX日志所示

	CES启动，如NGINX error.log所示
	CES启动 如IIS日志中所示

	CAPF启动，如CAPF日志中所示

	电话LSC安装操作
	CAPF日志
	IIS日志

	常见问题
	IIS身份证书的颁发者链中缺少CA证书
	提供自签名证书的Web服务器
	URL主机名和公用名不匹配
	DNS解析问题
	证书有效日期问题
	证书模板配置错误
	CES身份验证超时
	CES注册超时

	已知问题说明
	相关信息


