X

=

BELHFHER .

Cisco vEdgel&E

bfd-deleted

=2 B FER -

8 A

B E3.HFHER .

TEA

=4 B ER -

2K A

188 £ XX o] 7 20 2 2 R EE

BxES

-1k

RN ACisco VEdge i 8 A B F XN @ 3 £ M (BFD)RIEI R E .,
SEREH

ER

BRIZENE T fCisco SDWANEER B X,

SER A H

AXEETIZ21719.2.18CiscorrvEdgeg HES.

AXHEPNEERRETREXRERNEFNREFEN, AXHFEANMAERZHENERAR
(BN ) BRE. MRENMELTEIRS , FHRRETHRAERSHBERNE,

QR

AXHEFRTEMEER

AXEPEEESEAGNIPHU NS

AH REIP
VEDGE-1 10.13.13.13

VPN O IP /B &2
192.168.1.4 / mpls

VPN O IP /B s
192.168.2.4 / mpls



VEDGE-2 10.15.15.15 192.168.1.8 /AL EEXM  192.168.2.8 /AL BE

vSmart 10.8.8.8 192.168.1.3 /2RIA TiE A
vManage 10.7.7.7 192.168.1.1 /ZRIA T iE A

BFDR#Z

Cisco VEdgei& 25 £ “flap-reason”fI AT REE N :
1.bfd-deleted - BFD< [ , &7y 2 & F H 2 E M BRo

MERBFDEY , 2R WA A EA. — A TFBFDXH , —NA TBFDHIBER.

2. timeout — 2 i/m% HBFDIE R,
3. remote-down — iR k3% 7T — /1 BFD#IES , XA E 23 Adown-state, 4.

AFER — FTEH. YHXOEBFDAENBFDAFERSN , 2 RBIHIRE.,

PR
7 81. 83 REA : bfd-deleted

#VEDGE-18 M EHTIR ARRA ENLIZ R -

HUB- 1# request port-hop col or biz-internet

VEDGE- 1# show log tail -f /var/l og/tnpl og/ vdebug

| ocal 7. debug: Mar 20 09:29:21 VEDCGE-1 VDAEMON] 1136]: vdaenon_di sabl e_my_t| oc[ 1308]:
%/DAEMON_DBG_EVENTS-1: Disabling tloc geO_1.

| ocal 7. debug: Mar 20 09:29:21 VEDCGE-1 VDAEMON] 1136]: vdaenon_send_t| oc_i nfo[ 8282]:
%/DAEMON_DBG M SC-1: Sending TLOC: ifnane:ge0O_1 color:biz-internet spi: 1499 snarts: 1 nanages:1
state: DOM LR encap: 0 LR hold tinme : 7000 Pairw se-Keys Disabled key-id O

local 7.info: Mar 20 09:29:21 VEDGE-1 VDAEMON] 1136]: /i pt el a- VEDGE- 1- vdaenon- 6- | NFO- 1400002:
Notification: 3/20/2020 9:29:21 control -connection-state-change severity-1|evel:nmajor host-
name: " VEDCGE- 1" systemi p: 10. 13. 13. 13 personal ity: vEdge peer-type:vsnart peer-systenmip:10.8.8.8
peer -vnanage- systemip: 0.0.0.0 public-ip:192.168.1.3 public-port: 12946 src-col or: bi z-internet
renot e-col or: default uptinme:"0:00: 35: 57" new state: down

local 7.info: Mar 20 09:29:21 VEDGE-1 VDAEMON[ 1136]: /i pt el a- VEDGE- 1- vdaenon- 6- | NFO- 1400002:
Notification: 3/20/2020 9:29:21 control -connection-state-change severity-1|evel:nmajor host-
name: " VEDGE- 1" system i p: 10. 13. 13. 13 personal i ty: vEdge peer-type: vhmanage peer-systemip:10.7.7.7
peer -vnanage- systemip: 0.0.0.0 public-ip:192.168.1.1 public-port:12946 src-col or: bi z-internet
renote-col or:npls uptine:"0:01: 56: 34" new st ate: down

local 7.info: Mar 20 09:29:21 VEDGE-1 FTMD[ 1126]: %/ pt el a- VEDCE- 1- f t nd- 6- | NFO- 1400002:
Notification: 3/20/2020 9:29: 21 bfd-state-change severity-I|evel:mjor host-nane:" VEDGE 1"
systemip:10.13.13.13 src-ip:192.168.2.4 dst-ip:192.168.1.6 proto:ipsec src-port: 12406 dst-
port: 12347 | ocal -systemip: 10.13.13.13 local -color:"biz-internet" renote-systemip:10.14.14. 14
renote-col or:"npl s" new state: down del eted: fal se flap-reason:bfd-deleted

KEBFDHEHI L BEXM L AVERIEFEIZ(TATE :

VEDCE- 1# show control connections | t
LOCAL LOCAL



PEER SITE DOVAIN PRI VATE PRI VATE PUBLIC PUBLI C

SYSTEM PRI VATE PRI VATE CONTROLLER
SYSTEM ORG BEHI ND
I NSTANCE TYPE ID ID IP PORT IP PORT IP PROTOCOL LOCAL
COLOR REMOTE COLOR | P PORT STATE UPTI ME GROUP | D 1P NAME PROXY
0 vsmar t 8 1 192.168.1.4 12366 192.168.1.3 12946 10.8.8.8 dtls
npl s def aul t 192.168.1.3 12946 up 0:00:03:47 O - -
No
0 vsmar t 8 1 192.168.2.4 12426 192.168.1.3 12946 10.8.8.8 dtls
bi z-internet default 192.168.1.3 12946 up 0:00:01:52 O - -
No
0 vbond 0 0 192.168.1.4 12366 192.168.1.10 12346 0.0.0.0 dtls
npl s npl s 192.168.1.10 12346 up 0:00:03:47 O - -
0 vbond 0 0 192.168.2.4 12426 192.168.1.10 12346 0.0.0.0 dtls
bi z-internet biz-internet 192.168.1.10 12346 up 0:00:00:31 O - -
0 vimanage 8 0 192.168.2.4 12426 192.168.1.1 12946 10.7.7.7 dtls
bi z-internet npls 192.168.1.1 12946 up 0:00:01:52 O - -
No
VEDGE- 1# sh bfd sess | t

SRC DST SI TE
DETECT TX
SRCIP DST IP PROTO PORT PORT SYSTEMIP ID LOCAL COLOR  COLOR STATE
MULTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS
192.168.1.4 192.168.1.6 ipsec 12366 12347 10.14.14.14 14 npl s npl s
up 7 1000 0:00:03:48 O
192.168.1.4 192.168.2.6 ipsec 12366 12387 10.14.14.14 14 npl s bi z-i nt er net
up 7 1000 0:00:03:48 O
192.168.2.4 192.168.1.6 ipsec 12426 12347 10.14.14.14 14 bi z-internet npls
up 7 1000 0:00:01:55 O
192.168.2.4 192.168.2.6 i psec 12426 12387 10.14.14.14 14 bi z-internet biz-internet
up 7 1000 0:00:01:55 O
192.168.1.4 192.168.1.8 ipsec 12366 12406 10.15.15.15 15 npl s npl s
up 7 1000 0:00:03:48 O
192.168.1.4 192.168.2.8 ipsec 12366 12366 10.15.15.15 15 npl s bi z-i nt er net
up 7 1000 0:00:03:48 O
192.168.2.4 192.168.1.8 ipsec 12426 12406 10.15.15.15 15 bi z-internet npls
up 7 1000 0:00:01:55 O
192.168.2.4 192.168.2.8 i psec 12426 12366 10.15.15.15 15 bi z-internet biz-internet
up 7 1000 0:00:01:55 O
192.168.1.4 192.168.1.11 ipsec 12366 12346 10.16.16.16 16 npl s npl s
up 7 1000 0:00:03:48 O
192.168.1.4 192.168.2.11 ipsec 12366 12426 10.16.16.16 16 npl s bi z-i nt er net
up 7 1000 0:00:03:48 O
192.168.2.4 192.168.1.11 ipsec 12426 12346 10.16.16.16 16 bi z-internet npls
up 7 1000 0:00:01:55 O
192.168.2.4 192.168.2.11 ipsec 12426 12426 10.16.16.16 16 bi z-internet biz-internet
up 7 1000 0:00:01:55 O
192.168.1.4 192.168.1.12 ipsec 12366 12426 10.17.17.17 17 npl s npl s
up 7 1000 0:00:03:48 O
192.168.1.4 192.168.2.12 ipsec 12366 12406 10.17.17.17 17 npl s bi z-i nt er net
up 7 1000 0:00:03:48 O
192.168.2.4 192.168.1.12 ipsec 12426 12426 10.17.17.17 17 bi z-internet npls
up 7 1000 0:00:01:55 O
192.168.2.4 192.168.2.12 ipsec 12426 12406 10.17.17.17 17 bi z-internet biz-internet
up 7 1000 0:00:01:55 O
192.168.1.4 192.168.1.14 ipsec 12366 12426 10.18.18.18 18 npl s npl s
up 7 1000 0:00:03:48 O

192.168.1.4 192.168.2.14 ipsec 12366 12426 10.18.18.18 18 npl s bi z-i nternet



up 7 1000 0:00:03:48 0

192.168.2.4 192.168.1.14 ipsec 12426 12426 10.18.18.18 18 bi z-internet npls

up 7 1000 0:00:01:55 O

192.168.2.4 192.168.2.14 ipsec 12426 12426 10.18.18.18 18 bi z-internet biz-internet
up 7 1000 0:00:01:55 O

192.168.1.4 192.168.3.40 ipsec 12366 12366 10.19.19.19 19 npl s npl s

up 7 1000 0:00:03:48 0

192.168.1.4 192.168.4.40 ipsec 12366 12366 10.19.19.19 19 npl s bi z-i nt er net
up 7 1000 0:00:03:48 0

192.168.2.4 192.168.3.40 ipsec 12426 12366 10.19.19.19 19 bi z-internet npls

up 7 1000 0:00:01:55 O

192.168.2.4 192.168.4.40 ipsec 12426 12366 10.19.19.19 19 bi z-internet biz-internet
up 7 1000 0:00:01:55 O

1838 7] LUB BRVEDGE-1 LRy 2 lE S UM R b7 5= ( BEATLOC )

I ocal 1.info: audit user: adm n/60155 CLI 'clear contro
connecti ons'

local 7.info: Mar 20 09:34:20 VEDGE-1 VDAEMON[ 1136]: /i pt el a- VEDGE- 1- vdaenon- 6- | NFO- 1400002
Notification: 3/20/2020 9:34:20 control -connection-state-change severity-1|evel:nmajor host-
name: " VEDGE- 1" systemi p: 10. 13. 13. 13 personal i ty: vEdge peer-type:vsnart peer-systenmip:10.8.8.8
peer -vnanage- systemip: 0.0.0.0 public-ip:192.168.1.3 public-port: 12946 src-col or: bi z-internet
renot e-col or: default uptinme:"0:00: 00: 51" new st ate: down

local 7.info: Mar 20 09:34:20 VEDGE-1 VDAEMON 1136]: /i pt el a- VEDGE- 1- vdaenon- 6- | NFO- 1400002
Notification: 3/20/2020 9:34:20 control -connection-state-change severity-1|evel:najor host-

name: " VEDGE- 1" system i p: 10. 13. 13. 13 personal i ty: vEdge peer-type: vhmanage peer-systemip:10.7.7.7

Mar 20 09:34:20 VEDGE-1 confd[897]:

peer -vnanage- systemip: 0.0.0.0 public-ip:192.168.1.1 public-port: 12946 src-col or: bi z-internet

renote-col or: npls uptine:"0:00:01: 09"
local 7.info: Mar 20 09:34:20 VEDGE-1 FTMD[ 1126] :
Noti fi cation:

new- st at e: down
%/i pt el a- VEDGE- 1-f t nd- 6- | NFO- 1400002:
3/ 20/ 2020 9: 34: 20 bfd-state-change severity-I|evel: mjor

host - nane: " VEDGE- 1"

systemip:10.13.13.13 src-ip:192.168.2.4 dst-ip:192.168.1.6 proto:ipsec src-port: 12426 dst-
port: 12347 | ocal -systemip: 10.13.13.13 local -color:"biz-internet" renote-systemip:10.14. 14. 14

renot e-col or: "npl s"

R Empls MRl B BX MBI & /Y IEFIiZ{TaY/E :

VEDGE- 1# sh bfd sess | t

SRC DST
DETECT TX
SRCIP DST IP PROTO PORT PORT SYSTEMIP
MULTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS
192.168.1.4 192.168.1.6 ipsec 12366 12347 10
up 7 1000 0: 00: 01: 37 2
192.168.1.4 192.168.2.6 ipsec 12366 12387 10
up 7 1000 0: 00: 01: 37 2
192.168.2.4 192.168.1.6 ipsec 12426 12347 10
up 7 1000 0: 00: 01:55 2
192.168.2.4 192.168.2.6 ipsec 12426 12387 10
up 7 1000 0: 00: 01:55 2
192.168.1.4 192.168.1.8 ipsec 12366 12406 10
up 7 1000 0: 00: 01: 37 2
192.168.1.4 192.168.2.8 ipsec 12366 12366 10
up 7 1000 0: 00: 01: 37 2
192.168.2.4 192.168.1.8 ipsec 12426 12406 10
up 7 1000 0: 00: 01:55 2
192.168.2.4 192.168.2.8 ipsec 12426 12366 10
up 7 1000 0: 00: 01:55 2
192.168.1.4 192.168.1.11 ipsec 12366 12346 10.
up 7 1000 0: 00: 01: 37 2
192.168.1.4 192.168.2.11 ipsec 12366 12426 10.
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new st at e: down del et ed: fal se flap-reason:bfd-deleted

npl s
npl s
bi z-i nt er net
bi z-i nt er net
npl s
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npl s
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up 7 1000 0:00:01:37 2
192.168.2.4 192.168.1.11 ipsec 12426 12346 10.16.16.16 16 bi z-internet npls

up 7 1000 0:00: 01:55 2
192.168.2.4 192.168.2.11 ipsec 12426 12426 10.16.16.16 16 bi z-internet biz-internet
up 7 1000 0:00: 01:55 2
192.168.1.4 192.168.1.12 ipsec 12366 12426 10.17.17.17 17 npl s npl s
up 7 1000 0:00:01:37 2
192.168.1.4 192.168.2.12 ipsec 12366 12406 10.17.17.17 17 npl s bi z-i nt er net
up 7 1000 0:00:01:37 2
192.168.2.4 192.168.1.12 ipsec 12426 12426 10.17.17.17 17 bi z-internet npls
up 7 1000 0:00:01:55 2
192.168.2.4 192.168.2.12 ipsec 12426 12406 10.17.17.17 17 bi z-internet biz-internet
up 7 1000 0:00:01:55 2
192.168.1.4 192.168.1.14 ipsec 12366 12426 10.18.18.18 18 npl s npl s
up 7 1000 0:00:01:37 2
192.168.1.4 192.168.2.14 ipsec 12366 12426 10.18.18.18 18 npl s bi z-i nt er net
up 7 1000 0:00:01:37 2
192.168.2.4 192.168.1.14 ipsec 12426 12426 10.18.18.18 18 bi z-internet npls
up 7 1000 0:00:01:55 2
192.168.2.4 192.168.2.14 ipsec 12426 12426 10.18.18.18 18 bi z-internet biz-internet
up 7 1000 0:00:01:55 2
192.168.1.4 192.168.3.40 ipsec 12366 12366 10.19.19.19 19 npl s npl s
up 7 1000 0:00:01:37 2
192.168.1.4 192.168.4.40 ipsec 12366 12366 10.19.19.19 19 npl s bi z-i nt er net
up 7 1000 0:00:01:37 2
192.168.2.4 192.168.3.40 ipsec 12426 12366 10.19.19.19 19 bi z-internet npls
up 7 1000 0:00:01:55 2
192.168.2.4 192.168.4.40 ipsec 12426 12366 10.19.19.19 19 bi z-internet biz-internet
up 7 1000 0:00: 01:54 3
VEDGE- 1# show control connections | t
LOCAL
LOCAL
CFG \Y
PEER SITE DOVAIN PRI VATE PRI VATE PUBLIC PUBLI C
SYSTEM PRI VATE PRI VATE CONTROLLER
SYSTEM ORG  BEHI ND
I NSTANCE TYPE ID ID IP PORT IP PORT IP PROTOCOL LOCAL
COLOR REMOTE COLOR | P PORT STATE UPTI ME GROUP | D 1P NAME PROXY
0 vsmart 8 1 192.168.1.4 12366 192.168.1.3 12946 10.8.8.8
dtls mpl s def aul t 192.168.1.3 12946 up 0:00:01:41 O -
- No
0 vsmart 8 1 192.168.2.4 12426 192.168.1.3 12946 10.8.8.8
dtls bi z-internet default 192.168.1.3 12946 up 0:00:01:59 O -
- No
0 vbond 0 0 192.168.1.4 12366 192.168.1.10 12346 0.0.0.0
dtls mpl s mpl s 192.168.1.10 12346 up 0:00:01:42 O -
0 vbond 0 0 192.168.2.4 12426 192.168.1.10 12346 0.0.0.0
dtls bi z-internet biz-internet 192.168.1.10 12346 up 0:00:00:01 O -
0 vimanage 8 0 192.168.2.4 12426 192.168.1.1 12946 10.7.7.7
dtls bi z-internet npls 192.168.1.1 12946 up 0:00:01:59 O -

. No
HR2. B/ REA : Bt
Ea L EExAEEFNEOZEVEDGE-1 LZATLOC ( &<f# Hbiz-internet ) REIMILIF =,

EVEDGE- 12 HATLOCZHI , VEDGE-2_ EHIBFDIAZ :



VEDGE- 2# show bfd sessions renote-color npls systemip 10.13.13.13 | t

SRC DST SITE
DETECT X
SRCIP DST IP PROTO PORT PORT  SYSTEM I P 1D LOCAL COLOR COLOR STATE
MULTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS
192.168.1.8 192.168.1.4 ipsec 12406 12366 10.13.13.13 13 npl s npl s up
7 1000 0:00:03:15 2
192.168.2.8 192.168.1.4 ipsec 12366 12366 10.13.13.13 13 biz-internet npls up

7 1000 0:00:03:15 2
EEN W B 5 EFKVEDGE-2:

local 7.info: Mar 20 10:00: 04 VEDGE-2 FTMD[ 1119]: %/ pt el a- VEDCE- 2- f t nd- 6- | NFO- 1400002
Notification: 3/20/2020 10:0:4 bfd-state-change severity-Ilevel:nmjor host-nane:"VEDGE-2" system
i p:10.15.15.15 src-ip:192.168.1.8 dst-ip:192.168.2.14 proto:ipsec src-port: 12406 dst-port: 12426
| ocal -systemi p: 10. 15. 15. 15 | ocal -col or: "npl s" renpte-systemi p: 10. 18. 18. 18 renot e-col or: "bi z-
internet" newstate:down del eted:fal se flap-reason:tinmeout

local 7.info: Mar 20 10:00: 05 VEDGE-2 FTMD[ 1119]: %/ pt el a- VEDCE- 2- f t nd- 6- | NFO- 1400002
Notification: 3/20/2020 10:0:4 bfd-state-change severity-Ilevel:nmjor host-nane:"VEDGE-2" system
i p:10.15.15.15 src-ip:192.168.2.8 dst-ip:192.168.4.40 proto:ipsec src-port: 12386 dst-port: 12366
| ocal -systemi p: 10. 15. 15. 15 | ocal -col or: "bi z-internet" renote-systemip: 10.19.19.19 renote-
color:"biz-internet" new state:down del eted:fal se flap-reason:timeout

VEDGCE- 2# show bfd sessions renpte-color npls systemip 10.13.13.13 | t

SRC DST SITE
DETECT ™
SRC I P DST I P PROTO PORT PORT SYSTEM | P I D LOCAL COLOR COLOR STATE
MULTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS
192.168.1.8 192.168.1.4 ipsec 12406 12366 10.13.13.13 13 npl s npl s up
7 1000 0:00:21:56 3
192.168.2.8 192.168.1.4 ipsec 12386 12366 10.13.13.13 13 bi z-internet npls down

1000 NA 1

ZRIBHERA : TEA

WO BN E L — 1 ENEEEDO L ITno shukEMILIZ =,

local 7.info: Mar 20 10:01:20 VEDGE-2 FTMJ 1119]: % ptel a- VEDGE- 2- f t md- 6- | NFO- 1400002
Notification: 3/20/2020 10: 1: 18 bf d- st ate-change severity-I|evel: mjor host-nane: " VEDGE- 2"
systemip: 10.15. 15. 15 src-ip:192.168. 2.8 dst-ip:192.168.1.11 proto:ipsec src-port: 12386 dst-
port: 12346 | ocal -systemi p: 10. 15.15.15 |l ocal -col or:"bi z-internet" renote-systenmip:10.16. 16. 16
renote-col or:"nmpl s" new state:up del eted: fal se flap-reason:na

local 7.info: Mar 20 10:01:20 VEDGE-2 FTMJ 1119]: % ptel a- VEDGE- 2- f t md- 6- | NFO- 1400002
Notification: 3/20/2020 10: 1: 18 bf d- st ate-change severity-I|evel: mjor host-nane:" VEDGE- 2"
systemip: 10.15.15. 15 src-ip:192.168.1.8 dst-ip:192.168.2.11 proto:ipsec src-port: 12406 dst-
port: 12426 | ocal -systemi p: 10. 15.15.15 | ocal -col or: "npl s" renote-systemip: 10. 16. 16. 16 renot e-
color:"biz-internet" newstate:up del eted: fal se flap-reason:na

VEDGE- 2# show bfd sessions renote-color npls systemip 10.13.13.13 | t

SRC DST SI TE
DETECT X
SRCIP DST IP PROTO PORT PORT  SYSTEM I P ID LOCAL COLOR COLOR STATE
MULTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS
192.168.1.8 192.168.1.4 ipsec 12406 12366 10.13.13.13 13 npl s npl s up

7 1000 0:00:22:32 3



192.168.2.8 192.168.1.4 ipsec 12386 12366 10.13.13.13 13 biz-internet npls up
1000 0:00:00: 04 1

.
HR4HHREA : ZEXH
BRI LAEEVEDGE-1 LBV ER ( A<+ A mpls ) fEMANo control-connectionsis S EI 17 =

VEDGE-1EWHE :

vpn O
interface ge0/0
i p address 192.168.1. 4/ 24
tunnel -interface
encapsul ation ipsec
color npls
no control-connections

VEDGE- 1# show control connections | t

LOCAL

LOCAL

CFG \Y

PEER SITE DOVAIN PRI VATE PRI VATE PUBLIC PUBLI C

SYSTEM PRI VATE PRI VATE CONTROLLER
SYSTEM ORG  BEHI ND
I NSTANCE TYPE I D ID IP PORT IP PORT IP PROTOCOL LOCAL
COLOR REMOTE COLOR | P PORT STATE UPTI ME GROUP | D 1P NAME PROXY
0 vsmart 8 1 192.168.2.4 12426 192.168.1.3 12946 10.8.8.8 dtls
bi z-internet default 192.168.1.3 12946 up 0:00:17:54 0 - -
No
0 vbond 0 0 192.168.2.4 12426 192.168.1.10 12346 0.0.0.0 dtls
bi z-internet biz-internet 192.168.1.10 12346 up 0:00:02:37 O - -
0 vimanage 8 0 192.168.2.4 12426 192.168.1.1 12946 10.7.7.7 dtls
bi z-internet nmpls 192.168.1.1 12946 up 0:00:22:44 0 - -
No

VEDGE-2 L H7E :

local 7.info: Mar 20 11:36:40 VEDGE-2 FTMJ 1119]: %/ pt el a- VEDGE- 2- f t nd- 6- | NFO- 1400002
Notification: 3/20/2020 11:36: 40 bfd-state-change severity-Ievel:ngjor host-name: " VEDCGE- 2"
systemip: 10.15. 15. 15 src-ip:192.168.1.8 dst-ip:192.168.1.4 proto:ipsec src-port: 12406 dst-
port: 12406 | ocal -systemi p: 10. 15. 15.15 | ocal -col or: "npl s" renpte-systemip: 10. 13. 13. 13 renot e-
color:"npls" new state: down del eted: fal se flap-reason:remote-down

local 7.info: Mar 20 11:36:40 VEDGE-2 FTMJ 1119]: %/ ptel a- VEDGE- 2- f t nd- 6- | NFO- 1400002
Notification: 3/20/2020 11:36: 40 bfd-state-change severity-Ievel:ngjor host-name: " VEDCGE- 2"
systemip: 10.15. 15. 15 src-ip:192.168. 2.8 dst-ip:192.168.1.4 proto:ipsec src-port: 12386 dst-
port: 12406 | ocal -systemi p: 10.15.15.15 |l ocal -color:"biz-internet" renpte-systemip:10.13.13.13
renote-col or:"npl s" new state: down del eted: fal se flap-reason:remote-down

local 7.info: Mar 20 11:36:41 VEDGE-2 FTMJ 1119]: %/ pt el a- VEDGE- 2- f t md- 6- | NFO- 1400002
Notification: 3/20/2020 11:36: 41 bfd-state-change severity-Ievel:ngjor host-nane: " VEDCGE- 2"
systemip: 10.15. 15. 15 src-ip:192.168.1.8 dst-ip:192.168.1.4 proto:ipsec src-port: 12406 dst-
port: 12406 | ocal -systemi p: 10. 15. 15. 15 | ocal -col or: "npl s" renote-systemi p: 10. 13. 13. 13 renot e-
color:"npls" newstate:up del eted: fal se fl ap-reason: na

local 7.info: Mar 20 11:36:41 VEDGE-2 FTMJ 1119]: %/ pt el a- VEDGE- 2- f t nd- 6- | NFO- 1400002
Notification: 3/20/2020 11:36: 41 bfd-state-change severity-I|evel:ngjor host-name: " VEDCGE- 2"
systemip: 10.15. 15. 15 src-ip:192.168.2. 8 dst-ip:192.168.1.4 proto:ipsec src-port: 12386 dst-
port: 12406 | ocal -systemi p: 10.15.15.15 |l ocal -color:"biz-internet" renmpte-systenmip:10.13.13.13
renote-col or:"nmpl s" new state:up del eted: fal se flap-reason: na

VEDGE- 2# show bfd sessions renote-color npls systemip 10.13.13.13 | t



SRC DST SITE

DETECT X

SRCIP DST IP PROTO PORT PORT  SYSTEM I P 1D LOCAL COLOR COLOR STATE
MULTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS

192.168.1.8 192.168.1.4 ipsec 12406 12406 10.13.13.13 13 npl s npl s up
7 1000 0: 00: 05: 27 16

192.168.2.8 192.168.1.4 ipsec 12386 12406 10.13.13.13 13 biz-internet npls up

1000 0:00:05:27 9
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https://www.cisco.com/c/zh_cn/support/docs/routers/sd-wan/214510-troubleshoot-bidirectional-forwarding-de.html
https://www.cisco.com/c/zh_cn/support/index.html
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