{5 FH Zscalerfit i& M IESD-WAN IPsec SIGBEZ&
Hx

N
RREH
=X
EfER
ERmAL
EE
R &R 1T 3% I

KN BEHAZscalerfit ESD-WAN IPsec SIGRRE R L B S B AW AE,
SoRFZM
=R

Cisco BN THMUTER :

. ZEHBEMMX(SIG),.
« IPsecB&EM IT4EA R , Cisco |IOS®LHIFE 1M ERFE2/M ER o

HpER

- EETEEMOBEBRNAEEmED LS ANAT,

- FEEVPN OLGIZDNSHRS R , A EFEERLLDNSERS SR Zscaler&ZAAURL, X— KR
EE  ANNRTHERIFE  APIBAFNARR. FTRESTRIREHBSKE , RAMRIAE
R, URLA : http://gateway.<zscalercloud>.net/vpntest.

« NTP ( PEERTE TN ) IR Cisco Edgef& FESRT R A | H BAPIAAT S KK,
« EEERSVPNIIAEERECLIFEBIEMESIGH RS KA :

ip sdwan route vrf 1 0.0.0.0/0 service sig
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RIMAEHET AT REMBEA R

- BRI HERMRA17.6.6a
« vManageh®420.9.4

AXHEPNEERRETREXRENEFNREFEEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHEELE,

[T
R 4% THE T

LTREA/ZEAAGREFTHNEMMERE, BEHRKATUIBEGRESIPsec,

- —MNER/ZARBEN.
« —NER/ERRBEXN.
- SN ER/ZARBEN
- ZNEHEHREER



JEE . £SD-WAN Cisco Edgef g £ , AR AZEZEZ EBRNHN — NS MEmED
, X LR ERRET.

(WS
HREE L B X LEAE AR

- B2FHEMMX(SIG)EIEIhREER
- TECERAROFTELEE, FEHZscalerl 1P LOIEZATEXRERLEFRNER

. B2 HEBMMK(SIG)IIEEER :
- TERLTHEEEIRT |, B LBl EIPsechsE , BRETH/TASETA/ZRAEATHESH
BM(HA) , B35 F3hikiEZscaler Datacenter,

E @) Zscaler Credentialst#iR , 55 fin B f E>E k> Ih BEE >R hE AR



ERERTHENMNIRESHIERSIG, BXYEN , REEREEF LV E ZscalerRiE , 1T
BIFTR -

BEEIREZscalerfERSIGIRERE , ARF# T Click here to create - Cisco SIG Credentials
template,

:;i;ﬁ In order to proceed, it is required to first create Cisco SIG Credentials template. Creation of Cisco SIG Credentials template is a one-time process.

RESFEEE@R FILER, FHERLE , XFRAFREFRWNE :

. ERBR

- SIGRM#tERF (ME—FEHERER)
. A4
. BERHEERURI
- AFE

. 25

. SENEAPIZH

Click Save.

RESPHEEENZRTEEHRMMX(SIG)ENR, HEMR LT EE E £ A ZscalerfySD-WAN IPsec
SIGFFEN—YINA,

BEERNE - B RUEEHNGEA. RANREFEFL2AFIBA. AT ZscalerB7RETRIIKRER
API URLJ : zscaler_L7_health_check) ishttp://gateway<zscalercloud>net/vpntest,

f£Cisco I0S XEH , BEENRIFENREIPHLE, /32EEANEMRLEIPHRTIEZN,
Loopback 65530 0 A LAE AR EMIPHLE , Z¥EOSBz0IEA THITZscalerizTRIRKE

o

f£ConfigurationZ8 % T , AT LA H5Add Tunnel 8] ZIPSech3i8. EFHREBEOF , RBEFTE#HIT
%,

EARRGIH | BEIEEOIPsect , fEAWANEEOGigabitEthernet1fERRRER. RS , e Ex
Zcaler#¥ & /O ERE,



B iFAdvanced OptionsfE{R B 1 BRIAES

v Configuration

Add Tunnel

Interface Mame (1..255)

e

Description

Tracker

Tunnel Source Interface

Data-Center

Advanced Options 3

IPseci# O &

= A

'ﬁ - ipsec]

() -

@v

'ﬁ' ¥ | GigabitEthamet1

Q) Primary

() Secondary

EATH  BULUERRITRZA/ERAEREA/IZR , HBEEBNPsecEZ O FLA T EAMRS.
XR—NER/ERARITHN TG, FrEEO#EActve FiEE , BHibFBackupfRE N To

~ High Availability

@ | w v | ®
@ psec - o)
@  psec 1 - (o)
@  ipse c12 - @
FRA/EARIT

ARPIRRNRER/ZE MR,
NEREQ,

@ | -
[ox] -
@ -

£ IPsec1 MIPsec11EREH#ED |, MikFIPsec2MIPsec124E



v High Availability

@ | | ® @ | @
& psecil - [ o) - i)
TR/&ERKRIT
BRIRE

AR H  KREENEERERER OMBEBIBES .
BUHMEREENBFHFD , EFRWHENEENES.
MREERFIERE , FREECHSMENRFEEMURI, MZscaler 1~ IR EFAIURL

v Advanced Settings

Primary Data-Center -

Secondary Data-Center -

Zscaler Location Name -

Authentication Required - on Off

XFF Forwarding @~ on OFff
B SR FHEHEH O

SERE , £1HSave,

THSIGEREER , XAEREERTNATCI]. BEXHAN , BESHKHEIAIZERHERE.
ERRXESR , FEMIBE-ER>REER , RE=REBEE.

1. EEAMEEVPNT

2. i INZ £ InternetM X 4R

3. #CiscoZ £ InternetM>x £ , W\ TFHIFKE APIEFE EFEATSIGTIRER R



Transport & Management VPN 1

Cisco VPNO * cEdge_Base_Zscaler_SIG_Transport_V... = Additional Cisco VPN 0 Templates
IIIIIIII Gisco BGP
Clsco Secure imemet GatewsY | CEdage Base, Zscaler S1G, IPsec -i

Seriaimiasmianins eretasasaseisnemn s tesasasesei - — Cisco OSPF

) Cisco OSPFu3
cEdge_Base_Zscoler_SIG_IPsec_TLOC_Ex T— e
cEdge_Base_Zscaler_SIG_Psec_tac Cisco VPN Inter

Clsco VPN Interface Ethernot . .
cEdge_?scaber_SIG_IPsec Cisco VPN Inter

Clsco VPN Interface Ethernet

Cizco VPN Inter!
VPN Interfac
VPN Interface Multilink Controller

VPN Interface Ethernet PPPoE
VPN Interface DSL IPoE
VPN Interface DSL PPPoA

EiIRZ R LR INSIGHENR

#£Additional Templates

4. #£Cisco SIGE UL A
5T R &8 kiR F#EAICisco SIG Credentialst& R :

Tenant Choose. .. -
Security Policy Choose. .. -
Cisco SIG Credentials * o | cEdge_Zscaler_Credentials - i

cEdge_~fscaler_Credentials_w1 o

Cisco=Zscaler-Global-Credentials
ZIFSIGE R

¥ HUpdate , HEEEHNRERBLDNFPMIR , BEAIDESRIETH LR L HERE,
56 UF

EHEERN , JUEREMEHRERTRIE , BLFOEEUTEM

secure-internet-gateway
zscaler organization <removed>
zscaler partner-base-uri <removed>
zscaler partner-key <removed>
zscaler username <removed>
zscaler password <removed>



MARRBIPALES , RITAER/ZR

<{froot>

ha-pairs
interface-pair

Tunnel 100001 active

-interface-weight 1

Tunnel 100002 backup

-interface-weight 1
interface-pair

Tunnel 100011 active

-interface-weight 1

Tunnel 100012 backup

-interface-weight 1

IBFERARMNT ESHE |, HliMcrypto ikev2 pofiles and policies, ZNEATunnel1xxxxxFFk#y3E 0
. vrf definition 65530, ip sdwan route vrf 1 0.0.0.0/0 service sig.

A X L E i H 24 AZscalerfIPsec SIGRREW —Z 4%

WRHIE RBEZEANEEMN TR :

interface Tunnel100001
no shutdown

ip unnumbered GigabitEthernetl
no ip clear-dont-fragment
ip mtu 1400

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel mode ipsec ipv4d

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

BERNEEIZERHASFRE , EUUAERATSRIEBERT T,
<#root>

Router#show sdwan secure-internet-gateway zscaler tunnels

HTTP

TUNNEL IF TUNNEL



RESP

NAME

TUNNEL NAME

ID

Tunne1100001

200

Tunne1100002

200

R 5k & Flhttp resp code 200 , NI ZE k&

site<removed>Tunne1100001

site<removed>Tunnel1100002

AW TREBEORS.

<tfroot>

Router#

show ip interface brief

Interface
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
GigabitEthernet4
Sdwan-system-intf
Loopback65528

Loopback65530

NVIO
Tunnel?2
Tunnel3

Tunnel 100001

Tunnel 100002

IP-Address
10.2.234.146
10.2.58.221
10.2.20.77
10.2.248.43
10.10.10.221
192.168.1.1

192.168.0. 2

unassigned
10.2.58.221
10.2.20.77

10. 2. 58. 221

10. 2. 58. 221

OK?
YES
YES
YES
YES
YES
YES

YES

YES
YES
YES

YES

YES

R

ZCh

Method
DHCP
other
other
other
unset
other

ot her

unset
TFTP
TFTP

TFTP

TFTP

<removed>

<removed>

FQDN TUNNEL FSM STATE
<removed> add-vpn-credential-info
<removed> add-vpn-credential-info

Status Protocol
up up
up up
up up
up up
up up
up up
up up
up up
up up
up up
up up
up up

HIGESZBREFERFERAR RN EZ,

<<< This is the IP that you used or

ERIFRIRSAVIRA |, B 1Tshow endpoint-trackerFlshow endpoint-tracker recordsis . X&EBb
FEEIARERSREEFAAURL



Router#show endpoint-tracker

Interface Record Name Status RTT in msecs Probe ID Next Hop
Tunne1100001 #SIGL7#AUTO#TRACKER Up 194 44 None
Tunne1100002 #SIGL7#AUTO#TRACKER Up 80 48 None

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier
#SIGL7#AUTO#TRACKER http://gateway.<removed>.net/vpnt API_URL 1000 2

SERBARATH I I B E
EWHARVRF LR RIS MIPsech3E , HETHB :

show ip route vrf 1
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 [2/65535] , B&i&100002
[2/65535] , B%i& 100001
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

—H W , LA Einternet® Hping@ & , HRITRERBUREREFT KA BEEK

<#root>
Router#

ping vrf 1 cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to <removed>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 406/411/417 ms

<tfroot>

Routerl#

traceroute vrf 1 cisco.com

Type escape sequence to abort.

Tracing the route to redirect-ns.cisco.com (<removed>)
VRF info: (vrf in name/id, vrf out name/id)

1 I S

2

<The | P here need to be Zcaler |P>

195 msec 193 msec 199 msec
3



<The | P here need to be Zcaler |P>

200 msec

<The | P here need to be Zcaler |P>

199 msec *

1& 7] LS ElMonitor > DeviceEMonitor > Network ( X X#220.6 X E 2 R4 ) SR MvManage
GUIREIPsectZ O,

. EZEHESH SAApplications > Interfaces,
« %&#ETunnel100001 M Tunnel100002 A EFRITREHRBEAMEMNESEEHRTEEN :

R0y

[ ]

3
']

U HEER

WRSIGERREREBIT , AT RILNRETERR S IR

%14 : A& S show sdwan secure-internet-gateway zscaler tunnelst Z48i%. MwHF |, R
ZOEBBIHTTPIMR 58401 , NRPFE S BRIUEFRE,

BRI LRIESIGHRIERERFNE , LEEBEBHSEANHBRAREER,

<ttroot>
Router#

show sdwan secure-internet-gateway zscal er tunnels

HTTP

TUNNEL IF TUNNEL LOCATION



RESP

NAME TUNNEL NAME ID FQDN  TUNNEL FSM STATE ID LOCATION F

LAST HTTP REQ

CODE

Tunne1100001 site<removed>Tunnel1100001 0 tunnel-st-invalid <removed> TJlocation-ini
reqg- aut h- sessi on 401

Tunne1100002 site<removed>Tunnel1100002 0 tunnel-st-invalid <removed> TJlocation-ini
reqg- aut h- sessi on 401

Tunnel1100011 site<removed>Tunnel1100011 0 tunnel-st-invalid <removed> Jlocation-ini
reqg- aut h- sessi on 401

Tunne1100012 site<removed>Tunnel1100012 0 tunnel-st-invalid <removed> Jlocation-ini
reqg- aut h- sessi on 401

NTH-FZRARA , FERANUATHS , ARRESIG, HTTPHRERMEXNWBETEE

debug platform software sdwan ftm sig
debug platform software sdwan sig
debug platform software sdwan tracker
18 & ##Fsdwan ftm rtm-events

T ERdebugdn &K i H R A1 :

<#root>
Router#

show logging | inc SIG

Jan 31 19:39:38.666: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:39:38.669: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:59:18.240: SDWAN INFO:

Tracker entry Tunnel 100001/ #SI CL7#AUTO#TRACKER st ate => DOMN

Jan 31 19:59:18.263: SDWAN INFO: Tracker entry Tunnel1100002/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.274: SDWAN INFO: Tracker entry Tunnell00011/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.291: SDWAN INFO: Tracker entry Tunnel1100012/#SIGL7#AUTO#TRACKER state => DOWN



IZ{TinSshow ip interface brief , R ERREZ AWM (MMRER ) BITFERXA,

<#root>
Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  up up
GigabitEthernet2 10.2.58.221 YES other up up
Tunnel 100001 10. 2. 58. 221 YES TFTP up down
Tunnel 100002 10. 2. 58. 221 YES TFTP up down

H#iNZscalerRIDR ARB 2 , B UMIREZER M BRSIGE O FH#EIAFIBR M AR,
HASERE , MRASICER A FEMEE AR, T RRBIMLTTREHCERBE.,

EESEYS

- BREAXENTE
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XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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