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vSmartE B
IR

vSmart-1# show running-config policy
policy
dat a- policy _VPNLO_sig-default-fallback-to-routing
vpn-1list VPNLO
sequence 1
mat ch
source-data-prefix-list Default
|
action accept
count Count 26488854

sig



sig-action fallback-to-routing! ! default-action drop ! ! lists vpn-list VPN10 vpn 10 ! data-prefix-list Default ip-prefix 0.0.0.0/0 ! site-list
Site300 site-id 300! !'!

B SR

vSmart-1# show running-config apply-policy
appl y-policy
site-list Site300
data-policy _VPNLO_sig-default-fallback-to-routing all
|

{3 FlvSmart SR B B9 SR BE L 23 BT , & A Fallback to Routing® i&4E |, LAEE P SIGB&RIE 5% I B i@ i
BRISD-WANEERHEBRNAENRE.

E Custom Data

® Sequence Rule Drag and drop to re-arrange rules

QO Accept () Drod

Frotacol IPvd * timization Loss Correction TLOC VPN
Match Conditions Actions
co Data | Iic X A
Source Data Prefix List Accept Enabled
DEFAULT x =

Counter Mame x

Source: COUNT

IP Prefix
Secure Intarnat Enabled b4

Gateway

(D Fallback to Routing )
Cancel Save Match And Actions

£ Ul Li%£$ZEFallback to Routing#®1ERT , fallback-to-routing ¥sig-action ¥ 7 N 21 ¥Eaccept T BV B
EH,

fcEdge - 1iiF
SRR

Site300-cEl#show sdwan policy from-vsmart

fromvsmart data-policy _VPNLO_sig-default-fallback-to-routing

direction all vpn-list VPNLO sequence 1 match source-data-prefix-list Default action accept

count Count_26488854 sig sig-action fallback-to-routing default-action drop fromvsmart lists vpn-list
VPN10 vpn 10

from-vsmart lists data-prefix-list Default



ip-prefix 0.0.0.0/0

Wil
£ Fping# 8 iA TR 2 ETEH.

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 8.8.8.8, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/6/9 ns
Si t e300- cE1#

& 0] LA{ Fishow sdwan policy service-pathdn 1 iE 7 £ 7 Hi X A 9 B§ 12

Si t e300- cE1# show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 6 all
Nurmber of possible next hops: 1
Next Hop: Renote
Rempote IP: 0.0.0.0, Interface Index: 29

Si t e300- cE1# show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 17 all
Nurmber of possible next hops: 1
Next Hop: Renote
Remote IP: 0.0.0.0, Interface Index: 29

BERERRIT R

B % , £ clear sdwan policy data-policydr /8 BR1TEkET , EEMOF . &R LLEAshow
sdwan policy data-policy-filteris SR iE it 22 E Lﬂ:/ﬁzsbhuo

Si t e300- cEl#clear sdwan policy data-policy

Si t e300- cEl#show sdwan policy data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-filter _VPNLO_sig-default-fallback-to-routing
dat a- pol i cy-vpnlist VPNLO
data-policy-counter Count_26488854
packets 0
bytes 0
dat a- pol i cy-counter default_action_count
packets 0
byt es 0

{5 A ping R 3 £ HA 2 38 3 SIGRE & B% FR Y — L IR 2

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 8.8.8.8, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip nmin/avg/max = 5/7/11 ns
Si t e300- cE1#

{ Fishow sdwan policy data-policy-filteris R iIEICMPEIE 2 R B EA B BIE REE 5,

Si t e300- cEl#show sdwan policy data-policy-filter _VPN10_sig-default-fallback-to-routing
data-policy-filter _VPNLO_sig-default-fallback-to-routing
dat a- pol i cy-vpnlist VPN1O



data-policy-counter Count_26488854
packets 5
bytes 500

dat a- pol i cy- count er default_acti on_count
packets 0
byt es 0

HE TR
B IR SRER A T #7 5% B 2R X BE S Y B AL

Si t e300- cEl#show platform packet-trace summary

Pkt I nput Qut put

12 INJ. 2 G1

13 Tul00001 internal 0/0/rp:0
14 INJ. 2 G1

15 Tul00001 internal 0/0/rp:0
16 INJ. 2 G1

17 Tul00001 internal 0/0/rp:0
18 INJ. 2 G1

19 Tul00001 internal 0/0/rp:0
20 INJ. 2 G1

21 Tul00001 internal 0/0/rp:0
Bi#Ew12

R EHESD120H RE R ERIEREFHRED 751

Feature: SDWAN Data Policy IN

VPN I D : 10

VRF 1

Policy Name : sig-default-fallback-VPNLO (CG 1)
Seq D1

DNS Fl ags : (0x0) NONE

Policy Flags : 0x10110000

Nat Map ID : O

SNG I D 0

Action : REDIRECT_SIG Success 0x3

Acti on SECONDARY_LOOKUP Success

i HEO M Input Iookupm_/ji BREED (B ),

Feature: |PVA_|I NPUT_LOOKUP_PROCESS_EXT

Entry : Input - 0x81418130
I nput : internal0/0/rp:0
Qut put : Tunnel 100001

Lapsed time : 446 ns

KIPSecin®fa , W AZEORHIER.

Feature: |PSec
Resul t : | PSEC_RESULT_SA
Action : ENCRYPT
SA Handl e : 42
Peer Addr : 8.8.8.8
Local Addr: 10.30.1.1

Feat ure: |PV4_OUTPUT | PSEC CLASSI FY
Entry : Qutput - 0x81417b48

State Reason

FWD

PUNT 11 (For-us data)
FWD

PUNT 11 (For-us data)
FWD

PUNT 11 (For-us data)
FWD

PUNT 11 (For-us data)
FWD

PUNT 11 (For-us data)

, FEWEEM[EISIG,



I nput : G gabitEthernetl
Qut put : Tunnel 100001
Lapsed time : 4419 ns

BB SPITEMILIURE , REFHIEEZELGigabitEthernet1## O &% Hi o

Feat ure: MARMOT_SPA D TRANSM T_PKT

Entry : Qutput - 0x8142f02c
I nput : G gabitEthernetl
Qut put : G gabitEthernetl
Lapsed time : 2223 ns

BiE313

PR BRI EIR B i2IP(8.8.8.8)MNE A , (B RAE RIXZIENHI AR , 2%t #YOutput:

<unknown>Ff o

Feature: |PV4(Input)

I nput : Tunnel 100001
Qut put : <unknown>
Sour ce : 8.8.8.8
Destination : 10.30.1.1
Pr ot ocol 1 (1awP)

Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x813eb360
I nput : Tunnel 100001
Qut put : <unknown>

Lapsed time : 109 ns

ATHESREANDERN , AttHEHAFFEA , B HE RN <internal0/0/rp:0>,

Feature: | NTERNAL_TRANSM T_PKT_EXT

Entry : Qutput - 0x813ebebe
I nput : Tunnel 100001
Qut put ! internal0/0/rp:0

Lapsed time : 5785 ns

25, BIEaBEiXFCisco IOSAH#EE |, ZHEEBICHFINHIEIMITWIERE. VRF 109 A#END
IP#31E910.30.1.1,

|1 OSd Path Fl ow. Packet: 13 CBUG ID: 79
Feature: | NFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in | P |ayer

Sour ce . 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel 100001

Feature: |IP

Pkt Direction: IN

FORWARDED To transport |ayer
Sour ce . 8.8.8.8
Destination :10.30.1.1
Interface : Tunnel 100001



Feature: IP
Pkt Direction: IN
CONSUMED Echo reply

Sour ce . 8.8.8.8
Destination :10.30.1.1
Interface : Tunnel 100001

¥ 3 BB B B%

& 0] LUE T B B < 4L #1420 (TLOC)(GigabitEthernet1) ( BNBiz-Internet ) RIEELHE iR, ©H
InternetiE 2,

GigabitEthernet2 - MPLS TLOCHUP/UP , {B)% B EExMiE#, 1 LAFEshow sdwan control local-
properties wan-interface-listfi i 7 & B2 HIR TS

Si t e300- cEl#show sdwancontrollocal-properties wan-interface-list

PUBLI C PUBLI C PRI VATE PRI VATE
PRI VATE MAX RESTRI CT/ LAST SPI Tl ME
NAT VM
| NTERFACE | Pv4 PORT | Pv4 | Pv6
PORT VS/ VM COLCR STATE CNTRL CONTROL/ LR/ LB CONNECTI ON REMAI NI NG
TYPE CON REG
STUN
PRF 1 D
G gabi t Et hernet 1 10.2.6.2 12346 10.2.6.2 s
12346 0/0 biz-internet down 2 yes/yes/ no No/ No 0:19:51: 05
0:10:31:41 N 5 Default
G gabi t Et her net 2 10.1.6.2 12346 10.1.6.2 s
12346 2/1 npls up 2 yes/yes/ no No/ No 0:23:41:33

0:06:04:21 E 5 Default
Mshow ip interface brief##i i , GigabitEthernet1# 0 E RN EE M XA,

Site300-cEl#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
G gabi t Et hernet1 10.2.6.2 YES other administratively down down
G gabi t Et her net 2 10.1.6.2 YES other up up

F2i& 100001 H 4t FUP/DOWNIRZ

Tunnel100001 10.2.6.2 YES TFTP up down

MERBERMER | HILMVRF 10%18.8.8.8HE B M XM,

Site300-cE1# ping vrf 10 8.8.8.8 Type escape sequence to abort. Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2
seconds: U.U.U Success rate is 0 percent (0/5)

show sdwan policy service-pathin T &R , TR A EHKEIDC ( ZIEH L ) WOMPER AR H
( ENREIEEH ) .

i 3% HBEMPLS TLOC IP#z31E5910.1.6.2,

Si t e300- cEl#show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip



10.30.1.1 dest-ip 8.8.8.8 protocol 6 all
Nurmber of possible next hops: 1
Next Hop: | Psec
Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: npls Renote Color: npls Renote
System | P: 10.1.10.1

Si t e300- cEl#show sdwan policy service-path vpn 10 interface GigabitEthernet 3 source-ip
10.30.1.1 dest-ip 8.8.8.8 protocol 17 all
Nurmber of possible next hops: 1
Next Hop: | Psec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color: npls Renote Color: npls Renote
System | P: 10.1.10.1

EUmbrellal P L

3 Total ) Viewing activity from Sep 20, 2022 7:16 PM to Sep 21, 2022 7:16 PM Results per page: 50 1-30f2

Request Identity Policy or Ruleset ldentity @ Destination IP Internal IP Action Protocol Ruleset or Rule Date & Time

YS1x1x30x1IFTunnel100001 8888 10.30.1 & Allowec CMP Default Rule (2085272) Sep 21,2022 11 PM

300SYS1x1x30x1IFTunnel 100001 8.8.8.3 10.30.1.1 Allowes ICMP Default Rule (2085272) Sep 21, 2022 7:02 PM

SITE300SY31x1x30x1IFTunnel 100001 SITE300SYS1x1x30x1IFTunnel100001 8.888 10.30.1.1 & Allowec ICMP Default Rule (2085272) Sep 21, 2022 5:16 AM

BRI~ H

HA N HE R RO,

data-policy _VPN10_SIG_Fall_Back vpn-list VPN10 sequence 1 match app-list Google_Apps source-ip 0.0.0.0/0 ! action accept sig
sig-action fallback-to-routing ! ! default-action drop

MEEMEBD , E2TERBEMKIREAGoogle Apps , AEEIREIH,

HXRfER
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/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/centralized-policy.html#id_107620
https://www.cisco.com/c/zh_cn/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/zh_cn/support/index.html
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