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# Version: $Id$

#

VENDOR Viptela
BEGIN-VENDOR Viptela

ATTRIBUTE

Viptela-Group-Name
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Identity Services Engine » Operations » Policy

= Network Devices  Metwork Device Groups

Network Device Profiles  External RADIUS Servers

Network Devices List = vEdge-01
Network Devices

[+ name |
) E—

Network Devices

Default Device

Device Security Settings

RADIUS Server Sequences  NAC Managers

» System ¢ |dantity Managament |~ MNatwork Resources ¢ Davica Portal Management  pxGrid Servicas » Fead Sarvica ¥ Threat Cantric NAC

External MDM  » Location Services

| IPAddress  =| *1P: | 10.48.87.232

| (22 ]

* Device Profile | Xk Cisco

e m—

* Network Device Group

Location [a)| Locations © | [ Set To Default |

IPSEC (g © | | Set To Default |
Device Type |pl pevice Types 0 | | Set To Default |

= RADIUS Authentication Sattings

RADIUS UDP Sattings

Protocol

RADIUS

* Shared Secrat

sasas

o |

Use Second Shared Secret

CoA Port

RADIUS DTLS Settings
DTLS Required
Shared Secret
Cod Port

Issuer CA of ISE Certificates for CoA

DNS Mame

Ganeral Sattings
Enable KeyWrap
* Key Encryption Key
* Message Authenticator Code Key

Kay Input Format

$F : BliEvEdge/i2Hlz5,

system
aaa
auth-order
radius
server 10.48.87.210
vpn 512
key cisco
exit
]

radius Tocal

Oa

Show |

[ 1700 Set To Default |

Oa

radius/dils i

[ 2083

Select if required (opti hall 11

Sheow

Show
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vEdgeCloudl# show users

AUTH
SESSION USER CONTEXT FROM PROTO GROUP LOGIN TIME
33472 ekhabaro c1i 10.149.4.155 ssh netadmin 2020-03-09T18:39:40+00:00
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system
aaa
auth-order tacacs local
|
tacacs
server 10.48.87.210
vpn 512
key cisco
exit
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FBARY . Wif, BRvEdgeH R Fnetadmind P ELLZZAF -

vEdgeCloudl# show users

AUTH
SESSION USER CONTEXT FROM PROTO GROUP LOGIN TIME
33472 ekhabaro c1i 10.149.4.155 ssh netadmin 2020-03-09T18:39:40+00:00

EESEYS

- BRISEIRZEEHEIEBISR : https://community.cisco.com/t5/security-documents/cisco-
ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-h1d-298630973

- BEAFHREFNE MR : https:/sdwan-
docs.cisco.com/Product Documentation/Software Features/Release 18.4/02System and Interface
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https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId-298630973
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/02System_and_Interfaces/03Configuring_User_Access_and_Authentication
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