MREANAT , -4 vEdgeTo LR I IPSechg i@
2

NATIR D%
FRACL
HM s =Em

b))

AR B Y VEdge i A EE X BiR FEBRE F A IPSecitit | # B —AIREZE MKtk 35 (NAT)IR
Z EHITXFINAT(RFC3489) sl b it #H < B EF(RFC4787) , ME—ARZEEEEEBRMNIEA
(DIA) S F L% % it Al 88 HH I B[R] A AR f i O R ELE AV AR BV AINAT,

FRER.

EE  AX{GER FvEdgeEHas , HFETVEdgeH#H18.4.1F119.1.0F T HERE, EBH
WRAF | TRAARERR, mELERE , BEAXHERKRBRERIZFHH(TAC),

N THITER , FIBESD-WAN TACERH B, RBFREETFTRPILE :

EHA BAR system-ip ¥ AIP 23EIP

ID

10.10.10. 192.168.10 198.51.100
vedge1 232 239 299 Py

10.10.10. 192.168.9. 192.168.9.
vedge2 233 233 933 033
vsmart 1 10.10.10. 192.168.0. 192.168.0.

228 228 228
vbond 1 10.10.10. 192.168.0. 192.168.0.

231 231 231

MERE LNERREEMESEA. U TRVEdge1NEE

vpn O
interface ge0/0
i p address 192. 168. 10. 232/ 24



1
tunnel -interface
encapsul ati on ipsec
color biz-internet
no al |l ow service bgp
no all ow service dhcp
al | owservi ce dns
al | owservice icnp
no all ow service sshd
no all ow service netconf
no all ow service ntp
no all ow service ospf
no all ow service stun
al | owservice https
1

no shut down
|

ip route 0.0.0.0/0 192.168. 10. 11
!

vEdge2:

interface ge0O/1
i p address 192. 168. 9. 233/ 24
!
tunnel -interface
encapsul ation i psec
color biz-internet
no al |l ow service bgp
no all ow service dhcp
al | owservi ce dns
al  owservice icnp
no all ow service sshd
no all ow service netconf
no all ow service ntp
no all ow service ospf
no all ow service stun
al | owservice https
|

no shut down
|

i. p route 0.0.0.0/0 192.168.9.1
N TBERAXEPREE |, B BENZSIRE(ASAV)B K IEHEHEMNVEdgel& H &R Z B
ASAVIEFEARYE LA T AL 3 17 b 3k 346k

- MR BVvEdge 1V RER FIEHIES , NIRiK O 12346-12426453%#:952346-52426
- MRXRBVvEdge 1 WRER TR H i SHBIEFEER , MR O12346-124264F %57
42346-42426
. 3k EaVEdge 1 K9P L4t 7% B 1 B 51 5 [F — 20 b 4 (198.51.100.232)
LT RESZASAY NATELE :

obj ect network VE1l
host 192.168. 10. 232
obj ect networ k CONTROLLERS
subnet 192.168.0.0 255.255.255.0
obj ect network VE1_NAT
host 198.51. 100. 232
obj ect servi ce CONTROL
service udp source range 12346 12445 destination range 12346 12445



obj ect service CC_NAT_CONTROLLERS

servi ce udp source range 52346 52445 destination range 12346 12445

obj ect service CC_NAT_OTHER

servi ce udp source range 42346 42445 destination range 12346 12445

obj ect network ALL

subnet 0.0.0.0 0.0.0.0

nat (vel-iface,ve2-iface) source static VEL VEL_NAT destination static CONTROLLERS CONTROLLERS
servi ce CONTROL CC_NAT_CONTROLLERS

nat (vel-iface,ve2-iface) source static VEL VE1_NAT destination static ALL ALL service CONTRCL
CC_NAT_OTHER

nat (vel-iface,ve2-iface) source dynanic VEL VE1_NAT

7] &
TR

FEERST , BNTUMNRZHEFEPEEZE L , MEFE LM (BFD)L FupR7ES.
EiFEVvEdge1iR % (52366) L A T EEHISRE U EsEZEN A HIwO

vEdgel# show control |ocal-properties wan-interface-Iist

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mappi ng
N -- indicates Not |earned

Note: Requires minimumtwo vbonds to | earn the NAT type

PUBLI C PUBLI C PRI VATE PRI VATE
PRI VATE MAX RESTRI CT/ LAST SPI Tl ME NAT VM
| NTERFACE | Pv4 PORT | Pv4 | Pv6
PORT VS/ VM COLCOR STATE CNTRL CONTRCL/ LR/ LB CONNECTI ON REMAI NI NG  TYPE CON
STUN PRF
ge0/ 0 198.51.100. 232 52366 192.168. 10. 232
12366 2/'1 biz-internet up 2 no/ yes/ no No/No 0:00:00:28 0:11:59:17 N 5

fEvEdge2 £ , REANAT , Rt E it Mg OMEE -

vEdge2# show control |ocal -properties wan-interface-Iist

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mappi ng
N -- indicates Not |earned

Note: Requires minimumtwo vbonds to | earn the NAT type

PUBLI C PUBLI C PRI VATE PRI VATE
PRI VATE MAX  RESTRI CT/ LAST SPI TI ME NAT VM
| NTERFACE | Pv4 PORT | Pv4 | Pv6
PORT VS/ VM COLCR STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON
STUN PRF

ge0/ 1 192.168. 9. 233 12366 192.168.9. 233



12366 2/1 biz-internet up 2 no/ yes/ no No/ No 0:00: 00: 48 0:11:58:53 N 5

FEshow tunnel statisticssfrom vEdge1/ , {19 LAFE Eltx/rx 1T ZKEF E1EIEIE .

vEdgel# show tunnel statistics dest-ip 192.168.9.233

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEMIP LOCAL COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADIUST

i psec 192. 168. 10. 232 192.168.9.233 12366 12366 10.10.10.233 biz-internet
1441 223 81163 179 40201 1202

bi z-i nt er net

MvEdge2dyHERH HH , BRI/ BE SRR EEEE. FIE , BNKO42366)54

TEUZFERE RO (52366)7E :

vEdge2# show tunnel statistics dest-ip 198.51.100.232

TCP

TUNNEL SOURCE DEST

TUNNEL MSS

PROTOCOL SOURCE | P DEST IP PORT PORT SYSTEMIP LOCAL COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADIUST

i psec 192.168.9.233 198.51.100.232 12366 42366 10.10.10.232 biz-internet
1441 296 88669 261 44638 1201

BR , MAIRE LMWBFDLE ML T IERE

vEdgel# show bfd sessions site-id 233 | tab

REMOTE COLOR

bi z-i nt er net

SRC DST SITE
DETECT X
SRC | P DST I P PROTO PORT PORT  SYSTEM I P 1D LOCAL COLOCR  COLCOR
STATE MUILTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS

192.168. 10. 232 192.168.9.233 ipsec 12366 12366 10.10.10.233 233 bi z-internet biz-
internet up 7 1000 0:00:02:42 O
vEdge2# show bfd sessions site-id 232 | tab
SRC DST SI TE
DETECT X
SRC I P DST I P PROTO PORT PORT SYSTEMIP ID LOCAL COLOR  COLOR

STATE MUILTI PLI ER | NTERVAL UPTI ME TRANSI TI ONS



192.168.9.233 198.51.100.232 ipsec 12366 52366 10.10.10.232 232 bi z-internet biz-
internet up 7 1000 0:00:03:00 O

ATEFNMBELYIHERZRNTRBOTRSBEMEE , BEEZRN.
7 =
AP &%EvEdge2i§ s L E AEEERMIEA(DIA). Hit , tkEiE 2 M A FvEdge2:

vpn O

interface ge0O/1

nat

r espond-t o- pi ng

1

!
1
vpn 1

ip route 0.0.0.0/0 vpn O
1

BFD%iﬁ%ﬂ?@l‘?ﬂ , MB DA TFRARS. BREBEXRITELERE , B LAE BRXIT#ESEshow
tunnel statistics#i i P F1E 10 :

vEdge2# show tunnel statistics dest-ip 198.51.100. 232

TCP

TUNNEL SOURCE DEST

TUNNEL MBS

PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEM | P LOCAL COLOR REMOTE COLOR
Mru tx-pkts tx-octets rx-pkts rx-octets ADJUST

i psec 192.168.9.233 198.51.100.232 12346 52366 10.10.10.232 biz-internet biz-internet
1442 282 48222 0 0 1368

vEdge2# show bfd sessions site-id 232

SOURCE TLOC REMOTE TLCC
DST PUBLI C DST PUBLI C DETECT ™
SYSTEM | P SITE | D STATE COLOR COLOR SOURCE | P
| P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
10. 10. 10. 232 232 down bi z-i nt ernet bi z-i nt er net 192. 168. 9. 233
198. 51. 100. 232 52366 ipsec 7 1000 NA 0

vEdge2# show tunnel statistics dest-ip 198.51.100. 232

TCP

TUNNEL SQURCE DEST

TUNNEL MBS

PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEM | P LOCAL COLOR  REMOTE COLOR

Mru tx-pkts tx-octets rx-pkts rx-octets ADJUST



i psec 192.168.9.233 198.51.100.232 12346 52366 10.10.10.232 biz-internet biz-internet
1442 285 48735 0 0 1368

B4 , EPHRZRAESRBREMTUEX, RS ERAEE THEZS HrNHH#THR , £4
AEIEIESZED , BEMTUR1441 , MAKZ R R 1442, BEFEXHY , BBEMTUR A

1442 ( BREFF HHVERIABEOMTUR 1500 - 58%F 17 ) , EBFDA M@ L , BBEMTUREK1IZT . XX TF&
W&ZE |, EBFDA TdownR#AERt |, FE RBEESITHE R A K T ER A A show tunnel statistics bfdiy
W

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192. 168. 9. 233

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEMIP LOCAL COLOR REMOTE COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADIUST
i psec 192.168.10. 232 192.168.9.233 12346 12346 10.10.10.233 biz-internet biz-internet
1442 133 22743 0 0 1362

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMIU PMTU
PMTU PMTU
TUNNEL SOURCE DEST TX RX TX RX TX RX
TX RX
PROTOCOL SOURCE | P DEST I P PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS

OCTETS COCTETS

i psec 192.168.10. 232 192.168.9.233 12346 12346 133 0 22743 0 0 0
0 0

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192. 168. 9. 233

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEMIP LOCAL COLOR REMOTE COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADIUST
i psec 192.168.10. 232 192.168.9.233 12346 12346 10.10.10.233 biz-internet biz-internet
1442 134 22914 0 0 1362

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMIU PMTU
PMTU PMTU
TUNNEL SOURCE DEST TX RX TX RX TX RX

X RX



PROTOCOL SOURCE | P DEST | P PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS
OCTETS COCTETS

i psec 192.168.10. 232 192.168.9.233 12346 12346 134 0 22914 0 0 0
0 0
WRBFDAL T upiR%s :

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192. 168.9. 233 ;

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEMIP LOCAL COLOR REMOTE COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADIUST
i psec 192.168.10. 232 192.168.9.233 12346 12346 10.10.10.233 biz-internet biz-internet
1441 3541 610133 3504 592907 1361

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMIU PMTU
PMTU PMTU
TUNNEL SOURCE DEST TX RX TX RX TX RX
TX RX
PROTOCOL SOURCE | P DEST I P PORT PORT PKTS PKTS OCTETS OCTETS PKTS PKTS

OCTETS COCTETS

i psec 192.168.10. 232 192.168.9.233 12346 12346 3522 3491 589970 584816 19 13
20163 8091

vEdgel# show tunnel statistics dest-ip 192.168.9.233 ; show tunnel statistics bfd dest-ip
192. 168.9. 233 ;

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE | P DEST I P PORT PORT SYSTEMIP LOCAL COLOR REMOTE COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADIUST
i psec 192.168.10. 232 192.168.9.233 12346 12346 10.10.10.233 biz-internet biz-internet
1441 3542 610297 3505 593078 1361

BFD BFD BFD BFD BFD BFD
BFD BFD

ECHO ECHO ECHO ECHO PMIU PMTU
PMTU PMTU
TUNNEL SOURCE DEST TX RX TX RX TX RX
TX RX
PROTOCOL SOURCE | P DEST I P PORT PORT PKTS PKTS OCTETS OCCTETS PKTS PKTS

OCTETS COCTETS



i psec 192.168.10. 232 192.168.9.233 12346 12346 3523 3492 590134 584987 19 13
20163 8091

BEREHE—T , BRI UBESER LR HRBEBFDHRBEBE X NMEE, B3I EF
Nz B RIRE—/BFD#IES , EItkR3IBFD Echo RX/\{UF 7 {E584987 - 584816544
BINMETHER, eTBATREBITEBFDEEEANTR.

BFDIEAXARBHWERFTEMTU , MENATERE. XREIEAFRMEM S RZ B —HWENR, &
ALELER , ATFDIAEE , NATERARS HvEdge2 TR ERTD A GE , LA WRETE

IPSeciiRESE1T :

vEdge2# show ip nat filter nat-vpn O nat-ifname geO/1 vpn O protocol udp 192.168.9.233
198. 51. 100. 232

PRI VATE PRI VATE PRI VATE
PUBLI C PUBLIC
NAT  NAT SOURCE PRI VATE DEST SOURCE  DEST PUBLI C SOURCE
PUBLI C DEST SOURCE DEST FI LTER | DLE CUTBOUND OUTBCUND | NBOUND | NBOUND
VPN | FNAME VPN PROTOCOL ADDRESS ADDRESS PORT PORT ADDRESS
ADDRESS PORT PORT STATE TI MEQUT PACKETS  OCTETS PACKETS OCTETS
DI RECTI ON
0 ge0O/ 1 0 udp 192.168.9.233 198.51.100.232 12346 52366 192. 168. 9. 233
198. 51. 100. 232 12346 52366 established 0:00:00:59 53 8321 0 0

WEFRA, , £ RE 0523661242366, X2ENVEdge2&E E52366 %A , FMvSmarti@
HHOMP TLOCHIRA 7 iZiw O -

vEdge2# show onp tlocs ip 10.10.10.232 | b PUBLIC

PUBLI C PRI VATE

ADDRESS PSEUDO

PUBLI C PRI VATE PUBLIC |PV6 PRI VATE | PV6 BFD

FAMLY TLOCIP COLOR ENCAP FROM PEER STATUS KEY PUBLIC I P
PORT PRI VATE | P PORT 1 PV6 PORT 1 PV6 PORT STATUS

i pvd 10. 10. 10. 232 bi z-i nt er net i psec 10.10.10. 228 Cl,R 1

198. 51. 100. 232 52366 192. 168. 10. 232 12346 i 0 i 0 down

FRRFTR
NATR Q¥ &

E—F , BRLERBN A EREE, B LEVEdge2EMEN LREHANATERIFOE L |, U
58 1 523 Sk B R AT SRR B9 BB SF EE I



vpn O
interface ge0O/1
nat
r espond-t o- pi ng
port-forward port-start 12346 port-end 12445 proto udp
private-vpn 0
private-ip-address 192.168.9. 233
!
1
!
1

LB E1 2346512446?{3‘2%?&7@—.{ eV ERIR (12346, 12366, 12386, 124067112426 0% O
"), BXFHEFEER , BESH ViptelaZf BB X FEiIwm O,

MEFEANRIZZHEEERM A RCLIENR , WEXRTLE W , RINFEFHIRMFFTEVPNILA
PIThEEREHR |, LAE AT O3 &N (VPN O)W MR H (VPN 0) A , BT :

Cisco vManage ; (7] admin ~

£ CONFIGURATION | TEMPLATES

Device Feature
]
Feature Template -~ VPN Interface Ethernet
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced
© New Port Forwarding Rule
-
Port Start Range 12346
Port End Range 12445
m g
Protocol udp v
VPN = |0
Private IP ~  192.168.9.233
Add Cancel

A, R UAERS —PMNEXACLIWBR AR, NMRERKEES TEE Timplicit-acl-logging , M| /&
ﬁ'é%Ti/var/log/tmplog/vdebug)‘dq‘-'41B—:iiﬂlzl'F}i‘:iE ;

local 7.notice: Jun 8 17:53:29 vEdge2 FTMD[ 980]: %/ pt el a- vEdge2- FTVD- 5- NTCE- 1000026: FLOW LOG
vpn-0 198.51. 100. 232/ 42346 192. 168. 9. 233/ 12346 udp: tos: 192 inbound-acl, Inmplicit-ACL, Result:
denyPkt count 2: Byte count 342 Ingress-Intf geO/1 Egress-intf cpu

CHRETHRARR , At , £EERH L VEdge2 EIF R 4I5IRACL) PRI E ABE L EKES
, MITRFR

vpn O



interface ge0O/1
ip address 192.168.9. 233/ 24
nat
r espond-t o- pi ng
1
tunnel -interface
encapsul ati on ipsec
col or biz-internet
no al |l ow service bgp
no all ow service dhcp
al | owservice dns
al | owservice icnp
no al | ow service sshd
no al | ow service netconf
no all ow service ntp
no all ow service ospf
no al | ow service stun
al | owservice https
1
ntu 1506
no shut down
access-1ist DATA PLANE in
!
1
policy
implicit-acl-Ilogging
access-1ist DATA PLANE
sequence 10
mat ch
destination-port 12346 12445 protocol 17 ! action accept ! ! default-action drop ! !

MREEEARZNEER , WEBRBRAM(LRBEAEERE T HZF5IROSIRLEEEACL:

Cisco vManage i admin ~
- €2 CONFIGURATION | POLICIES calized Policy > Access Control Lists Policy > Edit IPV4 ACL Policy
D- Name DATA_PLANE
a Description policy to allow data plane traffic

© Add ACL Sequence . Access Control List Access Control List
=)
- 1, Drag & drop to reorder [+ ICL LTl Drag and drop to re-arrange rules

Access Control List H

.

Match Conditions Actions 4

Default Action
Protocol: 17 Accept rD

Destination: Port 12346-12445

PREVIEW CANCEL
R KB Aimplicit-acl-logging , IRFERE—FTHFEAT , ARETRERK R -



Cisco vManage

[H L% CONFIGURATION | POLICIES 2ed F Add Policy

] Create Groups of Interest Configure Forwarding Classes/QoS Configure Access Control Lists Configure Route Policy :':_-‘ Policy Overview
c Enter name and description for your localized master policy

_Q Policy Name LOCAL_POLICY

o Policy Description wEdge local policy to allow data plane traffic

-

Policy Settings
Netflow Application Cloud QoS Cloud QoS Service side Implicit ACL Logging

Log Frequency Enter in seconds (maximum 2147483647)

BACK m Save Policy [IRSaE

AV R BE (EEA IR & B NLOCAL_POLICY)RfE iR & iR 5| F :

Cisco vManage

THl %X CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN Additional Templates

Additional Templates

Banner Choose... b

=

[

2 Policy LOCAL_POLICY bl
SNMP Choose... b
Security Policy Choose... b

RiE , MEVPNZ O AR IhEEEMR T A QO (in) T BB AACL ( EARHIR R
DATA_PLANE ) :



Cisco vManage

£X CONFIGURATION | TEMPLATES

Device Feature

a
Feature Template - Add Template -~ VPN Interface Ethernet
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced
ACL/QOS
- |
20 Shaping Rate (Kbps) [ =
QoS Map S~
Rewrite Rule 9~
Ingress ACL - IPv4 - Off
IPv4 Ingress Access List >  DATA_PLANE

—HERBACLHHENAZZEOUSEIRIEFEHRE , BFDRERMKBERXEAUPRE :

vEdge2# show tunnel statistics dest-ip 198.51.100.232 ; show bfd sessions site-id 232

TCP
TUNNEL SOURCE DEST
TUNNEL MSS
PROTOCOL SOURCE | P DEST | P PORT PORT  SYSTEM I P LOCAL COLOR  REMOTE COLOR
MIU tx-pkts tx-octets rx-pkts rx-octets ADJUST
i psec 192.168.9.233 198.51.100.232 12346 42346 10.10.10.232 biz-internet biz-internet
1441 1768 304503 1768 304433 1361
SOURCE TLCC REMOTE TLOC
DST PUBLIC DST PUBLIC DETECT X
SYSTEM | P SITE I D STATE COLOR COLOR SOURCE | P
1P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
10. 10. 10. 232 232 up bi z-i nt er net bi z-i nternet 192. 168. 9. 233
198. 51. 100. 232 52346 i psec 7 1000 0: 00: 14: 36 0

H ok MBI

FER , EAACLIERT ELENATIR AR REXA |, BN A T SURYEZ 2 Ui R RV IR e 4k 3 1T PT
Bl , MRS R &M EX IR ZHIDDoSH T |, fl

access-1ist DATA PLANE
sequence 10



mat ch

source-ip 198. 51. 100. 232/ 32
destination-port 12346 12445
pr ot ocol 17

!
action accept
!

1

BiEEE , W FEMEMIE A E(GRFEHallowed-servicesis E) , il , 33 F Bk ikiperf &% 050018
HACL seq 20 , EARTRFIPHREML  XFRSF=EEMEM -

policy
access-|ist DATA_PLANE
sequence 10

mat ch

source-ip 198. 51. 100. 232/ 32
destination-port 12346 12445

pr ot ocol 17

action accept
!
|

sequence 20

mat ch
destination-port 5001
pr ot ocol 6

!
action accept
!

|

P EENATHS O 5 % 6 AU = 8568 Fiperf:

vEdgeC oud2# show running-config vpn O interface geO/1 nat
vpn O
interface ge0O/1
nat
r espond-t o- pi ng
port-forward port-start 5001 port-end 5001 proto tcp
private-vpn 0
private-ip-address 192.168.9. 233
!

-

i

XRENATHRARITAT SR, TEB SR VEdgedtMzR ENTAMITH.
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