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X AP ERWFIE TR SR BVEdgel§HES |, {Bi21TI0S®-XE SDWANE 41 3%
HES BV B PEBEBR 5 3R EE . fF Asdwan>x 8 F o[ E10S®-XE SDWANE 4 L3R S8R #Y 4
» 5l : show sdwan control connectionsif T~ show control connections.

2P EES
REDHIHEYE

EREvEdge LT HM(WAN)Z O BIRZ |, 15 A @ ©show control local-properties wan-interface-
list. TEULHE S | MATLUE BIRFC 4787 M & ik 553 (NAT)EH, HvEdgetz FNATIRE ( B5 A%
. BBHEE ) FEN , 2BFNFABIPv4ttil, NBFNAERAFKERDHI(UDP)R O A THELK
FEYERBE. SEUKRIPBEEONRS., BOeNEENRAEHEZER.

vEdgel# show control local-properties wan-interface-list

NAT TYPE: E -- indicates End-point independent mapping
A -- indicates Address-port dependent mapping
N -- indicates Not learned

Note: Requires minimum two vbonds to learn the NAT type

PUBLIC PUBLIC PRIVATE PRIVATE PRIVATE
MAX RESTRICT/ LAST SPI TIME NAT VM
INTERFACE 1IPv4 PORT IPv4 IPv6 PORT VS/VM COLOR

STATE CNTRL CONTROL/ LR/LB CONNECTION REMAINING TYPE CON

STUN PRF

ge0/0 203.0.113.225 4501 10.19.145.2 :: 12386 1/1 gold
up 2 no/yes/no No/No 7:02:55:13 0:09:02:29 N 5

gel/1 10.20.67.10 12426 10.20.67.10 :: 12426 0/0 mpls

up 2 yes/yes/no No/No 0:00:00:01 0:11:40:16 N 5

BT A EE | S8R LA FR 2R AY A [ 1 TE A 5] 43 4] K 22 B dim B8l LA K A T2 A B R B3 & R R £ AR
WL uw DRV ER B

B EREES
BRBRTHRBETEBEN R ORI SERDHRHBRIREE, N, vEdge T 2B

EEEEMNI(OMP) LM EMER(TLOC)E B KiEEIvSmart, £ show control connections@i
ALARERBLTERARSE , HERRSEE,

vEdgel# show control connections

PEER
PEER CONTROLLER
PEER PEER PEER SITE DOMAIN PEER PRIV
PEER PUB GROUP
TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT
PUBLIC IP PORT LOCAL COLOR STATE UPTIME ID
vsmart dtls 1.1.1.3 3 1 203.0.113.13 12446

203.0.113.13 12446 gold up 7:03:18:31 O



vbond dtls - 0 0 203.0.113.12 12346

203.0.113.12 12346 mpls connect 0
vmanage dtls 1.1.1.1 1 0 203.0.113.14 12646
203.0.113.14 12646 gold 7:03:18:31 0

MBRFEABIERRENEOZIRIERE | —IJ«XJEJileﬁ@ﬁJZI)JFZ;’J}“%U Eﬂ%ﬁﬁ/)&ﬁlﬂ] o HE A
LB EREZE OIS THREREND “F&%max control-connections 03k 4%

vpn 0

interface gel/1

ip address 10.20.67.10/24
tunnel-interface
encapsulation ipsec
color mpls restrict
max-control-connections 0
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun

1

no shutdown
1

X . Ant , A LAERA S no control-connections KEIMAAEIRI BHR. BR |, ZW AR
BAKREBNEEIERE, LB SMNSATFERER , TNATRIFNEE,

EREBEBIMY
BEOMP TLOCRAMVEdgeiB &

FMEEEIN , £LE—FH , TEXKREOMP TLOC , AR EORXBEI ZHEFRIEHIERE |
BBk, it RERIERELE TR HIANME R BT ZEERENTLOCE 2T
vSmarts. i n<show omptlocs advertisedi® & % 3% F|OMPX Z4£H TLOC,

T BiEmplsFl €/, TEvSmart&iETLOC for color mpls,

vEdgel# show omp tlocs advertised
C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> looped
R -> resolved
S -> stale

Ext -> extranet
Stg -> staged
Inv -> invalid

PUBLIC PRIVATE
ADDRESS PSEUDO
PUBLIC PRIVATE PUBLIC IPV6 PRIVATE IPV6 BFD



FAMILY TLOC IP COLOR ENCAP FROM PEER STATUS KEY PUBLIC IP

PORT PRIVATE IP PORT IPV6 PORT IPV6 PORT STATUS
ipvé 1.1.1.10 gold ipsec 0.0.0.0 C,Red,R 1
203.0.113.225 4501 10.19.145.2 12386 e 0 e 0 up

1.1.1.20 mpls ipsec 1.1.1.3 C,I,R 1 10.20.67.20
12386 10.20.67.20 12386 e 0 e 0 down

1.1.1.20 blue ipsec 1.1.1.3 C,I,R 1
198.51.100.187 12406 10.19.146.2 12406 :: 0 e 0 up

1.1.1.30 mpls ipsec 1.1.1.3 C,I,R 1 10.20.67.30
12346 10.20.67.30 12346 e 0 e 0 down

1.1.1.30 gold ipsec 1.1.1.3 C,I,R 1 192.0.2.129
12386 192.0.2.129 12386 e 0 e 0 up

1.1.1.40 mpls ipsec 1.1.1.3 C,I,R 1 10.20.67.40
12426 10.20.67.40 12426 HH 0 HH 0 down

1.1.1.40 gold ipsec 1.1.1.3 C,I,R 1
203.0.113.226 12386 203.0.113.226 12386 e 0 e 0 up

T~ BiEmplsflE€®, TLOCARH M XM G KX,

vEdge2# show omp tlocs advertised
c -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> looped
R -> resolved
S -> stale

Ext -> extranet
Stg -> staged
Inv -> invalid

PUBLIC PRIVATE
ADDRESS PSEUDO
PUBLIC PRIVATE PUBLIC 1IPV6 PRIVATE 1IPV6 BFD
FAMILY TLOC IP COLOR ENCAP FROM PEER STATUS KEY PUBLIC IP
PORT PRIVATE IP PORT IPV6 PORT IPV6 PORT STATUS
ipvd 1.1.1.10 gold ipsec 1.1.1.3 C,I,R 1
203.0.113.225 4501 10.19.145.2 12386 e 0 e 0 up

1.1.1.20 mpls ipsec 0.0.0.0 C,Red,R 1 10.20.67.20
12386 10.20.67.20 12386 e 0 e 0 up

1.1.1.20 blue ipsec 0.0.0.0 C,Red,R 1
198.51.100.187 12406 10.19.146.2 12406 e 0 :: 0 up

1.1.1.30 mpls ipsec 1.1.1.3 C,I,R 1 10.20.67.30
12346 10.20.67.30 12346 e 0 e 0 up

1.1.1.30 gold ipsec 1.1.1.3 C,I,R 1 192.0.2.129

12386 192.0.2.129 12386 e 0 e 0 up

1.1.1.40 mpls ipsec 1.1.1.3 C,I,R 1 10.20.67.40
12426 10.20.67.40 12426 HH 0 HH 0 up

1.1.1.40 gold ipsec 1.1.1.3 C,I,R 1
203.0.113.226 12386 203.0.113.226 12386 e 0 e 0 up

AE N T EAAERKNESIFEEER , “FROM PEER'EEFi&E570.0.0.0, HEEKRAK
A RV E B | BRARELERTTE,

BEVSmartREZIKHEHTLOC



RELAEENTLOCEBEFvSmart , FRINEMNEBAIN FHERTLOCH HEHBEHS Hib

VEﬂjgeo

A~ - vSmarth1.1.1.20 vEdge 13K TLOC,

vSmartl# show omp tlocs received
C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> looped
R -> resolved
S -> stale

Ext -> extranet
Stg -> staged
Inv -> invalid

PRIVATE

FROM PEER

IPV6

PSEUDO

KEY

PUBLIC IP

PUBLIC PRIVATE

ADDRESS

PUBLIC PRIVATE

FAMILY TLOC IP COLOR

PORT PRIVATE TIP PORT

ipvd 1.1.1.10 gold

203.0.113.225 4501 10.19.145.2
1.1.1.20 mpls

12386 10.20.67.20 12386
1.1.1.20 blue

198.51.100.187 12406 10.19.146.2
1.1.1.30 mpls

12346 10.20.67.30 12346
1.1.1.30 gold

12386 192.0.2.129 12386
1.1.1.40 mpls

12426 10.20.67.40 12426
1.1.1.40 gold

203.0.113.226 12386 203.0.113.226

MBEMREETLOC , RELHEMABITAEGRSD  STURE

vSmart-vIPtela-MEX# show omp tlocs received

C -> chosen
I -> installed
Red -> redistributed
Rej -> rejected
L -> looped
-> resolved
S -> stale
Ext -> extranet
Stg -> staged
Inv -> invalid

PUBLIC PRIVATE

ADDRESS

PUBLIC PRIVATE
FAMILY TLOC IP COLOR
PORT PRIVATE IP PORT

1.1.1.30
1.1.1.40

1.1.1.40

PRIVATE

FROM PEER

IPV6

1

: 0
UTRE

PSEUDO

KEY

10.20.67.20

10.20.67.30

192.0.2.129

10.20.67.40

PUBLIC IP



ipvé 1.1.1.10 gold ipsec 1.1.1.10 C,I,R 1

203.0.113.225 4501 10.19.145.2 12386 e 0 e 0 -

1.1.1.20 mpls ipsec 1.1.1.20 C,I,R 1 10.20.67.20
12386 10.20.67.20 12386 HH 0 HH 0 -

1.1.1.20 blue ipsec 1.1.1.20 Rej,R,Inv 1
198.51.100.187 12406 10.19.146.2 12406 s 0 s 0 -

1.1.1.30 mpls ipsec 1.1.1.30 C,I,R 1 10.20.67.30
12346 10.20.67.30 12346 e 0 e 0 -

1.1.1.30 gold ipsec 1.1.1.30 C,I,R 1 192.0.2.129

12386 192.0.2.129 12386 e 0 e 0 -

1.1.1.40 mpls ipsec 1.1.1.40 C,I,R 1 10.20.67.40
12426 10.20.67.40 12426 HH 0 HH 0 -

1.1.1.40 gold ipsec 1.1.1.40 C,I,R 1
203.0.113.226 12386 203.0.113.226 12386 e 0 e 0 -

KRERBXEBHEIETLOCH R,

show run policy control-policy — & E4: FEvSmart® i@ & R FWTLOCH Etlocd] k.

vSmartl (config-policy)# sh config
policy
lists
tloc-list SITE20
tloc 1.1.1.20 color blue encap ipsec
1
!
control-policy SDWAN
sequence 10
match tloc
tloc-1list SITE20
!
action reject ----> here we are rejecting the TLOC 1.1.1.20,blue, ipsec
1
1
default-action accept
!
apply-policy
site-list SITE20
control-policy SDWAN in ----- > the policy is applied to control traffic coming IN the vSmart,
it will filter the tlocs before adding it to the OMP table.

AE  MRTLOCHIELH TN , NF2BEE L HttvEdge,

FRMvSmart@ & K EE BT AL IETLOC, B AFEITLOCHEVSmart LI El , BE S —/NEdge L&
E,

A1 EC, |, RPFEATLOCH vSmart

vSmartl# show omp tlocs
Cc -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> looped

R -> resolved



Ext ->
Stg ->
Inv ->

PUBLIC

ADDRESS

PUBLIC

FAMILY

PORT

stale

PRIVATE
FROM PEER
IPV6

IPV6

PORT

PUBLIC IP

ipvé
12406

203.0.113.225

12386

198.51.

12346

12386

12426

203.0.113.226

extranet
staged
invalid
PRIVATE
PRIVATE PUBLIC
TLOC IP COLOR
PRIVATE IP PORT IPV6
1.1.1.10 mpls
10.20.67.10 12406
1.1.1.10 gold
4501 10.19.145.2
1.1.1.20 mpls
10.20.67.20 12386 HH
1.1.1.20 blue
100.187 12426 10.19.146.2
1.1.1.30 mpls
10.20.67.30 12346
1.1.1.30 gold
192.0.2.129 12386
1.1.1.40 mpls
10.20.67.40 12426
1.1.1.40 gold
12386 203.0.113.226

ipsec
12386
ipsec
0
ipsec
12426
ipsec
0
ipsec
0
ipsec
0
ipsec
12386

o

Tl 2 : vVEdge1 BT EIR BVEdge2VIE B TLOC, ©REFIMPLS TLOC,

vEdgel# show omp tlocs

PRIVATE
FROM PEER
IPV6

IPV6

PORT

PSEUDO
BEFD
STATUS KEY
STATUS
C,I,R 1
C,I,R 1
0
Cc,I,R 1
Cc,I,R 1
HH 0
C,I,R 1
C,I,R 1
C,I,R 1
C,I,R 1
0
PSEUDO
BEFD
STATUS KEY
STATUS

10.20.67.10

10.20.67.20

10.20.67.30

192.0.2.129

10.20.67.40

PUBLIC IP

C ->
I ->
Red ->
Rej ->
L ->
R ->
S ->
Ext ->
Stg ->
Inv ->
PUBLIC
ADDRESS
PUBLIC
FAMILY
PORT

ipvd

12406

203.0.113.225

12386

12346

12386

chosen

installed

redistributed

rejected

looped

resolved

stale

extranet

staged

invalid

PRIVATE
PRIVATE PUBLIC
TLOC IP COLOR
PRIVATE IP PORT IPV6
1.1.1.10 mpls
10.20.67.10 12406
1.1.1.10 gold
4501 10.19.145.2

1.1.1.20 mpls
10.20.67.20 12386 HH
1.1.1.30 mpls
10.20.67.30 12346
1.1.1.30 gold
192.0.2.129 12386

C,Red,R 1

up
C,Red,R 1
HE 0
C,I,R 1
up

C,I,R 1
up

C,I,R 1

up

10.20.67.10

up

10.20.67.20

10.20.67.30

192.0.2.129



1.1.1.40 mpls ipsec 1.1.1.3 C,I,R 1 10.20.67.40

12426 10.20.67.40 12426 HH 0 HH 0 up
1.1.1.40 gold ipsec 1.1.1.3 C,I,R 1
203.0.113.226 12386 203.0.113.226 12386 HE 0 HE 0 up

HEREREEN |, B UERTLOCHAF LM EVEdgel L.

vSmartl# show running-config policy
policy
lists
tloc-list SITE20
tloc 1.1.1.20 color blue encap ipsec
!
site-list SITE10
site-id 10
1
!
control-policy SDWAN
sequence 10
match tloc
tloc-list SITE20
!
action reject
!
!
default-action accept
!
apply-policy
site-list SITE10

control-policy SDWAN out
1

R RN

T ##show bfd sessionsfip$

i

UTRAHPREERNREAS

vEdge-2# show bfd sessions

SOURCE TLOC REMOTE TLOC
DST PUBLIC DST PUBLIC DETECT X
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP
IP PORT ENCAP MULTIPLIER INTERVAL (msec) UPTIME
TRANSITIONS
1.1.1.10 10 dovwn blue gold 10.19.146.2
203.0.113.225 4501 ipsec 7 1000 NA 7
1.1.1.30 30 up blue gold 10.19.146.2
192.0.2.129 12386 ipsec 7 1000 0:00:00:22 2
1.1.1.40 40 up blue gold 10.19.146.2
203.0.113.226 12386 ipsec 7 1000 0:00:00:22 1
1.1.1.40 40 up mpls mpls
10.20.67.10 10.20.67.40 12426 ipsec 7
1000 0:00:10:11 0

- REIP- N EHFREIP



R

/Ch

. FRERTLOCHE XX T 7 #
R IP: ERAEEIP. MR

Ch

FERBMRIENTLOCKEA A,

ENATEE , Nt EET 2 E RE LA (£ Ashow control local-

properties <wan-interface-list>A A B EILE L , AT LXS b # 1T T 1% EA),

- DSTA3IP:.vEdge EE A E R BIEFHERE , T

SA =

LERBENATEH. (76l BEEEE

B EEXM S 2 iR 32 (MPLS) 8% AYvEdge

. DST PUBLIC PORT:vEdge Fl F 5 Bz A2 vE dge i 332 T T B & 9 /A

- AE:BFDR1E B REIRSHIRE

& show tunnel statistics

\i

7N\

NAT¥% O,
MNAEBRAUP , K28R

show tunnel statistics Al & RAXKIEFLHPZENER , BRI IR EEF R EVEdge2 BAINEE

IPSECRRERIEERFEWHEZ. XBEYT

R,
EARGIH , &

o

y 70N

KTt

1R Ritx-pktsHY it |

1R

R\

THRBFEARBES —RER , ARBE N R ZARE

£ B Bltx-pktsTrx-pkts P Y R TR,

NI FBIEEBEIXSFE, WRrx-pkts T, WRRERM

NEFERHIE, ERIBERT , RES —imH B iktx-pkts R B EE,

TCP
vEdge2# show tunnel statistics

TUNNEL SOURCE DEST TUNNEL MSS PROTOCOL SOURCE IP DEST IP PORT
COLOR MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

PORT SYSTEM IP LOCAL COLOR REMOTE

———————————————————— ipsec 172.16.16.147 10.88.244.181 12386 12406 1.1.1.10
public-internet default 1441 38282 5904968 38276 6440071 1361

ipsec 172.16.16.147 10.152.201.104 12386 63364 100.1.1.100 public-internet default
1441 33421 5158814 33416 5623178 1361

ipsec 172.16.16.147 10.152.204.31 12386 58851 1.1.1.90 public-internet public-
internet 1441 12746 1975022 12744 2151926 1361

ipsec 172.24.90.129 10.88.244.181 12426 12406 1.1.1.10 biz-internet default
1441 38293 5906238 38288 6454580 1361

ipsec 172.24.90.129 10.152.201.104 12426 63364 100.1.1.100 biz-internet default
1441 33415 5157914 33404 5621168 1361

ipsec 172.24.90.129 10.152.204.31 12426 58851 1.1.1.90 biz-internet public-
internet 1441 12750 1975622 12747 2152446 1361

TUNNEL SOURCE

DEST

TUNNEL MSS

PROTOCOL SOURCE IP DEST IP PORT PORT SYSTEM IP LOCAL COLOR REMOTE
COLOR MTU tx-pkts tx-octets rx-pkts rx-octets ADJUST

ipsec 172.16.16.147 10.88.244.181 12386 12406 1.1.1.10 public-internet

default 1441 39028 6020779 39022 6566326 1361

ipsec 172.16.16.147 10.152.201.104 12386 63364 100.1.1.100 public-internet

default 1441 34167 5274625 34162 5749433 1361

ipsec 172.16.16.147 10.152.204.31 12386 58851 1.1.1.90 public-internet public-
internet 1441 13489 2089069 13487 2276382 1361

ipsec 172.24.90.129 10.88.244.181 12426 12406 1.1.1.10 biz-internet

default 1441 39039 6022049 39034 6580835 1361

ipsec 172.24.90.129 10.152.201.104 12426 63364 100.1.1.100 biz-internet

default 1441 34161 5273725 34149 5747259 1361



ipsec 172.24.90.129 10.152.204.31 12426 58851 1.1.1.90 biz-internet public-
internet 1441 13493 2089669 13490 2276902 1361

5 —1NE A it Rshow tunnel statistics bfd , 7T i TR E4& EHIEF HEBRRE & X FIZWH
BFDEIEZEK :

vEdgel# show tunnel statistics bfd

BFD BFD BFD BFD

BFD BFD
PMTU PMTU PMTU PMTU
TUNNEL SOURCE DEST ECHO TX ECHO RX BFD ECHO BFD ECHO
TX RX TX RX
PROTOCOL SOURCE IP DEST IP PORT PORT PKTS PKTS TX OCTETS RX OCTETS
PKTS PKTS OCTETS OCTETS
ipsec 192.168.109.4 192.168.109.5 4500 4500 0 0 0 0 0
0 0 0
ipsec 192.168.109.4 192.168.109.5 12346 12366 1112255 1112253 186302716 186302381
487 487 395939 397783
ipsec 192.168.109.4 192.168.109.7 12346 12346 1112254 1112252 186302552 186302210
487 487 395939 397783
ipsec 192.168.109.4 192.168.110.5 12346 12366 1112255 1112253 186302716 186302381

487 487 395939 397783

IR ES

& FHshow bfd sessionsfii tHfE , TRV XREERAESLENLS R, BBACHZTHIPMAGIPHEOD
, O] AR 1 R 2 &I 5 FR(ACL) , BAESRC_PORT, DST_PORT, SRC_IP, DST_IPEE, X&
BFEBIARS EEZERMAIEBFDHEE,

T AT AR BIACLEL E M R

policy
access-1list checkbfd-out
sequence 10

match
source-ip 192.168.0.92/32
destination-ip 198.51.100.187/32
source-port 12426

destination-port 12426
!
action accept
count bfd-out-to-dcl-from-brl
1
!
default-action accept
!
access-list checkbfd-in sequence 20 match source-ip 198.51.100.187/32 destination-ip
192.168.0.92/32 source-port 12426 destination-port 12426 ! action accept count bfd-in-from-dcl-
to-brl ! ! default-action accept !
vpn 0
interface ge0/0
access-list checkbfd-in in

access-1list checkbfd-out out
1



ﬁzkﬁﬂqﬂ , WACLERB N TS, F51105 M itbvEdge K IX BN EF4RHIBFDH S LHL, /55120048
o

cER(TH)BRAOMEN (2H ) WAEHE, MRVEJgefFANAT , FRAREEBHARRE O
Biriwa .

ERESNFIITHEMN P , F & Hshow policy access-list counters <access-list name>

vEdgel# show policy access-list-counters

NAME COUNTER NAME PACKETS BYTES
checkbfd bfd-out-to-dcl-from-brl 10 2048
bfd-in-from-dcl-to-brl 0 0

PR £ 3th 11t e 460

Ny 85 i T B stun-clienti AINATRR 5 F 338
MBEERR LRFFESEREEENATEE , N T —%2HEUDP NATER (RFC 4787)B 4T It 8

TH. HVEdgefI TNATIRZGEN , M TEXN T AIARvEdge/\ZIPHutIEEE A, v w3k
BUR Z A im O BRSY |, H AR M R I A iR % MRS e85 ( 1 BRS88 - fl@google stun server).

AE - EXEZEMEE , iBHA ; Docs Viptela - STUNZE F Ui

vEdgel# tools stun-client vpn 0 options "--mode full --localaddr 192.168.12.100 12386 --
verbosity 2 stun.l.google.com 19302"

stunclient --mode full --localaddr 192.168.12.100 stun.l.google.com in VPN 0

Binding test: success

Local address: 192.168.12.100:12386

Mapped address: 203.0.113.225:4501

Behavior test: success

Nat behavior: Address Dependent Mapping

Filtering test: success

Nat filtering: Address and Port Dependent Filtering

ERMWRRES | EETREETE :

vEdgel# tools stun-client vpn 0 options "--mode full --localaddr 192.168.12.100 --localport
12386 --verbosity 2 stun.l.google.com 19302"

FEARBIR , EAGoogle STUNAR S BRRYUDPIR IR 0 12386 1T STENATAR MM X, S H
FHRIERFC 4787 A LRHENATIT R AINATEIRSRE,

AR Y& Atools stunft |, BIZFEAFEEZEOFMHWSTUNRERS , SNEeSETEE1T. £H
allow-service stunitstunZiEEiA,

vEdgel# show running-config vpn 0 interface gel/0


https://sdwan-docs.cisco.com/Product_Documentation/Command_Reference/Operational_Commands/tools_stun-client

vpn 0

interface ge0/0

ip address 10.19.145.2/30
!

tunnel-interface
encapsulation ipsec
color gold
max-control-connections 1
no allow-service bgp
allow-service dhcp
allow-service dns
no allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
allow-service stun

!

no shutdown

1

X &R T STUNRIE ( £4NAT ) 5SRFC 4787 ( UDPHINATITH ) =AM BET,

NAT Traversal Mapping Between used Viptela Terminologies

STUN RFC 3489 Terminology

RFC 4787 Terminology

Mapping Behavior

Filtering Behavior

Full-cone NAT

Endpoint-Independent Mapping

Endpoint-Independent Filtering

Restricted Cone NAT

Endpoint-Independent Mapping

Address-Dependent Filtering

Port-Restricted Cone NAT

Endpoint-Independent Mapping

Address and Port-Dependent Filtering

Symmetric NAT

Address-and(or) Port-Dependent Mapping

Address-Dependent Filtering

Address and Port-Dependent Filtering

WIE P ERRE X FHINATRE

EARZEBERT , EOLHEE (OELERMFAREERN ) JUEREEIIERN, £HMAIE
T, vEdgel EM#EOMEFRERMRFRMEEEESE —INATIRE , BttvEdgeTAEFAE
P, MEAMIRE (BHE, HAEE ) TUREELEIPHUHNIRE,

vEdge
Router

NV 22IAI2S

WMRNATRERIER , NWH

B,

—

Internet ISP

Private Network Public Network

NAT Router

ERTAWEABEFHEENZENR

Z—o XERZIFHINATER

™




NAT Traversal Support

Source Destination Supported (YES/NO)
Full-Cone NAT Full-cone NAT Yes
Full-Cone NAT Restricted Cone NAT Yes
Full-Cone NAT Port-Restricted Cone NAT Yes
Full-Cone NAT Symmetric NAT Yes
Restricted Cone NAT Full-cone NAT Yes
Restricted Cone NAT Restricted Cone NAT Yes
Restricted Cone NAT Port-Restricted Cone NAT Yes
Restricted Cone NAT Symmetric NAT Yes
Port-Restricted Cone NAT Full-cone NAT Yes
Port-Restricted Cone NAT Restricted Cone NAT Yes
Port-Restricted Cone NAT Port-Restricted Cone NAT Yes
Port-Restricted Cone NAT Symmetric NAT No
Symmetric NAT Full-cone NAT Yes
Symmetric NAT Restricted Cone NAT yes
Symmetric NAT Port-Restricted Cone NAT No
Symmetric NAT Symmetric NAT No

B X

MRERENATRERNEFZZHNRM B FRREF | NP5 KEER]

ERmE,

B RIX LR O ER T HEEFEEENB KIERL THFRE

UDP 12346%13156

X F MVEdge 2 HI 2R R R HIEE

UDP 12346%13156
TCP 23456%24156

BRI IX L

KER T HEFEBRERIRR O M E FRik

vEdgel# show bfd sessions

DST PUBLIC

SYSTEM IP SITE ID
IP

TRANSITIONS

Ui O LA AR Zh i 2 30 P T REE

SOURCE TLOC

AE IE £ FE L A T A 8 S T B

vEdgeBIVEdge BB :

A8t , 7 LA{E B show tunnel statisticsashow bfd
sessions ZMF , EFERbfdeiE,. EFEREMARRD , RERETUEINBFRRHO

REMOTE TLOC
X

SOURCE IP
INTERVAL (msec)

UPTIME

192.168.30.105 50
192.168.109.182
192.168.30.105 50
192.168.110.182

DST PUBLIC DETECT
STATE COLOR COLOR
PORT ENCAP MULTIPLIER
up biz-internet
12346 ipsec 7
up privatel privatel
12346 ipsec 7

biz-internet
1000

1000

192.168.109.181
1:21:28:05

192.168.110.181
1:21:26:13




vEdgel# show bfd sessions | tab

SRC DST SITE
DETECT TX
SRC IP DST IP PROTO PORT PORT SYSTEM IP ID LOCAL COLOR COLOR
STATE MULTIPLIER INTERVAL UPTIME TRANSITIONS

192.168.109.181 192.168.109.182 ipsec 12346 12346 192.168.30.105 50 biz-internet biz-

internet up 7 1000 1:21:28:05 10
192.168.110.181 192.168.110.182 ipsec 12346 12346 192.168.30.105 50 privatel
privatel up 7 1000 1:21:26:13 2

AR : BXFTASD-WANBF XiEim A FEMAESR |, BT,

E-gc

MREEDACLUH MR EREMALMEWERE , BRESER , ERREFITHBEER |, HH
REBEH

vEdgel# show policy access-list-counters

NAME COUNTER NAME PACKETS BYTES
checkbfd bfd-out-to-dcl-from-brl 55 9405
bfd-in-from-dcl-to-brl 54 8478

b & |, rx_replay_integrity_drops < fi# i&show system statistics diffanr 89 8 RIE/ T8 0.

vEdgel#show system statistics diff

rx_pkts : 5741427

ip_fwd : 5952166

ip_fwd_arp : 3
ip_fwd_to_egress : 2965437
ip_fwd_null_mcast_group : 26
ip_fwd_null_nhop : 86846
ip_fwd_to_cpu : 1413393
ip_fwd_from_cpu_non_local : 15
ip_fwd_rx_ipsec : 1586149
ip_fwd_mcast_pkts : 26
rx_bcast : 23957

rx_mcast : 304

rx_mcast_link local : 240
rx_implicit_acl_drops : 12832
rx_ipsec_decap : 21
rx_spi_ipsec_drops : 16
rx_replay integrity drops : 1586035
port_disabled_rx : 2
rx_invalid_gtags : 212700
rx_non_ip_drops : 1038073
pko_wred_drops : 3
bfd_tx_record_changed : 23
rx_arp_non_local_drops : 19893
rx_arp_regs : 294
rx_arp_replies : 34330
arp_add_fail : 263


https://sdwan-docs.cisco.com/Product_Documentation/Getting_Started/Viptela_Overlay_Network_Bringup/01Bringup_Sequence_of_Events/Firewall_Ports_for_Viptela_Deployments

tx_pkts : 4565384

tx_mcast : 34406
port_disabled_tx : 3
tx_ipsec_pkts : 1553753
tx_ipsec_encap : 1553753
tx_pre_ipsec_pkts : 1553753
tx_pre_ipsec_encap : 1553753
tx_arp_replies : 377
tx_arp_reqgs : 34337

tx_arp_req fail : 2

bfd_tx_pkts : 1553675
bfd_rx_pkts : 21

bfd_tx _octets : 264373160
bfd_rx _octets : 3600

bfd _pmtu_tx pkts : 78

bfd _pmtu_tx_octets : 53052
rx_icmp_echo_requests : 48
rx_icmp_network_unreach : 75465
rx_icmp_other_ types : 47
tx_icmp_echo_requests : 49655
tx_icmp_echo_replies : 48
tx_icmp_network_unreach : 86849
tx_icmp_other_types : 7

vEdgel# show system statistics diff

rx_pkts : 151

ip_fwd : 157
ip_fwd_to_egress : 75
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 43
ip_fwd_rx ipsec : 41
rx_bcast : 1

rx replay integrity drops : 41
rx_invalid_gtags : 7
rx_non_1ip_drops : 21
rx_arp_non_local_drops : 2
tx_pkts : 114
tx_ipsec_pkts : 40
tx_ipsec_encap : 40
tx_pre_ipsec_pkts : 40
tx_pre_ipsec_encap : 40
tx_arp_regs : 1
bfd_tx_pkts : 40

bfd_tx _octets : 6800
tx_icmp_echo_requests : 1
vEdgel# show system statistics diff

rx_pkts : 126

ip_fwd : 125
ip_fwd_to_egress : 58
ip_fwd_null_nhop : 3
ip_fwd_to_cpu : 33
ip_fwd_rx ipsec : 36
rx_bcast : 1
rx_implicit_acl_drops : 1
rx replay integrity drops : 35
rx_invalid_gtags : 6
rx_non_1ip_drops : 22
rx_arp_replies : 1
tx_pkts : 97

tx_mcast : 1
tx_ipsec_pkts : 31
tx_ipsec_encap : 31
tx_pre_ipsec_pkts : 31



tx_pre_ipsec_encap : 31

bfd_tx pkts : 32

bfd_tx_octets : 5442
rx_icmp_network_unreach : 3
tx_icmp_echo_requests : 1
tx_icmp_network_unreach : 3

vEdgel# show system statistics diff

rx_pkts : 82

ip_fwd : 89
ip_fwd_to_egress : 45
ip_fwd null_nhop : 3
ip_fwd_to_cpu : 24
ip_fwd_rx_ipsec : 22
rx_bcast : 1
rx_implicit_acl_drops : 1
rx replay integrity drops : 24
rx_invalid_gtags : 2
rx_non_1ip_drops : 14
rx_arp_replies : 1

tx_pkts : 62

tx_mcast : 1

tx_ipsec_pkts : 24
tx_ipsec_encap : 24
tx_pre_ipsec_pkts : 24
tx_pre_ipsec_encap : 24
tx_arp_regs : 1

bfd_tx pkts : 23
bfd_tx_octets : 3908
rx_icmp_network_unreach : 3
tx_icmp_echo_requests : 1
tx_icmp_network_unreach : 3
vEdgel# show system statistics diff

rx_pkts : 80

ip_fwd : 84
ip_fwd_to_egress : 39
ip_fwd_to_cpu : 20
ip_fwd _rx_ipsec : 24

rx replay integrity drops : 22
rx_invalid_gtags : 3
rx_non_ip_drops : 12
tx_pkts : 66
tx_ipsec_pkts : 21
tx_ipsec_encap : 21
tx_pre_ipsec_pkts : 21
tx_pre_ipsec_encap : 21
bfd_tx pkts : 21
bfd_tx_octets : 3571

B, EvEdge EITIER L £ ipsec-rekey, ARG , HITshow system statistics difffy ZRIER , &
B R ENEBIrx_replay_integrity_drops., MRE , ERELNZLEHE.,

vEdgel# show running-config security
security

ipsec

authentication-type shal-hmac ah-shal-hmac
1

MREE LREE |, iF% 17 Fah-no-id 7 1 Elipsec T Bauthentication-type,



vEdgel# show running-config security
security
ipsec

authentication-type shal-hmac ah-shal-hmac ah-no-id
1

7R : ah-no-id/8 FAAH-SHA1 HMACHIESP HMAC-SHA1RI S SRS | AR A< Z BE $hiE A 5k
ZBIPIRL P HIDFER, HEIIAM—LEIEViptelai® & , BFEApple AirPort Express NAT |, %1%
ZFE—EIR , SBUPIRLFPWIDFE ( — M TAEFE ) HiEN. ERIFRBEIRFIEE
ah-no-idi& It , fEViptela AHE R BEIPIRLFHIIDFE , LAE ViptelaFi 4 A LA 53X LE1% R BL
&I

DSCP#rid it AV ISP R

AMINER T , MvEdgelt FBR EIZHIRMN AT AR AN EEREMELDTLSHTLSEE LM , HirE
DSCP{ECS6 ( 4813t ) o NTHIERERERE , vEdgeds M2 IPsecEiGREF =K E
REBERE. XN THREFESXELNMNEENE  RARQEHEERIABFDEED, XL
BFDEE 2 B4R EDSCP{ECS6 (4813l ) o

MISPHAEE , XLERBHNREFHEMIDSCPENCS6HIUDPHRE , AN VEdge H a5 R SD-
WAN#2 28 & & FIR AR R TARIC 2 SN ERIPHR A HIDSCP,

W RtcpdumpEE HIISPEEHES LE1T , AIRESBIXHFE

14:27:15.993766 IP (tos OxcO, ttl 64, id 44063, offset 0, flags [DF], proto UDP (17), length

168)
192.168.109.5.12366 > 192.168.20.2.12346: [udp sum ok] UDP, length 140

14:27:16.014900 IP (tos OxcO, ttl 63, id 587, offset 0, flags [DF], proto UDP (17), length 139)
192.168.20.2.12346 > 192.168.109.5.12366: [udp sum ok] UDP, length 111

14:27:16.534117 IP (tos OxcO, ttl 63, id 0, offset 0, flags [DF], proto UDP (17), length 157)
192.168.109.5.12366 > 192.168.110.6.12346: [no cksum] UDP, length 129

14:27:16.534289 IP (tos OxcO, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 150)
192.168.110.6.12346 > 192.168.109.5.12366: [no cksum] UDP, length 122

WMEMR , IABRESZEHIRETOSFT0xcO , B NDSFER ( BN +3t 1928 =# %1110 000
00) ., HI6NEE B FIFCS6H HIDSCPHLIEL8XY R,

PN BEESN N TR TFERBRE RN REEXN N THRETERERE, REZES
KEMTOSHIE , EA S EBFiMECRBFDHES (RXMTXAME ) . XEREIHLIRE
CS6.

B, FLERSIIEMHRE | 4351 2MPLS L3 VPN/MPLS L2 VPNIRSFSIREHE A sEL4r EEZE N
SLATE , H AR LR FEARAENEZEFDSCPIFICAERE RN RE, Hl , Bl ahR RS
SRAE A EDSCP EFMICSCIEEMEPRE. HTMHRERRE/LFHRAZEES , BIFERES 1T
ERNETE , ALETUEINEFRTEES , HBFDAE L AAERIS,

EREBERT , MRRSEAERASZ LNTAREERAIIHEHRIE , BEEFTIEERENEME
S MVEdget& HEFIZ 1T £ ping) , ER LR REFREBRIADSCPEO , M AR ( TOSFEH

)

15:49:22.268044 IP (tos 0x0, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 142)



192.168.110.5.12366 > 192.168.109.7.12346: [no cksum] UDP, length 114

15:49:22.272919 IP (tos 0x0, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 142)
192.168.110.5.12366 > 192.168.109.7.12346: [no cksum] UDP, length 114

15:49:22.277660 IP (tos 0x0, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 142)
192.168.110.5.12366 > 192.168.109.7.12346: [no cksum] UDP, length 114

15:49:22.314821 IP (tos 0x0, ttl 62, id 0, offset 0, flags [DF], proto UDP (17), length 142)
192.168.110.5.12366 > 192.168.109.7.12346: [no cksum] UDP, length 114

BEE , EHBFDLERHF)

show bfd history

DST PUBLIC DST PUBLIC
RX X
SYSTEM IP SITE ID COLOR STATE IPp PORT ENCAP TIME
PKTS PKTS DEL
192.168.30.4 13 public-internet up 192.168.109.4 12346 ipsec 2019-
05-01T03:54:23+0200 127 135 0
192.168.30.4 13 public-internet up 192.168.109.4 12346 ipsec 2019-
05-01T03:54:23+0200 127 135 0
192.168.30.4 13 public-internet down 192.168.109.4 12346 ipsec 2019-
05-01T03:55:28+0200 140 159 0
192.168.30.4 13 public-internet down 192.168.109.4 12346 ipsec 2019-
05-01T03:55:28+0200 140 159 0
192.168.30.4 13 public-internet up 192.168.109.4 12346 ipsec 2019-
05-01T03:55:40+0200 361 388 0
192.168.30.4 13 public-internet up 192.168.109.4 12346 ipsec 2019-
05-01T03:55:40+0200 361 388 0
192.168.30.4 13 public-internet down 192.168.109.4 12346 ipsec 2019-
05-01T03:57:38+0200 368 421 0
192.168.30.4 13 public-internet down 192.168.109.4 12346 ipsec 2019-
05-01T03:57:38+0200 368 421 0
192.168.30.4 13 public-internet up 192.168.109.4 12346 ipsec 2019-
05-01T03:58:05+0200 415 470 0
192.168.30.6 13 public-internet up 192.168.109.4 12346 ipsec 2019-
05-01T03:58:05+0200 415 470 0
192.168.30.6 13 public-internet down 192.168.109.4 12346 ipsec 2019-
05-01T03:58:25+0200 464063 464412 0
It4knping 7] 75 {E tth#t 1T PR BERR -
vedge2# tools nping vpn 0 options "--tos 0x0c --icmp --icmp-type echo --delay 200ms -c¢ 100 -g"

192.168.109.7
Nping in VPN 0

Starting Nping 0.6.47 ( http://nmap.org/nping ) at 2019-05-07 15:58 CEST
Max rtt: 200.305ms | Min rtt: 0.024ms | Avg rtt: 151.524ms

Raw packets sent: 100 (2.800KB) | Rcvd: 99 (4.554KB) | Lost: 1 (1.00%)
Nping done: 1 IP address pinged in 19.83 seconds

@iXBFD

B, MRFEARTERANRBE , B FEEVEdgeFHER LZ1TBFDRE, HRAREEER
(FTM)$A3RvEdgeik 28 E WBFDIR/E , R EFE R AR ftm bfd, FIE A M HEMFHEE



Ivar/log/tmplog/vdebug3 #F# , INRFLinH & E XL HE (KL FCisco IOSOL R IERITH
) , T AT LA 55 FAmonitor start /var/log/tmplog/vdebug. E{Zit H&123% , A LA AAmonitor stop
Ivar/log/tmplog/vdebug. AT 2 H Tt < HBFD & RY i AWV (1P 41k 59 192.168.110.68Y
ERTLOCT B AA):

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_state[1008]: BFD-
session TNL 192.168.110.5:12366->192.168.110.6:12346,1-tloc(32771)->r-tloc(32772),TLOC
192.168.30.5:biz-internet->192.168.30.6:public-internet IPSEC: BFD Session STATE update,
New_State :- DOWN, Reason :- LOCAL_TIMEOUT DETECT Observed latency :- 7924, bfd_record_index :-
8, Hello timer :- 1000, Detect Multiplier :- 7

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_proc_tunnel_public_tloc_msg[252]:
tun_rec_index 13 tloc_index 32772 public tloc 0.0.0.0/0

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_increment_wanif_bfd_flap[2427]: BFD-
session TNL 192.168.110.5:12366->192.168.110.6:12346, : Increment the WAN interface counters by
1

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_state[1119]: BFD-
session TNL 192.168.110.5:12366->192.168.110.6:12346,1-tloc(32771)->r-tloc(32772),TLOC
192.168.30.5:biz-internet->192.168.30.6:public-internet IPSEC BFD session history update, old
state 3 new state 1 current flap count 1 prev_index 1 current 2

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1140]: Attempting to add TLOC
from_ttm 0 origin remote tloc-index 32772 pub 192.168.110.6:12346 pub v6 :::0 system_ip
192.168.30.6 color 5 spi 333

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_set_del_marker_internal[852]:
(32771:32772) proto 50 src 192.168.110.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_set_del_marker_internal[852]:
(32770:32772) proto 50 src 192.168.109.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_create[238]: Attempting BFD
session creation. Remote-tloc: tloc-index 32772, system-ip 192.168.30.6, color 5 encap 2from
local WAN Interface ge0_0

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_clear_delete_marker[828]:
(32771:32772) proto 50 src 192.168.110.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_create[238]: Attempting BFD
session creation. Remote-tloc: tloc-index 32772, system-ip 192.168.30.6, color 5 encap 2from
local WAN Interface ge0O_1

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_clear_delete_marker[828]:
(32770:32772) proto 50 src 192.168.109.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_sa[l1207]: BFD-session
TNL 192.168.110.5:12366->192.168.110.6:12346,1-tloc(32771)->r-tloc(32772),TLOC 192.168.30.5:biz-
internet->192.168.30.6:public-internet IPSEC: session sa index changed from 484 to 484
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm tloc_add[1653]: BFD (32771:32772) src
192.168.110.5:12366 dst 192.168.110.6:12346 record index 8 ref-count 1 sa-idx 484
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_sa[l1207]: BFD-session
TNL 192.168.109.5:12366->192.168.110.6:12346,1-tloc(32770)->r-tloc(32772),TLOC
192.168.30.5:public-internet->192.168.30.6:public-internet IPSEC: session sa index changed from
485 to 485

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm tloc_add[1653]: BFD (32770:32772) src
192.168.109.5:12366 dst 192.168.110.6:12346 record index 9 ref-count 1 sa-idx 485
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_state[1008]: BFD-
session TNL 192.168.109.5:12366->192.168.110.6:12346,1-tloc(32770)->r-tloc(32772),TLOC
192.168.30.5:public-internet->192.168.30.6:public-internet IPSEC: BFD Session STATE update,
New_State :- DOWN, Reason :- LOCAL_TIMEOUT DETECT Observed latency :- 7924, bfd_record_index :-
9, Hello timer :- 1000, Detect Multiplier :- 7

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_proc_tunnel_public_tloc_msg[252]:
tun_rec_index 14 tloc_index 32772 public tloc 0.0.0.0/0

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_increment_wanif_bfd_flap[2427]: BFD-
session TNL 192.168.109.5:12366->192.168.110.6:12346, : Increment the WAN interface counters by
1

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_state[1119]: BFD-
session TNL 192.168.109.5:12366->192.168.110.6:12346,1-tloc(32770)->r-tloc(32772),TLOC
192.168.30.5:public-internet->192.168.30.6:public-internet IPSEC BFD session history update, old
state 3 new state 1 current flap count 1 prev_index 1 current 2



log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1140]: Attempting to add TLOC
from_ttm 0 origin remote tloc-index 32772 pub 192.168.110.6:12346 pub v6 :::0 system_ ip
192.168.30.6 color 5 spi 333

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_set_del _marker_internal[852]:
(32771:32772) proto 50 src 192.168.110.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_set_del _marker_internal[852]:
(32770:32772) proto 50 src 192.168.109.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_create[238]: Attempting BFD
session creation. Remote-tloc: tloc-index 32772, system-ip 192.168.30.6, color 5 encap 2from
local WAN Interface ge0_0

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_clear_delete_marker[828]:
(32771:32772) proto 50 src 192.168.110.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_create[238]: Attempting BFD
session creation. Remote-tloc: tloc-index 32772, system-ip 192.168.30.6, color 5 encap 2from
local WAN Interface ge0_1

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_clear_delete_marker[828]:
(32770:32772) proto 50 src 192.168.109.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_sal[1207]: BFD-session
TNL 192.168.110.5:12366->192.168.110.6:12346,1-tloc(32771)->r-tloc(32772),TLOC 192.168.30.5:biz-
internet->192.168.30.6:public-internet IPSEC: session sa index changed from 484 to 484
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1653]: BFD (32771:32772) src
192.168.110.5:12366 dst 192.168.110.6:12346 record index 8 ref-count 1 sa-idx 484
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_sal[l1207]: BFD-session
TNL 192.168.109.5:12366->192.168.110.6:12346,1-tloc(32770)->r-tloc(32772),TLOC
192.168.30.5:public-internet->192.168.30.6:public-internet IPSEC: session sa index changed from
485 to 485

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1653]: BFD (32770:32772) src
192.168.109.5:12366 dst 192.168.110.6:12346 record index 9 ref-count 1 sa-idx 485
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_send bfd msg[499]: Sending BFD
notification Down notification to TLOC id 32772

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1140]: Attempting to add TLOC
from _ttm 1 origin remote tloc-index 32772 pub 192.168.110.6:12346 pub v6 :::0 system_ ip
192.168.30.6 color 5 spi 333

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_set_del _marker_internal[852]:
(32771:32772) proto 50 src 192.168.110.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_set_del _marker_internal[852]:
(32770:32772) proto 50 src 192.168.109.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1285]: UPDATE local tloc
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_create[238]: Attempting BFD
session creation. Remote-tloc: tloc-index 32772, system-ip 192.168.30.6, color 5 encap 2from
local WAN Interface ge0_0

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_clear_delete_marker[828]:
(32771:32772) proto 50 src 192.168.110.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_create[238]: Attempting BFD
session creation. Remote-tloc: tloc-index 32772, system-ip 192.168.30.6, color 5 encap 2from
local WAN Interface ge0_1

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_clear_delete_marker[828]:
(32770:32772) proto 50 src 192.168.109.5:12366 dst 192.168.110.6:12346 ref_count 1
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_sal[l1207]: BFD-session
TNL 192.168.110.5:12366->192.168.110.6:12346,1-tloc(32771)->r-tloc(32772),TLOC 192.168.30.5:biz-
internet->192.168.30.6:public-internet IPSEC: session sa index changed from 484 to 484
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1653]: BFD (32771:32772) src
192.168.110.5:12366 dst 192.168.110.6:12346 record index 8 ref-count 1 sa-idx 484
log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: bfdmgr_session_update_sal[l1207]: BFD-session
TNL 192.168.109.5:12366->192.168.110.6:12346,1-tloc(32770)->r-tloc(32772),TLOC
192.168.30.5:public-internet->192.168.30.6:public-internet IPSEC: session sa index changed from
485 to 485

log:local7.debug: May 7 16:23:09 vedge2 FTMD[674]: ftm_tloc_add[1653]: BFD (32770:32772) src
192.168.109.5:12366 dst 192.168.110.6:12346 record index 9 ref-count 1 sa-idx 485
log:local7.info: May 7 16:23:09 vedge2 FTMD[674]: %Viptela-vedge2-ftmd-6-INF0-1400002:
Notification: 5/7/2019 14:23:9 bfd-state-change severity-level:major host-name:"vedge2" system-
1p:192.168.30.5 src-ip:192.168.110.5 dst-1p:192.168.110.6 proto:ipsec src-port:12366 dst-
port:12346 local-system-ip:192.168.30.5 local-color:"biz-internet" remote-system-ip:192.168.30.6
remote-color: "public-internet" new-state:down deleted:false flap-reason:timeout



log:local7.info: May 7 16:23:09 vedge2 FTMD[674]: %Viptela-vedge2-ftmd-6-INF0-1400002:
Notification: 5/7/2019 14:23:9 bfd-state-change severity-level:major host-name:"vedge2" system-
1p:192.168.30.5 src-ip:192.168.109.5 dst-1p:192.168.110.6 proto:ipsec src-port:12366 dst-
port:12346 local-system-ip:192.168.30.5 local-color:"public-internet" remote-system-
1p:192.168.30.6 remote-color:"public-internet" new-state:down deleted:false flap-reason:timeout

EQAZ - MNEMENRREREREEESS(TTM)E41812 £debug ttm events, N\TTMHWAEE
, BFD DOWNZEH4W TR :

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Received TTM
Msg LINK_BFD, Client: ftmd, AF: LINK

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[413]: Remote-
TLOC: 192.168.30.6 : public-internet : ipsec, Local-TLOC: 192.168.30.5 : biz-internet : ipsec,
Status: DOWN, Rec Idx: 13 MTU: 1441, Loss: 77, Latency: 0, Jitter: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Received TTM
Msg LINK_BFD, Client: ftmd, AF: LINK

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[413]: Remote-
TLOC: 192.168.30.6 : public-internet : ipsec, Local-TLOC: 192.168.30.5 : public-internet
ipsec, Status: DOWN, Rec Idx: 14 MTU: 1441, Loss: 77, Latency: 0, Jitter: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Received TTM
Msg BFD, Client: ftmd, AF: TLOC-IPV4

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[402]: TLOC:
192.168.30.6 : public-internet : ipsec, Status: DOWN
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_af tloc_db_bfd status[234]: BFD

message: I SAY WHAT WHAT tloc 192.168.30.6 : public-internet : ipsec status is 0
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Sent TTM Msg
TLOC_ADD, Client: ompd, AF: TLOC-IPV4

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[213]: TLOC:
192.168.30.6 : public-internet : ipsec, Index: 32772, Origin: REMOTE, Status: DOWN, LR enabled:
0, LR hold time: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[217]:

Attributes: GROUP PREF WEIGHT GEN-ID VERSION TLOCv4-PUB TLOCv4-PRI TLOCv6-PUB TLOCv6-PRI SITE-ID
CARRIER ENCAP RESTRICT

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[220]:

Preference: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[223]: Weight:
1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[226]: Gen-1ID:
2147483661

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[229]:

Version: 2

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[232]: Site-
ID: 13

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[235]:

Carrier: 4

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[241]:

Restrict: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[249]: Group:
Count: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[262]: Groups:
0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[269]: TLOCv4 -
Public: 192.168.110.6:12346

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[273]: TLOCv4 -
Private: 192.168.110.6:12346

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[277]: TLOCvV6-
Public: :::0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[281]: TLOCvV6-
Private: :::0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[285]: TLOC-

Encap: ipsec-tunnel



log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[295]:
Authentication: unknown (0x98) Encryption: aes256(0xc) SPI 334 Proto ESP

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[312]: SPI
334, Flags 0Oxle Integrity: 1, encrypt-keys: 1 auth-keys: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[317]:

Number of protocols 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[328]:

Number of encrypt types: 2

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[333]:

Encrypt typel[0] AES256-GCM

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[333]:

Encrypt typel[l] AES256-CBC

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[339]:

Number of integrity types: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[344]:

integrity typel[0] HMAC_SHA1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[349]: #Paths: 0
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[194]: Sent TTM Msg
TLOC_ADD, Client: ftmd, AF: TLOC-IPV4

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[213]: TLOC:
192.168.30.6 : public-internet : ipsec, Index: 32772, Origin: REMOTE, Status: DOWN, LR enabled:
0, LR hold time: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[217]:

Attributes: GROUP PREF WEIGHT GEN-ID VERSION TLOCv4-PUB TLOCv4-PRI TLOCv6-PUB TLOCv6-PRI SITE-ID
CARRIER ENCAP RESTRICT

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[220]:

Preference: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[223]: Weight:
1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[226]: Gen-1ID:
2147483661

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[229]:

Version: 2

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[232]: Site-
ID: 13

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_announcement[235]:

Carrier: 4

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[241]:

Restrict: O

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[249]: Group:
Count: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[262]: Groups:
0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[269]: TLOCv4 -
Public: 192.168.110.6:12346

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[273]: TLOCv4 -
Private: 192.168.110.6:12346

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[277]: TLOCvV6-
Public: :::0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[281]: TLOCvV6-
Private: :::0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[285]: TLOC-

Encap: ipsec-tunnel

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[295]:
Authentication: unknown (0x98) Encryption: aes256(0xc) SPI 334 Proto ESP
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[312]: SPI
334, Flags 0Oxle Integrity: 1, encrypt-keys: 1 auth-keys: 1
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[317]:
Number of protocols 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug_ announcement[328]:
Number of encrypt types: 2

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[333]:
Encrypt typel[0] AES256-GCM

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]: ttm_debug announcement[333]:



Encrypt typel[l] AES256-CBC

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Number of integrity types: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
integrity typel[0] HMAC_SHA1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
TLOC_ADD, Client: fpmd, AF: TLOC-IPV4
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
192.168.30.6 : public-internet ipsec, Index: 32772,
0, LR hold time: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Attributes: GROUP PREF

CARRIER ENCAP RESTRICT

ttm_debug_announcement [339]:

ttm_debug_announcement [344] :

ttm_debug_announcement [349] :
ttm_debug_announcement [194] :

ttm_debug_announcement [213]:
Origin: REMOTE, Status:

ttm_debug_announcement [217] :

ttm_debug_announcement [220] :
ttm_debug_announcement [223]:
ttm_debug_announcement [226] :
ttm_debug_announcement [229] :
ttm_debug_announcement [232] :
ttm_debug_announcement [235] :
ttm_debug_announcement [241] :
ttm_debug_announcement [249] :
ttm_debug_announcement [262] :
ttm_debug_announcement [269] :
ttm_debug_announcement [273] :
ttm_debug_announcement [277] :
ttm_debug_announcement [281] :
ttm_debug_announcement [285] :
ttm_debug_announcement [295] :
SPI 334 Proto ESP
ttm_debug_announcement [312]:
1 auth-keys: 1
ttm_debug_announcement [317]:
ttm_debug_announcement [328] :
ttm_debug_announcement [333]:
ttm_debug_announcement [333]:
ttm_debug_announcement [339]:

ttm_debug_announcement [344] :

ttm_debug_announcement [349] :
ttm_debug_announcement [194] :

ttm_debug_announcement [431]:

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Preference: 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
2147483661

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Version: 2

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
ID: 13

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Carrier: 4

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Restrict: O

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Count: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Public: 192.168.110.6:12346

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Private: 192.168.110.6:12346

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Public: :0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Private: ::0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Encap: ipsec-tunnel

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Authentication: unknown (0x98) Encryption: aes256 (0xc)
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
334, Flags 0Oxle Integrity: 1, encrypt-keys:
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Number of protocols 0

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Number of encrypt types: 2

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Encrypt typel[0] AES256-GCM

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Encrypt typel[l] AES256-CBC

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
Number of integrity types: 1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
integrity typel[0] HMAC_SHA1

log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
DATA_DEVICE_ADD, Client: pimd, AF: DATA-DEVICE-IPV4
log:local7.debug: May 7 16:58:19 vedge2 TTMD[683]:
192.168.30.6, Status: 2

log:local?.

info: May

7 16:58:19 vedge2 FTMD[674]:

#Paths: O
Sent TTM Msg

TLOC:

DOWN, LR enabled:

WEIGHT GEN-ID VERSION TLOCv4-PUB TLOCv4-PRI TLOCv6-PUB TLOCv6-PRI SITE-ID

Weight:

Gen-1ID:

Site-

Group:

Groups:

TLOCv4-

TLOCv4-

TLOCv6-

TLOCv6-

TLOC-

SPI

#Paths: O
Sent TTM Msg

Device:

%Viptela-vedge2-ftmd-6-INFO-1400002:



Notification: 5/7/2019 14:58:19 bfd-state-change severity-level:major host-name:"vedge2" system-
1p:192.168.30.5 src-ip:192.168.110.5 dst-1p:192.168.110.6 proto:ipsec src-port:12366 dst-
port:12346 local-system-ip:192.168.30.5 local-color:"biz-internet" remote-system-ip:192.168.30.6
remote-color: "public-internet" new-state:down deleted:false flap-reason:timeout

log:local7.info: May 7 16:58:20 vedge2 FTMD[674]: %Viptela-vedge2-ftmd-6-INF0-1400002:
Notification: 5/7/2019 14:58:19 bfd-state-change severity-level:major host-name:"vedge2" system-
1p:192.168.30.5 src-ip:192.168.109.5 dst-1p:192.168.110.6 proto:ipsec src-port:12366 dst-
port:12346 local-system-ip:192.168.30.5 local-color:"public-internet" remote-system-
1p:192.168.30.6 remote-color:"public-internet" new-state:down deleted:false flap-reason:timeout
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https://sdwan-docs.cisco.com/Product_Documentation
/content/en/us/about/press/internet-protocol-journal/back-issues/table-contents-29/anatomy.html 
https://www.cisco.com/c/zh_cn/support/index.html
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