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PRl X CONFIGURATION | SECURITY View DNS Security Policy

Policy Behavior

0
Target
VPNs Attached ALL
\-\ A L L Domain List:  domainbypasslist Registration: Umbrella Default
DNS Server:  Umbrella Default
o VPNs < i ¢
- Local Domain Bypass i Umbrella Registration
Action
-
m : : :
DNS Security - Policy Rule Configuration @
Policy Name
Umbrella Registration Status: Configured
Py
e 9
Local Domain Bypass List domainbypasslist -
DNS Server IP ® L O
Advanced %
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policy
lists
local-domain-list domainbypasslist
cisco.com
!
I
1
exit
!
security
umbrella
token XFFFX543XDF14X498X623CX222X4CCAX0026X88X
dnscrypt
!
exit
!
vpn matchAllvVpn
dns-redirect umbrella match-local-domain-to-bypass
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dmz2-site20l-1#show run | sec parameter-map type umbrella
parameter-map type umbrella global
token XFFFX543XDF14X498X623CX222X4CCAX0026X88X
local-domain domainbypasslist
dnscrypt
udp-timeout 5
vrf 1
dns-resolver umbrella

match-local-domain-to-bypass
|
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dmz2-site20l-1#show umbrella config
Umbrella Configuration

Token: XFFFX543XDF14X498X623CX222X4CCAX0026X88X
OrganizationID: 2525316
Local Domain Regex parameter-map name: domainbypasslist
DNSCrypt: Enabled
Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79
UDP Timeout: 5 seconds
Resolver address:
1. 208.67.220.220
2. 208.67.222.222
3. 2620:119:53::53
4. 2620:119:35::35
Registration VRF: default
VRF List:
1. VRF 1 (ID: 2)
DNS-Resolver: umbrella
Match local-domain-to-bypass: Yes
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dmz2-site20l-1#show platform hardware gfp active feature umbrella client config
+++ Umbrella Config +++

Umbrella feature:

Init: Enabled
Dnscrypt: Enabled

Timeout:

udp timeout: 5
Orgid:

orgid: 2525316
Resolver config:

RESOLVER IP's
208.67.220.220
208.67.222.222



2620:119:53::53
2620:119:35::35

Dnscrypt Info:

public_key:
A7:A1:0A:38:77:71:D6:80:25:9A:AB:83:B8:8F:94:77:41:8C:DC:5E:6A:14:7C:F7:CA:D3:8E:02:4D:FC:5D:21
magic_key: 71 4E 7A 69 6D 65 75 55

serial number: 1517943461

Umbrella Interface Config:

09 GigabitEthernet0/0/2

Mode : IN
DeviceID : 010aed3ffebc56df
Tag : vpnl
10 Loopbackl
Mode : IN
DeviceID : 010aed3ffebc56df
Tag : vpnl
08 GigabitEthernet0/0/1
Mode : OUT
12 Tunnell
Mode : OUT

Umbrella Profile Deviceid Config:

ProfileID: O

Mode : OUT
ProfileID: 2
Mode : IN

Resolver : 208.67.220.220
Local-Domain: True
DeviceID : 01l0aed3ffebc56df
Tag : vpnl

Umbrella Profile ID CPP Hash:

VRF ID :: 2
VRF NAME : 1
Resolver : 208.67.220.220
Local-Domain: True

SE2REIRZBREBERIEMEIUmbrella DNSZ £ =,

dmz2-site201-1#show umbrella deviceid
Device registration details
VRF Tag Status Device-id
vpnl 200 SUCCESS 010aed3ffebc56df
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dmz2-site20l-1#show platform hardware gfp active feature umbrella datapath stats
Umbrella Connector Stats:
Parser statistics:
parser unknown pkt: 12991
parser fmt error: 0
parser count nonzero: 0
parser pa error: 0
parser non query: 0
parser multiple name: 0
parser dns name err: 0
parser matched ip: 0
parser opendns redirect: 1234
local domain bypass: 0
parser dns others: 9
no device id on interface: 0
drop erc dnscrypt: 0
regex locked: 0
regex not matched: 0
parser malformed pkt: 0
Flow statistics:
feature object allocs : 1234

feature object frees : 1234

flow create requests : 1448

flow create successful: 1234

flow create failed, CFT handle: 0
flow create failed, getting FO: 0
flow create failed, malloc FO 0
flow create failed, attach FO 0
flow create failed, match flow: 214
flow create failed, set aging 0

flow lookup requests : 1234
flow lookup successful: 1234
flow lookup failed, CFT handle: 0
flow lookup failed, getting FO: 0
flow lookup failed, no match : 0
flow detach requests : 1233
flow detach successful: 1233
flow detach failed, CFT handle:
flow detach failed, getting FO:
flow detach failed freeing FO
flow detach failed, no match
flow ageout requests

flow ageout failed, freeing FO:
flow ipv4d ageout requests

o P O BFr O O O O

flow ipv6é ageout requests

flow update requests : 1234
flow update successful: 1234
flow update failed, CFT handle: 0
flow update failed, getting FO: 0

o

flow update failed, no match
DNSCrypt statistics:

bypass pkt: 1197968

clear sent: 0

enc sent: 1234

clear rcvd: 0

dec rcvd: 1234

pa err: 0

enc lib err: 0

padding err: 0

nonce err: 0

flow bypass: 0

disabled: 0



flow not enc: 0

DCA statistics:
dca match success: 0
dca match failure: 0
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| v mditional records |
¥ «Robie: type OPT
Hass: =ESal>=
Type: OFT {41)
UOPF poaylaad sire: 502
Higher D183 in extended RLDDL: Q=@
E[NSR wersion® @
L L]
Bose anan saw 2aa = [} bitz: Cannot Pandle [MS5EC security RRs
BB DOOD D BDBD = ReEREreed:  Dulded
Data lemgihs 39
¥ Dptics: Unknown [2E346]
fation Code: Uakngem [269406)
Option Lengths 1%
Oorion Datad 4ITBESEe444eSIR10aTEAGS FiRlalT I
v Optios; Unknown L2@392]
Dption Code! Unknown [Z8TFE)
farian Lengths 6
Dption [l-:I‘l-:I:IJ--‘lﬂlbi!ﬁ]ﬂﬂ&ﬂﬁ??ﬁﬂﬂ'-'lEEl:'El]II'I.IIE I

BT RIETMA 7
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0x4f70656e444e53: Data ="OpenDNS"
0x10afb86c9blaff: Device-ID
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0x4f444e53: MGGIC = 'ODNS'

0x00 : Version

0x00 : Flags

0x08 : Organization ID Required

0x00225487: Organization ID
0x10 type : Remote IPv4
0x0b010103: Remote IP Address = 11.1.1.3
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nslookupf E £ &1 R & X CDNiF(akamaiedge) I & ifl,

Non-authoritative answer:

www.clisco.com canonical name = www.cisco.com.akadns.net.

www.Cclisco.com.akadns.net canonical name = wwwds.cisco.com.edgekey.net.

wwwds .cisco.com.edgekey.net canonical name = wwwds.cisco.com.edgekey.net.globalredir.akadns.net.
wwwds .cisco.com.edgekey.net.globalredir.akadns.net canonical name = e2867.dsca.akamaiedge.net.
Name: e2867.dsca.akamaiedge.net

Address: 104.103.35.55

Name: e2867.dsca.akamaiedge.net

Address: 2600:1408:8400:5ab::b33

Name: e2867.dsca.akamaiedge.net

Address: 2600:1408:8400:59c::b33
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dmz2-site20l-1#show platform hardware gfp active feature umbrella datapath stats
Umbrella Connector Stats:
Parser statistics:

parser unknown pkt: 0

parser fmt error: 0

parser count nonzero: 0

parser pa error: 0

parser non query: 0

parser multiple name: 0


http://www.cisco.com/
http://www.cisco.com/

parser dns name err: 0

parser matched ip: 0

parser opendns redirect: 3

local domain bypass: 0 <<<<<<<<<<<
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Settings Q. DNs )

A You and Google Use secure DNS

This setting is disabled on managed browsers

B Autoill
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https://support.umbrella.com/hc/en-us/articles/360001371526-Web-Browsers-and-DNS-over-
HTTPS-default
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