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RP/ 0/ RSP0/ CPUO: SAMDD( admni n- confi g) #1license smart enable
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Event Logit T+ £ R4t B SRBER N IRIRFH I MHES , FERKSPEMREIASTRIT
RYRAE | BlEEM, EHEF. ZRAEAEENMIITSRIFR.

ol

RRBIFABRMANERF T AR ERT A, FEE, EREBRT , ERTFTARERMIARE

o

REFE
HTREEEET , TUNEBTESTL A HF. TAR-E5EEFTALEET RN LN

ARo

FEE . ST RCisco I0S XR 5.3.0R FEARA PR ERIANFATER,

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license pools

Pool : Oaner

Feat ure: A9K-24X10- OPT- LI C A9K- 24X10- VI D- LI C A9K- 24X10G Al P- SE A9K- 24X10G Al P-TR
A9K- 2X100- OPT- LI C A9K- 2X100- VI D- LI C A9K- 2X100G- Al P- SE A9K- 2X100G Al P- TR

A9K- 36X10- OPT- LI C A9K- 36X10- VI D- LI C A9K- 36X10G Al P- SE A9K- 36X10G Al P- TR

A9K- 400G Al P- SE A9K- 400G Al P- TR A9K- 400G OPT- LI C A9K- 400G VID-LIC



A9K- 800G Al P- SE A9K- 800G Al P- TR A9K- 800G OPT- LI C A9K- 800G VI D-LI C
A9K- ADV- OPTI C- LI C A9K- ADV- VI DEO- LI C A9K- Al P-LI G- B A9K- Al P-LI G E

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license allocated

Featurel D: A9K-800G Al P- SE (Sl ot based, Pernanent)

Total licenses 1
Status: Allocated 1
Pool : Owner
Total licenses in pool: 1
Status: Operational: 1
Locations with licenses: (Active/Allocated) [SDR|
0/ 0/ CPUO (0/1) [Owner]

RRF R THFEHRA S Mexec planeiz1T , BRIFNEB TR RN admin planeiz1T &1,

RP/ 0/ RSP1/ CPU0: ROA#show license ?

WORD Feature ID

active Currently checked-out/bei ng used by applications.
allocated Allocated to a slot but not used.

avai |l able Not currently active.

eval uation Display the evaluation |icenses.

expi red Di spl ay evaluation |licenses al ready expired.
| ocation Show information for a specific |ocation
| og The operational or administrative |ogs.

| Qutput Modifiers
<cr>

BT
BRETHAEA  BXEREETHRE,

IR B NABE |, call homeWRMIARNBEEXHBEAHTTPS , E BT REE R Q50 25
EmRSER. BXRESER , BSHAAXEEEM call_home.

RP/ 0/ RSP1/ CPU0: ROA#show run call-home
% No such configuration iten{s)

RP/ 0/ RSP1/ CPU0: ROA#show call-home detail | i https
http proxy: Not yet set up
HTTP address(es): https://tools.cisco.conlits/service/oddce/services/ DDCEServi ce

NTRERE K ERFESRIT4, HRIRATEE. BIENRE.

1. EadmintE X , MALTSHT :
RP/ 0/ RSP1/ CPUO: ROA(adm n-confi g) #1license smart enable
RP/ 0/ RSP1/ CPUO: ROA(adm n-confi g) #commit

2. EexecRAT , BLEEZhetl ( MR fribat ) |, RECRAURINEEXH , ZEEXHERR
EERARENBIIEM,

RP/ 0/ RSP1/ CPU0: ROA#show run call-home

cal |l - hore

service active

contact-enmai |l -addr sch-smart-1icensing@i sco.com
profile G scoTAC 1

active

destination transport-nmethod http

3. F£admin mode¥ , W EEBEF ATARA :
RP/ 0/ RSP1/ CPUO: ROA(adm n) #show license version
Cisco Smart Licensing Agent, Version 1.1.4 throttle/16



4. FEadmin mode¥ , WAL T @S :
RP/ 0/ RSP1/ CPU0O: ROA(adm n) #license smart register idtoken
NjgyMWM2NDItMzI5My00YzQ2LThmMDItMzhhNWI2Mzk2 YWUWLTEOMzUzZzMzM3%
0aMDQwWNDB8 SWRZSGkVROA2MWZTZEhzK2RWUMJWMMhOU1ZIa2tBVzZBLZK11ZHhs%0AZGRPbz0%3D%0A ?
force Force Registration
<cr>

license smart register: Registration process is in progress. Please check
the syslog for the registration status and result

KEFForceABEHERSZINEMIVNZREXNEMRFABEEFELE. KEFforceNREDH
, ERBHRBERTER. & , ATAERAWeb AP S EMMK P A HlBRIZ R
5. EWRERE :

RP/ 0/ RSP1/ CPUO: ROA(adm n) #show license register-status
Regi stration Status: Conpleted
Regi stration Start Tinme: Wd Dec 17 2014 13:07: 23 PST
Next ID Cert Renew Tine: Mn Jun 15 2015 14:07: 45 PST
Next ID Cert Expiration Time: Thu Dec 17 2015 13: 01:41 PST
Last Response Tinme: Wed Dec 17 2014 13:07:45 PST
Last Response Message: OK: K

R StatusF 2 “Completed” , BfFEEF & Rsyslog LFEEE . U TRERINRGZAZERE

RP/ 0/ RSP1/ CPUO: Dec 17 13:07:45.285 : licngr[310]: SMART_LI C 6- ACENT_REG_SUCCESS:

Smart Agent for Licensing Registration with G sco |licensing cloud successful
RP/ 0/ RSP1/ CPW0: Dec 17 13:08:18.357 : licngr[310]: SMART_LI G 3- OUT_OF_COWPLI ANCE:

One or nore entitlements are out of conpliance':

6. ELRG L BET —LEFEEFEMNIIgE , HARREERTEN RS :

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license entitlement | i Tag | e Not | u sort

Tag: regid.2014-04. com ci sco. A9K- 24X10- OPT- LI C,
1. 0_66d3ccf 7- a374- 4409- a3f 9- 6bc56d645f 1c, Version: 1.0, Enforce Mde:
Qut of conpliance

Tag: regid.2014-04.com ci sco. A9K-24X10-VID-LI C, 1. 0_9f 03b94f - 3c76- 4a39- 82f 2
- 1b53cdf 5cb15, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-04. com ci sco. A9K- 24X10G Al P- TR, 1. 0_e5d7cec3- e8e3- 43c6- 88¢c9
-al13b76679f8, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K- 2X100- OPT- LI C, 1. 0_0Of 74bb00- 42af - 4c4d- b162
-bcb346¢7510a, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K-2X100-VID-LIC, 1. 0_a482b964- 6371- 4aad- 8e82
-2083c5749205, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K- 2X100G Al P- SE, 1. 0_ce447831- edaf - 4def - a98b
-3297f ab65561, Version: 1.0, Enforce Mdde: Qut of conpliance

Tag: regid.2014-06. com ci sco. A9K- 36X10- OPT-LI C, 1. 0_92a8597a-f 591- 4af c- adeb
-9b212ceellbe, Version: 1.0, Enforce Mdde: Qut of conpliance

7 BELERGETHERNGS  XEGPEATANEE. BT TRESFTCLITEL
WiEENEER , BFERNERFE. pooldHATEL/HXRE, EULES K/
BHE, HIRRERE. USHIEEER— . SRADSTHRENTSEFTE, 5
BEE  EATENKEREE. FURBIH O ANETE, FNRE S TR
5 . 3t BB BRIA B AN AT B A 3T © FAR 52 AR IBAE,

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license pool
Assi gned Pool Info: PATRICK NO LIC

8. MXE , REBKADREAN, NRREKE , RES0HBEH—K , BRI |, 2
FEXHM—K , HH0K. FORGATHE , HRER, Thk, BESRERR. B3
FRHE A SR B 425 8.

0. BECHEMERE  BHANTHS

RP/ 0/ RSP1/ CPUO: ROA(admi n) #license smart deregister

license smart deregi ster: Success



Li cense command "license smart deregister " conpleted successfully.

RP/ 0/ RSP1/ CPUO: ROA(adm n) #show license register-status
Regi stration Status: Not Registered

10. ETRAENRLATANFANE , BRANTHS

RP/ 0/ RSP1/ CPUO: ROA( adni n) #show license features

Pl atform Feature | D:

A9K- ADV- OPTI C- LI C

A9K- ADV- VI DEO- LI C

A9K-i VRF-LIC

A9K- Al P-LI G- B

A9K- Al P-LI G E

A9K- MOD80- Al P- TR

A9K- MOD80- Al P- SE

A9K- MOD160- Al P- TR

A9K- MOD160- Al P- SE

A9K- 2X100G Al P- TR
out put sni pped .

B R &l 4 M=

ETHENANIE  ERENNANAGEELTNTH, BR , X THRENREIIE , RERED
RENERN , EEMETHEAAR, ATESHOFL THFASEHRRARANITEM,

Smart Licensing flow

1. Admin config: “license smart enable”

6
',/”I’) g:f'“m“ 2. Liemgr process establishes an IPC connection
el with call-home process,

3. Licmgr process will send “service turn on”
request to call-home,

4. call-home writes the configuration below to sysdb:
enll-homs
garvice astivae
contact-omail-addr sch-gmart-licensingleisco.com
profile CisceTAC-1
active
dastination trapsport-method htEp

G HTTP requipst

7 HJTP response

5. Liemgr sends request to call-home.

6. call-home formats the request, and sends it to
the backend serveriservice.

a 7. call-home receives the http response from the
Sysdb backend server/service,

8. call-home extract the hitp response, and sends
it to licmgr process.,

R, EEANLEm



B ESHZESHHE  EAERRTEAELS Y. TEEMMNBRERSXFENESR,
fHln -

C BALUE R T A FASRIK B EET BRI T/ERERSEE. EXHBERT , B LERFEH
“RERSEE , ASEHAE, REURERETFINANABERALANRELER, XTUBERE
WindowsZLinuxiIRERE L TR IRApache M F BIAR B

- HE , BUREFENFIEASRIKIERIEZEICREZEN , ZEVATLIEFFIBEASRIKIRZH X
E|Cisco/aimfRF R Z B ER BiX LR ZF AT E AR #iER, X2ELinuxMWindows LiZ1THY
EHR R BRI 4E | ATLATECisco Transport-Gateway download? T &

- HE , BAREFLEMEHAETELnuxFWindows EH ARG T EBRAIEIT , FENXAFER
‘WABEN SBRRZHTFAEERR , N\ALHKEERERUEEXRESHRSNES. ZHHE
FHEEARA 5.3 15 E & iR,

BRT XFHTTPSH , R ] U HRHEREN ERBEBEER(VRF)IZREFEIT , ZREATFNFIE
EfkamAaX#HTESRAIES,

AN, A XHFIPve , FENFEERS LEABRNIPvEE it T BB Internet 5 B R in AR 55 25
BfE,

X LR EREASRIKEE T HHE REE(DNS)SRIPvA/IPVvEF EH, , BF itk 7T AT EHLE LA T5 RIS R
%o

P& E P IUNTP)WE B R ERE S BIRIEP RS BRISESALEN,

RP/ 0/ RSP0/ CPU0: ROA#show run domain
domai n nane ci sco.com

domain |ist cisco.com

domai n nane-server 171.70.168. 183
domai n nane-server 2001: 420: 68d: 4001:: a

RP/ 0/ RSPO/ CPU0: ROA#show run | i ipvé host
Bui | di ng configuration..
domai n i pv6 host tools.cisco.com2001: 420: 1101:5::a

EEHTTPRE

ApacheBLEFREARANHTILTEEZA , Binternet EERZIFHN XTI S BRI LLE TR, I
TERIEE , ApacheEin O80 LELE N FEAEENRE, ESF LA FTRAYApache mod_proxyHI i
Rk

BR , NTFTEETA , REFENE  RAERARERFHFENEHRMNFEONT, BERFFERE
RERERSSE  MAREZERERNEHRESSHE. RERSSHHEIEMEEN BRRBERNEE
SRFHEHR ; BWHEAHTTPS, BRhttp-proxy mybastion.cisco.com port 807 , FE BT H At
&,

RP/ 0/ RSPO/ CPUO: ROA#show run call-home

cal |l -hone

service active

htt p- proxy nybastion. ci sco.com port 80
contact-enmil -addr sch-snart-1licensing@isco.com
profile G scoTAC 1

active


/content/en/us/support/cloud-systems-management/transport-gateway/tsd-products-support-general-information.html

destination address http https://tools.cisco.conmits/service/oddce/services/ DDCEServi ce
destination transport-method http

1 Aregistration@i <3admin license smart register idtoken <idtoken> , ¥ 224 i 1 & 'RASRIK % HH
WK/ B, ic T B RIB R B Th 51 it 83

RP/ 0/ RSP0/ CPU0: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred
I nqueue: I n queue waiting to be sent.

Dr opped: Dropped due to incorrect call-honme configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMVI-08:00)

ENTI TLEMENT 1 0 0 0 2015-01-12 21:06: 56

DEREAQ STRATI ON 0 0 0 0 n/ a

REG STRATI ON 1 0 0 0 2015-01-12 21:06: 21

ACKNOWN. EDGEMENT 1 0 0 0 2015-01-12 21:06: 38

AR 2ApachelF Rl BERN — N B, EPERERERO443 (HTTPSHHMY ) E&R H,

root @wbastion:/var/log/httpd #tail -f proxy-*

==> proxy-error.|log <==

[Mon Jan 12 21:06: 10 2015] [debug] nod_proxy_connect.c(70): proxy: CONNECT:
canoni cal i sing URL tools.cisco.com 443

[Mon Jan 12 21:06: 10 2015] [debug] proxy_util.c(1515): [client 172.27.130.65] proxy:
*: found forward proxy worker for tools.cisco.com 443

[ Mon Jan 12 21:06: 21 2015] [debug] nod_proxy_connect.c(109): [client 172.27.130. 65]
(70014) End of file found: proxy: CONNECT: error on client - ap_get_brigade

[ Mon Jan 12 21:06: 21 2015] [debug] nod_proxy_connect.c(425): proxy: CONNECT:
finished with poll () - cleaning up

==> proxy-access.|og <==
172.27.130.65 - - [12/Jan/2015:21: 06: 10 -0800] " CONNECT tools.cisco.com 443 HTTP/1.1" 200 -

[Th i3 (RES

FHFRSP , R AREELNUxREWindowsEH L, HEEENBERRERT A iTH
ASRIKIRZRITFAIER , HFXEBERPHUE|CiscofainRSiR. BXRFMER , FSRERMMK
HENA,IERE,

ASROK EWELEMN N —1T. BATRRH ; BEXRENHEMENBYEE , FS R,

cal | - home

profile G scoTAC 1

destination address http

https:// TG | P-or - FQDN Tr ansport gat eway/ ser vi ces/ Devi ceRequest Handl er

ECEVRF

VRFATE iR HIEERE XN ERWFAJLFER, B2 , SERTFARGZRHIEEEZNERKRS
2=, ANTHEERHESHVRFRMAREREK , AT —THE,

AL B RN FRBERERSFEERVRFE R,


/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf
/content/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf

RP/ 0/ RSP0/ CPUO: ROA( conf i g) #http client vrf MGMT

Call Homei¥ 4%

AL B R UECall Home =R A T/EEE R R H .

RP/ 0/ RSP0/ CPUD: ROA#show call-home detail

Current call hone settings:
call home feature : enable
call home nessage's from address: nyl ab-roa@isco.com; optional, any address
call home nessage's reply-to address: pasoltan@i sco.com; optional

reci pi ent address

vrf for call-honme nessages: Not yet set up ; Not supported natively yet
contact person's enmil address: sch-smart-licensing@isco.com; default

contact person's phone nunber: +1-408-526-8438 ; optiona

street address: 1550 Soltani Lane, Cisco SystemDrive, North Pole, NP 99709
custonmer ID: Not yet set up

contract ID: Not yet set up

site I D: BU LD N&0-125 ; optiona

source interface: Not yet set up ; can be configured to use a specific interface
Mai | -server[1]: Address: bastion.cisco.comPriority: 1 ; optiona

Mai | -server[2]: Address: 171.68.58.10 Priority: 10 ; optiona

Mai | -server[3]: Address: 173.37.183.72 Priority: 20 ; optiona

http proxy: Not yet set up ; when configured will change

Smart |icensing nessages: enabl ed
Profile: CiscoTAC- 1 (status: ACTIVE) ; default profile supported
Can not be renaned, deleted, but can be nodified, activated, deactivated.

aaa- aut hori zation: disable ; optiona
aaa- aut hori zati on usernane: callhone (default) ; default
dat a- pri vacy: nor nal ; can be configured to use the hostnane or not.

syslog throttling: enable
Rate-limt: 5 nessage(s) per mnute
Snapshot conmmand: Not yet set up

; Non-smart licensing configuration for alerts, data collection, defaults.
Avai |l abl e al ert groups:

Keywor d State Description

configuration Enabl e configuration info

envi ronnent Enabl e environnental info

inventory Enabl e inventory info

snapshot Enabl e snapshot info

sysl og Enabl e syslog info
Profiles:

Profile Name: CiscoTAC 1
Profile status: ACTIVE
Profile nmode: Full Reporting
Reporting Dataé&colon; Smart Call Hone, Smart Licensing
Preferred Message Format: xmi
Message Size Limt: 3145728 Bytes
Transport Method: http



Emai | address(es): call home@i sco. com
HTTP address(es): ; Only configuration needed if default is not desired.
http://tool s.cisco.conmits/servicel/ oddce/ servi ces/ DDCEServi ce
https://tool s.cisco.conlits/servicel/oddce/ services/ DDCEServi ce

Periodic inventory info nessage is schedul ed every 23 day of the nmonth at 11:2

Al ert-group Severity
environment  mnor
i nventory nor nal
Sysl og-Pattern Severity
. critical

Call Home3E £ 861 7T &t [ £ T

&R LA Call Home Bt B AT RS B S MBI REURZ OHE , REUEREEHFET
B 4368 0 LA K% P 5 P Y B R VF AT AE S5

#& 7] LAfEhttps://tools.cisco.com/sch/reports/deviceReport.do 5 A & 8EiF /] FH 7~ B MR 1B & & Call
HomeliEME R,

SR ER D PEEN Y , THREXRNAEH L ERNINESHNIEAE S,
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HTARRHSNAHEARSZ , HREEEMREANKFAEERTFATRGE. B2, —EEANTS
EERRNT ABEEE. TER— LRI
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BAERRGAR, LB —EXTHBMANZEARENLR, AXLEHEEH , LB —
LR R |, IR KiECall Home HTTPEE AN ; RABEME.

RP/ 0/ RSPO/ CPUO: ROA#sh log | i SMART

RP/ 0/ RSP1/ CPUO: Dec 17 20:01:28.522 : licngr[308]: SMART_LI C 3-1D _CERT_RENEW FAI LED:
ID certificate renewal failed: Response error: {"product_instance_identifier"
["Product | nstance ' 8baecf b5-2688-429b-8519- 10a3f 0dec6b5' is not valid"]}

RP/ 0/ RSP1/ CPUO: Dec 17 20:01:34.273 : licngr[308]: SMART_LI C 3- AUTH RENEW FAI LED:
Aut hori zation renewal with C sco licensing cloud failed: Response error:
LS _UNVATCH_SI GNED_DATA&col on; Signed data and certificate does not natch

RP/ 0/ RSPO/ CPUO: Dec 17 18:26:24.009 : |icngr[314]: SMART LI C 3- COW FAI LED:
Comuni cations failure with Csco licensing cloud: Fail to send out Call Hone
HTTP nessage

RP/ 0/ RSPO/ CPUO: Dec 17 18:28:03.057 : licngr[314]: SMART_LI C- 3- AGENT_REG FAI LED:
Smart Agent for Licensing Registration with Csco licensing cloud fail ed:

Communi cati on nessage send error

RP/ 0/ RSP0/ CPUO: Dec 17 18:30:09.247 : |icmgr[314]: SMART LI C-5- COMM RESTORED:


https://tools.cisco.com/sch/reports/deviceReport.do

Conmuni cations with Cisco licensing cloud restored

RP/ 0/ RSPO/ CPU0: Dec 17 18:30:21.923 : licngr[314]: SMART_LI C 6- AGENT_REG SUCCESS:
Smart Agent for Licensing Registration with G sco |icensing cloud successful

w&Eshowmn Tt , AERBZE/A AL TARRSH IR, EHETUERRBIME, EERMNH
WR 2 (IPsec) M K LFVF AL,

RP/ 0/ RSPO/ CPUO: ROA#admin show license entitlement
Entitl enent:

Tag: regid.2014-06.com ci sco. A9OK- MBI LE- LI C, 1. 0_e447924c- Oa6f - 41be- 9202- 8ae60f cc2972,
Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: regid.2014-09. com ci sco. A9K- | PSEC- 20G LI C, 1. 0_al165db99- eb3f - 474b- bdf O-
ce4b140d9b45, Version: 1.0, Not In Use

Requested Time : NA, Requested Count: NA

Vendor String:

Tag: | NSTALLMGR, Version: 1.0, Not In Use
Requested Time : NA, Requested Count: NA
Vendor String:

Tag: regid.2014-04. com ci sco. A9K- 24X10- OPT- LI C, 1. 0_66d3ccf 7- a374- 4409- a3f 9-
6bc56d645f 1c, Version: 1.0, Enforce Mdde: Qut of conpliance
Requested Tinme : Mn Jan 12 2015 20:47:07 PST, Requested Count: 1
Vendor String:
out put snipped ...

BBV AE A MM,

RP/ 0/ RSPO/ CPU0: ROA#admin show license status
Conpl i ance Status: Qut of conpliance

KEWA AL FIEIIRS.

RP/ 0/ RSPO/ CPU0: ROA#admin show licence pool
Assi gned Pool Info: PATRICK _NO LIC

KEFAEH,

RP/ 0/ RSPO/ CPUO: ROA#admin show license cert
Li censing Certificates:
ID Cert Info:
Start Date: Mn Jan 12 2015 21:00: 13 PST. Expiry Date: Tue Jan 12 2016 21:00: 13 PST
Serial Nunber: 24724
Version: 3
Subj ect/ SN:  60f e47f 8- aaaa- 40f c- ae3e-f ae9c7h6d0ac
Conmon Nane: 138091632beblf 2e38069e9eec8f 9c626ded7lac:: 1, 2
Signing Cert Info:
Start Date: Wed Sep 11 2013 12:05:34 PST. Expiry Date: Sun May 30 2038 12:48:46 PST
Serial Nunber: 3
Version: 3

REVF AR,

RP/ 0/ RSP0/ CPU0: ROA#admin show license version
Cisco Smart Licensing Agent, Version 1.1.4 throttle/16

i w EREXREI M/ LB call-home= RS IHER.



RP/ 0/ RSP1/ CPU0O: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.

Failed : Failed to send or response indicated error occurred.
I nqueue: I n queue waiting to be sent.

Dr opped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMJI-08:00)
ENTI TLEMENT 1 0 0 0 2014-12-17 21:08: 35
DEREGQ STRATION 1 0 0 0 2014-12-17 14:33:17
REGQ STRATI ON 1 0 0 0 2014-12-17 21:07:53
ACKNON_EDGEMENT 1 0 1 0 2014-12-17 21:08:09
RENEW 1 0 0 0 2014-12-17 21:08: 57
Call Homej# &

ETREEcal_home#t MR M , ANASRIKMER 2 BV ERHEEE,

RP/ 0/ RSP0/ CPU0: ROA#show call-home trace error last 2

81 wrapping entries (576 possible, 320 allocated, O filtered, 81 total)!
Jan 28 10:10:29.729 call _honme/error 0/ RSPO/CPUO t10 call _hone_http_resp_data(),
httpc response error, Host nane resolution failed

Jan 28 10:10:39. 730 call _honme/error 0/RSPO/CPUO t19 cal |l _honme_events_handler() failure status 67

SmartlicRE ( KH4RE )

KEsmartliciRiR,. XERFEERT ERRERS SB[V FAIERE,

RP/ 0/ RSP0/ CPU0: ROA#admin show license trace smartlic last 2

987 wrapping entries (1088 possible, 0 filtered, 987 total)

Jan 28 20:10:36.245 smartlicense/smartlic 0/ RSPO/CPUO t3 [2302054]

Failed to bind to SysDB - ' Subsysten(2091)' detected the 'success' condition
' Code(45)': Unknown Error(292)

Jan 28 20:10:36.245 smartlicense/smartlic 0/ RSPO/CPUO t3 [2302054]
SMART ERROR - SASACKExpi rati onJob: expirySeconds=3842

Licmgrit B4 &

HRERASRIK EERTTNERRE , AWANE MM BB ST,

RP/ 0/ RSP1/ CPU0: ROA#admin show license trace

557 wrapping entries (576 possible, 0 filtered, 5403 total)

Dec 17 13:08:18.358 license/licngr 0/RSP1/CPUW t3 [3125351] SLA Debug :
Client search success pkg/bin/rsi_agent (No error)

Dec 17 13:08:18.358 license/licngr 0/RSP1/CPUW t3 [3125351] SLA Debug :
A9K- MOD160- Al P- SE regi d. 2014- 06. com ci sco. A9K- MOD160- Al P- SE,

1. 0_7f 1b3d9c-al83-41d1- 8d0b-d98dcc2751a8 (No error)

F A MxRBER

REREH B Platform Dependent(PD)# 7 R R A E#EE , EEXNMA T TIERNBEREFEE
ER. Eit , ERRTIHFTIERE, FHERE,



RP/ 0/ RSP1/ CPU0: ROA#admin show license trace platform all last 5

1849 wapping entries (5440 possible, 3136 allocated, O filtered, 183450 total)
Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 Agent Client Audit Crd Start: ver:1,
node: 0x00000041 cnd: Audi t (5) req: Mobil e(9) feature: AOK- MOBI LE-LI C(13) grant:

Not Pendi ng(0)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPUW t1 Agent Client Audit Crd Start #2
client restarted: Fal se up for a day: True

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 AUDIT Reply License Start:
request: Mobil e(9) slot:4 grant: Not Pendi ng(0)

Dec 17 20:43:33.480 vkg_lic/audit O/RSP1/CPU t1 AUDIT Reply License End
request: Mobil e(9) slot:4 grant: Not Pendi ng(0) rc: 0x00000000 No error

Dec 17 20:43:33.480 vkg_lic/audit 0O/RSP1/CPU t1 Agent Client Crd End: Audit(5),
sl ot:4 rc:0x00000000 No error

FTFF

MREMFAEREDRY , WTFRHAMAREFRAETIERHER HiFHHBEASRIKH
BREBRS 2 BANREES

RP/ 0/ RSP0/ CPUO: ROA#debug smartlic
RP/ 0/ RSP1/ CPU0: ROA#show debug

#### debug flags set fromtty 'auxO0O_RSP1_CPUQ' ####
smartlic debug flag is ONwith value O

%8 T [ iE$#UI/Cisco Cloud Serveriid, IAEFARIE , iF & ix B HE Easrok-smart-
lic@cisco.com,

BENER

1. HEMEREENNE —MF A HREURET , BIERE — MR —MFAEER , B8
FIERZ#HROOC, XEERANKAMMEENBRNRIT, FEHR | BIEEEARBE
DRALR | BBERT RKRBREPHITA,

2. BEEMNEZFIEME R KA Eshowin THitt. BEES IR SRENNEISHEAS S, Call
HomeR 1T Z 588 F I L XxMIRIE, X2ECall HomeWFERARHl, ©= A UNEMREE
HHETEE,

RP/ 0/ RSP1/ CPU0: ROA#show run call-home

cal | - home

service active

site-id BU LD N&O- 125

sender reply-to pasoltan@i sco.com

sender fromroa@i sco.com

al ert-group syslog

al ert-group snapshot

alert-group inventory

nai | -server 171.68.58.10 priority 10

nmai | -server 173.37.183.72 priority 20

nai | -server 2001: 420: 303: 2008::24 priority 2

nai | -server nybastion.cisco.compriority 1
phone- nunber +1-408-526- 8438

contact-enmil -addr sch-snart-1icensing@isco.com
street-address 1550 E. Tasnan Drive, San Jose, CA 9513
profile Ci scoTAC 1

active

destination address http https://tools.cisco.comits/servicel/oddce/services/ DDCEServi ce
reporting smart-call-hone-data

reporting smart-1licensing-data



destination transport-method http

RP/ 0/ RP1/ CPU0: ROA#call-home send "show run call; admin show platform"
email pasoltan@cisco.com msg-format long-text

Sendi ng ondemand CLI output call-hone nessage ...
Pl ease wait. This nmay take sone tinme ...

3. show call-home smartlic status?s £ & 17 “success” , XXX E bR & Mcall-homeHt 21 A E
%E MASRIKEI BRI =RGFHRWEEEZRMEBERIN, BER , IHTERE BRI RS IHFN
BRI ATRIER RN, B0, MRS, ERFEFEEE , cal-homeEHER
?FEL/T_\EEI)J , B/5% HE’*%%#RAE#F%EE’J,Q\W?s‘.'wﬁﬁ}ﬁ'éé%ﬂ&o
RP/ 0/ RSP1/ CPU0: ROA#show call-home smart-licensing statistics
Success: Successfully sent and response received.
Failed : Failed to send or response indicated error occurred

I nqueue: In queue waiting to be sent.
Dr opped: Dropped due to incorrect call-home configuration.

Msg Subtype Success Fail ed | nqueue Dropped Last-sent (GMWT-08: 00)
ENTI TLEMENT 1 0 0 0 2014-12-17 21:08: 35
DEREG STRATION 1 0 0 0 2014-12-17 14:33: 17
REG STRATI ON 1 0 0 0 2014-12-17 21:07:53
ACKNOW.EDGEMENT 1 0 1 0 2014-12-17 21:08: 09
RENEW 1 0 0 0 2014-12-17 21:08:57

4. BIEENERIPVATIPv R EEEEO N , AT NPt SIDNSHE AV IR F & £ =2IPv6,
RP/ 0/ RSP1/ CPUO: ROA#show run int M*
interface Mynt Et hO/ RSP0/ CPUO/ 0
cdp
i pv4 address 172.27.130.64 255.255. 255.128
i pv6 address fe80::172:27:130: 64 |ink-1|ocal
i pv6 address 2001: 420: 303: 2008: 0: 28: 1: 64/ 80
sni pped out put

RP/ 0/ RSP1/ CPU0: ROA#ping tools.cisco.com
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 2001:420:1201:5::a, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 44/45/49 s

RP/ 0/ RSP1/ CPUO: ROA#pi ng i pv4 tool s.cisco.com
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 173.37.145.8, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 43/ 44/ 45 ns

HXRfER

- Smart Call Home A F#E8- HTML
- Smart Call Home i F#E88- PDF

. Smart Call HomeZ £

- Cisco Support Community

. {137 : BLECall Home

- B ISR S — HTML

- HeEiF @S — PDF

- —RES : BEEVFT

- BB ATE LA



/content/en/us/td/docs/switches/lan/smart_call_home/book.html
/content/dam/en/us/td/docs/switches/lan/smart_call_home/SCH_Security_WP.pdf
https://supportforums.cisco.com/community/4816/smart-call-home
/content/en/us/td/docs/routers/asr9000/software/asr9k_r5-3/sysman/command/reference/b-sysman-cr53xasr/b-sysman-cr53xasr_chapter_010001.html
/content/dam/en/us/products/collateral/customer-smart-software.pdf

iE LB
- FEE PR O M L 8]
- BARZFHHH - Cisco Systems



/content/en/us/td/docs/switches/lan/smart_call_home/SCH23_Ch4.html
https://www.cisco.com/en/US/services/ps2827/ps2978/ps7334/services_qa0900aecd8060c287.pdf
https://www.cisco.com/c/zh_cn/support/index.html
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